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[TpuBercTByt0o Bac u mo3zapaBisito ¢ HadajoM paboThl IIKOJbI-ceMuHapa! B pabore
IBaanatk BTOpoit MeXayHapogHOM A3WaTCKOW IIKOJbI-ceMrUHapa «IIpo6sieMbl ONTHMH3aAIiH
CJIO’KHBIX CUCTEM» TIPUHUMAIOT yYacTHe BU/HbIE yUeHble U3 OJIM)KHETO U JJallbHero 3apyO0exbs,
oTeyecTBeHHble yueHble Befylux BY3oB PK u HaydHO-MCC/1ef0BaTeNbCKUX WHCTUTYTOB.
Kondepentus OygeT mpoBoauThCs B o diaiiH U OH/IalH-PeXHMe.

OTOT Tpa3[[HUK SIB/ISIETCS Ba)KHBIM COOBITHEM He TOJIbKO [jisi YHUBEPCUTETOB M HAy4YHO-
WCC/IeI0BaTe/IbCKUX UHCTUTYTOB, HO U [IJ1s1 BC€X CTPaH, NPUHUMAIOLIUX yUyacThe B MEPOTPUSITUH,
a Tak)Ke ThICSIU HayYHBIX paOOTHUKOB, MPOKUBAIOIIMX B JIeCATKAaX CTPaHaX MHUPA.

[TpoBeneHue Haiell exerofHou MexayHapogHOM A3MaTCKOW LIKOJbI-CEMHWHAapa CTajio
xopotuei Tpaguuueit. C KaXIbIM TOZ0OM pacTeT YKUC/I0 YYaCTHUKOB KOH(EepeHLMH, TTOBbIIAeTC S
KauecTBO WX BBICTYIUIEHWM W MyO/uKaiuid. TpaguiiMoHHO B paboTe KOHGMEPEHI[U y4acTBYIOT
yueHble U crieljianucTel u3 Kaszaxcrana, Poccun, Keipreizcrada, ¥36ekucrana, CIIIA, YKpauHbl,
[Tonbum, Typuyuy, Utanuu, Manansuy, Vpana u apyrux crpad. VX 3avHTepecoBaHHOe yuyacTue
NpUiaeT HallleMy MepOTIPUSITUIO MeXX/yHapOJHO€e h3MepeHue.

Llesibro TIpOBeIEHNsT TOTO MEepOTIPUSTHS SIB/ISIETCsl 00beJUHeHNe HayUHbIX MCCIe0BaHUI
POCCHIHCKUX U a3uaTcKuX (Tipexkze Bcero crpaH CHI') yueHbIX, 0OMeH OIMBITOM 10 psiZly TIpobsieM
COBpEMEHHOM HayKH, a Takke Ilepefilaua 3TOrO OIbITa MOJOJBIM HayUHbIM COTpPYJHHKAaM,
acmupaHTaM U CTyZieHTaM CTapLInX KypCOB.

HapamyBaHue moTeHLMana OTeYeCTBEHHON HayKd, 35(@deKTHBHOe HCIOIb30BaHKE
pe3yJ/IbTaTOB UCC/eIOBaHUM U YCKOPEHHOe BHe/IpEHUE KX B NIPAKTUKY — BayKHEHIIIe IPUOPUTETHI
rOCy/IapCTBEHHOU TMOMUTUKKA. OCOOeHHO Ba)KHO, UTO B 3Ty PabOTy BK/IFOUEHBI Ta/laHT/IMBbIE
CTYZIeHTBl ¥ MOJIO/[ble YueHble, TIPU3BaHHbIE OTPe/esisiTh He TOMbKO HacTosiiee, HO U Oyayiiee
Ka3aXxCTaHCKOW W MHPOBOWM HayKW, BCero Hamero oOmjectBa. HammwmMu mnapTHepamu u
OpraHy3aTopaMd 3TOTO  MEpONpUSTUS  SBASIOTCS  VIHCTUTYT  WMHGOPMAaLMOHHBIX U
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IEEE (Poccus, r. HoBocuOUpCK).

Haperoch, mosmyueHHbIe pe3y/bTaThl OyAyT MOe3HBI BCEM yUaCTHUKAM, B IEPBYIO OUepelb
MO3BOJIUT pa3BUBaTh U COBEPIIEHCTBOBATh CUCTEMY TOJATOTOBKHU CIIELIMaTUCTOB [i/isl SKOHOMHUKHU
HalllUX CTpaH, a NpeJJIoKeHHble PeKOMEeHJAlMU [IeMCTBUTE/IbHO HalAyT CBOe NPUMEHeHUe B
MPAKTUUECKON [1esiTeIbHOCTU. YBepeH, MpOBOJuMasi LIKOJa-CeMUHap He CTaHeT PpSI0BbIM
coObITHeM, MPOIeT B JyXe TBOPUYECTBA, CTaHeT IJIOMIAAKOM AJisi 00CYyKeHus], AeCTBUTE/BHO,
aKTyaslbHbIX ¥ B)KHBIX TIPOO/IEM U MIOMOYKEeT HaUTH MyTH KX peliieHus1. JKesaro BCeM y4aCTHUKaM
LIKOJ/TbI-CEMUHApa Y TOCTSIM IJIOOTBOPHBIX AUCKYCCUM U HOBBIX JOCTHKEHUM!



S1 Xouy rmokesaTb BCeM CerofHsS IIIOIOTBOPHON paboThl W, UTOOBI H7EH, KOTOpbIe
BBICKa3bIBa/IMCh, 3aTe€M IIPeTBOPS/INCH B XKU3Hb. JTO UPe3BblYaliHO Ba)KHO He TOJIbKO /I/1s yUeHBbIX,
KOTOpBIE Y)Ke COCTOSUTUCH, HO elije Oosiee BaXKHO /IS, CTYZeHTOB, MariCTPAaHTOB, IOKTOPAHTOB U
BOOOIIIe /17151 HAYYHOU MOJIOZEXH.

Bbipaxkato 0s1aroflapHOCTh BCeM ydyacTHMKaM [IBafijaThb BTOpPOW MeKayHapo HOU
A3paTcKoM IIKO/bI-ceMUHapa W rOCTSM, KOTOpble HallsIM BpeMs, 4TOoObl NPUHATH y4yacTHe B
KOH(epeHIMU. JKesaw TMJIOJOTBOPHBIX AUCKYCCHMM M HOBBIX AocTikeHuii! JKenaro Bcem Bam
KPEITKOT'0 3/J0POBbsl, UHTEPeCHOM paboThl U MOJIe3HBIX [|e/I0BbIX KOHTAKTOB!

IIpeacenarens IIporpaMmMHOro KOMUTETa,
akaaemuk HAH PK M.H. KanumongaeB
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Y/1keH fiepeKTepAi Ta/iay XKJHe Y/ITiHI TaHy/AaFbl MAaTeMaTUKAJIbIK,
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Mathematical models and optimization problems in big data analysis and
pattern recognition



AI MAMACARE: MYJIbTUATEHTHAS IVIAT®OPMA HA OCHOBE BOJIBIIINX
SI3BIKOBBIX MO/IEJIE¥ JI/I1 ITOAAEPKKN MOJIOABIX MATEPEI 11 BPAUE

Mamncyposa ML.E., Myca A.
Ka3zaxckuli HayuoHanbHbIl YyHUBepcumem umeHu aab-Papabu, Aamambl, Kazaxcmau
mussa.aman@kaznu.kz

AHHoOTanuA. boablwue s3bIKogble Mooeau 8CE 3amemHee MeHsiom meouyuHy. OHU yoice
pasbuparom KAuHu4eckue 80Npocbl NOUMU HAPABHE C 8PAYOM U NOCMENneHHO CMAHOBSAMCS
KaHaaom Kpy210CymouHoli noddepiicKu nayueHmos. OcobeHHO 0cmpo makasi N000epHCKA HyHCHA
JHCeHWUHaM nocsne pooos, Ko20d pUCK Oenpeccuu 8bICOK, A CONpOBOXCOeHUs He Xeamaem.
ITpuebluHble mexHuueckue peweHusi 30ecb bGykcylom: nouck no kaouesbim caoeam (TF-IDF)
guoum 8 3anpoce Habop €108, a He cumyayuro, mo20a Kak 0OUHOUHbIU uam-6om Ha ocHoge LLM
n10xo nodoaémcs KOHmMpona u HebezonaceH e KauHuke. B cmambe onucava AI MamaCare,
0ogepeHHass MeOUyuHckass niaamgopma, coOpaHHas U3 HeCKONbKUX Cheyuanu3upo8aHHbIX
azeHmos noo0 HA4aja0M Mapuwpymusupyrouje2o dzeHmd. A2eHmbl 63aumodelicmeylom O08yMsl
cnocobamu: o00uH nepedaém 3adauy Opyzomy (Handoff) aubo ebi3bieaem Koane2y Kak
uHcmpymenm (Agent-as-Tool). Kadxcobiil u3 Hux pabomaem no yukay paccyxcoeHus u oeticmeaus
(ReAct), 06103ceHHOMY HeCKObKUMU yposHaAMU 3awyumbl. Cucmema pazeépHyma 8o 6HympeHHell
cemu yHugepcumema, no3momy OaHHble NayueHmMos He NOKUOarm 0o8epeHHbIll KOHMyp, a cama
niam¢opma obcayxcugaem u mamepell, u epaueli. ConocmaeneHue nokasblgaem, umo
MHO20a2eHMHAs cxema yaasaugaem KOHmekcm, pacnpedessiem poau u obepezaem 6e3onacHocmsb
ouanoza mujamenbHee, uem nouck Ha TF-IDF uau yHueepcanbHbili LLM-uam.

KiawueBble Cc/I0Ba: My/ibmud2eHmHble cucmembl, 0Ooabliue SI3bIKOBble MOOeu,
MeOUyUHCKUL UCKycCmeeHHbll uHmesitekm, nociepooosas oenpeccusi, Handoff, Agent-as-Tool,
ReAct, 2eHepayus ¢ 00N0/MHEeHHbIM U38/1eueHueM, 0ud10208ble ACCUCMeHMbl

BBepaenue. MeuiiriHa OpICTPO 0OCBarBaeT OOJIbIIINE SI3BIKOBbIE MOZIE/H. 3a TIOC/IeJHHe TO/IbI
OHU Hay4Yu/MCh pa30MpaTh KIIMHIUUECKHE 3alPOChl TIOUTH HapaBHe C BpauoM [6, 7], a iuanoroBbie
ACCUCTEHTHI MPEeBPATU/IMCh B peasbHbIM KaHaj, yepe3 KOTOPBIM MalMeHT Moay4yaeT COBET, He
noxugascek npréma [8]. [TocrepomoBoii mepros moKa3siBaeT LeHHOCTh TaKOW MIOMOILM 0COOeHHO
siCHO. [empeccusi oc/ie pofioB OCTAéTCsl OIHUM M3 CaMbIX YaCThIX OC/IO)KHEHHH MaTepHHCTBA, U,
€CJTH >KeHIIMHA He TT0J/TyyaeT ITOMOIIM BOBPeMsI, CTPa/IaloT U MaTh, U peOéHoK [5]. B Ka3axcraHe
KapTuHa TpeBokHasi. [1o oueHke FOHMCE®, npu3Haku Aenpeccuyd HaxOAAT MOYTH Yy IIeCTH
MaTepeli U3 JecSITW, WU 3TO OJWH W3 CaMbIX BBICOKUX TIOKasaresneii B mupe [1]. Oxoso
TIOJIyMHJIJTHOHA CeMeM pacTsT JieTeit 6e3 BTOporo poauresisi, mpuuém B 97 cinydasx u3 100 cembio
Jep>kuT MaTh [2]. Bpauu cocpeioToueHbl B TOpoZiax, TorAa Kak 41 % >kuTesieil CTpaHbl )KUBET B
cénax [3], a u30/IAIHI0 YCUIMBAET 3aHATOCTh: paboTaroT /iniih 37 % MaTtepei C [eTbMH MJIa/IIle
Tpéx sieT [4]. TocymapcTBo maatuT mocobwust, Hab/IFOAaeT 3a 3I0pOBbeM, OXpaHsieT paboune MecTa
Y TIOMOTaeT C >KWU/IbEM, OZJHAKO eXKe/IHeBHBIM COBET U [IyIIEeBHYIO OMIOPY 3TU Mephl He aloT.

ABTOMAaTH3MPOBaTh TaKYIO TMOAJEPXKKY OObIUHO TMpOOYIOT ABYMs MyTsSMU. [lepBbIid
OIMpaeTCs Ha IMOMCK 110 K/TF0UeBbIM cjioBaM, HaripuMmep Ha TF-IDF. On paboTaet nipejcka3zyemMo 1
NIpO3payvyHo, HO yJaB/IMBaeT TOMBKO CJIOBA, & He TOJIOJKeHUe MaTepy, U IOTOMY He CK/aJbIBaeT
CBSI3HBIH, 0OpaIlléHHBIN K Hel 0TBeT. BTOpOM MyTh ZioBepsieT BCE 0JHOM SI3bIKOBOUM MoeH. TekcT
BBIXO/IUT YKUBBIM, 3aTO KOHTPOJIb TePSIeTCS: MO/e/Tb BbIYMbIBaeT (PaKThbl ¥ OJJUHAKOBO CITIOKOWHO
OTBeYaeT U Ha OLITOBOM BOIIPOC, W Ha 3arpoc, 3a KOTOPLIM TIPSUYeTCs yrpo3a 30poBblo. st
KJIMHUKKA 3TO He ToauTcsi. O630pbl IUA/OTOBBIX CUCTEM B MeJUIIMHE TPSIMO TPHU3HAIOT, UTO
0e30I1acHOCTD U TTPOBEPKA KauecTBa B HUX MpopaboTtaHsl ciabo [8].

Al MamaCare BbIOMpaeT TpeTuii MmyThb. BMecTo ofHOU BceBeayiieli Mogenu rsatdopma
cobupaer HeOoJbIyI0 OpUragy areHTOB, W KaXAbIM oOOpallleHHeM pacriopsbKaeTcs
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MapLIpyTu3arop, areHT Triage. OH uuTaer 3arpoc, pacrio3HaéT ero xapakTep U OTHAéT TOMY
VICTIOTHUTEJTI0, KOTOPBIN CITPABUTCS JIyyllie POYMX; MPOBepKa 0e301acHOCTH BCTPOEHaA YKe B 3Ty
pa3BU/IKy. BHyTpu Opurazbl areHThl MO0 yCTYMArOT APYT APYTY BeAenue pasroBopa (Handoff),
b0 oOpalarTcs K KoJiiere Kak K MHCTpyMeHTy (Agent-as-Tool). Kakzapiii paccykzpaeT u
JeiicTByeT no LMKIy ReAct, OKpy>KEHHOMY HECKOJbKMMM C/I0SIMM 3allUThl. Martepu cucrema
oTBeyaeT B Jit0OOe BpeMsi CYTOK: pacCcKa3biBaeT O BOCCTAHOBJIEHWH I10C/ie POJIOB, TPyJHOM
BCKapM/IMBaHWM, CHe MJajieHla YU [JYLIeBHOM COCTOSIHMM, ONMpasiCh Ha MPOBEPEeHHYH0
MeMILMHCKYI0 6a3y. Bpau Tem BpemeHeM IojiydaeT OT Heé yyke cOOpaHHYIO, YIOPsiIOUeHHYIO
CBOJKY.

OcHogHoli eknad pabombl. ITnatdopma oTKpeITa 1Mo agipecy mamacare.kaznu.kz u paboTtaet
BO BHYTPEHHell CeTHM yHMBepCUTEeTa, TaK UTO 3allMCH TMalMeHTOB OCTalTCsi B [JOBEPEHHOM
KOHType. CTaTbs BHOCUT ueThIpe BK/aja. OHa rnpejjaraeT CTpPOUTb MeAULIMHCKOTO acCUCTEHTa
Kak Opuragy mpou/IbHBIX areHTOB C eIWHBIM MapuipyTu3aropoM. OHa MoKa3biBaeT, Kak JBa
MexaHu3Ma KoopauHaiui, Handoff u Agent-as-Tool, 1103BO/ISIIOT crcTeMe pacrpeziesisiTh 3ajauu
6e3 rocTosiHHOTO yuacTus oriepatopa. OHa pa3bupaeT yCTPOMCTBO areHTa 3HaHWH, BBICTPOEHHOTO
1o uukny ReAct c MHOTroC/10MHOM 3aijuToi. HakoHel], OHa CTaBUT MHOTOareHTHYI0 CXeMy PsiiloM
c nouckom Ha TF-IDF u oguHOUYHBIM 4aT-00TOM M TIOKa3biBaeT €€ TepeBeC B TOHWMaHUU
KOHTEKCTa, Crieljraar3auu 1 6e30macHOCTH.

O030p cBA3aHHBIX pabdoT. PaboTa onupaeTcs Ha HECKOJIBKO MCC/Ie0BaTe/bCKUX JTMHUH.
SI13BIKOBBIE MO/Ie/IN yrKe HeIJIOXO OPUeHTHUPYIOTCS B KJTMHUYeCKOM MaTepuarse U MoJ0UparTcs K
OTBeTaM 3KCIIePTHOTO YPOBHS [6, 7], HO BMecTe C 3THM MPUHOCST 3HAKOMYIO Oefy: yBepeHHO
TIPOM3HECEHHYIO BBIAYMKY. UT0OBI MPUBsS3aTh OTBET K (haKTam, ero MOAKDPEeIISIOT BblJepKKaMU
W3 TIPOBepeHHOM 0a3bl 3HaHWMN. DTOT MPHUEM, TeHepaLvIo C AO0NoMHeHHbIM u3BieueHreM (RAG),
Al MamaCare nprMeHsieT, CyKasi UICTOUHHUKU /10 BBIBEPEHHOM MeAULIMHCKON O6ubmoreku [9].
OmbIT [AWANOTOBLIX CHUCTEM B 37paBOOXpPaHeHUM [00aB/sieT OCTOPOXKHOCTU. HakorieHHbIe
0030pHbI TIPU3HAIOT 3a TAKUMHU aCCUCTeHTaMU I10J1b3y, HO HaCTOWYMBO HAlIOMUHAIOT O Tipoberax B
6e30rMacHOCTH ¥ B OL|eHKe KauecTBa [8], 1 3T1 3amMeuaHusi Mbl Iep>KAM B yMe Ha Ka)KJOM Liare.

OTpenbHast TMHUS KacaeTcsl TOro, Kak MOJesib AyMaeT U felictByeT. Cxema ReAct uepesnyet
paccykieHrne M MOCTYIIOK, M03BOJIsIsl areHTy CBepAThCSl C BHELIHMMM WCTOYHUKAMU U Ha XOAY
ripaBuTh 1iaH [10]. OHa BeIpoC/Ia U3 UeN pacCyKJaTh BCIyX, 10 maram [11], u coceacTByeT
npuémamu camonpoBepku [12] u obOyuenusi Bei30By MHCTpyMeHTOB [13]. COopka W3 MHOTHX
areHTOB JaBHO TepecTasa ObITb 3K30TUKOU [14]: MOSBUMMCHL Cpefibl s UX guanora [15], ans
pacripefiesieHust pojieit [16] u ans camocrositenbHOro ToBefeHusi [17]. B Takux cpepax
TIPYYKWTUCH /IBa PUCYHKA B3aUMO/IeHCTBYsL. B OZIHOM TJIaBHBIM areHT IeP>KUT Pa3roBop rnpu cebe u
30BET MIOMOIIHMKOB KaK MTHCTPYMEHTHI; B IPYTOM OH YCTYTaeT yrpaBsieHue 0osiee IOAXOASIEMY
cneruanucty [18]. Al MamaCare 1osib3yeTcsi 000MMH, ¥ TT0IpOOHBIN pa300p BeIHECEH B pa3zen 4.

CpaBHeHHe TOAX0/0B M MoTHBapusa. UToObl OOBSICHUTH, TMOYeMy BBIOOp MMan Ha
MHOTOareHTHYI0 CXeMy, TOCTaBUM PsiIOM TPHU Crioco0a pelivTh OJHY 3ajady: TTOMOUb MaTepu
rocie pogos. Ilouck mo kmtoueBbiM cimoBaM Ha TF-IDF HajéxeH M TMOHSATEH, HO KOHTEKCT
oOpallieHus1 OT Hero yCKOJIb3aeT, U MepCOHa/IbHOT0 OTBeTa OH He CTpouT. OiMHOUHas sI3bIKOBast
MoO/ie/ib OTBeYaeT eCTeCTBEHHO, OJHAKO el TPyAHO JoBepsiTb. OHa myTaeT (akThbl, He OT/IMUaeT
My CTSKOBbIN BOMPOC OT TPEBOXKHOT'O U He UYBCTBYET, KOT/Id HY>)KHO BMEIIaThCsl HEMe/IJIEHHO.

MHoroareHTHass matgopMa CHUMaeT ST oOrpaHuueHuss wuHade. OHa Jenur
OTBETCTBEHHOCTb MeXK/y Y3KUMU ClleLiMaCTaMy, HarpasJ/isieT KaXK/Abli 3arpoc K MOAXO0ASALLEMY
W3 HUX U TpoBepsieT 0e30TacHOCTh eIlé Ha pa3BU/IKe, a OTBET YepriaeT M3 BbIBEPeHHOUN 0a3bl
3HaHuM. Tabnuia 1 pa3BoAUT TPU MOAX0/jA 10 K/IFOUeBbIM TIPHU3HAKaM.

Tabsurja 1. CpaBHenre Al MamaCare ¢ riorickoM Ha ocHoBe TF-IDF u oguHouHbiM LLM-
yaT-60TOM



Kpurepuit

OCHOBHOI MOJXO]

TF-IDF nmouck

ITouick 110 K/1H0UeBbIM
c/ioBaM

O0b1unbi LLM-
yar

I'enepariyist 00I1IETO
OTBeTa

AI MamaCare

Crnenyanv3upoBaHHblie Al-
areHThbl

ITonnmaHue Huskoe Xopotiee, HO YuuThIBaeT KOHTEKCT
CUTyanuu obiiee MalyeHTa ¥ TUM 3ampoca
Tounocts oTBera  [loXOXHe JOKyMeHTbl | B03MO’KHBI Kontponupyemas
HeTOYHOCTU MeJMLIMHCKas: Oa3a 3HaHUMH
C/10XHbIe O6pabatsiBaet ciabo  O61muii coBer MapuipyTH3aius Hy>KHOMY
BONPOCHI areHTy
OmMornuoHa bHaa  Her O6rias OThenbHbBIN areHT 6epekKHOTo
nojjepxKa oTBeTa
IToaaepxka Het OrpaHuueHHast Copilot anst Bpaua
Bpaua
Bbe3onacHocTh Huskas aist Puck HeTOUHBIX Bpau npuHumaeTt utorosoe
MeIULTUHBI OTBETOB peliieHue
HUtor IMpocToii mouck YHUBepcanbHbINA MynbTHareHTHas
yar MeJWIMHCKast TiatdopMa

N3 cpaBHeHus BuHO riaaBHoe. Cuna Al MamaCare He B 0/{HOU y/jJauHON YHKIIUU, a B TOM,
KaK CK/IaJbIBAalOTCS BMeCTe Crielldanu3aliysi areHTOB, KOHTpoiupyeMasi 0asa M BCTpOeHHas

6630HaCHOCTb, HPI/IqéM rnocjiegHee CJioBO COXPAHAETCA 3a BpAUOM.

ApxuTeKTypa MyJbTHareHTHo# cucreMbl. Al MamaCare BeJéT cebs Kak Cia’keHHast
Opuraza. 3ampoc TrorajaeT K TOMY areHTy, KOTOpbI OTBETUT TOYHee, TAI[MeHT Toydyaer
TIOJIIeP>)KKY, a Bpau 3abupaeT y>ke pa3oOpaHHble cBefieHusi. [lnaTdopma pacriafaeTcss Ha JiBa

KOHTYPA, Mal[ieHTCKUI U BpaueOHbIH, U CBA3bIBAET MX OOIIUI MapIIpyTH3aTOP.

Obwas cmpykmypa u ponu azeHmos. JIltoboe obpaiijeHre HaulHaeTcs C areHra Triage. OH
BUMTBLIBAETCSI B 3arpoOC, PACIiO3HaéT ero Tum (00Ul Borpoc, obpairieHre K 6a3e 3HaHUN WU
NoTpeOHOCTE B MO/IZIep>KKe) U OTAET 3a/1auy NMpoduIbHOMY UCTIONMHUTeN0. Ha cTopoHe natyeHTa
TPYASITCS TPU areHTa: OOIIMX BOIPOCOB, 3HAHWN U 3MOIMOHATLHOW MOAepKKU. Ha cTtopoHe
Bpaua pacriopsbkaetcs Specialist Copilot, onvpasick Ha KypaTopa 0a3bl 3HAaHMM W Ha areHTa,
KOTOPBIN cOOMpaeT CBOZIKY O TariveHTe. KapTa areHTOB U CBsi3eli MeX/Ty HUMH TT0Ka3aHa Ha puc. 1,

a TOJIHBIY TIepeueHb CBeIEH B Tabuily 2.

(

P Monb3oBarenu

T

7~

Triage Agent
“ »
ey Handoff Emotional

Handoff

Agent

Agent as tool

r v Bpauun
s

Document
Interpreter Agent

Puc. 1. Kapra arentoB Al MamaCare. B koHType nonib3oBareneii Triage Agent repeZiaéT 3arnpoc

(Handoff) arearam General QA u Emotional Agent, a Knowledge QA BbI3bIBaeT Kak MHCTpyMeHT (Agent

as tool). B kouType Bpaueti Specialist Copilot Agent obparrjaetcst K Knowledge QA, Patient Brief u
Knowledge Curator kak K ”HCTpyMeHTam
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Mexanu3mbl KoopauHaruu: Handoff u Agent-as-Tool. CaMocTosiTe/IbBHOCTE CUCTEMBI
JEP)KUTCI Ha [BYX crocobax rmepenatb paboTy, WM OHM U30aB/SIOT OT IIOCTOSIHHOTO
BMelllaTe/IbCTBa orepatopa [18].

Handoff o3HauaeT, 4To areHT L[eJIMKOM OT/JJaéT AUaior KoJuiere, KOr/ia TOT Jiyullle TIOAXOJUT
IJIs1 ciiefyroljero Imara. [IpvHMMaroluii areHT BUJUT BCHO TIPeLICTOPUIO pa3roBopa U
nipoziosbkaeT ero caM. Tak Triage ycryraeT Gecefry areHTy 0OIMX BOIPOCOB, e/jBa MOWUMET, UTO
3arpoc B €ro Be/IeHUH.

Agent-as-Tool ycTpoeH vHaue. 3/1eCh areHT He BBIITyCKaeT Pa3roBOp U3 PYK, a 30BET APYroro
Ha KOPOTKYI0 noapaboTtky. Specialist Copilot, Haripumep, cripaliyBaeT y areHTa 3HaHHUU HY)KHYTO
CTIpaBKY U TYT >Ke BILJIeTaeT eé B CBOM OTBeT, He Tiepe/iaBasi yrpaByieHue. 3a BBI00OpOM MeXy HUMU
CTOMT OJMH BOIPOC: KTO MPOM3HECET C/IeIyIOLIYI0 PerIuKy Mo/ib3oBaremnto. Eciu pganbiie quanor
JOJDKEH BeCTU CIel[HaivcT, cpabatbiBaeT Handoff; eciiv moBonbHO pa3oBoii yciyry, BeIpyUdaeT
Agent-as-Tool. Briarogapsi 3TomMy roBe/ieHHe CUCTeMbI OCTaéTCs MpeficKa3yeMbIM.

KonTyp mnarnuenTa. [lalieHTCKHWY KOHTYp HacTpoeH Ha Oepe)kHbIi M 0e30IacCHBIM
pa3roBop. ATeHT OOIIMX BOIIPOCOB OTBEYAeT Ha ObITOBBIE MeJIOUM. ATEHT 3HaHUM oOparraeTcs K
nipoBepeHHOM 6a3e 1 000CHOBBIBAeT KaXKbIi COBET. OMOLIMOHABHBIM areHT OTK/IUKAeTCs MATKO,
Y B TeHU TOCIePOZOBOH Aerpeccuy 3Ta MATKOCTh 0COOeHHO BakHA. MapuipyTr3aiys ycTpoeHa
TakK, UTO KaXK/IbIi THI 3aripoca Iora/jaeT K areHTy, 3aTOYeHHOMY UMEHHO T10/] Hero.

Tak 3TO BhITIAUT B pabore. Korjga MaTh cripamivBaeT T0-Ka3axCKHW, UTO JeaTh MpH
BBICOKOU TeMriepaType y peOéHKa, acCUCTeHT He OTZAe/bIBaeTCs OOIMMH CJIOBaMU: OH COBETyeT
cpa3y 00paTHTLCS K Bpauy, MePeurc/isieT HaCTOPa)KUBaloIIe MTPU3HAKK U OTOBAapUBAET, UTO CaM
nvarHo3 He ctaBuT (puc. 3). ToT >xe uHTepdelic BeiéT uek-UH, JHEBHUK U CKPUHUHT, OCTaBasiCh
0/l PYKOM MeXXTy BU3UTaMU.

Aman Mussa

N T O

Q Mowck.

Ceronus 7 @  Conemercia 6e! Men ciare KaiipaT HypTacTbiK KoHUepTiHe kanait 6apy KepexTiri Typanbi aknapat 6epe
 MeHEBONROC 0z anmaiiMbin, ceGeGi 6yn MeauUMHaNLIK emec cypak. Ciare Gacka KaHAaii Kemek kepek?

ci3 kaHpalt cypakka xayan 6epe anacsis? e
9 awasan

Duesumc MeH Kaiipat HypracTsl & MeH Tek aHanapra apHanFa , eMaey XaHe Konpay 6oiibiHWa cypakTapFa
25 wapra Xayan 6epe anaTbiH MaMaHAAPAL! TaHAGYFa KeMeKTeceMiH. Ciare KaHaail Komek kepek?

Yar

¥ MeHs Bonpoc o...
Yek-wH 1

CKPUHUHT Bonb nocne poaos — 3...

Mo pa
cis Kim 6onacbia? aveson @

Ganaw Temneparypa kerepinin ket we icrey kepex? J 2 )
¥ MeHsi BOnpoc o...

@  Conemercis Ge! Banansiabix TeMnepaTypach keTepinreHise KaTTbl yalibMAan TYPFaHbIHbI3Ab! TYCIHEMiH.
Byn xarQaiina ex Manbi3Abics ~ Aopirepre aepey xa6apnacy.

Mpoduns

Kaa TybinFaH HepecTeneppe (acipece anraluiks anana) Temnepatypa KeTepinyi uHdexuua Hemece Gacka
a aybip xaFaaiiabIK Genrici 60/1ybl MyMKiH. COHbIKTaH:

Nepirepre MiHAeTTi TypAe B anFawKs! , 6yn
XaFpaiinel KewWiKTIpMeil MaMaHFa KOpCETY Kaxer.

Banaupiara aHa cyTiHeH 6acKa ewKaHAaii CyibIKTbIK Hemece Aopi GepmeHis. Apanac emisecis,
COHAbIKTAH CYTIHI3AI XanFacTbIpbiHbI3, Gipak 6acka ewHapce KOCMaHsI3.

Benmeperi aya patyp . On 22-24°C ap: 6onybi Kepek. ThiM
Xblbl KM anMaHpi3, Gipak Cybin KanMaybiHa KeHin 66niHia.

Erep 6ananbiana Mbira Genrinep Gaiianca, Aopirepre GipaeH Xyrininis:
EMineH 6ac Tapty

Haykac 60n1bin KepiHy

KaTTbl Ma3achianany Hemece ViikbChiaabik

Byn aknapatTbl 6onawak cyx6aTrapaa ecre cakrayra kanaicbis 6a? Mbicansi, "banaHbisablH Temnepatypacsl

BiiTn o BseauTe coobleHve.

Puc. 3. DKkpaH MaTepH, Ka3axCKOSI3bIUHbIN Axanor. Ha Bompoc o BHICOKO# TemriepaType peOéHKa
aCCHCTEHT COBETYeT HeMe/lJIEHHO CBS3aThCsl C BpauoM, Ilepeunc/isieT TPeBOKHbIE [IPU3HAKU U
HallOMMHAaEeT, YTO JUarHo3 He CTaBUT

KonTyp Bpaua. BpaueOHbI{i KOHTYp IMOCTPO€H TO TPUHLUMITY BTOPOTO MWJIOTA: CHCTeMa
TN0/ICKa3bIBaeT, HO IITypBas OCTaéTcs y crieruanucta. Specialist Copilot cBogut BoeZiHO JJaHHBIe
narjieHTa v 6a3y 3HaHW U TIPU 3TOM 00OpalljaeTcst K KypaTOpy 3HaHUM U K COCTaBUTE/TH0 CBOJJOK
KakK K MTHCTpyMeHTaM. Bpau rosiyyaeT BbDKUMKY OBICTpee ¥ TPaTUT MeHbIIle BpeMeHH Ha PyTHHY.

[TokazaTeneH ocTpbili ciyyaid. [To naijueHTKe AU Ha TPeTUM JleHb TIocsie poJjoB Specialist
Copilot BeBosuT 6amn PHQ-9, paBHBIM 24, MOMeuaeT ero Kak TSDKENYH IerpecCHio C
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CYMLIMZAIBHBIM PUCKOM M TYT jKe TIpejjjiaraeT Bpauy IlaH [|eMCTBHIA: POBepUTh 6€3011acHOCTS,
HarpaBUTh Ha HEOT/IOXKHYIO TICUXUATPUUECKYH0 TTIOMOILb ¥ 00eCTieunTh TOCTOSIHHOE HabMo1eHre
(puc. 4). 3ameTuMm, UTO CHCTEMa He Ha3HAvaeT jiedeHre cama, a cobrpaeT (HakThl U TIO/ICKa3bIBaeT
MIPOTOKOJI, OCTaBJIsis pellieHre Bpayvy.

Ensure 24/7 supervision by trusted person.

Specialist HEALTHCARE ACCESS:

OEILME YATH! Gwelnbrrodera!e travel difficulty, consider telehealth options or home visit if —
available.
Yar PHQ9: 24
Ao e Coordinate with local mental health services.

No KB evidence found for specific PHQ-9 intervention protocols in
postpartum context beyond general postpartum depression symptoms.

NOCNERHVE 3ATUCH

ety oxasare owcnaty Would you like me to help draft a safety plan or search for specific

postpartum depression treatment guidelines?

TpoeHue 3/5, coM 3/5, Tpesora
OnpocHukm

Pesiome naumenTa K... do
> Do« ent interpreted: 1.png (lab_result)
Basa 3HaHMit e
PHQ9 completed: score 24, isk lovel

severe
any update? Q

Y I do not have access to real-time updates or new data for Aliya beyond the
initial assessment. The system only provides the current snapshot of her
status (PHQ-9 score 24, critical suicide risk, postpartum day 3).
Current Situation Summary:
Risk Level: Critical (Suicide ideation Q9=3, Severe Depression).

nan ©
MokasaTb Moux nau,

Immediate Action Required: Safety assessment, emergency psychiatric
referral, and continuous supervision.

Constraints: No childcare support, moderate travel difficulty to healthcare.
Next Steps for You:

Direct Safety Check: Ask Aliya directly about her immediate safety and
intent.

Emergency Protocol: If she is in immediate danger, contact emergency
services or a crisis line immediately.

Care Coordination: Arrange for a trusted person to stay with her or
facilitate immediate transport to an emergency department/psychiatric unit
Would you like me to help draft a specific safety plan template or search for
local postpartum crisis resources?

BuiiiTh P Bsepute coobulenue.

Puc. 4. OkpaH cnieranucTa. ITo maieHTke Anvu cucteMa IokasbiBaet 6au1 PHQ-9, paBHbIii 24
(Tsbkénas genpeccus, TPeTHH JeHb M0C/e POZOB)

Pea/mm3anusa areHra: Huka ReAct u mexaHu3mbl 0Oe3omacHoctu. Kak ycTpoeH
OTZIeJTbHBIN areHT, y100HO TI0KA3aTh Ha areHTe 3HaHW; OH ciiefyet mabsony ReAct [10]. Ogaum
TIOMCKOM JleJI0 He OrpaHUuMBaeTCs. ATeHT pacCyXJaeT W AeWCTBYeT IO Kpyry, NpU HyX[je
riepecMaTpUBaeT COOCTBeHHBIH 3aripoc [12] v OBTOpPSIeT MOMBITKY, MOKa He HAOepéT A0CTaTOYHO
MaTepHaJia /ijisi 000cHoBaHHOTO oTBeTa. [10/iHBIN MapIIPyT MOKa3aH Ha PUC. 2, a TIOPSI/IOK I11aroB
CBeJéH B Tabmily 2.

Tabnwvia 2. [vkn paccyxaenus u neiicteusi (ReAct) areHTa 3HaHUMA

Jran ReAct JelicTBHe areHTa
IInanupoBaHue IToHATEL BOMPOC T0/Ib30BaTe/Is, OMpe/je/IuTh HH(POPMAI[HOHHEIE
MoTpe6HOCTH
HeiicTBHE BrIMoTHATS 3arpoc ¢ momolipio nHcTpyMeHTa knowledge_search
Haomoenue TTpoBepUTh TOYUEHHBIE JOKYMEHThI Ha PeJIEBAHTHOCTD
Pedekcus Or11eHUTb, OCTaTOYHO JIM MHGOPMAI[UH /11 OTBETa
Hrepanus ITpy HeOOXOAUMOCTH YTOUHUTD 3aIMpPOC U MIOBTOPUTH MOMCK (/10 TPEX
vTepariyii)
Cunrte3s CdopmupoBarth /joKa3aTelbHbINA OTBET Ha S3bIKe M0/Tb30BaTe s

[Tocsie WHWLMAMW3aLd areHT I[UIaHUpYeT TIOMCK, U3B/IeKaeT JOKYMEHTHI uepe3
knowledge_search (He Gosiee Tpéx uTepaluii), UATaeT U MPOBEPSIET UX HA PeeBaHTHOCTh; TPU
HexBaTKe CBe/leHWI BO3BpalljaeTCsi K M3BIe€UeHHIO, WHaue (GOpPMUDYeT W CHHTe3UpyeT OTBeT.
3amnpoc BHe 00/1aCTH KOMITETEHIIUN YXOJUT B BETKY BEXK/IMBOTO OTKa3a.
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WUHuymanusayma

I

Monysen 3anpoc nonb3osarens

Awanus sonpoca
[o] me
uHdopmaLn

il
1

BopMMpOBaHMeE NOMCKOBOTO 3anpocal

(noBTopHan nonbiTKa)
BbI308 MOAYAA
knowledge_search U3 YreHue Mposep
Makcumym 3 utepauum BOKYMEHTbI NoNyueHb! AHanu3 penesaHTHOCTH

AocTatouHo uHdopmaumm

Otser CunHTes PMUP
TeHepaLuA Ha A3bIke NoNb30BaTENA J OBbepuHene L Otsera
e

Bexxnusbii
plieHre BHeKomneteHuuun
OtKas 06bACHeHMe orpaHmyeHmit BHe obnactn

KomneTeHuum

]

Puc. 2. Pabounii [IUK/T areHTa 3HaHUH

MexaHusmbi 6e3onacHocmu. MeIULUHCKUI KOHTEKCT TpeOyeT CTPaXOBKH, TI03TOMY areHThI
00/10)KeHBI 3alUTON B HECKOIBKO C/I0€B. CucTeMa [IepXKUTCS B paMKax /I03BOJIEHHBIX TeM, He
CTaBUT IMarHO30B U XPAHUT 3ar0TOBJIEHHbIE (DOPMYIMPOBKU Ha C/yvyail HEOT/I0)KHOW CUTYaLUH,
pasrosopa 0 ICUXNUYeCKOM 3/J0pPOBbe WM BOMPOCa O JIeKapCTBax.

TexHoornueckasi nsiarpopma u passéprbiBanue. Al MamaCare coBMell[aeT TPU POJIU:
Marepy, CreLuaarcTa U aaMuHUCTpaTopa. WHTepdeiic cobpan Ha Next.js, cepBepHasi 4acTb
nepxxutcs Ha FastAPI u Python. B 11eHTpe cTOMT opKecTpaTop, KOTOPbIA AUPWKUPYET areHTOM
Triage M OCTaZbHBIMM UCIIOJHUTE/ISIMU: BOIPOCOB M OTBETOB, SMOLMOHA/IBLHOU IOAJEP)KKU U
cocTaB/ieHUs] CBOJAKHM. [laHHble pacxofsATcsi 1Mo TpéMm XxpaHwnuijam. PostgreSQL xpaHut
CTPYKTypHpOBaHHbIe 3arucH, Elasticsearch oTBeuaet 3a 1o/IHOTEKCTOBBINM MTOUCK 110 6a3e 3HAHMUH,
SeaweedFS pepxut ¢aiinbl U JOKyMeHTHI. $I3bikoByI0 Mogenb Qwen3 [19] obcnykuBaeT
BHYTPEHHUM CepBUC BbIBOJA.

JosepenHas cpeda. I'naBHasi 0cOOEHHOCTb KPOeTCsi B pa3BEPThIBaHUU. [1naTdopma KUBET
BO BHYTPDeHHeH CeTW YyHHMBepCuTeTa, M IOTOMY HU OJjHA 3allMCb He YXOJUT Ha CTOPOHY.
KoHpueHIManbHOCTh UyBCTBUTENBHBIX CBeZIeHHI COXPaHsIeTCs, a MaljieHT U Bpau paboTaroT B
cpefie, KOTOPOW MOJKHO Zi0BepsiTh. OTKphITas MoZenb Qwen3 Kak pa3 U JiefiaeT TaKyHo JIOKa/JIbHYH0
yCTaHOBKY BO3MOYKHOM, 0CBOOOK/1ast OT TIPUBS3KU K Uy»KOMY 00/1aKy.

OfecneueHne KauecTBa 1 0e3omacHoCTH. [IpOBepSTH My/IbTHAreHTHYIO CUCTEMY TPYIHEe,
yeM OZIMHOUHBIN uaT-60T. OHa CK/a/[bIBaeTCs U3 HECKOJIBKUX areHTOB, U KaXK/[bli 3aHSAT CBOUM:
OJVH PpAaCIIO3HaéT 3ampoc, ApYrou mnepefaér ero Janblile, TPETUM OTBeyaeT Ha BOIIPOCHI,
YeTBEPTHIM MOAJep)KUBaeT B TPYJHYI0 MHUHYTY, MATbIM MoOMoraeT Bpauy. I103ToMy KOHTpOJ/b
OXBaTbIBaeT He TOJIbKO MPABU/IbHOCTb OT/€/bHBIX PeIIMK, HO U TOUYHOCTh MaplIpyTH3aluu, U
TIOBe/IeHNe CUCTeMBI B ZIOJITOM pa3roBOpe, KOr/ia MaTh PAaCKphbIBaeT 00CTOSATe/IbCTBA TTOCTEIIEHHO U
BO3BpalllaeTcsi C yTOuHeHusMH [8].

KauectBo 1 6e3onacHocts B Al MamaCare /iep)kKaTcst Ha HeCKOJIBKHX oropax cpasy. OTBeThI
YepriarTCs U3 KypupyeMoi 6a3bl 3HaHUM, KOTOPYIO areHT-KypaTop BbIBePSIeT U MOJ/1eP/KUBaeT B
aKTyalbHOM BUJe, OTCeKasi lesrHpopmaliyio. M 3a BceM 3TUM OCTaéTcCsi ueioBeK: B BpaueOHOM
KOHTYpe CHCTeMa JIMIIb N0 CKa3blBaeT, a pellaeT Bpay.

OueHuBarOT M1aT@opmy MO TeM MepKaM, UTO Ba)KHbI B KJIMHUKe: HaCKOJILKO OTBET TOUEH,
noHsiTeH, Oe3omaceH ¥ He HecCéT Bpesa [7]. Pa3buparoT peasbHbIe TIOb30BaTebCKUE CLieHapUX
BMecTe C BpauaMd. Takoill MOpSiOK MpeBpalllaeT IPOBEPKY MEAULIMHCKOIO acCUCTeHTa B
yrpaBJsieMoe 3aHsITHe U TIOATBep)KaeT NMPaKTUUYEeCKYO M0/Ib3y M1aT(OPMBIL.
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3akmouenue. Al MamaCare 1okasbIBaeT, YTO MeJULIUHCKOI'0 TIOMOLL{HUKA CTOUT CTPOUTH
He Kak O/IHy OOo/blIyI0 MOJe/lb, @ KaK OpUraZly y3Kux areHTOB I10/i HauaJioM MaplIpyTh3aTopa.
Cucrema OTBeYaeT Ha BOMPOCHI, pa3BOJUT OOpallieHHsI TI0 afjpecaTam, Mo/iep)KUBaeT B TPYJHYIO
MUHYTY ¥ 6epéT Ha cebs uacTh paboThl Bpaua. CBsI3bIBaIOT eé iBa MexaHu3Ma, Handoff u Agent-
as-Tool; oHM pacnipeZiesisiFOT 3a/lauy CaMU M OCTArOTCS NpeJcKa3yeMbIMU. BHYTPU Ka)K/bIil areHT
UAET no uukiny ReAct, oKpy)KEHHOMY 3all[UTOM, KOTOpasi He M03BOJISIET HU CTaBUTh AWarHo3, HU
JlaBaTh OracHbId coBeT. [TnaTdgopma paboTaeT Bo BHyTpeHHEH CeTH YHUBEPCUTETa, U JaHHbIe He
TIOKU/IAIOT JI0BepeHHbI KOHTYp. [lasnbllle TpejCTOUT pacliMpsiTb KypupyeMyro 0a3y 3HaHUM,
OTTauMBaTh MEXaHU3Mbl KOHTPOJISI KauecTBa W TIPOBepSTb 0e30MacHOCTh CHUCTEMBI B
MHOTOILIaroBbIX pa3roBopax BMeCTe C BpayaMH.
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Abstract. Precision agriculture increasingly relies on Artificial Intelligence technologies to enhance
crop productivity, optimize disease management, and promote sustainable farming practices. Among
recent technological advances, Vision Language Models (VL.Ms) have emerged as promising approaches
that integrate computer vision and natural language understanding for intelligent agricultural analysis.
This paper proposes an explainable multimodal framework for crop disease detection and decision support
utilizing Vision Language Models, deep learning architectures, and Large Language Models (LLMs). The
proposed framework integrates unmanned aerial vehicle (UAV) imagery, field-captured images,
environmental sensor data, and textual agronomic knowledge to identify crop diseases at early stages and
provide interpretable recommendations for farmers and agricultural experts. The visual component
employs transformer-based architectures and multimodal deep learning models for disease classification,
segmentation, and symptom localization. The language component generates human-understandable
explanations, disease descriptions, confidence analysis, and treatment recommendations. The framework
incorporates explainable Artificial Intelligence methods including Gradient-weighted Class Activation
Mapping (GradCAM), attention visualization, and natural language reasoning to enhance transparency
and user trust. Furthermore, retrieval-augmented mechanisms are integrated to connect the system with
agricultural knowledge bases, scientific literature, and regional farming guidelines. The proposed research
contributes to the development of intelligent decision support systems for sustainable agriculture, real-time
crop monitoring, and autonomous disease management.

Keywords: Precision Agriculture, Vision Language Models, Explainable Artificial Intelligence,
Crop Disease Detection, Computer Vision, Large Language Models, Deep Learning, Smart Farming,
Multimodal Learning, Agricultural Decision Support.

Introduction. Crop diseases remain a major threat to agricultural productivity and food
security worldwide. Significant yield losses are caused by fungal, bacterial, and viral infections,
which affect crop quality and economic sustainability. Therefore, early and accurate disease
diagnosis is considered essential for effective crop management. Traditional disease assessment is
primarily based on visual inspection by experts. However, this approach is labor intensive, time
consuming, and difficult to apply across large agricultural areas. Artificial intelligence is
increasingly adopted in precision agriculture to support automated disease diagnosis. Computer
vision techniques are widely used for image-based disease detection because high classification
accuracy is achieved for many crop species. However, most conventional deep learning models
operate as black box systems. As a result, disease predictions are generated without sufficient
explanation of the underlying decision process. This limitation reduces user confidence and
restricts practical adoption in agricultural environments [6].

Vision language models (VLMs) are introduced as a promising solution to this challenge.
These models combine image understanding and language reasoning within a unified architecture.
Therefore, disease symptoms are not only identified, but also described through natural language
explanations. In addition, management recommendations can be generated automatically. Such
capabilities support transparent and user-oriented decision making, which is essential in precision
agriculture [8].

Recent studies demonstrate that VLMs achieve strong performance in crop disease
diagnosis. A self-consistency strategy applied to a fine-tuned PaliGemma model improves maize

15



disease diagnostic accuracy from 82.2% to 87.8%. Furthermore, symptom interpretation and
treatment recommendation quality are improved [1]. Similarly, a Swin Transformer based system
integrated with a large language model achieves 96.22% classification accuracy for rice diseases
while visual and textual explanations are provided to support model transparency [2]. These
findings indicate that high predictive performance and explainability can be jointly achieved.

Another important advantage of VLM:s is their ability to support zero shot and fine-tuning
strategies. Models such as CLIP demonstrate strong potential for automated disease detection
under limited annotation conditions [3]. Consequently, agricultural applications become more
scalable because extensive labeled datasets are not always required. Moreover, CLIP based
systems integrated with large language models are used for autonomous plant disease
management, in which disease identification and response planning are performed within a single
workflow [4].

Multimodal learning is also strengthened through VLMs because visual and textual
information are processed simultaneously. This capability supports more comprehensive disease
characterization and improved diagnostic reliability. For example, tomato leaf diseases are
successfully identified through multimodal VLM architectures, which enhance automated
diagnosis and monitoring functions [5]. As a result, richer information is made available for
agricultural decision support systems.

Explainability remains a key requirement for agricultural artificial intelligence. Farmers
and agronomists require clear justification for disease predictions before management actions are
adopted. Therefore, explainable artificial intelligence techniques are increasingly integrated into
VLM based systems. Methods such as Gradient Weighted Class Activation Mapping and Local
Interpretable Model Agnostic Explanations are used to identify image regions that influence
classification outcomes [2, 6]. In addition, natural language explanations are generated to describe
disease symptoms and recommended interventions. Consequently, model outputs become more
transparent and easier to interpret by non-expert users.

Decision support applications represent another important research direction. VLMs are
deployed on mobile devices, robotic platforms, and intelligent advisory systems to provide real
time agricultural assistance. A CLIP based autonomous disease management system demonstrates
effective disease detection and recommendation generation for greenhouse environments [4].
Furthermore, voice enabled diagnostic systems combine image analysis and conversational
interaction to improve accessibility for farmers [7]. Therefore, disease management support is
delivered more efficiently across diverse agricultural settings.

Despite these advances, several challenges remain. General purpose VLMs often exhibit
limited performance when agricultural knowledge is insufficiently represented during training.
Domain adaptation is therefore required to improve model reliability under diverse crop and
environmental conditions [3, 8]. Dataset scarcity also remains a significant limitation because high
quality agricultural annotations are difficult to obtain. Furthermore, an appropriate balance
between predictive accuracy and model interpretability must be maintained to ensure user trust and
practical usability [6].

Future research is expected to focus on domain specific adaptation, synthetic data
generation, and integration of additional information sources such as environmental
measurements, weather records, and sensor observations [8]. As multimodal learning techniques
continue to mature, more robust and context aware agricultural intelligence systems are expected
to emerge. Therefore, VLMs are positioned as a key technology for next generation precision
agriculture, in which accurate diagnosis, transparent reasoning, and actionable decision support are
provided through a unified intelligent system.

Research Objectives. The primary objectives of this research are structured to address the
identified gaps in current agricultural Al systems, moving beyond black-box visual classification
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toward transparent, multimodal, and actionable decision support. These objectives are detailed as
follows:

1. To develop a Vision Language Model (VLM) framework for automated crop disease
detection. This objective focuses on designing and training a robust multimodal architecture. The
framework will leverage state-of-the-art vision encoders (e.g., Vision Transformers or fine-tuned
CLIP models) aligned with large language models. The development phase will prioritize
optimizing the model for high-resolution agricultural imagery, ensuring it can accurately classify
diseases, segment affected regions, and localize early-stage symptoms across diverse crop
varieties.

2. To integrate visual and textual agricultural knowledge for effective multimodal learning.
Purely visual models often fail to contextualize symptoms within specific agronomic conditions.
This objective aims to bridge that gap by integrating heterogeneous data streams. The system will
employ Retrieval-Augmented Generation (RAG) and cross-attention mechanisms to align visual
embeddings with structured textual knowledge, including peer-reviewed plant pathology
literature, regional extension guidelines, and historical environmental sensor data (e.g., humidity,
temperature).

3. To improve model explainability through visual attention mechanisms and language-based
reasoning. To mitigate the "black-box" nature of deep learning, this objective mandates the
implementation of rigorous Explainable Al (XAI) techniques. The framework will generate
Gradient-weighted Class Activation Mapping (GradCAM) overlays to highlight pixel-level
regions influencing the diagnosis. Concurrently, the language component will produce natural
language rationales, explicitly linking the visualized symptoms to the diagnostic conclusion and
providing a quantified confidence score for each prediction.

4. To generate actionable decision support recommendations for disease management.
Detection alone is insufficient for practical farming. This objective ensures the system translates
diagnostic outputs into prescriptive actions. The model will generate context-aware
recommendations, such as targeted biological or chemical treatment protocols, optimal application
timing, and preventive cultural practices, tailored to the specific crop, disease severity, and local
regulatory guidelines.

5. To evaluate system performance under real-world agricultural conditions. Laboratory
accuracy does not always translate to field efficacy. This objective involves rigorous empirical
validation using heterogeneous, real-world datasets. Evaluation will encompass ground-level
smartphone photographs and UAV-captured multispectral imagery under varying illumination,
weather conditions, and levels of leaf occlusion. Performance will be benchmarked against
existing baseline models using standard metrics (e.g., F1-score, Mean Average Precision).

6. To support scalable deployment in smart farming environments. The final objective
addresses practical implementation. The framework will be optimized for edge computing and
mobile deployment, utilizing model quantization and pruning techniques to ensure low-latency
inference on resource-constrained devices. Furthermore, the system will be designed with modular
APIs to facilitate seamless integration with existing Farm Management Information Systems
(FMIS) and precision agriculture platforms.

Expected Outcomes. The successful execution of the proposed research is anticipated to
yield quantifiable improvements across technical, agronomic, and socioeconomic dimensions. The
expected outcomes are categorized as follows:

Quantitative and Technical Outcomes. Enhanced Diagnostic Accuracy: The multimodal
VLM framework is expected to achieve a classification F1-score of >92% and a Mean Average
Precision (mAP) of >88% for disease localization, representing a statistically significant
improvement over unimodal CNN or standard ViT baselines.
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Reduction in False Positives: By cross-referencing visual symptoms with environmental and
textual context, the system is projected to reduce false positive rates by approximately 35%,
preventing unnecessary and costly chemical interventions.

Low-Latency Inference: Through edge-optimization techniques, the system will deliver
diagnostic results and explanations in under 5 seconds per image on standard mobile hardware,
ensuring usability in time-sensitive field operations.

Agronomic and Environmental Outcomes. Mitigation of Crop Losses: Early and accurate

detection at the pre-symptomatic or early-symptomatic stages is expected to reduce yield losses by
up to 20—-25% compared to traditional scouting methods.
Sustainable Chemical Usage: By providing precise, localized treatment recommendations rather
than blanket field applications, the framework will support a targeted reduction in pesticide and
fungicide usage by an estimated 25-30%, thereby minimizing environmental runoff and promoting
ecological sustainability.

Socioeconomic and Usability Outcomes. Increased User Trust and Adoption: The integration
of Grad CAM visualizations and natural language explanations is expected to significantly
improve farmer trust in Al diagnostics. Preliminary user studies are anticipated to show a >40%
increase in user confidence scores when explainable outputs are provided compared to black-box
predictions. Democratization of Agricultural Technology: The development of a lightweight,
mobile-first interface with offline-capable features will improve the accessibility of advanced
diagnostic tools for smallholder farmers in rural or connectivity-constrained regions.

Mapping Matrix: Research Objectives to Categorized Outcome Domains
(Line thickness and patterns indicate correlation strength)

RO1: AI/VLM Architecture _ 90% 30% 40%
Development

RO2: Multi-source Crop _ 80%

. 30%
Data Fusion

RO3: Explainable Vision _ 90% 40% 50%
Models (GradCAM) 2 & ¢

RO4: Autonomous Robotic _ 70% 60%
Navigation
RO5: Field-level Disease _ 50% 70%
Diagnosis
RO6: Smart Yield & _ 40% 90%
Treatment Prediction
Technical Outcomes Agronomic Outcomes Socioeconomic Outcomes

(Accuracy, Latency, ExplainabfDty¢ase Control, Yield Optimi{fasbmiReduction, Sustainable Adoption)

Figure 1. Conceptual mapping of research objectives to measurable expected outcomes.

Table 1. Projected Performance Benchmarks vs. Existing Baselines

Model / Framework Accuracy Inference False Positive Explainability

(%) Time (s) Rate (%) Score (1-5)
Traditional CNN 85.3+1.9% |0.04+0.01 6.8 £ 0.8% 1.4+0.3
Standard ViT 88.7+1.6% |0.12+0.03 4.2 +0.5% 21+04
Proposed VLM (w/o 90.2+1.3% | 0.25+0.05 3.1+0.4% 25+0.5
Explainability)
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Proposed Complete VLM 924+£12% | 0.28£0.04 1.9+ 0.3% 4.7+0.2
Framework

Research Gap. Despite significant advancements in artificial intelligence applications for
agriculture, several critical limitations persist in contemporary systems that hinder their practical
adoption and effectiveness in real-world farming environments.

Lack of Explainability and Transparency. Current agricultural Al systems predominantly
operate as black-box models, providing diagnostic predictions without interpretable justifications.
This opacity undermines farmer trust and limits the adoption of AI tools, particularly among
smallholder farmers who require understandable rationales before acting on automated
recommendations. Existing systems rarely incorporate Explainable Al (XAI) techniques such as
attention visualization or gradient-based attribution methods, leaving users unable to verify the
basis of diagnostic conclusions.

Exclusive Dependence on Visual Features. Predominant disease detection frameworks rely
solely on computer vision techniques, analyzing leaf imagery in isolation from contextual
agronomic information. This unimodal approach fails to account for critical factors such as
environmental conditions, crop growth stage, regional disease prevalence, and historical field data.
Consequently, these systems exhibit reduced accuracy when visual symptoms are ambiguous,
occluded, or at early developmental stages.

Limited Robustness Under Field Variability. Laboratory-trained models demonstrate
significant performance degradation when deployed in uncontrolled field environments.
Variations in illumination conditions, camera angles, leaf orientation, background clutter, and
image quality substantially impact prediction reliability. Current systems lack adaptive
mechanisms to handle this heterogeneity, resulting in inconsistent performance across different
geographical regions, seasonal conditions, and imaging devices.

Inadequate Decision Support Capabilities. Existing agricultural AI tools typically
terminate at disease classification, providing categorical labels without actionable guidance.
Farmers require comprehensive decision support encompassing treatment options, application
protocols, preventive measures, and economic considerations. The absence of integrated
recommendation systems forces users to consult separate information sources, diminishing the
practical utility of Al diagnostics.

Insufficient Multimodal Integration. While agricultural knowledge exists in diverse
formats—including scientific literature, extension manuals, sensor data, and expert observations—
current systems fail to synthesize these heterogeneous information sources. The lack of
multimodal learning frameworks prevents the exploitation of complementary signals from visual,
textual, and numerical data streams.

This research directly addresses these identified gaps through the development of a
multimodal Vision Language Model framework that integrates explainable reasoning
mechanisms, contextual agronomic knowledge, and actionable decision support within a unified
architecture.

Proposed System Architecture. The proposed system architecture comprises eight
interconnected modules designed to facilitate end-to-end crop disease detection, explanation
generation, and decision support. Each module performs specialized functions while maintaining
seamless data flow throughout the framework. The architectural design emphasizes modularity,
scalability, and interoperability with existing agricultural technology ecosystems.

Data Acquisition Module. The Data Acquisition Module serves as the primary interface for
collecting heterogeneous agricultural data from multiple sources. This module supports:

- UAV Imagery: High-resolution aerial photographs captured via unmanned aerial vehicles
equipped with RGB and multispectral cameras, providing field-scale disease surveillance at
various growth stages.
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- Smartphone Images: Ground-level photographs captured by farmers and field technicians
using consumer-grade mobile devices, enabling decentralized data collection.

- Multispectral Data: Near-infrared (NIR), red-edge, and other spectral band information
for enhanced detection of physiological stress preceding visible symptom manifestation.

- Environmental Sensor Data: Real-time measurements of temperature, relative humidity,
soil moisture, pH levels, and precipitation obtained from Internet of Things (IoT) sensor networks
deployed in agricultural fields.

- Agricultural Text Data: Structured and unstructured textual information including
scientific publications, extension service guidelines, pesticide databases, and historical disease
outbreak records.

The module implements data validation protocols to ensure quality control, including
image resolution verification, sensor calibration checks, and metadata completeness assessment.

Image Processing Module. The Image Processing Module prepares raw imagery for
subsequent analysis through a series of computational operations:

- Preprocessing: Application of histogram equalization, noise reduction filters (Gaussian,
median), and color space normalization to standardize input images across varying capture
conditions.

- Image Enhancement: Adaptive contrast enhancement and sharpening techniques to
improve visibility of subtle disease symptoms, particularly under suboptimal lighting conditions.

- Segmentation: Implementation of semantic segmentation algorithms (e.g., U-Net,
DeepLab) to isolate leaf regions from background elements such as soil, stems, and neighboring
vegetation.

- Data Augmentation: Generation of training samples through geometric transformations
(rotation, flipping, scaling) and photometric adjustments (brightness, contrast, saturation
variations) to improve model robustness.

The module outputs standardized image tensors accompanied by segmentation masks
indicating regions of interest for disease analysis.

Vision Encoder Module. The Vision Encoder Module extracts discriminative visual
features from processed imagery using state-of-the-art deep learning architectures:

- Backbone Architecture: Implementation of Vision Transformer (ViT) or ConvNeXt
models pretrained on large-scale image datasets (ImageNet-21k) and subsequently fine-tuned on
agricultural disease datasets such as PlantVillage, Al Challenger, and domain-specific collections

- Feature Extraction: Generation of hierarchical feature representations capturing both low-
level visual patterns (edges, textures, color distributions) and high-level semantic information
(lesion morphology, symptom distribution, disease progression patterns)

- Symptom Localization: Application of object detection frameworks (e.g., DETR, YOLO
variants) to identify and localize specific disease symptoms including chlorosis, necrosis,
sporulation, and lesion boundaries

- Multiscale Analysis: Processing of images at multiple resolutions to capture both fine-
grained symptom details and broader spatial disease distribution patterns.

The module produces fixed-dimensional feature vectors encoding visual disease
characteristics for subsequent multimodal fusion.

Language Encoder Module. The Language Encoder Module processes textual agricultural
knowledge to generate semantic representations compatible with visual features:

- Text Preprocessing: Tokenization, lemmatization, and normalization of agricultural text
data including disease descriptions, treatment protocols, and scientific literature

- Knowledge Representation: Utilization of pretrained Large Language Models (LLMs)
such as LL.aMA, Falcon, or domain-specific variants fine-tuned on agricultural corpora to encode
textual information into dense vector embeddings
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- Structured Knowledge Integration:Incorporation of knowledge graphs representing
relationships between crops, pathogens, symptoms, environmental conditions, and treatment
options using graph neural network techniques

- Contextual Encoding: Generation of context-aware representations that account for
regional variations, crop varieties, and seasonal factors influencing disease manifestation and
management strategies.

The module outputs textual embeddings that capture semantic relationships between
disease symptoms, causal agents, and recommended interventions. The system architecture

comprises eight interconnected modules, as detailed in Table 2.

Table 2. System architecture modules and their functions

Module Function

Data Acquisition Collection of field imagery and sensor data

Image Processing Enhancement and segmentation of crop images

Vision Encoder Extraction of disease-related visual features

Language Encoder Processing of agricultural textual knowledge

Multimodal Fusion Integration of visual and textual representations

Explainability Layer Generation of visual and textual interpretations

Decision Support Module Production of treatment and management
recommendations

User Interface Farmer interaction and result visualization

System Taxonomy. The hierarchical taxonomy of the proposed Vision Language Model
framework for precision agriculture is illustrated in Figure 1.

[ Taxonomy of Vision Language Models for Precision Agriculture]
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Figure 2. Taxonomy of Vision Language Models for Precision Agriculture showing data sources

Methodology. Data Acquisition and Preprocessing. The framework utilizes multiple data
sources to ensure comprehensive crop health assessment:

- UAV Imagery: High-resolution aerial photographs captured at various growth stage

- Smartphone Images: Ground-level photographs captured by farmers and field technician

- Multispectral Data: Near-infrared and other spectral band information for enhanced disease
detection
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- Sensor Data: Environmental parameters including temperature, humidity, soil pH, and
moisture level

- Agricultural Text Data: Scientific literature, extension service guidelines, and historical
disease records

Vision Language Model Architecture. The visual encoding component utilizes state-of-the-
art transformer architectures, specifically Vision Transformer (ViT) and Contrastive Language-
Image Pretraining (CLIP) models. These architectures are pre-trained on large-scale datasets and
subsequently fine-tuned on specialized agricultural disease datasets. The language component
employs Large Language Models trained on agronomic literature, technical manuals, and expert
knowledge repositories to generate contextually appropriate explanations and recommendations.
Multimodal fusion is achieved through cross-attention mechanisms that enable the model to
establish meaningful correlations between visual symptoms and their textual descriptions.

Explainability Mechanisms. To ensure model transparency and build user trust, the
framework implements several explainability techniques:

1. GradCAM Visualization: Highlights image regions that most significantly influenced the
model's diagnostic decision.

2. Attention Maps: Illustrates which portions of text and imagery received model attention
during inference.

3. Natural Language Explanations: Provides comprehensible diagnostic descriptions in
farmer-accessible language.

4. Confidence Estimation: Quantifies model certainty in predictions to support informed
decision-making

[ Taxonomy of Vision Language Models for Precision Agriculture ]
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Figure 3. GradCAM visualization examples showing disease symptom localization on affected leaves

Knowledge Base Integration. The system employs Retrieval-Augmented Generation (RAG)
mechanisms to maintain connections with:

- Peer-reviewed scientific publications on plant pathology

- Region-specific treatment recommendations and guidelines

- Comprehensive pesticide databases and application protocols

- Historical disease outbreak records and epidemiological data

Expected Results and Performance Metrics. Quantitative Performance Targets. The
framework targets the following performance benchmarks:

- Disease classification accuracy: >92%

- Inference time: <5 seconds per image
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- Reduction in false positive rates: 35% improvement over existing methods
- Enhancement in early detection capability: 40% improvement

Comparative Analysis of Disease Detection Methods
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Figure 4. Comparative bar chart showing classification accuracy of different disease detection methods

Qualitative Improvements:

- Decision Transparency: Farmers receive comprehensible explanations supporting
diagnostic conclusions

- Accessibility: System operates on mobile devices with intermittent connectivity
requirements

- Adaptability: Framework accommodates regional conditions and diverse crop varieties

- Sustainability: Targeted pesticide application reducing overall usage by 25-30%

Practical Applications. Use Case Scenarios

1. Routine Monitoring: Farmers capture plant photographs; system provides automated
health analysis

2. Early Warning: Detection of disease at pre-symptomatic or early symptomatic stages

3. Consultative Support: Evidence-based treatment and prevention recommendations

4. Documentation: Automated field condition logging and historical record maintenance

Integration with Existing Systems. The framework is designed for compatibility with:

- Precision agriculture platforms (John Deere Operations Center, Climate FieldView)

- Farm management information systems

- Meteorological and climate data services

- Agricultural supply chain management systems

Conclusion. The proposed Vision Language Model (VLM) approach to crop disease
detection represents a significant paradigm shift in precision agriculture technology. By
synergizing advanced computer vision, natural language processing, and rigorous explainability
mechanisms, the developed framework transcends traditional black-box diagnostic tools. It
establishes a holistic system that not only achieves high-fidelity disease diagnosis but also
translates complex multimodal data into actionable, interpretable recommendations, thereby
bridging the critical gap between algorithmic output and practical agricultural decision-making.

The key advantages of the developed framework are multifaceted:
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v Comprehensive  Multimodal  Analysis:The framework effectively synthesizes
heterogeneous data streams, fusing high-resolution visual inputs (e.g., UAV and smartphone
imagery) with structured agronomic knowledge and real-time environmental sensor data to
provide highly context-aware diagnostics.
v Enhanced Prediction Explainability:By deploying techniques such as GradCAM
visualizations and natural language rationales, the system demystifies algorithmic reasoning. This
transparency is critical for fostering user trust, facilitating expert validation, and encouraging
widespread adoption among diverse farming communities.
v Robust Scalability:Leveraging transfer learning and a modular architecture, the framework
is designed to adapt efficiently to diverse crop varieties, novel pathogen strains, and varying
geographical agro-ecological zones without requiring complete model retraining from scratch.
v Seamless Ecosystem Integration: The system is engineered for interoperability, offering
standardized APIs that allow for smooth integration with existing Farm Management Information
Systems (FMIS), precision agriculture platforms, and agricultural supply chain management tools.
Future research directions will focus on addressing the remaining operational constraints of
agricultural Al to ensure long-term viability. Key priorities include expanding the taxonomic range
of supported crop varieties through continuous learning pipelines, and enhancing edge-computing
capabilities (e.g., model quantization) to ensure robust, low-latency offline functionality in
connectivity-constrained rural environments. Furthermore, subsequent iterations will aim to
develop highly personalized, economically optimized recommendations that dynamically account
for specific farm-level conditions, resource availability, and local regulatory frameworks.
Ultimately, the continued refinement and deployment of explainable multimodal Al in agriculture
hold the potential to significantly mitigate global crop losses, optimize chemical resource
utilization, and advance the overarching goals of sustainable, resilient, and productive global food
systems.
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MO/JE/ITMPOBAHVE BPEMEHHOY ACUMMETPUY B SHEPTETUYECKHUX
JAHHBIX ITPOMBINIUTEHHOI' O MHTEPHETA BENIEN: CPABHUTEJ/ILHOE
VICCJIEJOBAHUE 'MBPUTHBIX CTATUCTUKO-HEMPOHHBIX KOHBEVIEPOB
INPOI'HO3MPOBAHUA

b. AMupxanos, P. Ay6oakupoBa, M. ToxrtachiH, /. ’KailicaHoBa, H. Toiiran6aeBa
Ka3zaxckuli HayuoHanbHbIl yHUBepcumem umeHu aab-Papabu, Aamamsl, Kazaxcmau
E-mail: amirkhanov.b@gmail.com

AHHomayus. IIpombluieHHOe 3HepeonompebneHue O0eMOHCMpUpyem 6bIPaAXCeHHYI0 8PeMEHHYI0
acummempuio: 6uUM0oOanbHOe, CKOWeHHOe 8npaso pacnpedeneHue, 803HUKAKOWee U3-3a Uepedyrouwuxcs
YUK108 npou3eodcmed U OCMAHOBKU, Uumo desndem CUMMempUu4Hble cmamucmuyeckue npeonoaoXiceHus U
mMpAaduyuoHHble Mempuku OwuboOK HeHadexCHbiMU. B OaHHOl cmambe 5ma acummempus
paccmampueaemcsi HanpsiMylo nymem npeocmaeneHus U OYeHKU O08yX 2UOPUOHBIX apxumekmyp
npoeHo3uposaHusi — Prophet+LSTM u SARIMA+LSTM — 0as1 npoeHO3uposaHusi sHepauu Ha 24 uaca
gneped Ha xneb6o3asode GoldSapa (KaszaxcmaH), ocHawjeHHom 15 cuemuukamu 3Hepeuu IoT. Modenb
Prophet+LSTM docmuzaem MAE 3,39 kBm-u, npegocxo0si 6a308yt0 Ce30HHYI0 HaueHyro modesb Ha 12,3%
U CHudcasi owubky uzoaupogaHHozo Prophet na 32,7%. OcmamouHasn koppekyusi LSTM cHudcaem
cucmemamuueckoe ompuyamenbHoe cmeujeHue Prophet Ha 69%. Omu pe3yabmambl deMoHCmpupyrom,
umo s18Hoe MoOeAUPOBAHUE BPEMEHHOU acumMmempuu ¢ NOMOWbI0 2U6PUOHBIX CMAMUCMUKO-HelUPOHHBIX
apxumekmyp CyuwjecmeeHHO Nogblluadem moYHOCMb NPOZHO3UPOBAHUS 8 NPOMbIUWLIEHHDIX YCA0BUSIX.

BBeaenue. [IpoMblllisieHHbIe SHEpreTHYecKre CHUCTeMbl TeHepUPYIOT HeTpephIBHbIe
BBICOKOUYACTOTHbIe JIaHHbIE BpPEeMEHHBIX pPsJ0B, TPAJUIMOHHO MOJe/MpyeMble C HesIBHLIM
TIpe/TIONIOKeHHeM O BpPeMeHHOW CUMMeTpUM — 4YTO TpOLUIble W OyZAyIiue pacripejesieHust
TIaTTePHOB MOTPe0IeHNs] CTATUCTUUECKH SKBUBA/IEHTHBI. DTO TIPEATIONOXKEeHUEe JIEKUT B OCHOBE
K/laccuueckux (ppeiiMBopkoB cemelictBa bokca—/I>kenkruHca (ARIMA/SARIMA), pa3nararoiyx
psiJ, Ha TPEHJJOBYIO, Ce30HHYI0 M OCTaTOUHYIO COCTABJISIFOLIME B YC/IOBUSIX CTaljMOHApHOCTH [1].
OpHako peasibHble TIPOMBIIUIEHHbIE Cpeflbl — B OCOOEHHOCTH HerpephIBHOE ITUILeBOe
NPOM3BOJICTBO ~ —  XapaKTepPW3YIOTCS  TOCTOSIHHBIMM  OTEepPal[UOHHBIMU  COOSIMU:
He3arvlaHUPOBAaHHBIMU OCTaHOBKaMu 000py/j0BaHuUs, TepebosiMU B 3/IEKTPOCHAOXKeHUH U
OTKa3aMH [IJaTUMKOB, (yH/JaMeHTaJbHO HapyLIalOIIUMH 3Ty CUMMETPHI0O U CHIDKAIOIIUMU
TOYHOCTb TpOTHOo3a [2].

Teopusi KoHuUenTyampHOTO Apeiida (opmanusyer HabmofeHHe, UTO HeNpeABUIEHHbIE
CZIBUTH B pacripe/ie/ieHHH NMOTOKOBBIX JAHHBIX [1e/Ial0T HeleliCTBUTeTbHBIMU MO/[e/i, 00yueHHbIe
Ha CHUMMETPUYHBIX TIPeATNOo/IOKeHUsAx [3]. DMmupuueckue UCC/Ie[ilOBaHUs TOATBEP)KAAIOT:
SARIMA wu Prophet, 6yayun 3¢ddeKTHBHBIMU TIpPU CTaOWIBHON Ce30HHOCTH, He CIIOCOOHBI
yJIaB/IUBaTh HeJIMHEWHYIO0 aCHMMETPUUHYIO OCTaTOUHYIO TUHAMUKY, BO3HUKAIOIIYIO B X07e cOoeB
[4, 5]. OTa HECIOCOOHOCTH HOCHUT apXUTEKTYPHBIM XapaKTep — CHUMMETPHUUHBIE [JOMYII[eHUS
BCTPOEHbI B TPOLie/lypbl OLIEHKU MapaMeTpOB, UTO CTPYKTYPHO JIMILAeT K1acCUuecKrue MoJenu
BO3MOJKHOCTHM OIKChIBaTh aCUMMETPUUHYIO BOJIATUIBHOCTh M CKOILIEHHBIE pacIipe/esieHust
ombok [6]. st mpeosiosieHrst 3TUX OrpaHWUYeHHi TMOPUIHbIE apXUTEKTYPhI, 00beJUHSIOIIe
SARIMA umu ARIMA c ceramu pgonroidi kKpaTkocpouHout namstu (LSTM), yTBepaunuchk B
KauecTBe JOMUHUPYIOIIel NapaJurMbl: CTaTUCTUUECKUI KOMITIOHEHT (PUKCUPYeT CUMMeTPUYHbBIN
ce30HHBIM curHai, a LSTM obydyaeTcsi Ha aCUMMETPUYHBIX OTK/IOHEHUSIX, HeAOCTYITHBIX ISt
rapaMeTpuUuecKux MeTofoB [7-9].

HecmoTpsi Ha mporpecc, MeXIy akaJeMUuecKuM OeHUMapKWHTOM U TPOW3BO/ICTBEHHBIM
Pa3BEPThIBAHMEM COXPAHSIETCS KPUTUUYECKUH pa3phiB: OOJBIIMHCTBO MCCIJOBAaHUN OL|eHUBAIOT
MO/IeJId Ha YMCTBIX WIM CUHTeTHUUeCKHWX Habopax [JaHHbIX, OCTaBJisisi HEM3yUueHHBbIM IOBe/leHHue
TMOPUIHBIX apXUTEKTYD B BBICOKOIIYMHBIX peabHbIX YC/IOBHSIX C YCTOWUMBOH BpeMEHHOMH
acummetpueii [10, 11]. WHrerpaiusi oOHapy)KeHHsI aHOMaaMi C aBTOMAaTH3HUPOBAHHBLIMU
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KOHBeliepaMy MHKPEeMEeHTAIbHOTO repeoOyueHust B paMmkax MLOps-hpeliMBOpKa /IS TTUITIEBOM
TIPOMBIIIJIEHHOCTU paHee He JeMOHCTPHpPOBaach [8].

B paHHOWM cTaThe 3TH TpOOesbl YCTPAHSIOTCS MOCPEACTBOM TOTHOTO 3MITUPUYECKOTO
WCC/IeIOBaHUs Ha TIPeATPUSTUU TI0 Mpor3BoAcTBY xieba GoldSapa (Bymnaktbl, AnmaThHCKast
obnacte, Kasaxcran), rae 15 IoT-cuéTunkoB 3Heprum mepefaroT gaHHble yepe3 MQTT B
InfluxDB, reHepupys 4 724 exeuacHbIX BBIOODKHM 3a BOCEMb He[le/lb HENPePbIBHOTO
npou3Bo/cTBa. [IpeanpusaTHe GopMUpyeT OMMOAMbHBIM aCHMMETPUUHbBINA TTPOGH/IbL HArpy3Ku:
NMUKOBOe ToTpebsieHre 14—19 kBT-u/u B MPOM3BOACTBEHHbIE Yachkl U O/M3KOe K HYJ/II0O — B
TIepUO/Ibl TVIAHOBBIX OCTAHOBOK. MBI TIpe/jjlaraeM W CpaBHUBAeM JiBa TUOPUIHBIX KOHBelepa —
Prophet+LSTM u SARIMA+LSTM, — B KOTOPBIX CTaTHCTHYeCKWe Moje/lu (PUKCHUPYIOT
0a30ByI0 CE30HHYIO CTPYKTYpy, a ciou LSTM oOyuaroTcs Ha aCUMMETPUUHON OCTaTOUHOU
JvHaMuKe. AHOMaJUM BBISB/SIOTCS anroputMoM Isolation Forest. ITo uroram 14-aHeBHOTO
tectupoBaHus Prophet+LSTM pocturaer MAE = 3,39 kBt'u — Ha 32,7% Hwke OLIMOKH
Prophet-alone, — co cHWwKeHHeM cHcTeMaTHuyecKoro cmeieHusi Ha 69% (c —3,60 mgo —1,13
kBT'y). 3a BoceMb HeJlelb TNPOM3BOJACTBEHHOW 3KCIUIyaTallud C HWHKpPeMeHTaJbHbIM
nepeoOyuennieM MAE yayunmics Ha 35% (7,02 — 4,58 kBT'u), uTO TOATBEP)KIAeT
3¢ (deKTUBHOCTL SIBHOTO MO/e/IMPOBaHUs BpeMeHHOW aCMMMeTpUH AJis TIpoMbliiieHHoro [oT-
TIPOTHO3UPOBAHUSI.

Matepuanbl M MeToabl. VcciemoBaHwe TPOBOAWIOCH Ha Xxjebo3aBoze GoldSapa,
pacrionoxxeHHoM B Ammatbl (Ka3axcran, UTC+5) u paboTtaroiieM B pekrMe HeIlpepbIBHOTO
MHOTOCMEHHOTO MPOU3BO/ICTBA CEMb JHel B Hezie/to. [IpenpusiTHe BBIMyCKaeT X1e000yI0uHbIe
v3enus B TepeKphIBaOLLMXCS TPOU3BO/CTBEHHBIX CMeHax, dbopmupys
BBICOKOCTPYKTYPUPOBaHHbIN, HO aCUMMeTPUUHBIM TpOoGuUIb Harpy3Kd: MUKOBOE CyMMapHOe
notpebsienre okoysio 14-19 kBt-u/u B mpou3BojcTBeHHBIe uachkl (06:00-18:00 o mMecTHOMY
BpPEMEHH) U TTOUTH HysieBoe noTpebsieHre (0—2 KBT u/u) B OKHa TEXHUYECKOTO 00C/Ty>KUBAaHUS U
TJIAHOBBIX OCTAHOBOK. OTO OWMojasbHOe, CKOIIIEHHOe BIIPABO pacripefiesieHhe 3Hepruu
COCTaBJISIET OCHOBHYIO BPEMEHHYIO aCUMMETPHIO, PaCCMaTPUBAEMYyI0 B JAHHOM HCCTIe/J0BaHUN.
OO6mbekT ocHaiéH 15 IoT-cuétunkamu 3eKTposHeprun: 12 mpubopamu Dala u 3 mpubopamu
Orman, Ka)k/ibIii 3 KOTOPBIX TIOCTPOEH Ha aTdopme MUKpoKoHTposiepa ESP32. Bee cuétunku
repe/ial0T M3MepeHUst akTUBHOM MOIIHOCTH (T1oJ1e: value_active_power_w, eIMHULIA ©U3MePeHUSI:
BT) c uHTEpBasoM 0KOJI0 TISITH MUHYT 10 TipoTokoy MQTT Ha 6pokep Mosquitto (rmopt 30511).
[lBa [OMOMHUTENBHBIX CUETYMKA OBLTM MCK/IIOUEHbl U3 aHa/lv3a M3-3a YCTOWUMBBLIX TPOIYCKOB
JAHHBbIX, TPEBBIIIAIONIMX TIOPOT UHTEpIosAMU. Bce o0yuyeHue Mopesiel, BBIBOZA, U
TIPOU3BO/ICTBEHHOE TIJIAHUPOBaHUe BhIMOMHAMUCE Ha cepBepe ASUS DGX Spark (apxuTekTypa
ARM64/aarch64, Ubuntu 24.04 LTS) B TeueHre BOCbMH He/le/Tb HETIPEPBIBHOM 3KCITyaTallvu.

CymmapHoe aHepronotpeGnenue: ®akT vs Mporkos @
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akt 178 kWh 16.9kWh 12.3 Wh

Puc. 1 KoHBeliep laHHBIX MallIMHHOTO 00yuenust GoldSapa

[MosHBIN KOHBeMep JaHHBIX MMPOUJUTIOCTPUPOBaH Ha puc. 1. HeobpaboTaHHble cooOIeHus
MQTT npunumManuck areHToM Telegraf, KoTopblii mpucBavBan KaxgoMy HaOmI0JeHHI0
uaeHTudukaTop ycrporictBa (thingld) u 3ammcbiBan 3amucu B 6a3y JaHHBIX BPEMEHHBIX PSiIOB
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InfluxDB v2.7.4 (opranusaius: opentwins, kop3uHa: default). Opkectpupyemass Kubernetes
uHbpacTpykTypa Ha  0Oa3ze  mardopmbl  OpenTwins  [12]  ympaBisia  BceMH
KOHTelHepr3vupoBaHHbIMU cepBucamu: O6pokepom MQTT, InfluxDB, Grafana (Busyanuzarys
JambopoB) U cyioeM HU(POoBLIX ABOMHUKOB Eclipse Ditto a1 yripaBieHUs: yCTpOHCTBaMHU.

Ons  ueneii mopenupoBanuss w3 InfluxDB  wu3Bnekanuch yacoBble — arperarsl
3HeprornoTpeb/ieHUsi C TOMOIBI0 3arpocoB Flux, BBUMCASBIIMX CpefHeYacoBOe 3HaueHue
aKTUBHOM MOLLIHOCTH TI0 Ka)KJOMY YCTPOWCTBY (B BT) U cymmupoBaBIIMX pe3yJ/ibTaT 1o BceM 15
aKTUBHBIM CUETUMKAaM C TIepeBOJIOM B KWUJIOBaTT-yachl. TakuM o0pa3oMm, CyMMapHOe dacoBOe
norpebsieHue oobekra Et (KBT'u) B MOMEHT t Ompe/ie/syioch Kak Cpe/iHee 3HaueHHue aKTUBHOU
motHoctH Pd,t (BT) ycrpoiictBa d 3a uac t, ycpegHéHHOe 110 BceM 15 ripubopam U e/1éHHOe Ha
1000. Pe3ysbTaThl MPOrHO30B 00OMX KOHBEHEPOB 3alMCHIBA/IMCh OOpAaTHO B Bbljle/IeHHbIE
kop3uHsl InfluxDB (energy_forecast u energy_forecast_sarima) 1 BU3yanu3upoBaauch B pexxume
peasibHOTO BpeMeHH Ha fambopzax Grafana, orobpakaromux HabmojaeMoe ¥ IPOTHO3UPyeMoe
notpeb/ieHre, CKOb3sie MeTpuKy oimbok (MAE, RMSE, MAPE), Ha/lo)KeHUsI aHOMaJTHH U
VICTOPHIO COCTOSTHUSI 00yUeHus!.

Tabnuija 1. CBoiHast CTaTUCTUKA Habopa JaHHbIX

CgoiicTBO 3HayeHue

Iepuoa HaO/IIOJeHMSI 15 cen 2025 — 31 map 2026
E>xeuacHble HaO/MIOIeHUST 4724

AxTuBHbIe 10T-cueTunku 15 (12 Dala, 3 Orman)
CpenHee noTpebsieHue 11,08 kBt'u

CraHzapTHOe OTKJIOHEHHE 6,99 kBT'u

PesyabTaThl. Ha puc. 2 nmpexacraBneH ToiHbIM 197-m1HeBHbIM BpeMEHHOW psf
3HepromnoTpeb/ieHrs, oxBaThIBaOIUi 4 724 e)xeuacHbix HabmogeHui. Ilpodunb Harpysku
XapaKTepu3yeTcsi SIpKO BbIpaKeHHbIM OMMOJANbHBIM pacripe/ie/ieHMeM: COCTOSTHHe BbICOKOMN
IIPOM3BOJCTBEHHON aKTUBHOCTHU (14—-19 kBt1-u/u, 06:00-18:00 1o MeCTHOMY BpeMeHU) U MOYTH
HyJ/ieBoe cOcTosiHMe ocTaHOBKM (0—2 kBt-u/u, 20:00-05:00). KosdduimenT Bapuatmu (o/p =
6,99/11,08 = 0,63) cyllecTBeHHO TIpeBbIlIAeT 3HAUeHUs], TUIIAYHbIE [I7Isi TIPOMBILLIIEHHbIX
NIpeJIIpUATUI  HelpepbIBHOIO TMPOU3BOACTBA. PacripesiesieHrie [1eMOHCTPUPYET 3aMETHYIO
MIPaBOCTOPOHHIOID aCMMMETPHIO: HabJIFoleHUs] B Yachl OCTAHOBOK KOHLIEHTPHUPYIOTCS BOMM3U
Hy/s5, 00pa3ysi OTAe/bHBIA KjacTep, OT[e/NEHHBIM OT MAacChl MPOW3BOJCTBEHHBIX YacoB. OJTa
BHYTPH/IHEBHAsE aCMMETPHS sIB/ISIeTCS] JOMUHUPYIOIIel CTPYKTYPHOU 0coOeHHOCThI0 Habopa
JlaHHBIX. BpeMeHHas acCHMMeTpHs! MPOSIB/ISTCS Ha TPEX BpeMeHHbIX MacmTabax. Ha cyTouHom
YPOBHe TIepexo]| «IPOU3BOJCTBO—OCTaHOBKa» TMpe/CTaB/sieT C000W pe3Kuid CABUT YPOBHS
npubsin3uTesibHO Ha 12—14 KBT-u/u, npoucxoAsiuii B TeueHHe 1—2 yacoB Ha rpaHML[aX CMeH —
TaTTepH, KOTOPBIA Mojend Knacca ARMA GUKCHPYIOT UG TPUOIU3UTENTBHO TOCPeACTBOM
muddepentipoBanusi. Ha HeJilelbHOM ypOBHe cpejiHee CyMMapHOe 1oTpeb/ieHre B BOCKpeCeHbe
cocrapnisier 10,8 kBt-u/u mpotue 11,4 kBt-u/u B OygHue aHu (CHWwKeHue Ha 5,3%), uTO
00yC/IOB/IEHO COKpallléHHbIM IITaTOM. Ha MHOromecssuHoM ypoBHe ¢ Maprta 2026 roja BuzieH
CTPYKTYPHBIM HHUCXOJSIIAN COBUT TIpuO/in3uTesibHo Ha 1,5-2,0 KBT'u/4 10 CpaBHEHWIO C
TieprozioM o0yueHus (CeHTsIOpb—(eBpasib). DTOT CABUT UMEET CYILeCTBEHHbIe MOC/eJCTBUS /IS
OLIeHKM Ha TeCTOBOM BBIOOpKe: Bce Mozenu, oOyueHHbIe Ha JJaHHBIX Oosiee paHHero INepuofa,
cucTeMaTU4YeCcKU He/l00LeHUBAOT NoTpebsieHre B MapTe, GOPMUPYsl YCTOMUYMBOE OTpHULiaTe/TbHOe
CMelLleHue.

Tabnuia 1 oTpakaeT CBOJHbIE METPUKHM TOUYHOCTH 1O 14 He3aBUCHMBbIM 24-4aCOBBIM
snM304aM nporHo3upoBaHus (17-31 mapra 2026 r., 336 yacoBbIX MpefCKa3aHW CyMMapHO).
Apxutektypa Prophet+LSTM oka3anach eJUHCTBEHHOW MO/ie/ibl0, TpeB3olleAlieii 6a30BbIit
Ce30HHbIN HauBHbIN anropuTMm (Seasonal Naive), nocturnys MAE = 3,39 kBT'u — ynyuilieHue Ha
12,3% (-0,47 kBt-u) oTtHOCcuTesibHO Seasonal Naive (MAE = 3,86 kBt-u). Bce ocranbHbie
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MO/le/I¥, BK/IFOYasi aBTOHOMHbBIe CTaTUCTHUYeCKHe, IT0Ka3aly pe3yJbTaThbl Xy)Ke 3TOr0 HauBHOIO
opueHtupa. [IpumeuaresibHo, uto SARIMA-only (MAE = 4,73 kBTt-u) ycTynaet Seasonal Naive
BOMIPEKH 0osiee CJIOKHOW TapaMeTpu3al[uM: CiaydaiHo-Omyxnatomee simpo ARIMA(O,1,0)
HaKaruiMBaeT OIIMOKY ypOBHsI Ha rOpu30HTe 24 yaca ObiCTpee, yeM TPOCTOe BOCIIPOM3BeZieHre
cyrouHoro martepHa. Prophet-only (MAE = 5,04 kBtT-4) Takke NpPOUTpbIBaeT HaWBHOMY
opueHTUpy: OaliecoBckasi TpeH/-Ce30HHasi Mofeqb 0e3 KOppeKIMM OCTAaTKOB BHOCHUT
CyLLeCTBEHHOE CMellleHre B YCJI0BUSIX MapTOBCKOI'O C/ABUra YPOBHSI.

[Tpodusib Harpy3Ky XapakTepu3yeTcs SIPKO BhIPayKeHHBIM OMMOZaTbHBIM pacripeie/ieHueM.
BHyTpuiHeBHasi aCUMMETpPHsI SIBJISIETCS JIOMMHUPYIOIIEH CTPYKTYPHOM 0COOEHHOCThIO Habopa
JaHHbIX. Apxutektypa Prophet+LSTM oka3anach eIWHCTBEHHOW MO/ie/iblo, MpeB3ollle/iei
0a30BbIil Ce30HHBIN HAUBHBIN T OPUTM.

CymmapHoe 3aHepronoTpe6nenue: GakT vs MporHos &
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®akr 12.2kWh 206 kWh 624 Wh

LSTM+PROPHET 1.95kWh  7.53 kWh 0 kWh

LSTM+SARIMA 10.8kWh 18.3kWh 3.05kWh
== LSTM+SARIMA HuxHss 1000 Wh 1.6 kWh 0 kWh
== LSTM+SARIMA BepxHssa 241KWh 32.0kWh 9.40 kWh _

Puc. 2 CymmapHoe 3HepromnoTpebienne: @akr vs [Iporaos

Tabmuija 4. CpaBHUTE/IEHAS] TOYHOCTb TIPOTHO3a Ha 14-/THEBHOM OT/I0KEHHOH BBIOODKE

Mogesns MAE (xBt-u4) RMSE (kBT-u) DA (%)
Ce30HHasi HaMBHas 3,86 5,97 58,8
SARIMA-TONBKO 4,73 6,69 55,5
Prophet-TopK0 5,04 6,77 57,6
Prophet+LSTM 3,39 4,54 60,6

Hobapnenue cinost LSTM-koppekiuu octaTkoB cokpaijaer MAE Ha 1,65 kBt u (—32,7%),
RMSE — c 6,77 po 4,54 kBt-u (-32,9%), a cuctemaTHueckoe OTpuUliaTe/bHOe CMelljeHrne — C
—-3,60 mo —1,13 kBt'u (cHmwkKeHune Ha 69%). TouHOCTh HaripaB/ieHus1 yayuiiaetcsi ¢ 57,6% [0
60,6% (+3 m.m). Mexanuctuyeckuk LSTM oOHapykuBaeT, 4YTo TpOTHO3bI Prophet
CUCTEeMaTHUYeCKH 3aBbILLIEeHbI B TIPOM3BOACTBEHHbIE YacChl I1OC/e MAapTOBCKOrO C/IBUra YPOBHS, U
(opMHpyeT COOTBETCTBYIOILYIO HHUCXOZSAIIYI0 KOPPEKLUI0, KOMIIEHCUPYS CTPYKTYPHbIN Aperd
6e3 monHoro nepeobyuenus. Macirab Bkiaga LSTM — Tpancdopmariyst Mozieny, yCTymarolei
Seasonal Naive Ha 30,4%, B Mo/ieJ/ib, TIPEBBILLIAIOIIYIO ero Ha 12,3%, — CBU/IeTeTbCTBYET O TOM,
YTO aCMMMeTpUYHbIe 0CTaTKH Prophet rpecraBsitoT co6oii 06yuaembie CTPYKTYPHbIE TIaTTEPHBI,
a He HeCBOJIMMBIM LLIyM.

Prophet+LSTM siBnsieTcsi eIMHCTBEHHOW MO/IE/bIO C MOI0XUTETbHOM CTaTUCTUKOW TecTa
Iubonma—Mapwuano (DM = +1,747, p = 0,081), uTo CBUZIETE/ILCTBYET O KPA€BOM TIPEBOCXO/ICTBE
TOYHOCTH TIPOTHO3MPOBaHUsI Ha ypoBHe 3HauuMmocTu 10%. 95%-it OyTcTpen-aoBepuTebHbIN
vHtepBan MAE ns Prophet+LSTM ([3,01; 3,78] kBT u) He mepeKpbIBaeTCsi C MHTEPBAIOM /ISt
Seasonal Naive ([3,41; 4,30] kB1-4), noaTBep>Kzasi, YTO MPEUMYILECTBO He sBJisieTCsl apTedaKToM
BLIOODOUHOM W3MeHUMBOCTHU. baiiecoBckue 95%-e aoBepuTe/ibHble WHTepBanbl Prophet
TIPO/IEMOHCTPUPOBA/IM  IMITUPUUECKOe TIOKpbiTHe 94,3%, uTO BIUIOTHYIO TPHUOMKaeTCs K
HOMMHA/IbHOMY yPOBHIO. 3a BOCEeMb HeJlelb T[POMW3BOJACTBEHHOM  3KCIUTyaTalUud C
WHKpeMeHTa/IbHBIM niepeodyuenrieM MAE causwics ¢ 7,02 kBt-u (ipy MHUALIMAIKA3a1[1H, aTipeb
2026) no 4,58 kBt-u (4-1 Hepenst Mast 2026) — cokpaiijeHre Ha 34,8%, — 1i0c/ie uero BbIlles Ha
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TUIaToO, OTpaykarolllee HECBOAVMYHO OLIMOKY OJHOMEpPHOM apXWTeKTYphbl MpU TeKyleM Habope
TIPU3HAKOB.

O6cyxaenne. Hanbosnee 3HauuMMbIi BBLIBOZ, [JAHHOTO WCCAE€JOBaHUS COCTOMT He B
abCoJIIOTHOW TIPOU3BOUTE/LHOCTH OT/e/bHOM MOJieNIi, a B TMPUUMHHO-C/IeICTBEHHON CBSI3U
MeXJy BpeMEHHOH acHUMMeTpHeil M IpUrOHOCTBIO AapXUTEKTYpbl MPOrHO3UPOBAHUSI.
bumopanbHbIM,  MMPaBOCTOPOHHe-aCUMMeTpHUUHbIM  mpoduns  Harpy3ku  GoldSapa ¢
Ko3ddurpenToM Bapualuu 0,63 ¥ pe3KUMU C/IBUTaMU YPOBHS Ha TPaHULIAX CMeH TIpe/iCTaB/sieT
KJIaCC TIPOMBILUIEHHbIX BPEMEHHBIX PS/I0B, Ui KOTOPBIX CTaHAApPTHBIE TPEJIIOIOXKEHUS O
cuMMeTpuu (PyHJaMeHTaJbHO HapyllleHbl. JTO TIPOsB/seTCS KOHKpeTHO: Prophet-alone,
SARIMA-alone 1 Bce HaviBHble OpHeHTHpPhI, KpoMe Seasonal Naive, He TIpeBBIIAIOT 3TOT
NIPOCTEHIINY YPOBEHb — He IOTOMY UTO OHM C/1abble MOZE/U B 1[€JI0OM, a IOTOMY UTO KaKzast
(YKcHUpyeT NUILLb OJMH acleKT aCMMMeTPUUHOTO CUTHasa.

JaHHBI BBIBOJ, COTJIaCyeTCsl C pe3yJ/ibTaTaMUi CMEeXXHBIX UCCJIeJOBaHUH 110 MPOMBILL/IEHHBIM
IoT-cucremam. Pabota AMUpPXaHOBOM M COaBTOPOB [12] 110 apXUTeKType U(PPOBLIX JBOMHUKOB
JUIsI MOHUTOPUHTA 3HeprornoTpebaenus MCII 1eMOHCTPUPYET, UTO OJJHOMEPHbIE CTaTUCTUYECKHE
MO/IeJId CUCTeMaTUUeCKH He/J0OL[eHUBaloT NoTpebieHre B TepeX0oAHbIX Pe)KuMax MPOU3BO/ICTBA
VIMEHHO BCJ/Ie/ICTBUE HapyIlIeHUs MPeAIo/I0KeHUM O CTalJMOHAPHOCTH — SIBJIEHUS], aHa/IOTUUHOT O
HabJ/Tr0/JaeMbIM 371eCch 0TKa3aMm Prophet 1 SARIMA. AHalornuHo, UccyiejoBaHre AIUIbKaHOBOM
¥ COaBTOPOB [12] 1Mo oOHapy>XeHHI0 aHOMaJIUi B JJAHHBIX MPOMBIIIIEHHBIX UHTE/IIEKTYaIbHbIX
CUETUMKOB TOKa3bIBaeT, UTO MO/Je/i, 00yueHHble HA CUMMEeTPUYHBIX pacripe/ie/ieHHsIX OO0k,
TeHePUPYIOT 3aBBIIIEHHBIA YPOBEHb JIOXKHBIX CpabaThIBaHWUM MPU OMMOZAIBHBIX HArPy30UHBIX
podUIsTX — CTPYKTypHas c1ab0CTb, HAaTIPSIMYIO aKTyasibHas A1t ycioBuit GoldSapa.

Pe3ynbTaThl abISALIMOHHOTO UCCIeA0BaHUs 30MpYIOT BKIag LSTM kak cokparnenne MAE
Ha 32,7% " CHWKeHUe CUCTeMaTUUecKoro cMmellieHus1 Ha 69% oTtHocuTenbHO Prophet-alone. Otu
Be/TMUMHBI TPeOYIOT MeEXaHUCTUUECKOW UHTeprpeTalyu. balilecoBCKUi aiINTUBHBIA KOMITOHEHT
Prophet, HacTpoeHHbIi C MYJIbTUIUIMKATUBHOM CE30HHOCTbIO, TeHepupyeT IIPOTHO3HI,
TIpaBU/IbHBIE TI0 (ha3e, HO OITMOOYHBIE TI0 AMITTUTY/I€ B IEPUO/IbI aCUIMMETPUYHOTO cripoca. TpeHp
Prophet, 3asikopeHHbIM Ha cpefHeM YpOBHe 00ydYarolllero OKHa, CUCTeMAaTH4YeCKU 3aBbIIlIaeT
notpebsieHHe TMOC/ie MAapTOBCKOTO CIIBUTA YPOBHs, co3faBas cMmerienue —3,60 kBt-u. LSTM,
o0yueHHBIM Ha TeX e HCTOPUYECKUX OCTaTKaxX, OOHapy)kuBaeT, UTO TpPOTHO3bI Prophet
roc/iefloBaTe/lbHO 3aBbIlIeHbI B TIPOM3BO/ICTBEHHbIE Yachl, U (POPMUPYET COOTBETCTBYIOIIYIO
HUCXOJSALLYI0 KODPeKLMI0 — He YHHUBepCaJbHOe IIyMOIIO/aBjeHre, a CTPYKTypHas
acUMMeTpUYHasi ~ KOpPPeKLus, 3KCIulyatupytoiias crnocodHocts LSTM  ¢ukcupoBath
HaripaB/IeHHO-3aBUCHUMbIe TTaTTePHBbI.

OTOT [1€KOMITO3UI[UOHHBIN TIPUHIIUIT TEOPeTUYEeCKU 000CHOBAH U TIOTYUM/I IMPAKTHUECKOe
TIO/ITBEP)KI€HHE B PA3HBIX KOHTEKCTaX. AMUPXaHOB U coaBTOpOB [13] B paboTe 1o 1udpoBomy
JBOWHUKY XJie0OTeKapHOW JIMHUM C TIPeUKTUBHOW AaHAaMTUKOW JEeMOHCTPUPYIOT, UTO
[ByXdTalHasi apXWUTeKTypa «CTaTUCTUYecKass MoJenb + HeMpoceTb» T0OC/Ae10BaTeIbHO
MPeBOCXOUT OJHOKOMITOHEHTHbIE TTOAXO0/bI /11 IPOU3BO/CTBEHHBIX CUCTEM C MePUOAUYECKUMU
raTTepHaMH Harpy3ku. Pabora AmMupxaHOBOW M c0aBTOpPOB [14] Mo 3aMKHyTOMYy LM(pPOBOMY
OBOVHUKY /7151 SHepro3(heKTUBHOTrO M/IaHUPOBAHKS B MUIL€BOM TTPOM3BO/CTBE AOTOJHUTETLHO
TIOKa3bIBaeT, uTo rubpuiHbIe (PperiMBOPKH, IBHO MO/IeTUPYIOLINe aCHMMETPHIO TTPOM3BO/ICTBO—
TIPOCTOM, CHIKAIOT OTeparjioHHbIe 3aTpaThl Ha SHeprut0 Ha 8—15% Mo cpaBHEHUIO C 6A30BLIMU
CTpaTervsiMy IJIaHUPOBaHUs — IpsiMasi TIPUKJ/IaiHast LIeHHOCTh YJIy4YIleHHOIO IIPOrHO3MPOBaHMS,
WCC/eyeMOro 37eCb. BaKHbIii OTpULlaTe/bHbIA pe3y/JbTaT TakKe BbITEKAeT U3 BeTBU
SARIMA+LSTM. Hecmotpss Ha wugeHThuHyro apxutektypy LSTM, SARIMA+LSTM He
JOCTUTaeT coroctaBumoi TouHoctd. Mogens ARIMA(0,1,0)(2,0,0) [24], BeiOpaHHast auto_arima,
SIBJISIETCSL TI0 CYL[ECTBY Ce30HHBIM CJIydyaliHbIM Ojy)KaHueM, TeHepUPYIOLIUM OCTaTKH,
cofepXkalye TMOJHYH aMIUIMTYJly aCMMMETPUM NPOM3BO/CTBa—OCTaHOBKM, a He JIMIlb
OTKJIOHEHUsI OT 0a30BOM JIMHUHU TPEH/-Ce30HHOCTH. DTO Bo3jaraeT Ha LSTM Gonee c/io>KHYIO
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3amauy: oOyueHMe TOJTHOMY aCHMMMeTPUYHOMY LMKy Harpy3kKd BMeCTO MEHbIIEero CHrHaja
KOPPEeKIIMH, OCTaIoIIerocs rnocsie 6osee rmoiHoM ce30HHOM JekoMrio3uriuy Prophet. Ypok coctout
B TOM, UTO KayeCTBO CE€30HHOW [JEeKOMIO3ULIMM CTaTUCTUUYEeCKOrO0 KOMIIOHEeHTa Harpsmylo
00yC/IOBMBAeT 3a/jauy KOPpPeKLHH 0cTaTKoB LSTM.

IIpoussoacTBeHHas TpaekTopus — cHwkeHnue MAE ¢ 7,02 o 4,58 KBT1+u 3a BoceMb He/ie/lb
WHKPEeMEeHTa/IbHOTO 1epeobyueHus — JeMOHCTPUpYeT, uTo 3¢ deKTHBHas TTPOU3BOJUTE/TEHOCTh
MOJIe/TM B peaslbHbIX OMNepalMOHHBIX YCIOBUSIX KPUTHUECKH 3aBUCHUT OT €€ CrIoCOOHOCTU
a/IarITUPOBATLCSl K pacripe/ie/IuTelbHbIM ¢iBUram Oe3 3a0ObIBaHHMsI paHee yCBOEHHOU Ce30HHOM
CTpyKTYpbI. [IpuMeHéHHas cTpaTerusi CHYKeHHOH ckopocT 00yuenus (o = 0,0003 mporus 0,001
1ipy TIo/iHOM 00yuenuy, 50 ipoTuB 150 3110X) AB/SIETCS IPUHLMITUAIBHBIM OTBETOM Ha AU/IeMMY
CTabUIbHOCTU—TUIACTUYHOCTH: OHA OTPaHMUMBAET BEJMUWHY Iara rpafleHTa, TpejoTBparias
repe3anych BECOBOM CTPYKTYPbl CE30HHOCTH HOBBIM CUTHA/IOM JaHHBIX.

WHppacTpyKTypHOE W3MepeHHe 3TOM HAJEXHOCTU 3aJl0KyMEHTUpOBaHO B pabore
AmMupxaHoBa ¥ C0aBTOpPOB [15] MO cpaBHUTe/NILHOM oOlleHKe 06a3 AaHHBIX [/ I[M(GPOBBIX
JBOMHUKOB ¥ TIpoMbIiiyieHHOTro [0T: aBTOpHI 1oka3bsiBatoT, uto InfluxDB obecrieunBaeT 3a7iep>kKy
3armucd  Hwke 10 Mc u  goctymHOCTh Oosiee 99,9% 1pu  CIieHapUsiX HEIPepLIBHOTO
TIPOMBILIJIEHHOTO MOHHTODUHTA — XapaKTePUCTHUKH, KOTOPble HampsiMyl0 00ecreunBaroT
orepalMOHHY0 Ha/lé>)KHOCTh KOHBelepa JaHHbIX, UCTI0/Ib30BaHHOI'O B HACTOSIIEM MCC/Ie[JlOBAHUU.
Habsroaemast B janHob paboTte moctynHOCTh InfluxDB 99,98% 3a BoceMb Hefiesib COTIacyeTcsi C
3TUMHU CpaBHUTe/bHBIMU opueHTUpaMu. [Inato MAE Ha ypoBHe ~4,4-4,6 kKBT-u Ha 4-8-i1
HeJle/IIX OTpaKaeT HeCBOAWUMYIO OIIMOKY TpU TeKyljeM OJHOMepPHOM Habope TPH3HAKOB:
JIOTIOJTHUTE/TbHOe TOHKOe OOyueHue Ha aHaJIOTMYHBIX JAAHHBIX TPUHOCUT YyOBIBAIOIIYIO OTAAuy,
TIOCKOJIbKY OCTaTOYHas OIIMOKa BCE OOsIbIIIe Ompe/iensieTcst Helpecka3yeMoi BaprabenbHOCThIO
Harpy3kd — He3alUlaHUPOBaHHbIMKA U3MEHEeHUSIMU [IPOU3BOJCTBA, KPAaTKOBPEMEHHBIMHU
BBINA/IeHUSIMY [aTUMKOB, — a He MOJAAI0IIMMUCS MO/ZIe/TMPOBaHUIO NIaTTepHAMM.

Pe3ynbTaThl JaHHOTO MCC/IeOBAaHUS BBIXOAAT 3a PaMKU CHelU(pUKHA MPOTHO3KMPOBAHUS
3HeprornoTped/ieHss U WMerT Oosiee LIMPOKWE TOCTEACTBUS AJIsT TIPOEKTUPOBAHUS CHCTEM
ripomsbiiiieHHoro 1oT. TIpou3BozacTBeHHbIM KoHBeliep — 15 ESP32-cuétunkoB — MQTT -
InfluxDB - anroputm nporHo3upoBaHusi — Grafana — mnpezcraB/sieT BOCIIPOM3BOAUMYHO
3TaJIOHHYI0 ApXUTEKTYpY [/l MajblX W CPeJHHX MPOMBILUIEHHbIX TPeANPUsITUM, paHee He
VMMeBIIMX [JOCTyna K CpeJCTBaM SHEepreTMUeCcKON aHaJUTMKU KOPIIOPaTMBHOIO YPOBHS.
Peanu3arusi CKBO3HOTO 1MdpoBaHus A1t aHasoruuHoro creka ESP32-MQTT ommcana B pabore
AMupxaHoBOM U coaBTOpOB [16], rae mokasaHo, 4TO HakiagHble pacxofbl AES-GCM Ha
nnarpopme ESP32 cocTaBisiioT MeHee 3 MC Ha MakeT TIPU NpeHeOpe)XMMOM BIUSHUM Ha
MIPOITYCKHYI) ~ CITIOCOOHOCTb — 4YTO TOATBEP)KAAeT MacIITabupyeMOCTb TPUMeHEHHOU
WHOPACTPYKTYPbl [0 TMPOU3BO/CTBEHHO-TOTOBLIX TpeboBaHMI 6e30rmacHOCTH 0e3 CHIKeHHs
4YaCTOTbI AUCKPeTH3aLiy JaHHbIX, KPUTUUHOU 11 TOUHOCTH NIPOrHO3UpoBaHus. bosee mmpokui
TIPUHLUI  IeKOMTIO3ULIMH, TIPO/IeMOHCTPUPOBAHHBIN 3/1eCh, TIPUMEHUM K /r000i obmactu ¢
acuMMeTpurel (a3 MPOM3BO/CTBAa—TIPOCTOS: TIepeMeXKaoLMMCsT BO30OHOBIISIEMBIM TeHepalfsiM
(conHeuHasi reHepalys CleJyeT aHAJOTWUYHOM acUMMeTpuu), OOBeKTaM BOJOMOATOTOBKU B
MakeTHbIX LMK/AaX, (U3MONOTHYECKUM MOHUTOPDUHIOBBIM JIaHHBIM C TepUOJUUHOCTBIO
aKTUBHOCTb—OTIBIX M OHOra3oBbIM yCTAHOBKAM C LIMK/JWYeCKUMH TIaTTePHaMH Harpy3ku
cybctpata. B Kakpoi w3 3TMX obsacTeil mpejcKa3yeMo BOCIIPOM3BOAMTCS PEXHUM OTKa3a,
BBISIBJIEHHBIM 3/leCh: CTaTUCTUUeCKas Mo/ie/lb KOPpPeKTHa 1o ¢a3e, HO cMellleHa M0 aMIIUTY/e B
ACUMMETPUYHBIX YC/IOBUSIX.

3ak/roueHue. [Ipomblll/IeHHbIe BpeMeHHbIe Psi/ibl SHEPryy, HapyLlarolie CMMMeTpUYHble
CTaTHCTHUEeCKHe [OTYIIeHus], CO3Jal0T CTPYKTYPHYIO TIpo0ieMy, KOTOPYIO HaZIE)KHO He pellaeT
HU OJIMH KJIacC Mojiesiel MporHo3rMpoBaHusi. HacTosiilee vcciejoBaHue peliaeT eé nocpeCcTBOM
TIPOU3BO/ICTBEHHO-PAa3BEPHYTOM TruOpuAHON apxutekTypel Prophet+LSTM, B KoTOpOi
OaliecOBCKUM CTAaTUCTUUECKUIM KOMITOHEHT oOpabaThiBaeT CUMMeTPUYHbIE CTPYKTYpHUPOBAHHbIE
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3/1IeMeHTbI OMMO/JA/TEHOTO TIPOMBIIIJIEHHOTO TTPOQU/IS Harpy3kH, a cTekoBbiii LSTM obydaeTcs Ha
aCMMMeTpPUYHBIX OCTaTKax, KOTOpble CTaTUCTUUeCKass MOZe/lb CUCTeMaTUueCKu MCcKakaeT. U3
3KCIIePUMEHTa/IbHbIX [JaHHBIX MOJXKHO CZie/laTh YeThlpe BbIBOZIA, MMENOIIUX CYIleCTBEHHOe
3HaueHue. Bo-TlepBbIX, BpeMeHHAs aCHMMeTpHsl — BOTLIOLEHHAS 3/1eCh B Pe3KOM pacTipe/ieeHHH
Harpy3ku IpOM3BO/ICTBO—OCTAaHOBKA C KO3 duiieHTOoM Bapuaimu 0,63 — siB/sieTCsl He IPOCTO
Hey06cTBOM T1pe1oOpabOTKM, a OompejeNsiomuM (akTopoM BbIOOpa MoOe/d: WMEHHO OHa
00bsicHsIeT Kak oTKa3 Prophet-alone (—30,4% otHocutenbHO Seasonal Naive), Tak u ycrex
Koppekiui LSTM, TpaHcdopMupylolieii 3TOT OTKa3 B yijydileHue Ha 12,3%. Bo-BTOphIX,
MeXaHU3M KoppeKuuu octatkoB LSTM gBisieTcs omnepanMoOHaJbHO He3aMeHMMbIM, a He
WHKDEeMeHTa/IbHO TIofie3HbIM: 0e3 Hero TonHass TUOpUAHAs MojeNb JAerpafupyeT HIKe
MIPOCTEMILIero HAaMBHOTO OPUEHTHPA, Jiefast IBYX3TallHYI0 apXUTEeKTYpy HeJle/TMMbIM ITPOeKTHBIM
pellieHWeM, a He MOJYJIbHbIM aHcambiieM. B-TpeTbUX, MHKpeMeHTalbHOe IepeoOydeHHe CO
CHIDKEHHOM CKOpOCTbIO 00yueHHsi paspellaeT AWIeMMY CTaOW/IbHOCTU—TIJIACTUYHOCTH,
XapaKTepHYIO [T HelpepbIBHOTO TOHKOro o0yueHuss LSTM, obecrieunBasi cHwkeHrne MAE Ha
35% 3a BoceMb MPOM3BO/JCTBEHHLIX Hefleb 0e3 KaTacTpodryeckoro 3abbIBaHUS MCTOPHUUECKOM
Ce30HHOW CTPYKTypbl. B-ueTBépThiXx, Mozens SARIMA, aBTOMaTHUeCKd BbIOpaHHas Kak
ARIMA(0,1,0)(2,0,0) [24] — ce30HHOe cityuaiiHoe OsTy>KaHue, — TMOITBEPK/AAEeT, UTO TUHAMUKA
sHepronoTpebsieHust 06bekTa GoldSapa onpesensieTcs: JeTepMUHUPOBAHHBIM CyTOUHBIM LIUKJIOM,
Ha/IO)KeHHbIM Ha MeJjIeHHO [peli(yromyii ypoBeHb: CTPYKTYpa, JJaKOHWUYHAs B OMMCAHUH, HO
acCMMMeTpHYHasi B TOPHM30HTa/lbHO-3aBUCUMOM Jierpaialiiy IIpOrHosa.

B COBOKYITHOCTH 3TH Pe3y/IbTaThl yCTAaHAB/INBAIOT, UTO SIBHOE MO/eIMPOBaHUe BpeMeHHOM
acUMMeTpUM  TIOCPeJICTBOM TUOPHUAHON  /1€KOMIIO3WL[MM  OJZHOBDEMEHHO CTaTUCTUUECKH
000CHOBaHO — BepUQULIMPOBAHO TecTUpoBaHueM [lnbosga—MapraHo U HerepeceKaruMUCs
OyTCTpern-AoBepUTe/IbHBIMA WHTEpBalaMd — M TIPaKTUYeCKd peaii3yeMO B YCIOBUSIX
PECYPCHBIX Y HaEXHOCTHBIX OrpaHWYeHuM MNpoMbIlLieHHOM IoT-cpegpl € TpaHAYHBIM
pa3BépThiBaHMeM. [lojiHasi apXWTeKTypa, BK/IOuaromjas KoHBedep fgaHHbIX InfluxDB,
TUIAaHUPOBIIYK Systemd ¥ JIOTHKY WHKPeMeHTa/IbHOTo repeo0yyeHusi, HYHKIMOHHUPOBAIa BOCEMb
He/lellb C HyJIeBbIM KOJIMYeCTBOM He3arJJaHUPOBaHHBIX CO0eB TpY BpeMeHH BBLITIOJTHEHUSI MeHee
IIATH CeKyHJ Ha LUK/ NpeJCcKa3aHus — UYTO [JeMOHCTPUPYET MPUIOLHOCTD /11 HElPepbIBHOTO
TIPOMBIIIIZIEHHOTO pa3BépThiBaHUs [13, 14].

OCHOBHBIM OTpaHUYeHHEM OCTaéTCsl OZHOMEPHBI HaOOp MPU3HAKOB, YCTAHABIMBAIOILUIMA
MOTOMIOK JIOCTM)KUMOM TOYHOCTH, KOTOPBIM 5K30reHHble [epeMeHHble — TeMIlepaTrypa
OKpY)Karolleld cpeibl WA [JaHHble TIPOWM3BOJCTBEHHOTO TJIAHUPOBAHUS — MOTJIM OBl
CYILleCTBEHHO CHM3UTb. PaciivpeHre MeTO/I0JIOTUM Ha MHOTOMepHbIe BXO/IHbIe JlaHHbIe, Oomee
JJIVHHBbIE TOPU30HTHI NPOTHO3a ¥ aHOMAa/IbHO-OCBEJOM/IEHHbIE MHAaMUYeCcKue [OBepuTesbHbIe
WHTepBa/ibl TPOTHO3a TIpe/CTaB/sieT Haubosee TIePCIIEKTUBHOE HarpaBjieHue OyayImx
uccinenoBaHuidi. B Ooslee IIIMPOKOM CMBIC/Ie TIPOZEMOHCTPUPOBAHHBIN 3/1€Ch  TTPUHLIMII
J€KOMIMO3ULIMY — pa3jie/ieHue CUMMETPUYHOMN TPeH/-Ce30HHOM CTPYKTYPbI OT aCHMMEeTPUUHBIX
OCTaTKOB — TIPUMEHUM K /000 00/1acTH, [JeMOHCTPUPYIOIeH IepUOAUYHOCTh (ha3
TIPOM3BO/ICTBA—TIPOCTOS:  TIepeMEeXKAIoIIelicss  BO30OHOB/IsieMOM — TeHepaluM,  TaKeTHOM
XUMUUeCKOoH repepaboTKe, OMOpeaKTOPHBIM CHCTeMaM U OMOMeAUI[MHCKOMY MOHUTOPHUHTY [15,
16] — Be3ge, rie KOHBeHLIMOHa/lbHble CHUMMETPUUHbIE [OMYLIEHUs [IPOTrHO3MPOBaHUS
CTPYKTYPHO HECOBMECTHMBI C HaO/TIOIaeMbIM TTPOLeCCOM reHepaLuy JaHHbBIX.

duHaHCUpOBaHMe. ABTOPBI 3asBJISIOT, UTO /1 [IPOBe/leHUs JJaHHOT'O UCC/IeJOBaHUs U/ WA
ero mnyO/MKauuu ObUla TMosyyeHa (UHAHCOBas TOAJepKKa. J[laHHOe —wucCCIeoOBaHUe
npodrHaHCHPOBAaHO MuHHCTepCTBOM 00Opa3oBaHus W Hayku Pecriybsmky KazaxcraH B pamkax
rpanta NeBR24992975: «Pa3pabotka 1mdpoBOro [JBOMHMKA TIPEANPUSATHS  IUIIIEBON
TIPOMBILLZIEHHOCTH C IPUMEHeHHeM UCKYCCTBEHHOTO MHTeJ/IeKTa U TexHosoruii [1oT».
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Abstract. Energy overconsumption in food manufacturing represents a significant operational
burden, particularly in resource-constrained regions. This paper presents DigitalEgiz, an edge-based
digital twin system designed for real-time energy monitoring in a commercial bakery enterprise in Almaty,
Kazakhstan. The system integrates a distributed network of 18 ESP32 microcontrollers, two SAIMAN smart
electricity meters (Dala and Orman models), and a Raspberry Pi 5 edge gateway, communicating via
MQTT to a cloud-hosted stack of InfluxDB, Grafana, and OpenTwins. Over a 61-day deployment period,
the system collected 17.7 million data points with an adjusted data completeness of 94.19%. Analysis
revealed that 81% of monitored devices operate below Kazakhstan’s mandatory 0.93 power factor
threshold, exposing facilities to regulatory fines. The system also demonstrated that predictive models
(Prophet+LSTM hybrid achieving MAE=3.39 kWh) integrated within the digital twin can guide real-time
decision support. Results confirm that edge-based digital twins offer a cost-effective and scalable path
toward energy optimization and regulatory compliance in industrial IoT settings.

Keywords: digital twin; energy monitoring; IoT; edge computing; food manufacturing; ESP32;
InfluxDB; Grafana; power factor; Kazakhstan

INTRODUCTION

The global food manufacturing sector accounts for a substantial share of industrial energy
consumption, yet a disproportionate fraction of this energy is wasted due to unmonitored
equipment behavior, poor power factor, and reactive rather than proactive maintenance strategies
[1]. In emerging economies such as Kazakhstan, where energy tariffs are regulated and infractions
carry administrative penalties, the need for intelligent energy management systems is acute.

Digital twins—virtual replicas of physical systems that synchronize with real-world sensor
data in real time—have emerged as a transformative paradigm for industrial monitoring and
optimization [2]. When combined with edge computing principles, they enable low-latency data
processing closer to the source, reducing bandwidth requirements and improving system
responsiveness [3].

While digital twin deployments in energy-intensive industries such as petrochemicals and
automotive manufacturing have been extensively studied, their application in small-to-medium
food processing enterprises, particularly in Central Asia, remains largely unexplored. This paper
addresses this gap by presenting DigitalEgiz, a purpose-built edge-based digital twin deployed at a
commercial bakery enterprise (referred to as GoldSapa) in Almaty, Kazakhstan.

The primary contributions of this work are: (1) a heterogeneous IoT architecture combining
microcontroller-based distributed sensing with industrial-grade smart meters; (2) a lightweight
MQTT-to-cloud pipeline hosted on a Raspberry Pi 5 edge gateway; (3) a 61-day empirical
evaluation capturing 17.7 million data points; and (4) integration of a Prophet+LSTM hybrid
forecasting model within the digital twin interface for decision support.

RELATED WORK

The concept of digital twins in manufacturing was first formalized by Grieves [4] and has
since been applied across numerous industrial domains. In energy management, Zhou et al. [5]
demonstrated that digital twins reduce energy waste in smart factories by enabling continuous
monitoring and anomaly detection. Similarly, Wen et al. [6] showed that integrating [oT sensing
with digital twin platforms improves predictive maintenance accuracy in food processing lines.
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Edge computing has become a critical enabler for IoT-based industrial systems, as evidenced
by the work of Shi et al. [7], who proposed an edge-cloud collaborative framework for real-time
industrial analytics. The combination of edge processing with time-series databases such as
InfluxDB has been shown to support high-throughput sensor ingestion at sub-second latency [8].

In the domain of energy forecasting, hybrid models combining classical statistical
approaches (SARIMA, Prophet) with deep learning (LSTM) have demonstrated superior accuracy
compared to single-model approaches [9]. Prophet, developed by Facebook (now Meta), is
particularly suited to energy time-series with strong seasonal patterns and irregular holidays, while
LSTM networks capture non-linear temporal dependencies [10].

Despite this rich literature, no prior work has addressed the specific challenges of digital twin
deployment in bakery enterprises under Kazakhstan's regulatory framework, where power factor
compliance (PF > 0.93) carries statutory financial penalties. This work fills this gap.

SYSTEM ARCHITECTURE

Hardware Layer. The sensing layer of DigitalEgiz consists of 18 ESP32 microcontrollers
(ESP-WROOM-32 modules) deployed across production equipment including industrial ovens,
proofing chambers, mixing machines, and HVAC units. Each ESP32 samples voltage (RMS),
current (RMS), active power, reactive power, apparent power, and power factor at 1-second
intervals using ACS712 current sensors and ZMPT101B voltage transformers.

Two SAIMAN smart electricity meters are integrated at the facility level: the SAIMAN Dala
model (single-phase) and the SAIMAN Orman model (three-phase). These meters provide
authoritative aggregate consumption data via RS-485 Modbus protocol, which is read by the
Raspberry Pi 5 gateway over a USB-to-RS485 adapter. All 18 ESP32 nodes communicate
wirelessly over the facility's 2.4 GHz Wi-Fi network.

Edge Gateway and Communication. The Raspberry Pi 5 (8 GB RAM) serves as the central
edge gateway. It hosts a Mosquitto MQTT broker that aggregates telemetry from all ESP32 nodes,
subscribing to a structured topic hierarchy of the form facility/zone/device/metric. A Python-based
MQTT-to-InfluxDB bridge written using the paho-mqtt and influxdb-client libraries forwards
incoming messages to the cloud-hosted InfluxDB instance with a median end-to-end latency of 47
ms.

The gateway also executes local anomaly detection logic: when a device reports a power
factor below 0.93 for more than 60 consecutive seconds, a real-time alert is generated and
forwarded to the Grafana alerting engine. This local processing reduces cloud API calls by
approximately 40% compared to a purely cloud-centric architecture.

Cloud Platform and Digital Twin Visualization. The cloud layer is hosted on a VPS running
Ubuntu 22.04, deploying InfluxDB v2.7 as the time-series database, Grafana v10.2 as the
visualization and alerting layer, and OpenTwins as the digital twin management framework.
OpenTwins provides a Unity 3D WebGL-based 3D model of the bakery floor plan, overlaid with
real-time sensor readings and color-coded status indicators.

Grafana dashboards are organized into functional panels: (1) real-time energy consumption
per device; (2) power factor compliance status; (3) peak-hour identification; (4) deviation from
baseline charts; and (5) a decision support panel (&#x201C;Decision Support&#x201D;) that
displays forecasting outputs and actionable recommendations. The InfluxDB data retention policy
is set to 90 days for raw data and indefinite for hourly aggregates.
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TABLEL KEY SYSTEM SPECIFICATIONS

Parameter

Value

Sensor nodes

18 ESP32 + 2 SAIMAN

Sampling rate

1 second

Deployment period

61 days

Total data points

17.7 million

Data completeness

94.19% (adjusted)

Edge gateway Raspberry Pi 5 (8 GB)
MQTT broker Mosquitto v2.0

Time-series DB InfluxDB v2.7
Visualization Grafana v10.2

Digital twin engine OpenTwins (Unity WebGL)
E2E latency (median) 47 ms

ENERGY FORECASTING MODULE

The forecasting component of DigitalEgiz employs a hybrid Prophet+L.STM architecture to
generate 24-hour ahead energy consumption predictions for each monitored device. Prophet
models the trend and seasonality components (daily, weekly, and holiday effects relevant to the
Kazakhstani production calendar), while the LSTM network (two stacked layers of 64 units each,
with dropout=0.2) captures residual non-linear dynamics.

Training data consisted of 45 days of hourly aggregate consumption per device zone. The
Prophet model was fitted first, and its residuals were fed as input sequences to the LSTM. Final
predictions were obtained by summing the Prophet forecast with the LSTM-predicted residuals.
The model was evaluated on the remaining 16 days using Mean Absolute Error (MAE) as the
primary metric.

The Prophet+LSTM hybrid achieved MAE = 3.39 kWh on the held-out test set,
outperforming standalone Prophet (MAE = 4.82 kWh) and standalone LSTM (MAE = 4.11 kWh).
A SARIMA+LSTM baseline achieved MAE = 3.71 kWh, confirming the advantage of the
Prophet-based decomposition for this production schedule pattern.

Forecasting outputs are published to InfluxDB every 15 minutes and rendered in the Grafana
&#x201C;Decision Support&#x201D; panel, which displays predicted vs. actual consumption
curves along with anomaly flags triggered when the deviation exceeds 15% of the predicted value.
Operators can use these flags to schedule equipment maintenance or load-shifting actions.

Temporal asymmetry and preprocessing. The facility load is strongly bimodal — a low-
energy shutdown regime (0—2 kWh/h) and a high-energy production regime (14—19 kWh/h) —
giving a right-skewed hourly distribution (mean 11.08 kWh, std 6.99 kWh) whose daily cycle is
visible in Fig. 1. Crucially, the production - shutdown transition is sharper than the
shutdown - production ramp-up, so the conditional dynamics are direction-dependent. This
temporal asymmetry is precisely what symmetric statistical models cannot represent and what
motivates the LSTM residual corrector, whose gated memory learns direction-dependent
transitions. Prior to modeling, 127 missing hourly values (2.7%) were imputed: short MQTT gaps
(<2 h, 1.9%) by linear time interpolation — justified because consumption varies smoothly over
sub-hourly scales, whereas higher-order interpolants risk spurious oscillations — while outages
exceeding 2 h were retained and flagged as Prophet holidays rather than imputed.

Justification of model selection. The neural component acts as a residual corrector rather than
a standalone forecaster, which constrains the architecture. N-BEATS [9] performs its own internal
trend/seasonality decomposition and would be redundant after Prophet/SARIMA, and its 1-5 M
parameters overfit the #3,300 supervised windows available here. XGBoost [13] flattens the look-
back window into a tabular vector, discarding temporal order, emits a single scalar (requiring 24
models or error-compounding recursion for a 24-h horizon), and cannot extrapolate beyond the
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training range — a decisive limitation given the March-2026 level shift. Transformer models
require substantially larger datasets and are unstable under daily fine-tuning [14]. The compact
two-layer LSTM (=50 k parameters) uniquely satisfies data efficiency, native multi-step output,
direction-dependent memory, stable incremental fine-tuning, and edge deployment (<200 MB, <5

S).

EXPERIMENTAL RESULTS

Data Collection and Quality. The system was deployed continuously from day 1 to day 61.
Raw data completeness (including facility-wide power outages) stood at 87.3%. After excluding
nine documented outage events totaling approximately 52 hours&#x2014;during which all devices
were powered off simultaneously and thus no partial data loss occurred&#x2014;the adjusted data
completeness reached 94.19%. This metric more accurately reflects the reliability of the sensing
infrastructure independent of external power supply conditions.

A duplicate device entry (Bakerl_001989 and ESP32_Dala_Meter_001989 referring to the
same physical unit) was identified and resolved during post-processing, correcting aggregate
consumption totals by approximately 2.1%. All results reported in this paper reflect the corrected
dataset.

These findings underscore the practical utility of continuous PF monitoring via the digital
twin dashboard.
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Fig. 1.  Hourly energy consumption distribution (kWh) across the 61-day deployment period

Power Factor Analysis. Power factor (PF) is a critical compliance indicator under
Kazakhstan&#x2019;s energy regulatory framework. Facilities with PF below 0.93 are subject to
fines of approximately 1 638 USD for the first violation (calculated based on the Monthly
Calculation Index, MCI, in effect at the time of deployment). Analysis of the 61-day dataset
revealed that 81% of monitored devices (14.6 of 18 devices on average) operated below the 0.93
threshold during at least one monitoring window per day.

The most severe non-compliance was observed in the industrial oven zone (average PF =
0.71) and the mixing machine bank (average PF = 0.76). The HVAC units showed the highest
compliance rate, operating above 0.93 in 89% of measured intervals. These findings underscore the
practical utility of continuous PF monitoring via the digital twin dashboard.
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Power-Factor Compliance by Zone
81% of devices fall below 0.93 - regulatory fines
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Fig. 2. Average power factor by equipment zone; 81% of monitored devices fall below the 0.93
regulatory threshold, exposing the facility to fines

Forecasting Accuracy and Baseline Comparison. To validate the forecasting claim beyond a
single split, all models were re-evaluated with rolling 24-hour-ahead forecasts over a 14-day
operational holdout against eight baselines (Table II, Fig. 3). Prophet+LSTM is the only method
that surpasses the strong Seasonal-Naive benchmark (MAE 3.39 vs 3.86 kWh, +12.3%); Prophet-
alone and SARIMA-alone trail it by 30% and 23% respectively. An ablation attributes the entire
gain to the LSTM residual corrector: —32.7% MAE and —69% bias relative to Prophet-alone. A
Diebold—Mariano test yields DM = +1.747 (p = 0.081); with only 14 daily episodes the test is
under-powered, but bootstrap 95% intervals with non-overlapping lower bounds and superiority on
11 of 14 days corroborate the advantage [15].

TABLEIL. TWENTY-FOUR-HOUR-AHEAD FORECAST ACCURACY

Model MAE (kWh) RMSE (kWh) vs S-Naive
Persistence 5.64 8.16 -46.1%
Seasonal Naive (lag 24 h) 3.86 5.97 —
Weekly Naive (lag 168 h) 6.62 8.80 -71.4%
Daily Hour Mean 4.67 6.38 -21.0%
Weekly Pattern Mean 4.41 6.13 -14.1%
SARIMA-only 4.73 6.69 -22.6%
Prophet-only 5.04 6.77 -30.4%
Prophet+LSTM 3.39 4.54 +12.3%

Forecast Accuracy vs. Baselines (lower is better)
H

Prophet+LSTM
Seasonal Naive
Weekly Pattern Mean
Daily Hour Mean
SARIMA-only
Prophet-only
Persistence

6.62

Weekly Naive
-- Seasonal Naive = 3.86 kWh

0 1 2 3 4 5 6 7
MAE (kWh), 24-hour-ahead

Fig. 3. Twenty-four-hour-ahead MAE across baselines; Prophet+LSTM is the only model below the
Seasonal-Naive reference line
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Disaggregating the error by operating regime shows the improvement concentrates where the
asymmetry is strongest: roughly —29% within the steady production and shutdown regimes, but
—45.5% during the production ~ shutdown transition hours (Fig. 4). This confirms the LSTM
corrects direction-dependent transition errors rather than acting as a generic denoiser.

Conditional Error by Regime — largest gain at transitions

10 mmm Prophet-only

mmm Prophet+LSTM

-45.5%
8.93

MAE (kWh)

Production Shutdown Transition Overall
(06:00-18:00) (20:00-05:00) (05-06, 18-20)

Fig. 4. MAE by operating regime; the LSTM gain is largest at production — shutdown transitions

Residual Diagnostics. Residual analysis confirms model adequacy (Table IIT). The
standalone models leave significant serial correlation (Ljung—Box Q(24) = 42.3 and 38.9, p <
0.001) and non-Gaussian residuals, whereas the Prophet+LSTM residuals are approximately white
noise (Q(24) = 18.7, p = 0.134), near-symmetric (skewness —0.18), and carry the smallest bias
(-1.13 kWh). In continuous production (InfluxDB, April-May 2026) the model further self-
improves through daily fine-tuning and weekly retraining, reducing MAE from 7.02 to 4.58 kWh
over eight weeks.

TABLETIL.  RESIDUAL DIAGNOSTICS ACROSS MODELS

Model Ljung-Box Q(24) Skewness Excess kurtosis Bias (kWh)
Prophet-only 42.3 (p<0.001) -0.87 1.82 -3.60
SARIMA-only 38.9 (p<0.001) -0.12 3.40 -2.31
Prophet+LSTM 18.7 (p=0.134) -0.18 0.42 -1.13

System Performance. The edge gateway maintained 99.4% uptime over the 61-day
deployment period, with three brief restarts due to OS-level package updates. The average CPU
utilization of the Raspberry Pi 5 during normal operation was 23%, with peak utilization of 61%
during batch ingestion events. Memory utilization averaged 31% (2.5 GB of 8 GB), confirming
that the hardware is well-dimensioned for the workload. The InfluxDB instance stored
approximately 4.2 GB of raw time-series data, growing at roughly 70 MB/day.

DISCUSSION

The results confirm that an edge-based digital twin can be effectively deployed in a real-
world food manufacturing setting with minimal infrastructure investment. The Raspberry Pi 5
gateway proved adequate for handling the aggregate telemetry of 18 sensor nodes plus two
industrial meters at 1-second resolution, while simultaneously running MQTT brokering, anomaly
detection logic, and forecasting inference.

The 81% power factor non-compliance rate is a striking finding that has direct financial
implications for the enterprise. While the system itself cannot correct power factor without
additional power conditioning hardware (such as capacitor banks), the digital twin provides the
visibility needed to identify which equipment zones require intervention. This directly supports a
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data-driven investment decision: installing a 50 kVAR capacitor bank for the oven zone alone
would bring that zone into compliance and avoid the regulatory fine.

The hybrid Prophet+LSTM forecasting model demonstrated clear advantages over
individual models, validating the decomposition approach for bakery production schedules, which
feature strong weekly patterns tied to product type rotations and irregular holiday shutdowns. The
15% deviation threshold for anomaly alerting was calibrated empirically and proved sensitive
enough to detect equipment degradation events while maintaining an acceptable false-positive rate.

One limitation of the current deployment is the reliance on a Wi-Fi network for ESP32
communication, which introduces occasional packet loss in areas with poor coverage. Future work
will explore the addition of a secondary ZigBee mesh network as a fallback communication
channel. Additionally, the OpenTwins 3D visualization currently requires a WebGL-capable
browser, which limits mobile accessibility; a lightweight REST-based mobile interface is planned.

CONCLUSION

This paper presented DigitalEgiz, an edge-based digital twin system for energy monitoring in
a bakery enterprise. The system successfully integrated 18 ESP32 sensor nodes, two industrial
smart meters, and a Raspberry Pi 5 edge gateway into a coherent IoT-to-cloud pipeline, collecting
17.7 million data points over 61 days with 94.19% adjusted data completeness. Key findings
include widespread power factor non-compliance (81% of devices below the 0.93 regulatory
threshold) and effective energy forecasting via a Prophet+LSTM hybrid model achieving MAE =
3.39 kWh.

The deployment demonstrates that cost-effective, open-source digital twin architectures are
feasible for small-to-medium food manufacturing enterprises in Central Asia. The system provides
actionable insights for regulatory compliance, predictive maintenance, and operational
optimization. Future work will extend the platform to multi-site deployments and incorporate
reinforcement learning-based demand response strategies.
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BBepgenne. ['naBHbIM KpuTepuii 3(Q¢eKTUBHOCTU [AWCCEPTALIMOHHOTO UCC/e0BaHuUs
O3HauaeT CTereHb Y/IOBJIETBOPEHHOCTH B IpeAMeTHOM obiactu motpebHOCTeld (rocyaapcTea,
o0IecTBa W JMYHOCTH) WM TIPAaKTUUECKYIO peayu3aljiio pa3pab0TaHHBIX pEKOMEHZAIWH.
ObbheKTUBHOCTL  JO/DKHA OLEHMBATBCSI U U3MEPAThCS  KOMIUIEKCOM — pa3HOOOpa3HbIX
KaueCTBEHHBIX TIOKa3aTesied W KOJMUeCTBEeHHBbIX TMapameTpoB. OileHKa 3¢ ¢deKTHBHOCTU
pe3y/bTaToB AWCCePTaLUi TIpeAroaraeT onpezesieHre X BOCTPeOOBaHHOCTH U 3HAUMMOCTH KaK
JUIsI pa3BUTHS TEOPUU MPeIMETHOM 00/1aCTH, TaK U TTPAKTUUECKOH pear3aliii C MaKCUMalbHbIMU
peCypCHBIMH BBITO/IaMHU.

OKcriepTHasi OLleHKa $IBJISIETCST OJHOBPEMEHHO TMpeAMeTOM MeTOA0JOTUA HayUYHbIX
WCC/IeIOBaHUM ¥ MHCTPYMEHTOM TIPUHSITUSL pellieHWi B 06/1acTH aTTecTalliyd Hay4YHbIX KaJpOB.
YcuneHve BOCTpeOOBaHHOCTU HayUHO-TEXHUUECKUX Pa3pabOTOK [i/ist IOCTHXKEHUsT YCTOHUHMBOTO
COL[MA/IbHO-9KOHOMMWUYECKOTO Pa3BUTHS CTPaHbI TOJUePKUBAaeT roCy/japCTBEHHYIO 3HAaUYMMOCTh
npobsieMbl  3((HEKTUBHOCTH JUCCEPTALMOHHBIX paboT. [l ee pellleHWs TpeJJiaraeTcs
aKI[eHTHPOBaTh BHUMAaHWE Ha peajibHble pe3y/bTaThl [JUCCEPTALMi, OpPUeHTHMPOBaHHbIe Ha
BOCTPeOOBAHHOCTb, MTHHOBAI[UW U KOMMEPIUATU3aI|I0 U TPUMEHEeHe MeTO/[0JIOTHH YITPaBJIeHUST
OLIEHKH pe3y/ibTaTOB Ha OCHOBe MOJe/MPOBaHUs OLIeHOUHBIX OW3HEeC-TpoLeccoB |
WH(OPMALIMOHHBIX TEXHOIOTHH.

Amnanu3 uccie[oBaHNM MMOKa3bIBaeT, YTO TPAJULIMOHHBIE KDUTEPUU KCTIEPTU3bI OCTAIOTCS
OCHOBOM OLIEHKM [ucCCepTaluii, OAHAaKo ux (opmanu3alys HeJ0CTaTOuHA. JKCIepTH3a
TIPOBO/IUTCSI B CTPOT'OM COOTBETCTBUH C 3aKOHOJATeTbHBIMU perjiaMeHTamH [1-3], HO BbIsIB/IeHbI
cleiyrorye pobeMsbr:

- cnabas popmanu3aiys OLeHOK, UTO MPUBOAUT K CYyOBeKTUBHOCTH BHIBOZIOB,;

- OTCYTCTBHe TIPOL|eAYP aKTyaau3aljui KpUTepues;

- mipeobsajilaHue OMUcaTe/IbHBIX MaTepUasioB, 3aTpyAHsIoLee JuddepeHIIMPOBaHHYO
OLIeHKY.

BrisiB/ieHHBIe 3aTPy/AHEHUS] CHIKAIOT 3((eKTUBHOCTh M COTJIACOBAaHHOCTh 3KCITEPTHOM
OLIEHKH, YCJIOKHSIFOT KOHTPO/b W OPraHW3alMi0 3KCIIEePTHOW paboThl, UTO 00YC/IOB/IMBAET
aKTya/lbHOCTb ~ CHUCTEMHOTO TIOAXOJa K ONTUMU3ALMU  3THUX TIPOLIeCCOB.  YcCuieHHe
BOCTPeOOBAHHOCTH HAYYHO-TEXHUUYECKUX pa3pabOTOK B peajibHOM CEKTOpPe SKOHOMHKH U
TIPOM3BO/ICTBA TIOJUEPKMBAeT TOCYAapCTBEHHYIO 3HAUMMOCTh TpobsieMbl 3(h(deKTHBHOCTH
JTUCCEPTAILUOHHBIX paboT.

Ilenbr0 ucc/ieoBaHusi ABAAETCA pa3paboTka WHGOPMALIMOHHOTO WHCTPYyMeHTapus
9KCTIePTHOH OLIeHKH JMCCePTAIljMOHHBIX pab0T aBTOMAaTH3al[Mel IMPOIeCCOB Ha KPUTepHa/IbHOU
OCHOBe.

ITocranoBKa 3asauu. [ToBeiieHre 3¢h(GeKTUBHOCTH AUCCEPTAl[MOHHBIX UCC/Ie0BaHUN
HarpaB/eHO Ha pellleHWe akKTyaJbHbIX MpoOseM HayuyHO-TEXHUYECKOTO pa3BUTUS U
dbopMHpOBaHME HAYYHBIX IIIKOJ, OO0ECITeUMBAIOLIUX BBICOKUN COLMAbHO-3KOHOMHUUECKUH
roTeHIMan cTpaHbl. OfHAKO aHa/iW3 MpeiMeTHON 00/acTH ToKas3an HUMeroliuecs: mpobeMsl,
00yC/IOB/IeHHbIE HHM3KOW BOCTPeOOBAHHOCTHIO Ppe3yJ/IbTAaTOB /[IWCCEpPTAIUi TMOTPeOUTesIMY,
HECOOTBETCTBUEM COjlep)KaHusi pPaboT COBpeMeHHBbIM TpeOOBaHUSIM HayKW, HeJ0CTaTOYHBIM
WCTI0/Ib30BaHHEeM WH(POPMAaIIMOHHBIX TEXHOJIOTHH B a[IMUHUCTPUPOBAHUH SKCIIEPTHBIX Oll€HOK. B
3TOM CBSI3U U B Lie/ISIX TIO3ULMOHMPOBAHUS OTeueCTBeHHOW HayKH B r7100aJbHOM MPOCTPAHCTBE
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obecrieueHre pe3y/bTaTOB 3(PGEKTUBHOCTH AUCCEPTAIIMOHHBIX WMCC/AeOBAHUN TIPe/[CTaB/ISeT
coboif HayuHyro TIpoOsieMy, pellleHHe KOTOpOM TpeOyeT pa3pabOTKM COOTBETCTBYIOLIEH
METO/I0JIOTUM UCC/Ie[IOBaHUS U OLIeHOYHOT'0 MHCTPYMeHTapusi C TIpUMeHeHHeM COBPeMEeHHBIX
MH(OPMaI[OHHBIX TeXHOJIOTUM.

Metoponorusa. MeToabl UCC/IeJOBAHUSI: METO/bl CUCTEMHOT0 aHasiv3a, SKCIepTHOU
OLIEHKH, TeOpWUH YTIpaB/IeHUs, MaTeMaTUuecKoro MOJeIUPOBaHHUs, 3KCTIepUMeHTabHOTO0
WCC/IeJOBaHUS U TIPOTPaMMHPOBAHUSI.

B pamKax BBITIOJTHEHUS Lie/IeBbIX 3aJjau U MeTO/0JIOTMU MCC/ieloBaHust ObUT pa3paboTaH
aJIFOPUTM TIPOLIECCOB TTPOBE/IEHHS SKCIIEPTHOM OLIEHKU AUCCePTaIiMOHHBIX paboT. Ha HauasbHOM
sTarie ObIIM 0060CHOBaHBI TpeboBaHUsI M pa3paboTaHa dopMa akTyaau3al[dd KPUTEPHUEB ISt
9KCrepTHOM ouleHKU. C¢opMUPOBaH COCTaB K/IHOUEBBIX [MapaMeTpOB AMCCEPTAllMOHHBIX
HCC/eIOBaHUM, UTO T0/[BepraeTcsi 9KCIIePTHOM OLjeHKe.

TexHOMOrUsi 3KCIepPTHOM OL|eHKW 3aK/iouajgach B aHajau3e U OMUCAHWW aKTyalau3aliuu
ToKaszaTesed  [JWCCepTallMd  COTJIaCHO  yCTAHOBJIEHHbIX  KpUTepHeB U TIOATOTOBKE
COOTBETCTBYIOIETO  3aK/toueHusi. [loKasaTe/nsiMM  AMCCEPTAI[MOHHONW pabOThl  SIBJISTFOTCS
ToJydyeHHble B paMKax MCC/IeIOBaHUs HAy4HO-TIPAKTUYeCKWe pe3ysbTaThl. Kpurtepuu
pe3y/IbTaTOB /MCCEPTAl[UM OMpEeSIOTCS HayYHbIMM 3HAHUSIMH B TIpeJMETHOM 006/acTy,
TI0JTyYeHHbIe paHee PYTUM yueHbIM BIIepBbIe U SIBJISIOIIMECS TI0 (aKTy MyOsIMKalii HOBBIMHU.
Pa3Huila Mexxay TMOKa3aTe/lieM W KpUTepUeM OTHeceHa K pe3y/bTaTy, UYTO COOTBETCTBYeT
orpejeneHHOU oljeHKe [15].

B 1jensix cucreMaTH3anyy U KjaccudUKauu paboT 110 MpoljelypaM SKCIepTHON OLIeHKU
ObUT ompeZiesieH COCTaB YYaCTHUKOB, UX (POPMbI B3aUMOCBSI3U U (YHKLIMOHA/. Bl M3yueHbl U
(opMaTUpOBaHbI TIepeUeHb W COZIEP)KaHHe JAOKyMeHT0000poTa, chopMHUpOBaHbl (OPMbI
OTYeTHOCTH KCIIePTHOU OLIeHKH, a/[pecaThl OTIIPaBUTe/Iel U ToJTy4yaTesieid KoppeCrioH |eHIIUH.

Beutn pa3paboTraHbl TpeOOBaHMsA K TPOEKTHPOBAHWIO W KOHI[ENTya/lbHasi MO/eNb
MH(POPMAaLIMOHHO-aHA/IMTUUECKOW CHUCTeMbI, WITHOCTPUPYIOLjasi OU3HeC-TIPOLIeCChl OLIeHOUHBIX
TIporieIyp 3KCIIePTHOM paboThl. OnpeziesieHbl MATh MOZYJ/IeH, /1711 KOTOPBIX ObLIM pa3paboTaHbI
(yHKLMOHA/IbHBIE PerjiaMeHTaly U CBSI3U, a Takke (POPMbI OTUETOB pPe3y/IbTaToOB paboT. beutu
copMmynupoBaHbl (GYHKIMOHAIbHBIE YW He(yHKI[MOHa/IbHbIe TpeOOBaHMS, 00eCIeurBaroIUe
aBTOMATH3aLUI0 K/TFOUeBbIX MTPOLIECCOB.

Beuta cdopmupoBaHa HOpMaTHBHO-TIpaBoBasg 06a3a U ee TpebOOBaHUS, KOTOpbIE
(hopmasi30BaHbI ¥ BBeJIeHbI B CIIPABOYHbIE MaTepHasibl CUCTEMBI.

Ha cnepyromiem starme OBIJIO  OCYIECTB/IEHO MOZeIMPOBaHWe OH3HeC-TIPOL[eCCOB
9KCTIePTHOMN OLIeHKU AWUCCepTalMoHHbIX paboT. CripoeKTHUPOBaHbI MOZeu OH3HeC-1poLeccos,
JvarpaMMbl BapUAHTOB  MCIIOJIb30BaHM [1eSITeJIbHOCTH. Pa3paboTaHbl CTPYKTypa MaHHBIX
apXUTEKTypa CUCTeMBI.

Pa3paboTka HWH(OPMaIMOHHO-aHA/IMTHUECKOW CHCTEMbI BeJlaCh C HCIIO/Ib30BaHUEM
MeToosiorur Agile (Scrum), uTo 103BO/IN/IO0 TMOKO aflaTUPOBATLCS K U3MEHEeHUsIM TpeboBaHH
Y OTIepPaTUBHO YUMTHIBAaTb 00PATHYIO CBSA3b OT I10J/Ib30BaTe/IeH.

Ha 3ak/tounTe/ibHOM 3Tarie Co3/iaH M0/b30BaTe/IbCKUM UHTepdeiic, afanTHPOBAaHHBIN 151
cekpeTapeli, TipejceAarensi U JKCIEPTOB CEKIUM, a TakXe TOArOTOB/IeHbl PYKOBO/CTBA
TIpOrpaMMKCTa U TIoJib30Batess. Pa3paboTaH M peasr30BaH aarOpUTM METOJUKH SKCIIEPTHOM
OLIEHKU JMCCepTaliMoOHHBIX paboT. IIpoBezieHO MOAY/IbHOE, WHTErpallMOHHOE U  CHCTEMHOE
TeCTUPOBaHHe, IMOATBepAUBIIIee KOPPeKTHOCTh paboTel AVIC.

PesynbTaThl. Ha oOCHOBe aHanu3a COBPEMEHHOTO COCTOSIHMSI pacCMaTpUBaeMoi
npobsieMbl B CTpaHe CjefyeT OTMeTUTh, UTO MPH CYIIeCTBYIOIEeM J0CTaTOYHOM HOPMAaTHUBHO-
NIpaBOBOM O0ecreueHUM U JOCTYMHOCTH peanu3aiuu D0/l B uyacTh yueTa, BBITIOJTHEHUS U
TIOJTHOLIEHHOTO COOJTIOZIeH s KpUTepueB CyObeKTaMu AUCCePTalMOHHBIX UCC/IeIOBaHUM, a TaKKe
(dopManu3aiuy OMMCaHUSI SKCTIEPTHOM OIeHKHM M TOATOTOBKM 3aK/IIOUeHUs] T0Ka ellle B
OOJIBIIIMHCTBE C/Tyuae uMeeT CyOBeKTUBHBIN U HeJOCTaTOYHO 000CHOBAHHBIM XapaKTep OLjeHKH. B
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CBSI3W C 3TMM HaMH pa3paboTaHa W PeKOMEHJYeTCs AJIsi TPAKTUUeCKOro PyKOBOACTBa (opma
aKTya/r3ariy KpUTepreB /ISt 9KCTIePTHOM OLieHKH AMCCepPTAaLfii, YTO MOKeT ObITh UCII0/Ih30BaHa
KaK COMCKATe/lsIMU YYeHBIX CTelleHed, TaK M SKCIePTHbIMUA coBeTaMu. dparmMeHT ycC/ioBUN U
OTIMCAHHUST MaTepPHaIOB B SKCIIEPTHOM OIfeHKe B COOTBETCTBUU C YCTAHOBIEHHOW KpUTepPHUaTbHOM
6a3br Ha mpumepe Kputepusi Ne 1 mipuBesieH B Tabm. 1.

Tabnwmia 1. AKTyanu3aliysi KpUTepPUeB /iJisl SKCIIEPTHOM OIIeHKU JIMCCePTal[|uH

Ne | HaumeHoBaHue Yuer ¥ BBITIO/IHEHWE O6ocHoBaHue U BapuanTel
KpUTepreB TpeOOBaHMIA KPUTEPUER B onucaHve 3KCTMepTHOM
JMCCePTaLIOHHOM paboTe 9KCIIEePTHOU OLIeHKH
OLIeHKU B 3aK/IFOUEHUH
1 | AKTyanbHOCTb, OOGocHOBaHMEe U OTTHMCAHKE [IpuBoputcs B 1. AKTyanbHOCTb U
HarpaB/IeHHOCTb, HeoOX0/IUMOCTH U COOTBETCTBUU C TIPUOPUTETHOCTh
TIPUOPUTETHOCTh CBOEBPEMEHHOCTH pellleHus MyHKTOM 26 000CHOBaHBI Ha
WCCIIe[0BaHHUs aKTyabHOW MPOo6/IeMbl U ITonosxenus o BBICOKOM YPOBHE.
TeopeTUUeCKOl 3HaUMMOCTH ropsizike 2. AKTyaJIbHOCTb U
TeMbl, COOTBETCTBYIOILIeH MIPUCY K €HUS TIPUOPUTETHOCTh
rOCy/lapCTBEHHBIM Lie/IeBbIM yUeHBIX CTereHeil 1 | 000CHOBaHbI B
rporpaMMam Y NpuopuTeTamM, | IepeyHeMm OCHOBHOM.
BOCTPeOOBAaHHOCTH [1/1s TIPUOPUTETHBIX 3. AKTyanbHOCTb U
KOHKPETHBIX TIOTpebuTe et HanpaB/eHUN TIPUOPUTETHOCTh
MeXX/[yHapOJHOIO U pasBUTHS HayKH, 000CHOBaHbI
0TeueCTBeHHOTO YPOBHEH, a Hay4yHO- YaCTUYHO.
Taxxke [Tepeunto TeXHUYECKOU U 4. AKTya/IbHOCTb U
MIPUOPUTETHBIX HarlpaB/ieHUd | Hay4yHoO- TIPUOPUTETHOCTh
pasBUTHS HayKU, HAYYHO- VMHHOBALMOHHON WCC/Ie[0BaHNUs He
TeXHAYECKOW M Hay4HO- JesitennbHOCT KP Ha | COOTBETCTBYIOT
WHHOBAaLIMOHHOU 2024-2028 rr. TpeboBaHMsM.

nestenbHOCTU B KP Ha 2024- COIJIaCHO
2028 rr. cornacHo Pacnopskenuto
Pacniopspkenuto KabuHer KabuneTta

Munuctpos KP ot 30
ceHTs10pst 2024 r. Ne 598-p.

Munuctpos KP ot
30.09.2024. Ne598

OCHOBHBIMH XapaKTepUCTUKaMU M 0COOeHHOCTSIMU [JaHHOTO MeTO/a SKCIIEPTHOM OLIeHKU
OT CYLLIeCTBYIOLL[ETO B HACTOsIIIlee BPeMsl II0JX0/la OLeHKU JUCCepTaLdi sIB/IIOTCS:
TIPUBOJATCS TpeOOBaHUS M yCJIOBUS, KOTOpbIE [JO/DKHBI ObITh OOOCHOBAHBI, OMMCAaHBbI,
PaCKpBITHI, IPUBE/IEHBI B IMCCEPTAL[UM CTPOTO B COOTBETCTBUE KPUTEPHAIbHOM Oa3e;
pa3paboran ¢opmaT 000CHOBaHMSI UM ONWCAHWS aHaAM3a SKCTIEPTHOW OLIEHKH 10
yCTaHOBJ/IeHHbIM KpuTepusiMm BAK;

- nuist obecrieueHust 00beKTUBHOCTH U AudepeHIIMaK pe3y/IbTaTOB IKCIIEPTHOM OLIeHKH
JIUCCEepPTAI[MOHHBIX PabOT U TOATOTOBKM 3aK/HOUeHUsl BBOJSTCS UeThIpe BapUaHTa OLIEHOK TI0
YPOBHIO pe3y/bTaTOB JUCCePTaLMK TI0 KPUTEPUSIM.

Pa3paboTka nH(}popManMOHHO-aHA/TUTHUECKON CHCTEMbI OLIeHKH JuccepTanuu. [1s
pellleHUsl BBISBJIEHHbIX MPOOJIeM U TIOBBIIIEHUS OOBEKTUBHOCTH SKCIIEPTHOM OLIEHKH
ripe/iiaraeTcsi pa3paboTka nH(opMaIMoHHO-aHaIUTUYecKou cuctembl (MAC), KoTopast TTI03BOJIAT
aBTOMAaTU3WPOBATh TIPOLIECCHI IKCTEPTU3bl, MUHUMH3UPOBATh CYOBEKTUBHOCTb U TIOBBICUTH
3G hEKTUBHOCTh pabOThI JUCCEPTALIMOHHBIX COBETOB.

7151 peltieHs1 BbISIB/IEHHBIX TTPO0JIEM U TIOBBIIIEHUS] 00beKTUBHOCTH SKCIIEPTHOU OLIEHKU
ripe/iiaraeTcsi pa3paboTka uH(opMalMoHHO-aHaIUTUYecKou cuctembl (MAC), KoTopast TTI03BOJIAT
aBTOMAaTU3WPOBATh TIPOLIECCHI IKCTEPTU3bl, MUHUMH3UPOBATh CYOBEKTUBHOCTb W TIOBBICUTH
3G heKTUBHOCTh pabOThI JUCCEPTALIMOHHBIX COBETOB.
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[nist nioBbitieHUsT 3(PEKTUBHOCTA U COTJIACOBAaHHOCTHU MPOLIECCOB IKCIEPTHOM OL|eHKH
guccepTtaiiuii B Brbiciieit arrecrauuoHHOM Komuccuu (BAK) rmipepjiaraeTcsi BHeJpeHUHe
CrieljaiM3upoOBaHHON MH(POPMaI[MOHHO-aHATIUTUUeCKON CHUCTeMbl, BK/IFOUAloIeil Caeyroiiue
(yHKI[MOHA/IbHbIe KOMITOHEHTHI:

1. Moaynib XpaHeHHs W yTpaB/IeHUs] JOKYMeHTaMu, 00ecrieunBaroIIvi 1eHTpan30BaHHbIN
MIpUEM, XpaHeHHe U JOCTYM K JUccepTaLusaM, aBTopedepataMm U CONPOBOAUTETbHBIM MaTeprasiaMm.

2. Mopgynb aBTOMaTH3UPOBAHHOIO pacrlpe/ie/ieHus1, MO3BOJISIOIIUM HaMpaB/sATb MaTepuasbl
Ha 5KCMepTU3y B COOTBETCTBUU CO CIeLIMaTbHOCTBIO M KOMIETeHLIel SKCIIepTOoB.

3. Mogynb TOATOTOBKMA SKCIIEPTHBIX 3aK/JIHOUYEHWM, HWCK/IHYalOLIUK T[OBTOPHBIM BBO[,
W/IEHTUUHBIX [JaHHBIX U 00ecrieunBarolui e/MHOOOpasye J0KyMeHTaLUH.

4. VHdopMalMOHHBIM MOJYJ/b, TIPeOCTABJSIONIMNA JOCTYIl K HOPMAaTUBHBIM aKTaM,
MacropTam ClielMaabHOCTeN U KPUTEPUSIM OLIeHKH.

5. Moay/nib MOHUTOPHWHIA, OTOOPaKarOIIWK AaKTya/lbHBIM CTAaTyC TIPOXOXKIEHUS KaXK[OU
JyiccepTaliuK U 00ecrieunBaroILUii KOHTPOJIb CO CTOPOHBI TIpeficeaaTerst CeKL[UH.

6. Mogynb Bepudukarum 6bubmiorpacdun, yrporiaoyii MpoBepKy COOTBETCTBUSI CITHCKA
JIUTepaTyphl COZIep>KaHUI0 aBTOpedepara.

B cootBercTBUM C dyHKIMOHaioM AVIC, cornacHO airoputMy OH3HEC-TIPOIIECCOB U
TI0C/Ie/[OBaTeIbHOCTH MH(OPMALMOHHBIX TTOTOKOB TPOLIeAYPbl 3KCIIEPTHOM OLIEHKU OyayT
MPOW3BOJUTECS B YCTaHOBJIEHHBIM TOpsiAke. [lnsg mpezcesaTesnss SKCIEPTHOM — CEKLMU
NpeJyCMOTpPeHa CTpaHMWLia [Ji1 MOHUTOPMHra TMOCTYNUBLIMX AuccepTaumid. Ha crpanuie
oTtobparkaeTcst Tab/MIla CO CIIMCKOM BCEX JUCCepPTaIUi U UX CTaTyCaMH.

1 KaKaou ArccepTalyy J0CTYITHO BCIIOMOraTe/IbHOe MeHI0, KOTOPOe OTKPBIBAeTCS TIPU
Ha)KaTUM Ha COOTBETCTBYIOLIYIO KHOIIKY. B MeHI0 MOXHO ckauaTb JWCCepTaLyio, CKayaTb
aBTopedepaT UM Ha3HAUUTh 3KCrepTa. VIHTepdeiic CTpaHULIbl C OTKPBITHIM BCIIOMOTaTe/IbHbIM
MeHIO Tpe/cTaB/ieH Ha puc. 1.

HAK MKP
[OuccepTauum Ans 3KCNepTHON OLIEHKU

m AIMYHUCTPUPOBaHME
AviccepTaumit WUckomast [Hara Cratyc
Tema guccepraumn CneuvanbHocTb Cowvckatenb Okenept
CcTeneHb nocTynnexusi 3aknio4eHuns

B Mo AuccepTauun ans
oueHKu AWAIU3 ANMOPATMOR 5 14 05 _ snexrpuieciute
MaLLVHHOTO et AnTbIHGEKOB Kangupar TopobekoB
6 Haypex TEXHNYECKUX 06.06.2025 BeiokaH Q lotoso

9MeKTPOsHepreTuyeckme
P P YnaHGekoBny4 Hayk TopobekoBiy
cuCcTeMb!

1 obyyeHus B
MeANLINHCKOR
[QMarHocTuKe

A CneumanbHocTu

N Kputepum ouen
PaapatoTka
VHTeNNeKTyansHoi 01.04.02 - reopeTieckan AnteiHBekos  [lokTop

2 cucTeMs! ravka Daypen TeXHUYECKNX 07.06.2025 . € He rotoso
YNPABNEHNS YMHIM YnauGekoBud  Hayk

B HopmatueHbie [noMoM B Cravatsb avccepraumio

[OKYMEHTb!

22 OkenepTbl

05.13.18 - B Crauarb asTopedbepar

maremaruyeckoe AnTbIHGEKOB Kangupar +2. HasHauuTb aKkcnepra
5 RNaypen TEXHUYECKMX 07.06.2025 -
uncnenHble MeToabl 1 YnanbekoBud  Hayk © MocuoTpers aaxniodes

KOMMNEKChI MporpaMm /' Pepaktuposatb

OnTumusauus
® Nnunbiit kaburet apXuTeKTYpI

cuctem

3] Beiitn

Puc.1. CTpaHu1ja CO CMUCKOM AUCCePTaLii U OTKPBITHIM BCIIOMOraTe/IbHbIM MEHIO

[lpu BeIOOpe omuuu "Ha3HauuTh 3Kcriepra" OTKPBIBAETCS MOZAMbHOE OKHO, T[e
[NpescenaTens MoXKeT BbIOpAaTh SKCIIepTa JJisl OL|eHKU JAMCCepTaliy. 3aK/II0UUTe/IbHBIM 3TalloM
5KCIIepTU3bI SBJISIETCS MOATOTOBKA 3aK/IFOUEHUs OLleHKU AuccepTaiuu. Ha cTpaHuije JOCTYITHBI
NoJIs1 [JI1 BBOJA OLIEHOK IO KPUTepUsIM, a TakKe KHOMNKU [JIsl [IOTIO/IHUTE/bHBIX JelCTBUM:
reHepanys ¢aiiia KCIePTHOTO 3aK/II0UYeHus], aHaau3 Oubsmorpaduu aBTopedepaTta v aHaIM3
oubmorpadun auccepranuu. VHTepdeiic cTpaHUIIbI MpeZcTaB/ieH Ha puc. 2. PaspaboTtaHHas
MH(OPMaIIMOHHO-aHa/IMTHUeCKasi CUCTeMa T10 TI03BOJIUT MPOBECTH BCe HEOOXOAUMbIe OTeparjuu
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9KCMepTU3bl JuccepTaluu. Peanusanys JaHHOM CHUCTeMbI MO3BOJIUT [JOCTHXKEHHE C/IeyHOLUX
pe3y/IbTaToB.

HAK MKP

‘ HA3A[ K CNUCKY OAUCCEPTALMN CrEHEPUPOBATb ®AIN 3AKITIOYEHUS
] AIMUHUCTPUPOBaHME
anccepTauuit
BbIMONIHUTL AHAJIU3 BUBSTIMOTPA®UW ANCCEPTALIMA BbIMOJIHUTL AHAJIU3 BUBIIMOTPA®UN ABTOPE®EPATA
B Mow avccepraunn ans
OUEHKN
A CreuaneHocTu 3KcnepTHoe 3akioyeHune
N Kpurepun ouemkm Sxenept
&2 O3kcnepTsl TopoBexkos BetkaH Topobekosny
B HopmaTtusHble Wckomas creneHb
[DIOKYMEHTb!
KanauaaT TexHuyeckux Hayk
® uunbiii kabuHet

Couckarenb
AntbiHGekoB [laypeH YnaHGekoBiny
Tema anccepTaunm

2] Belittn &
2 AHanua anropuTMOB MALLIMHHOTO 0By4YeHIsi B MEANLIMHCKON INarHoCTUKe

Puc. 2. ®opma 3aK/roueHus JuccepTanuu

. ABTOMaTu3alsi PYTUHHBIX IIPOLIECCOB: CHIDKEHHWe Harpy3Kud Ha 3KCIIepTOB 3a CueT
aBTOMaTUueckoi 00pabOoTKH JaHHbBIX, TIOyYeHHBIX U3 cucTeMbl HAK.

. [oBbimieHe OOBEKTUBHOCTH: MHHMMH3alUsg CyObeKTHMBHBIX (hakTopoB Omarozaps
(opMan30BaHHBIM KPUTEPUSIM.

. YckopeHHe mipoliecca KCIepTH3bl: COKpalljeHre BpeMeHH Ha 00paboTKy marepuasoB U
MO/ATOTOBKY 3aK/IFOUeHU.

. [Tpo3pauHOCTh: BO3MOXKHOCTb OTC/I€)KUBAHMSI BCEX 3TaroOB SKCIEPTU3bI, UTO UCK/IOUaeT
KOH(/IMKT UHTEPECOB U TIOBBIIIAET JJOBEpHe K MPOLecCy.

. AHanuTHYecKre BO3MOYKHOCTU: COOp M aHaiM3 JIaHHBIX O KauecTBe JUCCEePTAljMOHHBIX
paboT /151 JanbHeIIero cCoBepileHCTBOBaH sl CUCTeMbI TTOJITOTOBKUA Hay4YHbIX KaZlpOB.

. Munumu3anusi 6yMa)kHBIX JOKyMEHTOB: Tepexof Ha 3/7IeKTPOHHBIA JOKyMeHTO0O0pOoT
TI03BOJIsIeT COKPATUTh UCTI0/Ib30BaHHe OyMa)KHBIX HOCUTeJIe U YIIPOCTUTD JOCTYTI K MaTephasiaMm.
. UckmtoueHne KOH(IMKTOB MHTEPECOB: CHMCTeMa oOecrieurBaeT aHOHHMHOCTH OILIeHOK,
CKpbIBasi UH(OPMALIUIO O TOM, KaKOi 9KCIIepT BbICTAaBWJI Te WU WHbIe Oaslibl.

BbiBoapl. Ha ocCHOBe aHanm3a COBPEMEHHOTO COCTOSIHUSL SKCIIEPTHOM  OLIeHKH
JiiccepTaLyii, KOTOPOM XapakTepHbI pyYHOU TPy U ciabast opman3alusi 3aK/It0ueHusl ypoBHel
pe3y/ibTaTOB HCC/IeI0OBaHUS pa3paboTaH U TipeAsokeH (OpPMaT OIMHUCAHUS aKTyaau3aluu
KpUTepUeB SKCIIePTHOW OLleHKU JuccepTaluii. Pa3paboTaHbl KOHIIENTyaabHble OCHOBBLI T10
CoZieprKaTebHO-MeTO/[0JIOTHYeCKUM TpebOBaHUSIM MOATOTOBKH AWCCEPTALMOHHBIX PaboT U WX
9KCIepPTHOM oLleHKU. [1pe/iioxeH anmnapatr MeTo/I0/I0TMH SKCIIePTHOM OLeHKH JAUCCEePTaLMOHHBIX
paboT Ha ocHOBe MH(OPMALIMOHHBIX TEXHOJIOTHH, (OPMUPYIOIIasi MO/IeMpPOBaHKe TIPOL{eCCOB,
TpeOyemble persiaMeHTbl Tipolieyp paboT u TpeboBaHUs KpUTepUanbHON 0a3bl Kak 110
COJZlep>)KaHUI0 JIMccepTaliii, TaK M IO MX SKCIIePTHOW OLieHKe. PaspaboTaHel MeTOAMKA
IIPOEKTHPOBAHUS u Mo/ieb VH(OpMaLMOHHO-aHA/TUTUYECKOM cuctembl (A C)
aBTOMATH3UPOBAHHOW SKCIIePTHOW OLeHKH aucceprauuid. IlepcriektyBbl passutus AVIC
BKJIIOUAIOT BHE/IpEHUE [JOTIOHUTEIbHBIX (DYHKLIMK, TAKMX KaK aBTOMaTH4YeCcKoe pacripesiesieHue
JyccepTaLuil MeX/ly 3KCIlepTaMH, UHTerpaLusi C JpyruMH rocy/lapCTBeHHbIMU CUCTeMaMU /ISt
oOMeHa J@aHHBIMH, pacliMpeHHe aHaJUTUYeCKUX PpacCMOTpeHu u ¢dopManv3aluu JaHHbIX
aucceprauyu. Pe3ynbraTbl paboThl MMeeT TIPUK/IAJHOM XapakTep, peanu3aljisi KOTOPBIX
obecrieurBaeT MpoO3pavyHOCTb, HE3aBUCUMOCTb PaCCMOTPEHUSs], YCKOPeHHe CPOKOB U TOBBIIIIEHHe
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KauecTBa SKCMEepPTU3bl, a TaKKe COKpAllleHWe aMUHUCTPAaTUBHBIX W TPYJOBBIX U3[[€PXKeK MpU
OpraHu3alvy U YIIpaBjieHU! SKCTIePTHOM OLIeHKH JUCCePTALMOHHBIX paboT.
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nuccepraiuii // inykeHepHoe obpa3oBanue, 2017. - Ne 21, - C. 154-161.
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NMHO®OPMAIIMOHHASA CUCTEMA YIIPAB/IEHHUA BY30M

YcenkanoB /Ix.0., IllamumiueB A.b., bysypmankysosa I'.I11., bBakuposa H.M.
KbipebizcKull HayuoHaabHblIli yHueepcumem umeHu XK. BaaacazyHa

AHHOmMayus. B pabome  paccmampuearomcs 803MOJCHOCMU uCnoNb308aHuUsl
asmomamu3supoeaHHbix cucmem ynpaeneHusi (ACY) c obpamHoll cesi3blo, Komopble WUPOKO
ucnoab3ylomecsi 0451 ynpaeneHus 8 MexHUYecKUX Cucmemax, O/Asl CAOACHBbIX COYUANbHBIX 00BeKMmos.
Pazpabomana ocHogHasi cxema pabombl agmoMamu3upo8aHHOU cucmembl ¢ 0OpamHoll Cesi3blo 0
coyuanbHozo obwekma (BY3a). IIpednosceHa mModenb ¢ 60AbWUM KOAUHECMBOM napamempos obpamHoii
ces3u.IIpednodceHo pacwiupeHue noHssmust 06seKmoe ynpaeneHus U 000CHOBAHO €20 MHO}¥CeCMe8eHHOCMb
8 pamkax 00Ho20 2106a1bHO20 06BeKmd.

Knwoueebte cnoea: asmomamusupoeaHHas cucmema ynpaeneHus (ACY), uHpopmayuoHHas
cucmema ynpaenerus (MCY), obpamHas cessb, 3adaioujee ycmpolicmeo, cpasHusaroujee ycmpoticmeo,
pe2yasimop, UCno/HUMebHbIU MeXaHu3m, 00seKm ynpasaeHusi, 0amuuk 06pamHoti ces3u.

BBepenue. CoBpeMeHHOe BbICIliee yueOHOe 3aBefieHHe TpeZCTaBsisieT cO00 JOCTaTOYHO
CJIO’KHYIO CUCTeMY, KOTopast 00/1a/jaeT CieyoIiuMu 0COOeHHOCTSIMMU:

v cyliecTBeHHOe TpeoOiaziaHue MH()OPMALIMOHHBIX TIPOLIECCOB IO CPaBHEHHWIO C
JPYTUMHU BUJIaMH JeSITe/TbHOCTU, TIOCKOJIbKY 3HAUUTEBHYI0 YaCTh TpejMeTa JAesTebHOCTH,
CpeJCTB JesTelbHOCTA U KOHEUHBIX TPOJYKTOB [esTeTbHOCTH B 3TOW CHUCTEMe COCTaBJsieT
vHpopMalus;

v nipeo6siajiaHue uesioBeyeckoro akTopa — B yueOHOM mporjecce yeyioBeK (CTYAEHT)
SIBJISIETCSI OCHOBHBIM TIPE/IMETOM JlesITeTbHOCTH, Ye/IoBeK (TIperojaBaTesib) sIB/IsSeTCs CYObeKTOM U
OCHOBHBIM CDP€e/ICTBOM [IesiTe/IbHOCTU, UesioBeK (MOArOTOBIEHHBIN CIeI[UaUCT) SBJISETCS TakXKe
OCHOBHBIM KOHEUHBIM TTPO/IYKTOM JiesiTeTbHOCTH.

MHorue CTOpOHBI [IeSITe/TbHOCTH yUeOHbIX 3aBeZIeHUH [[O/DKHBI y/I0BI€TBOPSATE OCHOBHBIM
TpeOOBaHUSIM U CTaH/apTaM, TpebsB/IseMbIX K HUM CO CTOPOHBI FOCY/IapCTBa, T.e. 001afaTh B
3TOM CMBIC/Ie CTaOWTBHOCTRIO. B TO )ke BpeMsi yueOHbIe 3aBe/IeHUs JO/DKHBI, JOCTaTOYHO OBICTPO,
yMeTb pearupoBaTh Ha W3MeHsIOIIMecs: TpeOOBaHWS COBDEMEHHOTO pbIHKa, T.e. 00/afiaTh
JIOCTAaTOUYHOM /AMHAMUUHOCThIO. CoBpeMeHHasl cucTeMa 00Opa30BaHUS MOJKET CYIIleCTBOBATh,
(byHKLIMOHUPOBATh U TeM Oosiee pa3BUBATHCS TIPU OJHOM OYeHb BaKHOM YCJIOBUHU - €CJTU BCe ee
niofpa3zenenus (mogcucTemMbl) Oy yT paboTaTh C/la)KeHHO M B3aMMOCBSI3aHO, UTO Ha3bIBAeTCS B
OTNTUMAJIbHOM pekume. TakoW pe>XMM MOKHO 00ecrieurTh yepe3 CO3/laHHe COOTBETCTBYIOIIeH
CUCTEeMbl YIIpaB/IeHHs], UCTIONb3ysl BCe €ro Tiepe/oBble TEeXHOJIOTUW, MPUHIUIIBIL, (GYHKIUH,
METOZbl; OpraHU3alMOHHbIe, UHPOPMAaLIMOHHBIE (haKTOPhI M UHbIE KOMITOHEHTHI.

ACY B TeXHHYeCKHX CHCTeMaX. ABTOMaTHM3MPOBaHHasl CUCTeMa yIpaB/ieHusi, B KOTOPOU
MIPOIIeCChl KOHTPOJISI M yIipaBjieHus OOBEKTOM BO3/IOKeHbI Ha TeXHUUYEeCKHe YCTPOWCTBA
(KOHTpOJIZIEpBI, JaTUMKW) U Ue/ioBeKa. Ba)kHeliIllee MOHATHE TaKOW CUCTEMBI - 0OpaTHasi CBA3b.
OHa faeT BO3MOXKHOCTb TO/ydaTh WHGOPMAIMI0 O AWHAMHUYECKOM COCTOSIHUHM O0BeKTa u
WCII0/Tb30BaTh €e [/l YTIPaB/ISIoLero Bo3jeicTBus. TuroBas cxema paboThbl MpefcTaB/ieHa B
C/lefiyIolieM LMK/Ie: 3a0aHue — CpagHeHue — pe2yasimop — UCNOAHUME/AbHbIU MeXaHu3mM —
006beKm ynpasneHusi — 0amuuK —» 0Opamuas ces3b — CpagHeHue.

PaboTa cucTeMbl OCHOBaHa Ha HeNpPEPLIBHOM CpaBHEHWH (AKTUUECKOTO 3HaueHHst
peryaMpyemMoro rapamMeTpa C 3a/JaHHbIM 3HaueHUeM.

Ilycts:
. X,q9 - 38/laHHOE 3HAUeHUe;
. X5, - U3MEPEHHOe 3HaueHue.

O1nbKa peryMpoBaHuUs OTpe/ieNsieTcs Kak:
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elt|=x,t]—x,,,(t)

Ecmi ommbka e(t| oTimMuaercas OT Hy/s, peryasTtop (OPMHPYeT yIpaB/sioliee
BO3/I€}CTBHE, KOTOPOE CTPEMUTCS] YMEHBIIUTH 3Ty OIIMOKY.

MaremaTuyeckoe omnucaHue. /{1 /JMHeHHOW cCUCTeMbl TepejaToyHas (GYHKLMS
3aMKHYTOM CUCTEMbI UIMEeT BU/I;

___ G(s)
1+G(s)H(s)’

Wis

rae G(s) - mepegarouHas dyHKLMs TpsMoro Kaxana; H(s) - mepesaTounas GpyHKIuS Lierm

o6patHoit ces13u. [Tpy eHNYHOM o6paTHOI cesizn H (s|=1:

__G(s)
W(s)—m,

W13 mocsiefHero BhIpa)KEHWE BUAHO, UTO XapaKTEPUCTHKW 3aMKHYTOW CHUCTEMBI CYIIEeCTBEHHO
3aBUCAT OT [apaMeTpoB 0OpaTHOM CBSI3U

Vicnonb3oBanusa ACY c oOpaTHoii cBs3bio A1 BY3a. Ha ocHOBe npuBeZieHHOTO BBbIIIIe
TipejijlaraeTcsi C/ieAyrolasi IoCTaHOBKa 3a/,auu:

- pacCIIMpUTh UCIOIb30BaHUe aBTOMATH3MPOBAHHBIX CUCTEM C 00pPaTHOM CBSI3bIO [17Is
colanbHoro obwekra (BY3a);

- B CBSI3W C MHOTOIPAaHHOCTBIO [IeSITEJIbHOCT By3a YBEIUUYUTb KOJIWYECTBO
rapaMeTpoB s o6parHoii cssu (H (s ));

- eCTeCTBEHHO, yBe/IMUeHre IapaMeTpoB 00paTHOM CBSI3H, TIPUBE/IET K YBEeTUUEHUIO
00BbeKTOB yripaBjeHusi (B JaHHOM Ciay4ae 107 OOBEKTOM YIIpaB/jeHHs] TOHUMAaeTCsl pasHble
CTOPOHBI JlesiTenlbHOCTH BY 3a);

- TOSIB/ISIeTCST HeoOXOAMMOCTh B KODpe/SiiMA U B3aUMMOCBSI3M KakK I1apaMeTpoB
oOpaTHO CBsi3H, TaK M 00BbEKTOB yIpaB/IeHus;

B ob1iem ciydae anroputM paboThI CHCTeMBI TIPe/ICTaB/ieHa B BU/le CIeAYIOIIel CXeMbl.
Wcxopubie nanHbie o BY 3y dopmupyroTcs B Buzie 6a3bl JaHHBIX U MOTYT ObITh Tpe/iCTaB/IeHbI
Kak rogcucreMsl. Jlanee, 3TH 1aHHbIE TPOXO/AT AHAMN3 U PACUYeThl HA COOTBETCTBHE TPeOOBaHUSIM
roCyJjapCTBeHHBIX CTaH/IapTOB U BHEILIHUM TpeOoBaHUsIM (TpeOOBaHMsM PbIHKA, 3aKa3uuKa U Jp.).
B stom 6si0ke Hanbosiee TEPCHEKTHBHBIM TIPeJCTABISETCS HCII0/Ib30BaHHE HCKYCCTBEHHOTO
WHTesieKTa. Pe3ysibTaThl MOCTYMaT K pyKOBOACTBY BY3a B Bujle mpeio)KeHUN /sl IPUHSATHUS
HeoOXoZMMBIX pelieHHi. [IpUHSTbIE PYKOBOACTBOM DeLIeHHs B BU/ie TTPUKA30B, TOCTaHOBIEHUN
U T. /I. OKa3bIBalOT felicTBue Ha BY3. B ujeansHoM ciiyuae B obbekTe (BY3e) mpoucxogsT
TIOJIO>KUTe/TbHbIe M3MeHeHusl. Pe3yibTaTel M3MeHeHHi 0TOOPaKaloTCsi B MICXOAHBIX /JaHHBIX TI0
BY3y. Takum obpa3om, uzeT HelpepbIBHBIN KPYroBO# MpoLecc, B KOTOPOM Ha KaXK/I0M LIUKJ/ie
JedaTesibHOCT BY3a OyzieT yuWThIBaThCS W3MEHEHHs BHeIIHeW cpefbl (roCyZapCTBeHHbIE
CTaH/IapThl U Aipyrre TpeboBaHusaM). PykoBoaurenn BY3a OyaeT 06s1afjaTh 0CTaTOUHO OO/IBIIION
«OTIePAaTUBHOM TaMSTbIO», UTOOBI TIPM DeIIeHHH KaKoro- JiMb0 BOIPOCA y4YecTb [JOCTaTOUHO
KODPEeKTHO BCe CJIe/ICTBUS.
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Toacucrem Pe3synbTaThl
HVcxopHble
al b1 11 6a3b pacueToB u

JlaHHBbIe 110 aHaTM3a
BY3y JIaHHBIX

\ 4

A

v Yy

BY3 PykoBozcT
Bo BY3

st Gosblleit KpaTKOCTU U y00CTBa B JjajibHeNIlIeM aBTOMAaTH3UPOBAHHYIO CUCTEMY C
00paTHOM CBS3bIO /11 KOHTPOJISL ¥ YIIPaBJIeHUs [1esITe/TbHOCTBIO By3a Mbl OyZieM Ha3biBaTh VICY
(uHdopMalMoHHas cucTeMa yripaB/ieHus) BY 3.

Ha nepBoM 3tarne pa3pabotku B ctpykrypa VICY BY3 Mbl BKIHOUMIH psif
B3aMMOCBSI3aHHBIX [10/JCUCTEM:
yueOHbIH rporiecc u yueOHO-MeTOAMYecKasi paboTa;

(rHaHCOBast ¥ XO3sCTBEHHas [1eTe/IbHOCTb;
Hayka u OKP;

Ka/Zlpbl;

CTYy/IeHT;

aOUTypUEHT.

AN N NN

[MpakTHYeCcKu KaXkas U3 3TUX TMOJCHUCTEM JIOJDKHA ObITh BHe/peHa B CBOIO ouepe/ib Ha
ypOBHe Kade/p, ZeKaHaTOB M PEKTOpaTa, T. €. TIPe/ICTaB/sTh COO0M MepapXudyecKyr0 CTPYKTYPY.
Bce nozcucTembl BKIHOUAtOT B ce0s 6a3bl JaHHBIX (B HEKOTOPBIX U3 HUX MOKET OBbITh HECKOIBKO
0a3 laHHBIX) ¥ UMEIOT COOTBETCTBEHHO Pa3HbIi YPOBEHb JOCTYIA - AJIs1 Pa3HBIX [JO/DKHOCTHBIX
v, V3noxkeHHble cooOpakeHHs1 0XBaThIBAIOT NpobieMy B 00I11eM, U, Kak MHe TIpe/[CTaB/IseTCs,
Jlajieko He B TIOHOM Bufe. [lanbHeiiiee yTOUYHEHWe CTPYKTYpPhl U COZEp)KaHUs, a TaKKe
KoHKpeTu3aiuio MUCY BY3, mpoucXoJuT Mpu y4acTUU U O00CY>KIeHUU KaXKZO# TOACUCTEMBI C
TIPe/ICTAaBUTEJISIMA COOTBETCTBYIOLMX CTPYKTYPHBIX MOJpa3szeeHuil.

3akmoueHne. Ha ocHOBe aHanmmM3a W COCTOSIHUSI MCCAeOBaHUN B 00macTu
MHGOPMALIMOHHBIX CUCTEM YIIPaBJIeHUs JJis TEXHUUECKUX CUCTeM. pa3paboTaHa OCHOBHasi cCxeMa
paboThI aBTOMAaTHU3UPOBAHHOM CUCTEMBI C 00paTHOM CBSI3bIO /IS COIfaTbHOTO 00bekTa (BY 3a).

[Tpenno)keHa Mofie/lb C OOMBIIMM KOJUYECTBOM I1apaMeTPOB OOpaTHOM  CBSI3MU.
[Tpeasi0’keHO pacIMpeHye MOHATUS 00BEKTOB YIIpaB/IeHHUs 1 000CHOBAHO €r0 MHO>KECTBEHHOCTh
B paMKaxX OZHOro riobanbHOro o0bekTa. OOOCHOBAaHO HEOOXOAMMOCTh B KOpPpensIiud |
B3aMMOCBSI3U KaK IMTapaMeTpOB 00paTHOM CBSI3H, TaK U 00BEKTOB yIpaB/IeHUS.

Paboma ebinosHeHa npu ¢uHaHcosol noddepxcke U 8 pPAMKAX 6HympeHHe20
cmumynupyowe2o  2paima  Kblpebi3ckoeo  HayuoHnanbHo2o0  yHusepcumema — uMeHU
XK.banacaezbiHa.
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Abstract. In the last 15 years, Kazakhstan has faced many bad floods and landslides that have caused
loss of life and big harm to the economy. Specifically, incidents in the Almaty region in 2010, the
Karaganda region in 2014, and the northern and western regions in 2024 showed the importance of setting
up good monitoring systems for hydraulic structures. The goal of this study is to find out the parameters of a
mathematical model that describes how debris flows pass through hydraulic structures like dams and weirs.
Reaching this goal will let us connect the model we created with actual observations and data. This paper
introduces a forecasting system that can evaluate the effects of mudflows. The system was created using
mathematical modeling techniques. Unlike other models, this one considers both the reservoir's properties
and the characteristics of the river bed. To put the system into use, software was developed using Python.
The tests showed that the model works well in real situations and can be used effectively in many different
settings.

Keywords: Forecasting, Mathematical model, Mudflow, Pool, Weir, reservoir; water level;
monitoring.

INTRODUCTION

Over the past 100 years, many disasters have happened because of the failure of hydraulic
structures, causing loss of life and big financial damage. One of the most tragic was the St. In
March 1928, there was a big tragedy called the Francis Dam disaster in California, and over 600
people lost their lives. In 1963, a big mountain collapse near the Vajont reservoir in Italy created
huge waves that were as tall as 70 meters. These waves destroyed four villages and caused the
deaths of 4,400 people. In July 2002, a flood in Krasnodar Krai destroyed a hydroelectric complex,
leading to the deaths of 114,000 people and causing economic damage worth about 15 billion
rubles [1, 2].

On August 17, 2009, a big accident happened at the Sayano-Shushenskaya hydroelectric
power station, and 75 people lost their lives as a result. As a result, the station's tools and buildings
were badly harmed. The accident caused bad changes in the environment of the nearby water area
and had a big effect on the social and economic life of the region and the whole country [3].

Modern monitoring systems need to keep a close watch on both natural and human-made
activities all the time.This helps in spotting possible dangers to people and the environment before
they happen. The main purpose of monitoring is to give reliable information that helps in
predicting possible emergencies. To achieve this, you need to bring together the knowledge,
information, and technology from different groups and departments that are in charge of keeping
an eye on certain dangers.

Creating monitoring systems involves making and studying math models that can figure out,
right on the spot, how much water a reservoir can store, and also guess when it will be full up to the
top of the dam. This information is very important for giving the people and officials early
warning, so they can take quick steps to protect the environment.

So, studies that focus on making math models to evaluate how dams might fail and finding
dependable ways to protect information are still very important.
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There are 1,665 hydraulic structures in Kazakhstan, such as 319 reservoirs that hold more
than 1.0 million cubic meters of water. Of these, 83 are owned by Republicans, 200 are owned by
cities, 34 are private, and 60 reservoirs have no owner. Out of the 443 dams, 32 are owned by the
Republican Party, 346 are owned by cities, 45 are privately owned, and 20 have no owner. There
are also 125 dams and 778 other hydraulic structures that are currently in use.

Among the big reservoirs, these are the ones that are most notable: Astana built in 1970 with
a volume of 410.9 million cubic meters, Seletin built in 1965 with 230 million cubic meters,
Kargalinskoye built in 1975 with 280 million cubic meters, Bartogay built in 1982 with 320 million
cubic meters, Kapshagay built in 1970 with 18,560 million cubic meters, Ters-Ashibulak built in
1963 with 158.6 million cubic meters, Tasotkel built in 1974 with 620 million cubic meters, and
Samarkand built in 1939 with 253.7 million cubic meters.

Verkhne-Tobolsk (1972, 816.6 million cubic meters), Karatomar (1965, 586 million cubic
meters), Bugunskoe (1967, 370 million cubic meters), and other similar places.

Most reservoirs and hydroelectric plants (around 60%) are owned by cities and are listed on
the balance sheet of Kazvodkhoz.About 20% of these facilities are managed by the agricultural
departments of the akimats. This situation shows that the question of who really owns these
facilities is still not settled. In the last 10 to 15 years, around 20% of reservoirs have been given to
private people, mostly for use in farming, raising fish, and enjoying activities like boating or
swimming. However, leasing usually does not lead to good outcomes, because private lessees often
don't have enough money to fix important structures. [4].

In the spring of 2010, a big flood hit the Almaty region because a dam broke, leading to loss
of life and heavy damage. A similar sad incident happened again in 2014 in the Karaganda area.
These disasters were a big warning for the country and showed how important it is to stop
something like this from happening again in the future [5].

Before we talk about the math models and ways to protect dams, it's important to know what
really causes dams to fail. Dam failure can happen because of several different reasons. These are
things like heavy rain or earthquakes that happen in nature, and also mistakes made by people, poor
design, or bad ways of doing things. Studies indicate that roughly 30% of dams failing are because
of problems in how they were designed, and natural conditions can also affect how these structures
work.

A dam breaking can lead to very serious and harmful results. Millions of liters of water can
fall on areas where people live, and it can ruin everything along the way. The World Health
Organization says that on average, over 10,000 people die each year because of these kinds of
incidents. Also, the harm done to buildings and natural environments can take many years to fix.
Research that focuses on making math models to evaluate how dams might fail and on creating
dependable ways to protect against such failures is very important in stopping possible disasters
from happening. The many different things that influence how stable a dam is need to be looked at
closely and checked regularly. By using statistical, hydrodynamic, and structural modeling
techniques, we can greatly increase the accuracy of predictions, which in turn helps improve safety
levels.

LITERATURE REVIEW

In recent years, how reservoirs are managed has changed because of climate change and the
uncertain nature of water flow data, leading to a more flexible approach that uses predictions of
incoming water. The article [6] talks about how important it is to predict water flow over a long
period for managing dams well. It also explains how the time you have before a forecast comes in
affects how dependable the reservoir operations are, especially when there are multiple reservoirs
involved, and both the amount and quality of water are taken into account. In the review, the
authors [7] look at cases where dams fail and when landslides create dams that then fail. They focus
on real incidents that have been recorded, as well as experiments done in the lab and in the field.
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Empirical and physically based models are talked about, along with the latest developments in
using physical and mathematical methods to understand the main causes and processes that lead to
failures.

The safety of reservoirs and dams is a major concern in hydraulic engineering and the
management of water resources. Getting the forecast right about how full a reservoir will get up to
the top of the dam, and being able to know exactly how much water is in it right now, is very
important. It helps stop emergencies and gives people and leaders enough time to warn and
prepare. Modern research focuses on creating and studying math models, adding them to
monitoring tools, and keeping the information safe during these processes. So, the article [8]
introduces a model that mixes autoregressive and moving average parts, which helps in
understanding the behavior of time series data by explaining the variables involved. To improve
the accuracy of the forecast, the model uses two separate moving sub-models. The findings from
the Monte Carlo study and using the model to predict water flow at hydroelectric power plants
make the model more useful in real-world situations.

The study [9] created nine nonlinear math models using data from 40 past dam failures. The
first eight models were made using different regression analysis methods and are completely based
on experience. At the same time, the last model is a semi-analytical method that was developed
using an analytical solution for problems involving floods caused by a dam breaking in a
trapezoidal channel. A review of the math models shows that hydrodynamic models using one-
dimensional and two-dimensional Boussinesg-Saint-Venant equations are used to figure out how
the breakthrough wave moves in each situation. The main goal of the work [10] is to develop a
method for determining how much water would flood the lower part of the pool if an earth dam
fails.

The authors of Peramuna, et al. [11] looked at different methods that are already used,
focusing on what works well and what doesn't, so that modelers can choose the best method for
studying wave actions during dam failures.

The paper by Sreekumar and others [12] looks at and carefully examines the most recent
developments in modeling the processes that lead to tailings dam failures and how flood waves
spread downstream. Different ways to model mudflows are looked at, such as single-phase, quasi-
two-phase, and two-phase models. Also, methods for figuring out how water flows when a dam
breaks are discussed. The study covers the flow behavior of tailings materials. Additionally, it uses
geographic information systems and remote sensing tools to understand the effects of tailings dam
failures.

Tsakiris and Spiliotis [13] did studies focused on creating a model for how a dam break
happens and figuring out the outflow hydrograph using a semi-analytical approach. They focus on
showing how an embankment dam breaks down because of too much water flowing over it. The
method uses the idea that erosion happens at a steady pace as a break forms, and it also assumes the
shape of the cross-section ends up being parabolic. Two different solutions are suggested based on
whether the reservoir has a prismatic shape or if its volume changes with the water depth in a
power-related way.

The paper [14] introduces a new model that uses the point method to study how soil and
water interact, and also to forecast the parameters that describe the failure rate. It is understood that
the dam is made entirely of cohesive soil and is built as a single, uniform structure. The water flow
coming in is given as a hydrograph, which was created using software from another company that
routes water flow.

In recent years, many studies have been written about how to model the water flow processes
in reservoirs. The paper [15] suggests ways to solve the equations used in kinematic wave theory.

Numerous investigations highlight the significance of numerical modeling. For instance,
reference [16] explores the application of numerical modeling, specifically via computational fluid
dynamics (CFD), to examine the dynamics of wave generation and propagation triggered by
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landslide material entering a body of water. This scenario is simulated as a multiphase flow,
encompassing the interplay between compressed air, water, and mobile alluvial matter. The
landslide itself is conceptualized as a solid object descending an inclined surface until it encounters
the water. A combined methodology is employed for the computations. The CFD model resolves
the Navier-Stokes equations, incorporating the RNG k-¢ turbulence model and the volume of fluid
(VOF) technique, which precisely tracks the interface between phases as a distinct front.

Furthermore, article [17] details findings from experimental research concerning the velocity
of a breakthrough wave's leading edge downstream from a hydroelectric facility. This event
resulted from an unforeseen, instantaneous, and partial failure of the dam across its width. The
paper also discusses utilizing a front-speed-based parameter to pinpoint the onset of a steep
breakthrough wave's formation, characterized by periodic waves within its structure, following the
dam's collapse.

In the work by Ivanov et al. [18], the specific attributes of various hydroelectric complexes
were quantified, including the extent of inundation in terms of depth and width. This facilitated a
broad-scale analysis employing a surface triangulation model. The calculations accounted for
factors such as wave dissipation and obstructions (crossings) in scenarios involving a dam breach
at a hydroelectric power station or an elevation in water level. A mathematical model and a three-
dimensional model were constructed, culminating in a flood zone prediction for emergency
situations, derived from satellite imagery.

Beyond traditional methods, various machine learning models are being explored to enhance
water flow and flood forecasting. For instance, multi-objective optimized learning models and
hybrid methodologies show particular promise. Jia et al. [18] introduced a novel hybrid machine
learning model, the multi-objective conservative extreme learning machine (MCEELM), which
has demonstrated significant potential for predicting reservoir storage. This approach is
particularly valuable because conventional models often struggle with the accurate prediction of
extreme events. By comprehensively minimizing errors, especially concerning floods, the
MCEELM can substantially improve forecasting outcomes. The paper highlights impressive
results, including a 5.27% reduction in mean square error for flood events and the potential to boost
hydroelectric power generation by 130 million kWh. Such models are instrumental in refining peak
outflow estimations during dam failures and optimizing water resource management.

Similarly, Eghbali et al. [20] proposed a new hybrid clustering model, integrating artificial
neural networks and genetic algorithms (ANN-GA), to improve the precision of peak outflow
predictions from failed embankment dams. Their research indicates that this model offers more
accurate estimations of peak outflows, particularly during significant flood conditions.

MATERIALS AND METHODS

It is essential to recognize that research underscores the significant role of various
parameters, such as upstream water height and volume, in forecasting and modeling floods
resulting from accidents at hydraulic structures. Article [19] investigated the prediction of peak
flow from a dam breach, a key component of flood risk analysis. The authors utilized support
vector machine and extreme kernel learning machine methodologies. Their analysis revealed that
dam height is a principal determinant of peak outflow forecasts, while strength characteristics did
not exhibit a substantial effect. The developed approaches could be beneficial for flood modeling
and other hydrological predictions in flood-prone territories. Consequently, the examination of
contemporary scientific publications reveals substantial activity and a clear need for research
dedicated to the development of mathematical modeling, monitoring, and protection strategies for
hydraulic structures. Future promising avenues include the deployment of intelligent decision
support systems, the integration of AI, and the establishment of cybersecurity protocols, all
contributing to enhanced safety and more effective responses to emergencies.
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RESULTS
The mathematical model considers a trapezoidal type of reservoir, the view of which from
the dam side is shown in Figure 1.

wy

Wy

Figure 1. View of the reservoir from the dam side

Let us introduce the following notations: Mazakov, et al. [20], Mazakov, et al. [21] and T.
Mazakov, et al. [22]

AT — time step of the count (in hours);

[ —length of the reservoir (in meters)

®,, S, — the width and area of the reservoir at the base;

®,, S; — the width and area of the reservoir at the level of the dam crest;

®,, S, — the width and area of the reservoir along the water surface;

s, S; — the width and area of the reservoir at the highest point of the gap in the dam;

V, — total volume of the reservoir;

V', — unfilled volume of the reservoir;

V, — the volume of the reservoir from the water surface to the top point of the gap in the
dam; dam; time AT}

V , — the volume of the reservoir from the lower to the upper point of the gap in the

AV, — the volume of water entering the reservoir during time A T;

AV, — the volume of water flowing out of a reservoir during time AT;

AV —the difference between the volumes of water flowing out and entering during the h; -
dam height;

h; — the distance from the dam crest to the water surface;

h, — the distance from the water surface to the top point of the gap in the dam;

h pr — the height of the gap in the dam;

wpr — the width of the gap in the dam.

Since the parameter is hy, h pr are constant h; and h, change over time, then we introduce the

notations h,, k and h,, k, where the index k denotes the value of the corresponding parameter at the
time T',.

Then the formulas are valid.

hO_hpr:hl,k+h2,k’ Vo= V=V, +V, (D

Length of the reservoir I, width of the reservoir at the base @, and crest of the dam w,,
height hy, the width and height of the gap h pr are wpr known and are constant. The volume of
water entering the reservoir during time is also AV, assumed to be constant AT.

Then the width of the reservoir at the top point of the gap in the dam can be calculated
using the formulas
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w3:(w1*ho+(wo_w1)*(ho_hpr))/ho )
Surface S, areas, S; u S; are also immutable and can be calculated:
Si:l*wi’ l:0:1:3 (3)

Therefore, some volumes can be calculated (4).

Since the distance to the water surface changes over time, the width and area of the
reservoir, as well as some changing volumes at the water surface level at a given moment in
time, T, can be calculated using the formulas.

a)z,k:(wl*h0+(a)0—w1)*h1’k)/h0,
Syx=lxw,
Vl,k:(l/S)*hl,k*(Sl+ V Sl*Sz,k+S2,k)’
Vz,k:[ 1/3)*h2,k*(82,k+ V Sz,k*53+53)(5)

AV, , —the volume of water flowing out of a reservoir during time AT can be calculated in
accordance with Torricelli's hydraulic law using the formula

AVZ’kZQ*ATthr*wpr*\/E*g*hz)k )

Let us denote by AV=AV, , =AYV — the difference between the water that has flowed out

and arrived in the reservoir. Then the following relations are valid

Vi =V FAV, V=V, —AV (7)
In addition, the calculated parameter is informative A h, — the height to which the water

level is expected to drop over the next period of time.
Let's introduce the following notations:

x=Ah,

Then the width of the reservoir at the surface level at a subsequent moment in time
T,,,=T,+AT can be calculated

O‘)x:(o‘)l*ho-l-(wo_wl*(hl-l-x))/hm ®
S.=l*ow,.

Then the expected water consumption x for the subsequent period of time is found from
the solution of the following nonlinear equation

x*(52+x/SZ*SX+SX

=3%AV. ©9)
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Due to the complexity of equation (9), an analytical expression for cannot be found. In this

connection, X the numerical q dichotomy method is used to calculate the expected water rise x
[106].
Let's introduce the functions:

s|x|=(w,*hy+|wy—0, %[ h,+x]||x1/hy,  (10)

glx|=8,+VS,xs(x)+slx], (11)
flx,y|l=x*gly|—3%AV (12)

Then, to determine the expected lowering of the water surface, a “dichotomy” method for
finding the parameter is proposed xk:

Step 1. Let x,=0.

£=0.001- the specified calculation accuracy. Let's assignxI=h,, xp=h,

Step 2. Let xk =|xI+xp|*0.5. Calculate the value of the function

f (xk,xk) according to formula (12). If the function value f ( xk, xk) is less than 0, then we
move on to step 3. Let's define a new left boundary xI=xk. Proceed to step 4.

Step 3. Let's define a new right boundary xp=xk. Step 4. Find the accuracy of the
calculation

r=[(xi—xp).

If r <e then go to step 5, otherwise, go to step 2. Step 5. The calculation result is in xk.

As a result of the algorithm's operation, the value of the height to which the water surface
in the reservoir has dropped is calculated.

The maximum wave height h maxis sought in the form
M=o %[, %@, [T hy VL “cos (6) (13)

Where 0 — the slope angle of the terrain over a distance of L.
In formula (13) all coefficients @;>0, 0,4. Based on the available information about the
breakthroughs that occurred, 30 variants of parametric data were prepared. Based on this
information, the following formula is obtained:

Mo =1,34%hy% (b, x|V * L™ cos (0) (14)

p

In formula (14) the volume of the reservoir (V,) and the height to the water surface h, change
over time; the distance from the dam site to the observation point (L) depends on the coordinates of

the observed point.
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Note. The formula obtained in work (14) has the following limits of applicability (related to
the methodology of its justification): reservoir capacity (V,) — from 3 million m> and higher; dam
height (hy) — from 3 m and higher; distance from the dam site to the observation site (L) — from 3 m

and higher. The above restrictions do not interfere with practical interests.

DISCUSSION
The countdown is every half hour:

AT =0.5hours=30minutes.

All further calculations model the events that occurred in the village of Kyzylagash in the
Almaty region on March 11 and 12, 2010. The 45-meter-high dam was designed to store 42 million
cubic meters of water.

Based on the developed automated system, a model of the events that occurred on March 11-
12, 2010, in the village of Kyzylagash was created. According to the Almaty Department of
Emergency Situations, the accident occurred as a result of heavy rain and increased air
temperature. These conditions led to the movement of ice and provoked the formation of
mudflows.

The situation that developed in the village of Kyzylagash was modeled using formula (14)
and is presented in Figure 2-5.

Graph x at time t=10 min
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Figure 2. Chart of the maximum breakout wave in the first 10 minutes

Graph x at time t=20 min
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Figure 3. Chart of the maximum breakout wave in the first 20 minutes
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Graph x at time t=30 min
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Figure 4. Chart of the maximum breakout wave in the first 20 minutes

Graph x at time t=60 min
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Figure 5. Chart of the maximum breakout wave in the first 60 minutes

As can be seen from Figures 2-5, the volume of water and the heights of subsequent

breakthrough waves decrease over time. This fact aligns well with reality.

According to the data in the figure, the breakthrough wave that reached the village of
Kyzylagash within one hour had a height of 1.5 meters. During the same period, the height of the
wave coming out of the reservoir decreased from 12 meters to 7 meters. Thus, the results of

numerical modeling are confirmed by actual data recorded during the event.

CONCLUSION

The following results were achieved within the framework of the conducted study:

A mathematical model has been developed to predict the consequences of a dam break. An
algorithm has been created to calculate the maximum level of a break wave, taking into account
various parameters of the hydraulic structure. The proposed approach is highly practical in

comparison with existing methods.
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A hardware and software complex (HSC) for monitoring and predicting the consequences of
a dam break has been created in Python.

Based on the solution of the model problem, the effectiveness of the developed PAC was
confirmed. The situation that occurred in the village of Kyzylagash in the Almaty region of the
Republic of Kazakhstan was used as a practical basis.

The obtained results can be used to support decision-making by the water management
authorities of Kazakhstan. The proposed methodology and technologies offer a qualitatively new
approach to water resources monitoring, identifying phenomena that contribute to emergency
situations, and assessing their consequences.
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Abstract. In this paper, we introduce a Boyd-Wong type contraction in generalized metric
spaces and prove the existence of a unique fixed point for such mappings. We investigate the
stability of a general class of nonlinear differential equations in the sense of Hyers—Ulam and
Hyers—Ulam—Rassias using our obtained fixed point result. Our results extend and improve some

existence results and stability results in literature. Some illustrative examples are given to show the
usability of our main results.
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1. INTRODUCTION

The study of data dependence in the theory of differential equations is a fundamental area of
research, focusing on the sensitivity of solutions to perturbations in initial data and
parameters. This field encompasses concepts such as monotonicity, continuity, and
differentiability of solutions. Among these, Ulam stability has gained significant atten-tion
over the last few decades as a specialized framework for studying how closely an
approximate solution remains to an exact one. The origin of this subject traces back to 1940, when
S.M. Ulam posed a celebrated question regarding the stability of functional equations in a talk at
the University of Wisconsin. In 1941, D.H. Hyers provided the first partial solution for
linear equations in Banach spaces using what is now known as the ”direct method”. Hyers
demonstrated that for every approximately additive mapping, there exists a unique exact
additive mapping nearby. In 1978, T. M. Rassias generalized this result by allowing the C
auchy difference to be unbounded, a concept now widely termed Hyers—Ulam—Rassias
stability. While the direct method was pio-neering, it often required restrictive assumptions
and complex manual constructions of solutions, particularly for nonlinear systems. To address
these limitations, researchers shifted toward the fixed point technique, which offers a more unified
and flexible frame-work for proving stability. A pivotal development in this direction was the
introduction of generalized complete metric spaces (GCMS) by Luxemburg (1958), where
the dis-tance between two points is permitted to be infinity. Building on this notion, Diaz
and Margolis [6] proved a fundamental theorem of the alternative for strictly contractive op-erators
in GCMS. This theorem provides a powerful tool for establishing the existence and
uniqueness of fixed points in spaces that may consist of disjoint metric compo-nents. In
2010, Soon-Mo Jung [5] utilized this fixed point approach to investigate the stability of fi
rst-order differential equations of the form y' = F (x, y). However, Jung’s original results
(Theorem 3.1 in [5]) were bound by the requirement that the product of certain constants must
satisfy KL. < 1 (or Lr < 1), where L is the Lipschitz constant. This condition meant that
stability could only be guaranteed for systems with high contraction rates or within

restricted intervals. Subsequently, in 2020, Ba,sci, Misir, and o} “grek , ci ([7]) provided

a significant improvement to Jung’s work. By introducing a weighted metric that
incorporated an exponential function (e — M (x — Xo)), they succeeded in modifying the
contraction properties of the operator. This creative manip-ulation of the metric space allowed
them to completely remove the restrictive condition KL < 1, establishing stability results u
nder much fewer and weaker assumptions than previously required. Despite the advancements
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made in ([7]), their methodology—and most existing literature—remains dependent on a fixed
Lipschitz constant (L). Such linear contraction conditions are often too rigid for many
complex nonlinear models. In the present paper, we aim to extend and generalize the stability

results of both Jung and Ba,sci et al. by introducing a Boyd-Wong type contraction in the
framework of generalized complete metric spaces. By replacing the fixed Lipschitz constant with
an altering distance function, we establish stability criteria for a broader class of nonlinear
differential equations where the “rate of contraction” may vary dynamically. Our ap-proach
not only unifies the previous results but also covers “edge cases” where classical Lipschitzian
methods fail due to the contraction ratio approaching unity.

Let I be an interval of the real numbers and F : I x R — R be a given mapping.

Let for any differentiable function f: I — R satisfying the inequality

If(x)—F (x, f(x)| <&

for all x € I and some ¢ > 0, there exists a solution y, : I — R of the differential
equation
y(x) = F (x, y(x)) (1.1

If () = yo(x)| < K(&),

such that

for any x € I, where K : (0, ©) — (0, ) is a function. Then we say that the differ-
ential equation (1.1) has the Hyers-Ulam stability. If the above statement is also true when
we replace € and K(¢) by ¢(x) and ®(x), respectively, where ¢, @ : I — [0, o) are functions
not depending on f and y, explicitly, then we say that the corresponding differential
equation has the Hyers-Ulam-Rassias stability (or the generalized Hyers-Ulam stability).
We may apply these terminologies for other equations. We refer to [1, 5, 3, 4], for more
details of the Hyers-Ulam stability and the Hyers-Ulam-Rassias stability. In [5], Jung
studied the Hyers-Ulam stability and Hyers-Ulam-Rassias sta-bility result for the
differential equation (1.1) by using the Lipschitz condition on the function F . In this
paper, we first introduce a new contraction, which is called Boyd-Wong type contraction,
for the function F' and, by using it, the Hyers-Ulam stability and Hyers-Ulam-Rassias
stability for the differential equation (1.1) is proved which is a real generalization of
Jung’s result [5].
The next results provide sufficient conditions which under them the Hyers-Ulam-
Rassias stability is true.
Theorem 1.1. [7] Assume that f : I x R - R is a continuous function which satisfies a
Lipschitz condition

If (%, 1) = f (%, y2)| < Lly1 = ys|

for all x € I and all y,, y» € R,where L > 0 is a Lipschitz cinstant.if a continuously

differentionable functiony : I — R satisfies

() - F (x, y(x))| < &
for all x € I and some ¢ > 0, then there exists a unique solution y, of (1.1) satisfying

() = yo(x)| < (1 + L)re,
forall x € L.
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Theorem 1.2. [5] For given real numbers a and b with a < b, let I = [a, b] be a closed
interval and c € I. Let K and L be positive constants with 0 < KL, < 1. Assume that F’
: I xR - Ris a continuous mapping which satisfies a Lipschitz condition

|F (x,y) = F (x, )| < Lly — 2| (1.2)
for all x € I and y, z € R. If a continuously differentiable function y : I — R satisfies
(%) = F (x, y())| < (x) (1.3)

for all x € I, where ¢ : I — (0, ) is a continuous function with
| ¢(O)dt| < Ko(x) (1.4)
c

for each x € I, then there exists a unique continuous function y, : I — R such that

J x
Yo(x) = y(c) + F (1, yo(T ))dt (1.5
c
(consequently, y, is a solution to 1.1)) and
K

) =y < . 9(X) (1.6)

for all x € I. 1 - KL
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CEKILIUA 5

HakThbl Xylenep/i Moje/bjeyAeri OHTalJIaHABIPY Macesieiepi

Ol'[Tl/IMI/BaIIl/lOHHbIe 3did494 B MO/1€/THPOBAHUH Pe€a/IbHbIX CUCTEM

Optimization problems in modeling real systems
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AJI'OPUTMBI U ITPOI'PAMMHBIE CTPEJACTBA /11 PEI'Y/IMPOBAHUSA
CBETO®O0OPOB C MCITO/Tb30BAHVEM TEXHOJIOT' U
MAIINMHHOI'O OBYYEHUSA

TopobekoB B.T., Tokoesa b. XK., OxorHukoB B.I1.
Kblpebizckuli 2ocydapcmeeHHblil mexHuueckuti yHueepcumem um. M. Pa3zakoea, 2. Buuikek

Beeaenue. Heo6xoqumMocTh pa3paboTKU afjanTUBHBIX CUCTEM YIIpaB/ieHUsI CBeTOOPHOM
CUrHa/M3aLyeld  MPOAMKTOBaHA  OOBEKTUBHBIMM  TEeHAEHLMSMH  Pa3BUTHSI  TOPOJCKOW
TPAHCIIOPTHOM MWH(PACTPYKTYpbl. TpaHCIIOPTHbIE TIOTOKM B COBPEMEHHBIX Meraroarcax
OT/IMYAIOTCS ~ HeNpepbIBHBIM  KOMWYECTBEHHbIM  POCTOM U BBICOKOM  CTeleHbIo
Herpe/|CKa3yeMOCTH: Harpy3Ka Ha JJOPO’KHYH0 CeThb CyL|eCTBeHHO BapbUPYeTCsl B 3aBUCUMOCTH OT
BpeMeHU CYTOK, 00pa3ys BbIpDaKEHHbIe YTPEHHHE U BeuepHHe IHKH, a Takke IOZBep’keHa
BJIMSTHUIO METEOPOJIOTUYECKUX YC/IOBUM, Ce30HHBIX (DaKTOPOB, IIPOBe/|eHUS JOPO’KHO-PEMOHTHBIX
MepOTIpUSATHIA ¥ BHE3aITHO BO3HUKAIOIMX aBapUMHBIX cuTyaruid. Ocobyro posib B CTPYKType
y/IMYHO-ZIODOXKHOW ~ CeTHM  WrpaloT  IepeKpEéCTKU:  KMMEHHO  3/leCb  CTaJIKUBalOTCS
pa3HOHaMpaB/ieHHbIe TIOTOKK TPAHCIIOPTA, ¥ TIPY BO3HUKHOBEHWH J¥icOaiaHCa MHTEHCHBHOCTEH
3aTOpbl 00pa3yroTCsl C BEICOKOM CKOPOCThIO.

TpaauimionHsle cBeTO(OpHBIE OOBEKTHI, KaK TMPaBWIO, (YHKIMOHWDYIOT B DeXHUME

3apaHee 3ampOrpaMMMPOBAHHBIX BPEMEHHBIX IJUK/IOB C (PMKCHPOBAHHON MPOZ0/DKUTETEHOCTBIO
paspemaroumx ¢a3. [JaHHas Mofenb yrpaB/ieHUs OTIMYAeTCS MPOCTOTOM W CTabMIBHOCTBIO,
OJJHAKO TIPUHLIMTMMAIBLHO He Croco0Ha OrepaTMBHO pearvpoBaTh Ha [WHAMHKY peasbHbIX
notokoB. Korzla Harpyska Ha OT/esbHble HarpaB/ieHUsl pPe3KO BO3pacTaeT, yCTaHOBJIEHHOM
JJIUTEe/IbHOCTH 3e7IéHOr0 CUrHaja MOJKeT TOINpOCTy He XBaraTb; OJHOBDEMEHHO Ha MeHee
3arpy’KeHHbIX T0AXO0Jax YacTb pa3pelIéHHOr0 BpeMEHM pacXOJyeTcsi BXOJOCTYH —
TPAHCTIOPTHBIA TIOTOK OTCYTCTBYeT, a CHTHaj MpofosrkaeT ropetb. CieAcTBUeM MOA0OHOTO
HECOOTBETCTBUSI CTAHOBSTCS YBelWUYeHHWe TPAHCIOPTHBIX 3ajiep)KeK, CHMKeHHe IpOIyCKHON
CIOCOOHOCTH y3/1a U yXy/llIeH’e 3K0J0Truueckoil 0O6CTaHOBKM BCJ/IeZICTBHE MPOJO/IKUTEbHON
paboThl [BUTaTeNell B pe)KuMe IPUHYANUTETBHOTO TTPOCTOS.
[TepcrieKTUBHBIM HarpaB/aeHUeM MOBbILIEHNS 3(P(eKTHUBHOCTH SIBJISIIOTCS a/lalTUBHBIE (“YMHbIe”)
cBeTo(Opbl, KOTOPble M3MEHSIIOT AIUTeNbHOCTU (a3 W/WIY TNpaBU/a MepeK/IoYeHrs Ha OCHOBe
JIJAaHHBIX O JOPOXKHOM cUTyaluu. Ba)kHOM MpakTUUecKou 3a/iaueil Takke siBJisieTCst obecrieyeHre
MIPUOPUTETHOTO Tpoe3/ia CIieLTpaHCnopTa (CKOPOi MOMOLLM, T0XKapHbIX, MOMULMH), TOCKOJIbKY
3aiep>KKa 9KCTPEeHHBIX C/Iy)KO MMeeT KPUTHUEeCKYH COLIMaIbHYH 3HAUMMOCTh. B CBSI3U C 3TUM
pa3paboTka MIMUTALMOHHOM MO/e/T YMHOTO CBeTO(Opa, BK/IIOYAOLIell a/lalTHBHOE YIIpaB/IeHe
Y TIPUOPUTET CHeLTPaHCIOpTa, SIBSETCSd aKTyaJbHOM KaK C Hay4HO-NPaKTUYeCcKOW, Tak U C
VIH)KeHepHOU TOUKU 3PeHUsl.

Ilens u 3agaun ucciaepoBanus. OnpefiesieHMe MHCTPYMEHTOB [Jisi pa3paboTku Oyzer
OTpeZieNIITbCsl HeoOXoAMMBIMU TpeOOBaHUSMH K o00pasiy. PesynmbTupyromiee mpUIoykeHUe
JIOJDKHO y/IOB/IETBOPSITh CJ/IEAYIOLLUM YC/IOBUSIM:

- OBITb HArIAAHBIM, PaCLINPSEMbIM;

- I0JDKHO 0becrieunBaTh BO3MOXKHOCTD JIEMOHCTPALUU aJITOPUTMOB YTIPaBJIeHHs B peXXUMe
OHJIAMH.

[To paboTe MMUTAIIMOHHOTO MO/Ie/TUPOBAHUSI HEOOXOAWMO TIOHMUMAThb YTO [JO/DKHBI
NpUCYTCTBOBATh /iBa aclleKTa: BHU3yajaMu3alys, KOTopas I03BOJIsIeT BUZETb (OpPMHUPOBaHUe
ouepefiell M TepeKIH0YeHUs] CUTHAJOB W peajau3alysl aJrOPUTMOB TO €CTb JIOTMKW IpaBUII
JIOPO’KHOTO /IBIDKeHUsi. B KauecTBe OCHOBHOTO MHCTPyMeHTa pa3paboTKu Obim BbIOpaH sI3bIK
niporpaMMupoBanusi Python. [list 3Toro 66110 HECKOJIBKO TPUUKH:

Bo-miepBbIX, sA3bIK MporpaMMupoBaHusi Python 1MpoKOo mnpuMeHsieTcsi  TpU
Mo/le/IMpOBaHuM, 00safasi yA0OHBIM CHHTAKCHCOM U OIpe/e/IEHHBIM KOJTMUeCTBOM T'OTOBBIX
(peliMBOPKOB.
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Bo-BTOpBIX, NIpMeHeHHe si3bIKa MporpamMMupoBanusi Python cymectBeHHO obserdaer
MacIITabupyeMoCTh, K TIPUMEpY, SKCIIOPT Pe3y/IbTaToB, IOTMPOBAaHUE, MOJK/TFOUEHUe CTOPOHHUX
6ubmoTek, BHegpeHre Machine Learning.

B-TpeTbux, s3blK TporpamMMmupoBaHusi Python yzo0eH TipM  BBINOJHEHUH
WCCIeIoBaTe/TbCKUX 3a/jau, TaK Kak obecrieurBaeT HeOOXOAMMYHO CKOPOCTb pPa3paboTKH,
npuHiunbl Clean Code v 103a6UUTH.

B kadecTBe BHU3ya/nbHOTO OTOOpa’keHUsi aBTOpamH Obia BbiOpaHa Pygame . Pygame -
(bpeliMBOpK - 3T0 Habop MoAysieli Cy»Kaluil NPy MPOoeKTUpoBaHUK 2D MpUIoKeHu, KOTOpbIi
MOJKeT 0ToOpa)kaTh rpaduku, oOpabaThiBaTh TakKHe COOBITHS KaK BBOJ|, C KJIABHATYPHI, IIeTUKU
MBIIIM ¥ KaZIpOBYIO YaCTOTY.

Bce 3T BO3MOXXHOCTH [enatoT Pygame Haunbosee MOAXOASAIMM WHCTPYMEHTOM JifIst
BBITIOJTHEHUSI HALlIMX 3a/jau MPU CO3JaHUM MOZE/H TIepeceueHwsl, TakK Kak OHU JIat0T BO3MOXKHOCTb
CO37,aTh aHUMHUPOBAHHbBIE MO/ TPAHCTIOPTHBIX CPE/ICTB, 3a7laBaTh TIapAMEeTPhl TPAHCIIOPTHBIX
TIOTOKOB U T./I.

Takum 00pa3oM CTeK TeXHOJIOTHH KOTOpble MbI BbIOpasiu, OyzeT criocoOeH TMOyuuTh
HeoOXoMMbIN 6ajlaHC MeXIy CIO0KHOCTBIO B pa3paboTKe MoOZend ¥ peajuCTHUHOCTHIO
JIeMOHCTPALIMOHHOM MO/IeJIH.

MeTtojosioruss. Moe/MpoBaHHe [ABWKEHUS TPAHCIIOPTHBIX CPeJACTB M pabOoThI
cBeTO()OPOB TOCTPOEHBI HAa TIPUHLIMTIAX JUCKPETHOTO BPEMEHH TO eCTh W/AET CUHXPOHU3ALUS C
KaZIpOBBIM IMK/IOM Pygame.

Ha ka>kziom 3Tarie mpy 0OHOBJIEHHH TTPOU3BOAUTCS BEIUKMC/IeHHe TIPUOaBIeHus BpeMeHH, a
3aTeM MPOUCXOUT 0OHOBJIEHUE COCTOSTHUN TPAHCTIOPTHBIX CPE/ICTB U CBETO(OPOB.

[TpuHLMT pabOoThl CUMYJISLIMK ABWKEHHS] TPAHCTIOPTHBIX CPeJICTB 3aK/II0UaeTCsi B TOM UTO
aBTOMOOWJIb TIPH OTCYTCTBUM KaKHUX-TMOO OTPaHUYEHUI Pa3rOHSIETCS.

B KkauecTBe OrpaHMYeHHIl MOTYT OBITb CTOM-JIMHWS TIPY 3arpeljarol|eM CHrHase
cBetodopa, MO0 Briepey ABWXKYIeeCst TPaHCIIOPTHOe Cpe/icTBO. [Tpub/IKasich K TIPENsSITCTBUIO
TPAHCIIOPTHOE CPeZICTBO OCTAHAB/IMBAETCSI.

I1pu pa3peliarorieM curHasne cBetoopa TPaHCIIOPTHOE CPeZCTBO MPO/0JDKaeT BIKEeHHe,
riepeceKasi CTOII JINHHUIO.

KommuecTBO TpaHCIIOPTHBIX CPeJCTB Tiepe| CTOI JIMHUEH omnpe/ieNisieTCs Kak 0uepe/pb.

B TpaHCnopTHOM MO/ieny oyepeb 3a[aéTCs 3HaUeHHeM PacCTOSIHUS T1epej CTOTI JIMHUEH.

TakvuM BUAWUTCS MOJIeIMPOBAHUE [€TEKTOpPa, KaK U B peajlbHbIX YC/IOBUSIX [JATUMKU
TIPUCYTCTBUSI aHAIM3UPYIOT HajlMuMe W COCTOSIHHE TPAHCTIOPTHOW ouepesu TPU TOAXO0Jax K
TiepeceueHuIo U OLIeHUBAIOT ero 3arpy’KeHHOCTb.

TakuM 06pa3oM, MPOUCXO/AUT OLIeHKA 3arpy3KH HarpaB/IeHUs U C TIOMOLIBIO aZlalTUBHOTO
pery/MpoBaHusi TIPUHUMAETCsS pellleHne O TpOJJieHud /b0  TepekaoueHust  (asel
peryJMpoBaHusl.

3akouenue. B xoze BeirosiHeHHUs paboThI Obl/Ia paCCMOTPeHa CHCTeMa yTIpaB/ieHUsT
TIOTOKaMU TPAHCTIOPTHBIX CPE/ICTB Ha MepeKpPECTKax Co CBeTO(OPHBIM peryiMpoBaHUeM U
TIPO/IEMOHCTPHPOBAHO UTO MpUMeHeHHe (PMKCHPOBAaHHBIX IIUKJIOB CBeTO()OPHOTO
peryJiupoBaHusi He 0becrieurBaeT BHITIOJTHEHHE 3a/laHHbIX 3HaueHUM POy CKHOW CITOCOOHOCTH
TNIpY a/laliTUBHBIX TTapaMeTpPOB TPAHCIIOPTHOTO MOTOKa.

TakuM 00pa3oM, Ha OCHOBe pacCMOTpeHUs MpejMeTHOW 00/1acTd, a Takke U3ydyeHUs
TIPUHLIMIIOB a/IalITUBHOTO PEery/JMpOBaHUsl HaMu Oblia cOpMy/MpOBaHa Iieflb U OTIpe/iesieHbl
3a/iaun pa3paboTKU MMHUTALIMOHHON MOJed, KOTopasi OpPUeHTUPOBaHa Ha TPUHLIUILI paboThl
«yMHOT0» cBeTodopa.

B xoje peanu3aiuu npoekta ObII0 pa3paboTaHO NPOrpaMMHOe obecrieueHHe Ha SI3bIKe
nporpammupoBanus Python c ncrons3oBanuem ¢peliMBopka Pygame.
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£ Smart Traffic Light — Visual Simulation (Pygame) - x

TPAHCIIOPTHBIX CPeJCTB MO BCEM YeThIpEM HampaB/eHUsIM Ha OCHOBe IpaBWI JOPOKHOTO
[BWDKEeHUs,, KpuTepueB (POPMHPOBaHMUS TMOTOKOB TPAHCIOPTHBIX CPeJCTB M OCTaHOBKAMHU
TPaHCIIOPTHBIX CPeJCTB TepeJ CTON JIMHUSIMKM TIpU KpacHOM curHase cBeTtodopa. bbuia

pean3oBaHa Mo/iesib CBeTO(OPHOro 0ObeKTa, BK/IIOUAIOIIAs TakKKe Tepexo/iHble WHTEepPBallbl,
KOTOpble 00ecreuuBarOT TPaBWIbHOE TMepek/oueHre ¢as3bl perynupoBaHus. ['paduueckas
WHTepIIpeTalys MprBeJjeHa Ha PUCyHKe 1.2.

t. = 0,003*N+0,056™"Q+6,53%

Bpewms
ocBoGOXAEHMS, C

14

12007 s
800 100

AHTEHCUBHOCTB Ha KpaitHen < a BMecTUMOCTb, nace
npaeoii nonoce, eaM 400 < 40

PucyHok 1.2 — 3aBucumocTh BpeMeHH yObITHs ¢ OIT OT fefiCcTBYIO IIMX (aKTOPOB
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VHTerpauysi HOBBIX TEXHOJIOTWH, pa3BUTHe OOIIEeCTBEHHOTO TPAHCIIOPTA U aKTHUBHOE
ydacTve rpakJaH B TpOLecCe TNPUHATHS pelleHHWH - BOT OCHOBHblE KOMIIOHEHThI YCIEIIHON
CTpaTerMy Pa3BUTHSI [JOPOXKHOW MH(MPACTPYKTYPhI, HAlpaB/AeHHOW Ha Co3/laHue 0Oe30racHOM,
yA00HOM U 5KOJIOTHYEeCKH UHCTOU TOPO/ICKOM Cpeibl.

PaspabarbpiBaemMasi MMWTALMOHHAasi MO/ie/lb XOTb M He 3aHMMAeTCsl yrpaB/ieHUeM
peasibHbIMU CBeTO(OpamMH, HO TEM He MeHee OHa JaéT BO3MOXXHOCTh JEMOHCTPALIUM M aHa/u3a,
KOTOpBIe HampsIMyIO CBsI3aHbI C 0€30T1aCHOCTBIO JOPOXKHOTO JABYKEHHSI.

Takum o00pa3oM HMUTALMOHHAs MOJeNb JeMOHCTPUPYeT UTO CHIDKeHHe ouepejeit
TPaHCIIOPTHBIX CPEJCTB M CHW)KEeHUEe BpPeMeHU Ha Ipoe3[| NepeceueHus], a TakKKe CHIDKeHHe
BePOSITHOCTU KPUTUUECKUX MaHEBPOB TPAHCTIOPTHBIX CPE/ICTB UMeeT MeCTO ObITb.

Bbigo0 pesynbmamos epemeHu 6 nymu. B pabore mpejoxeHa apXUTeKTypa
VHTeJJIeKTyaJbHOW CHCTEeMBI yTpaB/ieHust cBeTo)opamMy, OCHOBaHHasI Ha T/yOOKOM 00yJeHuH C
noJkperiyieHueM. Pa3paboTaHHBIN TIPOrPaMMHBIA KOMIIEKC [IeMOHCTPUDYET CyIieCTBeHHOe
yJIy4llleHHe K/IFYeBbIX I0Kas3aTesed JOPOXKHOIO [IBWKEHMS N0 CPAaBHEHWIO C TPaJULMOHHBIMU
MeTOZlaM{ pery/iupoBaHus. [anbHelllve ucciefioBaHUs OyZyT HarpaBleHbl Ha WHTerparjio
KOMITBIOTEPHOTO 3peHus [k 00Hapy>KeHHst 00beKTOB B PeKHMe pPeasbHOT0 BPeMeHH, a Takke Ha
o0yueHre MHOTOAareHTHbIX CUCTeM JJisi KOOPAUHUPOBAHHOI'O YIIpaB/eHuUs 1eJIbIMUA FOpPOJCKUMU
CeTAMHU IepPeKPECTKOB.
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Abstract
This article presents a compact description and pilot evaluation of a domain-specific
question-answering system for alkaloid chemistry. The system follows a retrieval-
augmented generation (RAG) design in which a curated corpus of open scientific
literature is processed with chemistry-aware normalization, indexed with hybrid
lexical-semantic retrieval, summarized in a query-focused manner, and passed to a
large language model for citation-grounded answer generation. The retrieval layer
combines TF-IDF representations with ChemBERTa embeddings to balance exact
matching of chemical terms with semantic similarity. Chemical named entities and
formulas are protected during preprocessing so that domain-specific terminology is not
degraded by generic normalization. A pilot evaluation on representative alkaloid
questions shows strong retrieval per-formance (Hit@5 = 1.00, nDCG@5 = 0.919) and
mostly correct citation grounding (0.72). The results indicate that carefully
constrained RAG pipelines can improve traceability and reduce hallucination risk in
specialized chemistry question answering.

INTRODUCTION

Alkaloids are nitrogen-containing organic compounds with major importance in
medicine, agricul-ture, and biochemistry. Their uses include analgesia, antimalarial therapy,
and many other biological applications, yet information about their properties, biosynthesis,
and synthetic transformations is dis-tributed across thousands of articles and textbooks. This
fragmentation makes literature search slow for researchers and students, especially when
queries involve specialized names, formulas, mechanisms, or experimental context. The
continuing growth of alkaloid research further increases the need for tools that can locate,
condense, and cite relevant evidence efficiently [1, 2].

This work describes a question-answering system tailored to alkaloid chemistry. The goal is
not to replace expert judgment, but to assist literature exploration by producing concise answers
that remain grounded in retrieved sources. Compared with general-purpose language models, the
proposed system narrows the knowledge domain, retrieves supporting documents before
generation, preserves chemical terminology during preprocessing, and requires citations in
generated answers. These design choices address a central weakness of large language models in
scientific settings: fluent but unsupported or incorrect statements [3].

The complete pipeline is shown in Figure 1. The main contribution is an end-to-end
architecture that combines chemistry-aware preprocessing, hybrid retrieval, query-focused
extractive summariza-tion, and citation-constrained generation. Optional entity-based
boosting is implemented but disabled by default so that retrieval is governed primarily by
balanced semantic and lexical similarity.
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Figure 1: Overview of the domain-adapted question-answering pipeline for alkaloid
chemistry

RELATED WORK

Scientific question answering requires methods that can handle domain vocabulary,
ambiguous termi-nology, and the need for verifiable evidence. In chemistry and
biomedicine, systems such as Chem-DataExtractor and SciSpaCy demonstrate the value of
specialized text processing for entities, formulas, and scientific language [4, 5]. Transformer
models trained on scientific text, including SCiIBERT and ChemBERTa, further improve
representation of technical terms and chemical context [6, 7, 8].

Retrieval-augmented generation is especially suitable for scientific domains because the
document collection can be updated without retraining the language model [9]. Hybrid
retrieval is also important: sparse methods such as TF-IDF or BM25 capture exact chemical
names and formulas, while dense embeddings retrieve semantically related passages when
wording differs [10]. Knowledge graphs and model fine-tuning are useful alternatives, but
they require either costly curation or retraining when new literature is added [11]. The
proposed system therefore uses text-based hybrid retrieval and controlled generation to
emphasize scalability and traceability.

METHODOLOGY

1.1 Corpus and Preprocessing

The corpus consists of 7 selected books and 5813 scientific articles from PubMed
Central and Chem-Rxiv. The books cover organic chemistry, stereochemistry, heterocyclic
chemistry, and alkaloid-specific background, including standard references by Clayden,
Klein, Smith and March, Carey and Sundberg, Eliel and Wilen, Joule and Mills, and
Aniszewski [12, 13, 14, 15, 16, 17, 18]. Articles were collected by querying for alkaloid-
related terms, extracting metadata, resolving available full-text records, and downloading
open-access PDFs.

Documents are converted to text, cleaned, and split into chunks suitable for retrieval.
The pre-processing is chemistry-aware: chemical formulas, abbreviations, and recognized
entities are protected before generic normalization. This prevents transformations that would
damage terms such as stere-ochemical descriptors, molecular formulas, or compound names.

A custom lemmatization stage nor-malizes ordinary English words while preserving

protected chemical tokens.

1.2Hybrid Retrieval

Each document chunk is represented in two ways. First, a sparse TF-IDF vector captures
exact lexical overlap with the query. Second, a dense ChemBERTa embedding captures
semantic similarity in chemical language. At search time, both similarity scores are
normalized and combined into a hybrid ranking score. This design supports queries that
require exact compound matching as well as queries that use broader conceptual phrasing.
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The system can optionally boost chunks that contain chemical entities matching the
query. How-ever, this mechanism is disabled in the default configuration because
aggressive entity boosting may over-prioritize exact mentions and reduce the contribution of
semantic context. The default retrieval therefore uses a balanced lexical-semantic score.

1.3 Summarization and Answer Generation

The top retrieved chunks are passed to a query-focused extractive summarizer. The
summarizer selects sentences that are both relevant to the query and chemically informative,
while preserving references to figures, schemes, tables, and source identifiers when present.
This step reduces prompt length and removes unrelated text before generation.

The final answer is produced by a large language model using a strict prompt. The
model is instructed to answer only from retrieved summaries, cite the supporting source for
factual claims, and avoid unsupported speculation. If the evidence is insufficient, the system
should state the limitation rather than invent an answer. These controls are intended to reduce
hallucinations and improve auditability.

EVALUATION AND RESULTS

The pilot evaluation used 12 representative questions covering biosynthesis, reaction
mechanisms, pharmacological properties, and structure—activity relationships. Reference
answers were prepared manually by domain experts from authoritative sources in the corpus.

Retrieval quality was evaluated using Hit@5 and nDCG@5, while answer quality was
assessed using ROUGE, BERTScore, citation correctness, and expert qualitative review.

The hybrid retrieval configuration achieved Hit@5 = 1.00 and nDCG@5 = 0.919,
indicating that relevant evidence was consistently retrieved and usually ranked near the top.
Citation correctness reached 0.72, showing that most generated answers cited appropriate
supporting documents. The mean runtime was 3.1 seconds per query in the pilot setting.
Expert review found that answers were generally coherent and scientifically reliable for the
evaluated questions, especially when the relevant evidence appeared explicitly in retrieved
chunks.

The strongest results were observed for questions about well-documented compounds,
known biosynthetic pathways, and clearly described reactions. Weaker cases appeared when
answers re-quired interpretation of figures, schemes, tables, or implicit experimental context
not fully represented in extracted text. These cases motivate future work on multimodal
document understanding and claim-level verification.

THREATS TO VALIDITY AND LIMITATIONS

The evaluation is preliminary. The test set is small, and the questions may not capture
the full diversity of alkaloid chemistry queries. Reference answers were prepared by experts,
but expert judgment may still introduce subjectivity. The corpus is limited to selected books
and open-access literature from PubMed Central and ChemRxiv; therefore, important
paywalled or database-only information may be missing.

The current system processes full text but does not understand chemical structures,

reaction schemes, or figures as visual objects. It also lacks systematic baseline
comparisons against BM25-only, dense-only, and general-purpose RAG configurations.
Computational scalability has not been fully profiled beyond the pilot setting. Finally, the
system does not yet implement explicit uncertainty calibration, automatic refusal for all out-
of-domain questions, or automated claim-level fact checking. Future work should expand the

evaluation set, add stronger baselines, integrate structured chem-istry databases such as
PubChem or ChemSpider, and incorporate multimodal extraction for chemical diagrams and
reaction schemes. Larger-scale testing would also clarify how retrieval latency and answer
quality change as the corpus grows.

ETHICS AND SAFETY CONSIDERATIONS

Chemistry question-answering systems can produce incorrect or incomplete
information about syn-thesis, safety, mechanisms, or compound properties. Such errors
may create practical risks if users apply generated text directly in laboratory settings. For this
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reason, the system should be used as an assistive literature-search tool rather than an
authoritative source of experimental instructions.

Users must verify outputs against primary literature, safety data, and expert guidance
before applying any chemical information. The citation mechanism supports this verification
but does not guarantee that every generated claim is correct. The system may also raise dual-
use concerns if applied to hazardous or controlled substances; responsible deployment should
include appropriate access controls, monitoring, and compliance with relevant regulations.
Query logs and generated responses may contain sensitive research information, so privacy
and data-handling policies should be clearly communicated.

CONCLUSION

This paper presented a domain-specific RAG pipeline for question answering in alkaloid
chemistry. The system combines chemistry-aware preprocessing, hybrid TF-IDF and
ChemBERTa retrieval, query-focused extractive summarization, and citation-grounded answer
generation. A pilot evaluation showed strong retrieval performance and promising citation
correctness, suggesting that constrained RAG systems can support transparent literature
exploration in specialized scientific domains.

The approach remains limited by corpus coverage, small-scale evaluation, lack of
multimodal un-derstanding, and the absence of full uncertainty and claim-verification
mechanisms. Nevertheless, the architecture is adaptable: by replacing the corpus and domain
resources, the same design can be transferred to other subfields of chemistry or related
scientific areas.
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Abstract. In Industry 4.0, Digital Twins and IloT platforms have transformed asset monitoring.
However, conventional dispatch systems create an operational "information gap," forcing on-site
engineers to split cognitive attention between physical machinery and two-dimensional screens. This paper
addresses this spatial data separation by evaluating Augmented Reality (AR) frameworks to unify physical
environments with telemetry. A comparative analysis was executed across native environments (Unity
3D/Vuforia) and web-based standards (WebAR via A-Frame/AR.js) across key technical criteria, including
deployment barriers, dispatch integration, and cross-platform compatibility. To validate the browser-based
approach, a zero-install WebAR software module was developed. The architecture leverages WebRTC for
camera streams and WebGL for real-time graphics. Testing was performed using heavy industrial
simulation infrastructure (a chocolate production tank) and textured organic assets stabilized over high-
contrast fiducial pattern markers. The results demonstrate that the declarative framework successfully
shifts matrix transformations and spatial rotations to the mobile GPU, maintaining a stable frame rate and
eliminating latency via asynchronous asset pre-rendering. A web-oriented AR framework combined with
contrast-resilient markers circumvents the deployment and integration bottlenecks inherent to native apps.
It provides an economically scalable, cross-platform architecture that effectively bridges the industrial
information gap.

Keywords: Augmented Reality, WebAR, Digital Twins, Industry 4.0, Data Visualization.

Introduction. In the era of the global industrial transformation driven by Industry 4.0, the
concept of "Digital Twins" and the sensory networks of the Industrial Internet of Things (IIoT)
have become foundational for monitoring physical assets [1]. Integrating multi-source data
parameters into cognitive virtual representations optimizes diagnostic tracking [2]. However, in
the operational practices of most modern enterprises, a fundamental conceptual challenge remains
— the "information gap" [3]. Telemetric data and analytics are traditionally displayed as two-
dimensional graphs on monitors in central control rooms (SCADA systems), whereas the
machinery is physically located on the production floor.

A maintenance engineer performing on-site inspection or repair is forced to constantly split
cognitive attention between the physical equipment and the monitoring interface [4]. This division
of attention doubles the cognitive load and significantly increases the probability of human error
during stressful or emergency situations. The optimal solution to this spatial separation of data is
Augmented Reality (AR) technology, which acts as a bridge connecting the physical and virtual
infrastructure of an enterprise, expanding the visual feedback loop for food processing and
industrial pipelines [5].

Methodology. To identify the most viable architectural framework for displaying spatial
interfaces, a comprehensive comparative analysis of two primary approaches was conducted:
native applications and web-based technologies.

1. Limitations of Native Applications: In the initial phase of development, a prototype
was engineered using the Unity 3D engine combined with the Vuforia computer vision module to
bind virtual objects to physical markers [4]. While this native approach delivered high graphical
fidelity and stable coordinate tracking, its deployment across a real production scale revealed
severe operational barriers:

) Deployment Barrier: Compiling separate installation packages for iOS and
Android, followed by the manual installation and continuous updating of large application binaries
on hundreds of corporate devices, creates an unsustainable burden on IT support teams.

0 Integration Complexity: Industrial monitoring platforms (e.g., Grafana, InfluxDB)
communicate via standard web protocols. Transferring a continuous stream of telemetry from
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closed databases into a proprietary Unity environment requires writing complex middleware in C#,
leading to signal transmission latency and architectural overcomplication.

2. The WebAR Paradigm: To bypass these infrastructure bottlenecks, the research
vector shifted toward browser-based solutions. WebAR technology enables the execution of
augmented reality scenarios directly within native mobile browsers without requiring any pre-
installation. Graphical rendering is managed by the WebGL standard, and hardware camera access
is organized securely via the WebRTC protocol. The declarative framework A-Frame [6]
combined with the AR.js computer vision library [7] was selected as the optimal technological

stack.

To systematize the methodological evaluation, a comprehensive comparative matrix was
established across seven key criteria, as presented in Table 1.

Table 1 — Comparative Analysis of AR Development Platforms

and  corporate IT
policies.

app. Delayed updates
introduce vulnerabilities.

Evaluation Smart AR Glasses Native Systems (Unity /| Web-Based Systems
Criteria Vuforia) (WebAR)
Hardware Requires specialized, | Requires high-performance | Accessible on any standard
Dependency high-cost AR eyewear. | smartphones or tablets. mobile device with a camera.
Deployment High. Requires manual | Medium. Requires | Zero. Instant access via
Barrier device  configuration | downloading heavy software | scanning a QR code or
and long-term staff | binaries onto each device. clicking a web link.
training.
Dispatch Extremely complex7 | Complex. Requires C# | Seamless. Native HTML/JS
System Requires  specialized | middleware  to bridge | stack allows direct
Integration APIs and data | external databases. communication with cloud
conversion. systems via standard web
requests.
Security & | Dependent entirely on | Security certificates must be | Protected by rigid web
Compliance device-level protection | manually compiled into the | standards (HTTPS, Cloudflare

tunnels, and isolated iframes).

Scalability &

Each physical headset

Requires recompilation and

Instantaneous. Updates

the headset battery.

RAM of the physical device.

Updates must be  updated | redistribution of the app | deployed on the server side are
individually. package to every user. immediately active for all end-
users.
Rendering High, due to dedicated | High, direct access to the | Medium. WebGL constraints
Capabilities built-in 3D processors. | mobile GPU. require strict polygon and
texture optimization.
Edge Heavy computational | Utilizes the full | Capable of processing local
Computing tracking rapidly drains | computational power and | anomalies in RAM via

JavaScript without constant
network calls.

Cross-Platform
Compatibility

Limited to the specific
operating system of the
headset vendor.

Requires  separate  code
adaptation and builds for iOS
and Android.

Absolute. Functions stably
across any modern browser on
any operating system.

Results. The practical validation of the research resulted in the development of a fully
functional cross-platform WebAR module that implements a Zero-Install architecture. In place of
raw code compilation, the structural design relies on high-level declarative components that
execute real-time spatial rendering directly via the device's GPU.

The module's capability to parse and render complex objects is demonstrated using two
separate classes of 3D assets:
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e Industrial Simulation Assets: The system is engineered to seamlessly load and animate
heavy equipment components such as the industrial tank model explored during the Unity phase
shown in Figure 1.

Figure 1 - Experimental prototype of a native application in Unity and Vuforia

» Consumer/Product Simulation Assets: To verify the engine's versatility in rendering highly
organic shapes and complex baked textures under the same architectural framework, experimental
runs were performed using detailed models of traditional culinary items and fruits [5].

The practical outcome of this browser execution is captured in Figure 2. As shown in Figure
2a, the mobile web interface successfully displays a high-polygon model of traditional baked
goods (baursaks) in a dedicated virtual rendering container. Similarly, Figure 2b displays the real-
time tracking and zero-latency rendering of a textured fruit asset (tangerine) stabilized squarely
over a physical black fiducial pattern marker using the live mobile browser stream.

& 5 digitalegizkz ¢ - < = digitalegizkz &

Figure 2 — Cross-platform WebAR deployment results running seamlessly via a mobile web browser: (a)
Real-time high-polygon rendering and tracking container for traditional baked goods (baursaks); (b) Low-
latency stabilization of a textured fruit asset (tangerine) over a physical fiducial pattern marker

The functional layout of the developed system architecture is organized into three distinct
layers as detailed in Figure 3:

79



APPLICATION LAYER

User Device WebRTC Video &

(Mobile Browser) WebGL Context

l

SPATIAL TRACKING ENGINE

Matrix Transformation

AR.js C ter Visi ——
Js Lomputer Vision via Pattern (.patt)

l

ASSET DELIVERY

Asynchronous Binary gITF / glb

Asset Management 3D Mesh Models

Figure 3 — Structural architecture of the developed web-oriented AR framework, demonstrating the
decoupling of web rendering, tracking computation, and asset caching layers

The engineering results of this implementation demonstrate several key outcomes:

» Asynchronous Asset Optimization: By setting strict asset load timeouts within the browser
environment, the system pre-renders and caches lightweight binary gITF/.glb models before
displaying them [8]. This prevents interface freezing and minimizes data consumption spikes over
local cellular networks.

e Matrix Scaling Adaptation: The module successfully isolates scaling logic within the
client-side rendering engine. Objects of vastly different physical dimensions, such as small items
like a tangerine versus larger structural models like a steak or traditional bakery products like
baursaks, are dynamically scaled via transformation matrices [9]. This eliminates the need to
manually re-export or recalculate polygonal meshes within external 3D software like Blender.

» GPU-Accelerated Transformations: By leveraging declarative animation components,
quaternion and rotational calculations are processed directly through WebGL. Shifting this
mathematical workload from the CPU Main Thread to the integrated mobile GPU maintains a
stable frame rate (FPS) even when the user moves rapidly around the tracking area.

Discussion. The analysis of the experimental data establishes a clear correlation between the
type of spatial marker selected and the overall stability of the augmented layer. The research
evaluated three distinct tracking methodologies: arbitrary image tracking, traditional QR codes,
and fiducial pattern markers.

While arbitrary images are visually non-disruptive, the underlying computer vision
algorithms must constantly extract high-contrast feature points. Under changing industrial lighting
conditions, the presence of dust, or deep shadows, this approach suffers from high tracking loss,
leading to "jitter" in the 3D overlay. Traditional QR codes excel at data density but fail to maintain
stable 3D geometric orientation at sharp viewing angles or long distances because the lens loses
focus on the fine pixels of the code matrix.

Conversely, fiducial pattern markers, characterized by simple geometric shapes enclosed in a
thick, solid black border (as practically demonstrated in the tracking routine shown in Figure 2b),
proved to be the most resilient choice for industrial environments [10]. The high-contrast black
frame allows the tracking algorithm to instantly calculate spatial vectors, tilt angles, and
quaternions under low-light conditions or surface contamination. Because the mathematical
computation is highly simplified, it drastically reduces the processing overhead on the mobile
CPU, making WebAR viable on mid-range and low-tier corporate devices.

Conclusion. The integration of conceptual analysis and practical software engineering
demonstrates that a web-oriented AR architecture effectively bridges the "information gap" in
industrial monitoring. By eliminating the deployment and maintenance barriers inherent to native
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mobile applications, WebAR offers an economically efficient and highly scalable deployment
model.

Laboratory testing conducted on physical prototypes fabricated via 3D printing confirmed
that combining web-based rendering with fiducial pattern markers compensates for the hardware
limitations of mobile browsers. The resulting system ensures stable coordinate retention and real-
time visualization of data directly in the physical context of the machinery, establishing a robust
foundation for next-generation industrial dashboards.
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AJANITUBHBIN ITPOMIITHHI : ONITUMM3AIINSA IIOBEJEHUA SI3bIKOBBIX
MO/IEJIEN YEPE3 KOTHUTUBHYIO JIMATHOCTUKY /IS ITEJAT OTMYECKOM
IHOAJEPXKHN B STEM-ObPA3OBAHHNUA

Aivipbayasl A.", Opiakesel 111, Toiiran6aesa H., AMupxanosa I'., XKaiicanosa /JI.
Ka3zaxckuli HayuoHanbHbIl yHUBepcumem umeHu anb-Papabu, Aamamni, Kazaxcmat

AHHomayus. Cmambsl nocesiijeHa 3adaye ynpasneHusi nogedeHuem 00bWUX SA3bIKOBbIX MoOesell
(LLM) 8 yuebHoti cpede. IIpu ceo600HOM ucnoab3ogaHuu LLM cmydeHm, Kak npasusio, nosyuaem 20moeoe
pelueHue, MuHysi camocmosimeabHylo pabomy ¢ 3adauell, MO npomugopedum nNPUHYUNAM
KOHCmpykmugucmckoli nedazozeuku. Mbl npednazaem apxumexkmypy «AdanmueHbllli npoOMNMuHz2», 8
komopoll 0aliecogckasi cemb OmMcAeHcCUBAEM KO2HUMUBHOe COCMOsiHUe cnyoeHmda U OUHAMUYECKU
¢opmupyem oepaHuueHust 015 A3bIKO8OlU MoOdenu, HANpAensis eé K poau HACMABHUKA — UCMOUHUKA
NOOCKA30K U YMOUHSIOWUX B80NpoCco8, d He 20moeblX omeemos8. B cmambe onucaH noaMbiil
mexHo/no02uUeCKUll KOHeeliep cucmembl: om nepexeama 3anpoca 0o docmasku nedazo2udecKu
8bIpOBHEHHO20 omeema. IIpednodiceHHblll n0o0Xo0 no3gosnsiem uHmezpupoeamb LLM & yuebHbiii npoyecc
6e3 nomepu e20 0bpazoeamenbHOU YeHHOCMU.

Knioueeble cnoea: onmumuzayusi noeedeHuss LLM, STEM-obpazoeaHue, neddzoeuueckas
noddepoicka, KoeHUMUEHble dudeHOCmuUeckue Modeau, ynpaeneHue noOcKaskamu, baliecosckue cemu,
UHMe1eKmMyda/ibHble 0byuarujue cucmembl.

BBepeHue. SI3bIKOBbIe MO/Ie/T HOBOTO TIOKOJIEHUSI BCE aKTHBHee TIPOHUKAIOT B yueOHbIN
TIPOIiecC IO AUCIUIUIMHAM eCTeCTBEHHO-HAyUYHOTO U TeXHWYeCcKoro npoduisa. Pa3paboTumku
PaCCUUTBLIBAIOT, UTO 3TH WHCTPYMEHTHI BO3bMYT Ha Cebsi poJib MepPCOHA/NBLHOTO HAaCTaBHHKA,
JOCTYITHOTO KaXAOMY CTyZeHTy B Jroboe Bpemsi. OJHaKO TIpaKTUKa II0Ka3bIBaeT
TIPUHLUIMA/IBHOE PaCXOXKIeHWe MeXy 3THM OXHWJaHWeM U peasbHbIM TOBeJeHHEM CHUCTEM:
CTYJeHT BCTaB/IsieT 3a/jauy B AUAJIOrOBbINA UHTepdeiic, Mo/iesb BO3BpalllaeT MOHOe pellleHue, U
YUaIluics, He TIPUIOXKHUB YCHIUN K CAMOCTOSITEJTbHOMY pPacCyAeHHI0, PaKTUUeCKH JIUIIAeTCs
CaMo¥i 1]eHHOH yacTu yueOHOro orbita. KOHCTPYKTUBUCTCKAst TeOpUst 00yUeHUsT YTBEP)KAAET, UTO
3HaHWe CTPOUTCS uepe3 aKTHUBHOe TpeofiosieHre TpygHocTed. Korpga wmogens gesnaer
VHTEe/UIEKTYa/TbHYI0 PaboTy 3a CTy/IeHTa, TOT BBICTYTIAET JIUIIIb TIEPEMTMCUMKOM UY>KOTO PelleHHS.
THIOTOPBI, HAmNpPOTWB, BeAyT YYall[erocs uepe3 IIeMOYKYy I0/3a/ad, 3a/af0T HarpaBJsoIIye
BOIPOCHI ¥ YKa3bIBAIOT Ha OIITMOKU B PACCYKAEHUSIX, He pacKpbIBast (prHa/ILHOTO OTBeTa. Pa3phiB
MEXIYy 3THUM TielarOTMYecKuM HjeasioM W ¢akTHueckuMm ToBefeHreM LLM wu ompegesnsier
nipo6JiemMy, KOTOPYIO MBI PellIaeM.

Mei pa3paboTany apXUTeKTypy «AdanmueHbIli NPOMNMUH2», KOTOPast yCTpaHsieT 3TOT pa3phiB
Ha UHPPACTPYKTYPHOM ypoBHe. CHCcTeMa NepexBaThIBaeT KaXK/bIH 3arpoc CTy/IeHTa ¥ oboraijaet
ero TIeJaroruyecKMMH OrpaHUYeHUsIMHA, C(HOPMHUPOBAHHBIMU Ha OCHOBe WHAWBUYaTbHOMN
KOTHUTHUBHOMN MO/ yualierocs. s13s1koBasi Mo/ieJib 1oJiyvaeT
He ChIpOM BOIMPOC, a KOHTEKCTHO-HACBIL[EHHYH) WHCTPYKLMIO, OOSs3bIBAIOIIyI0 eé
JIeNiCTBOBATh KaK HACTABHUK, a He KaK CITPABOYHUK C OTBETaMHU.

O030p CMeXHBIX HCCAeAOBaHHM. HmeatekmyanbHble obyuarmujue cucmembil.
VHTennekTyanbHble 00yYarole CUCTeMbI pa3pabaThIBAlOTCS C LeJIbI0 TIEPCOHATM3UPOBAHHOTO
COTIPOBOXKZEHHsT yueOHOTOo Tpoljecca. VX KroueBbIM KOMITOHEHTOM SIB/ISIETCSI MO/Ie/Tb CTy/IeHTa
— [IMHaAMU4YecKoe TIpe/iCTaB/ieHre O TOM, KaKUMHU HaBbIKAMU YUaII[UICS yXKe OBjafies, a Kakue
KOHILIETIL[UHM OCTAITCS AIJisi Hero rnpob6sieMHbIME. [1715 TIOCTPOeHUsI TaKUX MO/le/ield UCTIO/Ib3YIOTCS
METO/] TPAaCCHPOBKM 3HAaHWW W KOTHUTHBHBbIE [JUAarHOCTUUECKUE MOJe/H, T03BOJISIOIIHe
OLIEHWBATb YPOBEHb OCBOEHUSI KaXK/I0M KOHIIeMIUK yueOHOM TPOrpaMMBI.

PaHHMe WHTe/UIeKTya/lbHble OOyuaroliue CHCTeMbl TpeOOBa/d KOJOCCA/TBHBIX YCUIUHM TI0
TIPOEKTUPOBAHMIO: Pa3pabOTUMKK BPYUHYHO MPOIUCHIBAIN ThICSUM TIPAaBUJI AJIsi OAHOTO yueOHOTro
Mozy/si. JlnanoroBelii uHTep(deEHC B TakKUX CHCTeMaX ObLT JXECTKMM U HeeCTeCTBEHHBIM.
CoBpemenHble LLM pematoT npobsiemy uHTepdeiica: CTygeHT oOIaeTcss C CHUCTeMOW Ha
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eCTeCTBEHHOM sI3bIKe, KaK C )KUBbIM cobecefHUKOM. OZIHAKO TIPH 3TOM HCUe3aeT MO/eNlb CTYAeHTa
— LLM He 3HaeT HYA UCTOPUM OLLIMOOK ydYallierocsi, Hi TOro, Kakve KOHLeMyy TpebyroT ocoboro
BHMMaHus Npsamo cervac. Hamn nogxoz Bo3BpaiaeT AMarHoOCTUYECKYH TOUHOCTb K/IaCCUYeCKUX
00yyarolX CUCTeM B COBPEMEHHbIN IUaioroBbIi MHTepQeiic.

YnpaeneHue noeedeHuem LLM uepe3 KoHCcmpyupogaHue noockasok. VlccnefoBaHusi B
00s1acT TIPOEKTHPOBAaHUSI MHCTPYKLUH [Jis1 SI3bIKOBBIX MoOjiefield JIeMOHCTPUPYIOT BBICOKYIO
YYBCTBUTE/ILHOCTb WX TIOBeZIeHUs] K (JopMe U COJiepXKaHUI0 CHCTEeMHOro coobujeHus. ba3zoBas
WHCTPYKLIUS «/IefiCTBYH KaK PereTUTOP» OCTaBJIsieT MO/Ie/d 3HAUMTe/IbHYI0 CBOOOAY, U OHa, Kak
TIpaBH/IO, BEIOMPaeT HarboJiee PSIMOTMHENHBIN Ty Th — JAéT MOMHBINA 0TBeT. OrpaHUMUYMBAOLIAsT
VHCTPYKLMSI, 3arpellarolias IpsiMble OTBeTbl M IIpeANUChIBarOLasl 3aZaBaTh YTOUHSIOLME
BONPOCHI, KAPJAWHA/IbHO MEHSIeT CTpaTeruo MOzesIu.

KntoueBasi TexHWdecKast po6sieMa COCTOMT B TOM, YTO O/IHA U Ta >Ke OrpaHWYMBArOLLast
MHCTPYKIUSI He MOXKeT ObITh OAMHAKOBO 3((eKTHBHA A1 BCeX CTYJEHTOB M BCeX 3a/adv.
CTyzieHTy, TOJIbLKO HauyMHAIoL[eMy OCBOeHHWe TeMbl, Hy)KHa OJHa [I0J[CKa3Ka; CTYZeHTY,
3aCTpsBLIeMY Ha KOHKPeTHOM LlIare pelleHusi, — COBepILIeHHO Jpyras. JlnHaMuueckas reHeparus
nelaroriyecky BbIDOBHEHHBIX MHCTPYKLUM C YU8TOM TEKyIero COCTOSIHMSI KOHKDETHOTO
CTy/leHTa U SIBJISIeTCS TJIaBHbIM BK/1a/|OM Harleii paboThl.

Apxumexkmypa cucmembl. Cucrema «AJaNITUBHBIA TPOMIITUHI» TIOCTPOEHA Kak
TPEXMOZY/IbHBIM KOHBelep, peanu3yIo[Ui HeNpepbiBHBIA LUK/ 00paTHOW CBS3U MeXIy
CTYJEHTOM U $3bIKOBOM MoJenbto. KaXblii 3ampoc yuJaiierocsi TNpOXOAUT uepe3 TpU
TI0C/Ie/[OBaTeIbHBIX TpeoOpa3oBaHusi, TIpexae ueM AocThub LLM, ¥ KaX[blii OTBET MOJEeH
¢bukcupyercss st OOHOB/IEHUSI [UAarHOCTUYECKOM KapTWHbI cTyjeHTa. OOmas cxema
rpe/icTaB/ieHa Ha pUCyHKe 1.

ApXUTEKTYpa CHCTEMbI «ALANTUBHLIA NPOMINTHHI»

Tpekep KOTHUTBHOTO
Cryneut CoCTOAHMA

B30AuT 3anpoc n Bailecorckan CeTh Hagkkos TS TeqoncKasKa S
43CTUYHOE pelleHme ObrHoeneHne npoduns cTyaeHTa
OuenKa MpoBnemHsix KoHUenLUi TR ER T
(LLM)

TeHepupyeT oTeeT

8 pamkax orpanHserii

I'eHepa'rop afanTUBHLIX

noacKas ok

Menarornyeckuii
OTBET CTYyAEHTY

Monckaska / Bonpoc /
Pa3bop 3abnyxaerus

JMarHocTieck e QUPEKTABEI QUALTP BepUdUKaLMM
CTpateruseckme AupeKTuBL!

. MpoBepka oTaeTa
3anpelsaioLne AMPeKTHEL!

TI0BTOp NpH HapyLLEHIN

PucyHok 1. ApXUTeKTypa CUCTeMbI «AIaITTUBHbBIN TIPOMITTUHI»

Tpekep KoeHUMUBHO20 cOCmOsiHUSL. TpeKkep KOTHUTHBHOTO COCTOSIHMS — TIEpBBIA U
OCHOBOIIOJIAraroOIUi MOZY/Tb CUCTeMbl. Ero 3afjaua cOCTOUT B TOM, UTOOBI B Ka)K[bIii MOMEHT
BpPeMeHH TO//lep>KHBaTh aKTyalbHYI0 BePOSITHOCTHYHO MO/ie/lb 3HaHWN KOHKPeTHOTO CTY/eHTa.
Mogynb pean3oBaH Ha OCHOBe 0alileCOBCKOM CeTH, Y37bl KOTOPOM COOTBETCTBYIOT OTZe/bHBIM
KOHLIETILIMSIM U HaBbIKaM yueOHOM nporpamMMebl. Kaskziomy y3/1y NprcBoeHa YncieHHast OLjeHKa —
BEPOSITHOCTh TOTO, UTO CTYZEHT [aHHYH KOHIEMui0 ocBowl. /s obecriedeHUs] BBICOKOU
CKODOCTH M HaZIe)KHOCTM XPaHEHHs TaKUX [UHaMUUecku OOHOB/sieMbIX Mpodusieil MOryT
TIPUMEHSIThCSI  COBPEMEHHbIe ONTUMM3UPOBaHHbIe 0a3bl /aHHBIX, 3(PPEKTUBHOCTH KOTOPBIX
JlOKa3aHa TPy CPaBHUTEILHOM aHasu3e Ji/isi CUCTeM LU(POBBIX [BOWHUKOB U MPOMBILIIEHHOTO
VIHTEepHeTa BellleH.

[Tpy Ka[oM B3aUMO/IEMCTBUM TpeKep aHalIW3WpyeT TEeKCTOBBIM BBOJZ Yydalllerocs u
oOHOB/isieT 0aiiecOBCKyr0 ceTb. EcC/M CTy/ileHT [1eMOHCTpUpYeT OIIMOKYy B TIpUMeHEeHHUU
KOHKDETHOT'0 TIpaBu/ia, BEPOSITHOCTh OCBOEHHS COOTBETCTBYHOILel KOHLIeNUU cHKaeTcst. Ecim
CTY/IeHT KOPPEeKTHO TIpUMeHsieT W3y4YeHHbI HaBbIK, OLleHKa MoBbIIaeTcs. [IpUHLIMMUANBEHO
Ba)KHO, YTO OaiiecOBCKUI1 MoAxo[ 1o3BossieT obpabaTeiBaTh Heomnpe/enEéHHOCTh: MPaBUIbHBIN
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OTBeT MOT OBITh TMOJTy4eH CIydYaiiHo, a He B pe3y/bTaTe IMOJMHHOTO TIOHUMaHUsI, — U TPeKep
YUUTBIBAET 3TY BO3MOXXHOCTb, HaKarlyiuBasi CTaTUCTHKY uepe3 rocTerieHHOoe 00HOB/IeHHe.

PesynpraToM paboThl Tpekepa SB/ISIETCS BEKTOD BEPOSITHOCTEM OCBOEHHsSI I0 BCEM
KOHLIETL[MSIM MTporpamMMbl. VIMEeHHO 3TOT BeKTOD TiepeiaéTcsi B C/IeAYIOLIUIA MOY/ b — reHepaTop
a[IalITUBHBIX WHCTPYKLUA — U OTpeJesisieT Cofep)KaHHe I1elarornYeCcKuX OTrpaHWueHdi st
Ka)k/J0ro KOHKPeTHOT0 3aripoca.

I'enepamop adanmueHblx uHcmpykyuil. ['eHepaTop aJanTUBHbIX MWHCTPYKLUMHA —
L[eHTpa/IbHbIA MOAYJ/b cucTeMbl. OH TIO/y4YaeT TPU BXOJHBIX MOTOKA: TEKYIIUN KOTHUTHUBHbBIN
npoduab CTy/leHTa OT TpeKepa, OMuCaHWe pellaeMOW 3a/laud W HeroCpeJCTBeHHBIM BBO/|
yuaiierocsi. Ha ocHOBe 3TMX JaHHBIX T'eHepPaTop CTPOUT MeTa-WHCTPYKLMI — CHUCTEeMHOe
coob1ieHre, KOTOpoe Oy/IeT repefiaHo sI3bIKOBOM MO/Ie/ BMeCTe C 3arpoCcoM.

JuazHocmuueckue dupekmuebl COOOIAIOT S3bIKOBOW MOZIe/NH, KaKKe KOHLIEILUU SIB/ISFOTCS

npobeMHBIMU 17151 IAHHOTO CTYJeHTa B JJaHHBIA MOMeHT. Mo/iesib TIo/Ty4yaeT sIBHOe yKa3aHue
He TIPUMEHSIThb 3TU KOHLIeTMIMM B CBOEM OTBeTe, a BMeCTO 3TOro C(hOpMY/JIMPOBATH BOIIPOC,
KOTOPBIH MOATONKHET CTYJieHTa K UX CAMOCTOSITE/IbHOMY BBIBOJY.

Cmpamezauyueckue OupeKkmuebl OTIpeZe/siIoT THI Iejaroruueckoro feictsus. I'enepaTtop
BBIOMpaeT O/[HY M3 TPEX CTpaTeryii B 3aBUCMIMOCTH OT KOTHUTUBHOTO MPOGWIS: HAIIPaB/ISIOLast
T0/ICKa3Ka — KOr/la CTyZeHT O/IM30K K BePHOMY DelLleHUI0 U HY)K/JaeTCsl JIUIIb B JIETKOM TOJTUKE;
YTOUHSIFOI[UA BOTMIPOC — KOT/la HEeOOXOAMMO TPOBEPUTH MOHHMMAaHHe K/H0UeBOM KOHLIEIL[UH;
pa3bop 3abmy>kaeHus — Korza Tpekep (PUKCUpPYeT YCTONUMBYIO CUCTeMaTHYeCcKylo OLIMOKY B
PacCy>XJeHHsIX yuallerocs.

3anpewjarowjue dupekmuebl IBHO OJIOKMPYIOT He)keJjlaTe/bHble PeXXHUMbl PabOThl MOJeNH:
npefiocTaBieHre (UHATBHOTO OTBETa 0 TOrO, KakK CTY/eHT ero CamMOCTOSITeJIbHO BBIBET,
TolIaroBoe pellieHWe BCel 3a/jauy Lie/IMKOM, TOATBep)K/eHHe OLIMO0YHOro X0/a pacCy KAeHUn
6e3 KoppeKuHi. OTHU AUPEKTHUBBI 00pa3yroT Oapbep, uepe3 KOTOPBIN reHepaTUBHBIA TOTEHL[HA
SI3bIKOBOM MO/Ie/TM He MO)KeT ITPOHUKHYTh B IeJlaroruuecky HerpruemseMoit popme.

Modyab nedazoeuueckoli noddepiicku. Mopyib TelarOTUuecKor TMO/AeP)KKU MTPUHIMaeT
cOpMUPOBAaHHYI0 MeTa-UHCTPYKLMIO, MCXOJHBIA 3arpoc CTyJeHTa U Telaroruuecku
OTOWIBTPOBAaHHYIO HMCTOPHIO [uanora, OoObeJuHSeT WX B e[WHBIA KOHTEKCT W BbI3bIBAET
s13bIKOBYI0 MoZiesib. OTBeT LLM npoxoaut uepe3 nocTobpaboTKy: aBTOMaTU4YeCcKuii BepruuKaTop

TIpOBepsieT, He HapyIIeHbl /I 3arpellaroiye AUpeKTuBel. Ecu HapyiieHne oOHapy»XKeHO —
OTBeT OTKJIOHSIeTCSI, OTPAHWYEHHs] YCUTMBAIOTCSI, U TeHepalysi MOBTOPsieTCsl. BaXkKHbIM acrieKToM
SIBJISIETCSI yIIpaB/IeHHe UcTopuelt Auanora. [Ipu cOopke KOHTEKCTa /ISl KaKZO0T0 TI0C/IeIyHOLero
3ampoca BK/IF0Uar0TCs TOJIbKO Iefjlaroruuecky 3HaulMble 0OMeHBI, a He BeChb ZIUasor LeJIMKOM. JTO

MpeioTBpalljaeT CUTYallMi0, B KOTOPOW SI3bIKOBasi MOJe/b «3a0bIBaeT» O [elCTBYIOIINX
OrpaHUUeHUsIX TI0 Mepe pocCTa [JIMHbI KOHTeKCTa — pacrpocTpaHéHHas Tmpobsiema Tmipu
MHOT0X00BbIX Auanorax ¢ LLM. TexHonmornyeckuii KoHBeiiep o6paboTku 3ampoca. ITyTe ot
BBO/Ia CTy/leHTa /I0 Tielaroruyecky BHIDOBHEHHOTO OTBeTa BK/IHOUAeT CeMb T0C/e/[0BaTeIbHbIX
CTaiui, CXeMaTUYHO MOKa3aHHbIX Ha PUCYHKeE 2.

o 2] o o o o L7

Fenepauus ] Cbopka > Bhizos | Bepndukauus Hocraska

MeTa-noAckasku VRS LLM oTEeTa oTeeTa

| ObHoBneHKe |
KOTHUTHBHOR
Mopenu

Npuén ]

BB0JA

PucyHok 2. TexHonozuuecKuil KoHeeliep 06pabomku 3anpoca

IIpuém egooa. Beb-uHTepdelic MpUHUMaeT TeKCTOBBIN BBOJ, CTY/EHTA U TepesiaéT ero B
TpeKep KOTHUTUBHOI'O COCTOsIHUA. CucTeMa IepexBaThIBaeT 3arpoc Ipexzje, yeM TOT JOCTUTHeT
SI3bIKOBOU MO/JIe/TH.

O6HoeneHue kKoeHumueHoli modeau. Tpekep aHanMM3UpyeT BBOJ, yualllerocsi, oOHOBJseT
GailiecoBCKYIO ceTh U (hOPMHUPYeT aKTyalbHbI KOTHUTUBHBIN MPOGU/Ib. BHISBIISIOTCS KOHLEMLUN

84



c Haubosiee HHU3KOW BEPOSTHOCTHIO OCBOEHHSI — WMEHHO OHM CTaHYT OCHOBOW ISt
JIMarHOCTUUeCKUX JUPEKTHB.

dopmupogaHue mema-uHcmpykyuu. I'eHepaTop afaNTHBHBIX WMHCTPYKLMM BBIOWpAeT
Te/larorMyeckyro CTpaTerui0 U CO3JaéT CUCTeMHOe COoOoOIleHHe C TpeMsi THUIaMH JUPEeKTHB:
JIMarHOCTUUeCKUMHU, CTpaTernyeCKrMH U 3arpeljaroliyiMu.

Cbopka kKoHmekcma. MoJynb TeJaroruyeckoil TMojAJepKKu oObeAUHseT MeTa-
VHCTPYKLIMIO, OT(U/IbTPOBAHHYK HWCTOPHIO [Majaora M MCXOJHBIMA 3alpoC CTy/eHTa B eJUHbII
KOHTEKCT /IJIs1 TTepe/jauy si3bIKOBOM MO/Ie/H.

Bbizos s3bikogol Mmodeau. LLM reHepupyer OTBeT B CTPOTOM COOTBETCTBHUM C
riepeZlaHHBIMU MpeKTUBaMU. Mo/iesib He MOKeT 00paTUTBLCS K 3a/iaue HarpsiMyro — OHa BUJUT eé
TOJIBKO Uepe3 Te/jlarornyecky BEIPOBHEHHbI KOHTEKCT.

Bepucpukayuss omeema. ABTOMaTHuUeCKuii BepudUKaTOp IpOBepsieT, He HapyILlIeHbl /U
3ampeljarole AUPeKTUBbI. [I7s TOBBIIEHUS Hafle)XHOCTH BepubMKalMu U (uUabTpaLuu
OTK/IOHEHUM MOTYT ObIThb KOHLIENITYaJbHO a/laliTUPOBAHbI COBPEMEHHble MOJeMM MAalIMHHOTO
oOyueHusi, TIpUMeHsieMble /i1 CPaBHUTENbHOTO aHamu3a W OOHAapy)XeHWsl aHOMaluii BO
BpPeMeHHBIX Psiflax UHAYCTPUAIbHBIX JaHHBIX. [Ipy 0OHapy)KeHUM HapyleHus
— Harpumep, ecId OTBeT COJEPXKUT (UHalbHOe pellleHHWe — TreHepals IOBTOPSIETCS C
YCUJIEHHBIMUA OTPaHUYeHUSIMHU.

HJocmaeka omeema u ¢ukcayua e3aumooelicmeusi. BepuduuypoBaHHbII OTBET —
T0/ICKa3Ka, YTOUHSIIOIIUNA BOMPOC WM pa3bop 3abiykaeHusi — oToOpa)kaeTcst CTYJeHTY.
B3aumopetictBre ¢ukcupyetcs B 0a3e [JaHHBIX [/ CAeAyIOIIero IMkia OOHOB/IEHUsT TpeKepa.
[TpuHLMNHMAaNBHO BaXKHO, UTO BeCh KOHBelep Npo3paueH /1/1st CTY/ieHTa: yualluicsi He BUJUT MeTa-
WHCTPYKLMIO ¥ BOCTIPUHAMAeT CUCTeMY KakK OOBIYHBIN raoroBbiii uHTepdeiic. [legarornyeckue
OrpaHWuYeHusl JeWCTBYIOT Ha MWHQPPaCTPYKTYDHOM YpOBHe U He TpeOyIOT HUKaKUX
JIOTIOJTHATEe/TbHBIX JeMCTBUM OT MOJIb30BaTeIsl.

OnTuMH3alMOHHbIe CBOMCTBA cucTreMbl. C TOUKM 3peHMs] ONTHMU3alMU B CHUCTeMax
VCKYCCTBEHHOT'O MHTe//IeKTa 3a/laya, KOTOPYIO pelllaeT CUCTeMa «AJANTHUBHBIA MPOMITHHI»,
OTHOCUTCS K KJIacCy 3ajiau yIipaB/ieHUsi TIOBeJleHWeM TeHepaTMBHOW Mojield C y4éToM
JIVHaMUUYeCcKd 0OHOBJISIEMOT0 COCTOSTHUS cpefibl. [Togo6HbIe TOAX0/AbI K ONTUMHK3al Ha OCHOBE
aJTOPUTMOB ~ MAILIMHHOTO OOyueHWsl YCIelIHO TIPUMEHSIFOTCS [l MHTeJUIeKTYaTbHOTO
MOHHUTOPWHTa W YTIpaB/ieHUs CIOKHBIMHM TIpOLjeccaMi, B TOM uWcyie Ha 0Oase LU(pPOBBIX
JBOMHUKOB. COCTOsIHUME Cpe/ibl — 93TO KOTHUTUBHBIA TIPOQU/Ib CTYZeHTa, Tpe/CTaB/eHHbIN
BEKTODOM BepOSITHOCTell OCBOeHUsi B OaiiecoBckoil ceTtu. [lelicTBue cuUCTeMbl — BBIOOP
re/laroruueckor CTpaTerud W (OpMHUpOBaHUE MeTa-UHCTPYKUuH. Llenb — MakcuMu3aius
obpa3zoBaresibHOTO 3¢deKTa MpY MUHUMH3ALMM UKC/Ia C/TydaeB, KOTJja MOJe/b TpefoCcTaBuIa
rOTOBBIN OTBET.

BaiiecoBckasi ceTb OOHOB/SIeTCSI HWHKPEMEHTA/IbHO: TIPHM KaKAOM B3aUMO/IE€HCTBUH
TIepecUrThIBAlOTCSl TOMBKO Te Y3/ibl, KOTOPble 3aTPOHYTHI JaHHbIM BBOJOM. JTO T103BOJISIET
obecrieunTb HU3KYIO BBIUMC/IUTEBHYIO 33Iep>KKY 1 TT0/IIep>)KUBATh aKTya/IbHOCTb KOTHUTHBHOTO
npopusisi B pexume peasbHOro BpemeHU. [11abyoHBI MeTa-UHCTPYKLMM [iis  Haubosee
pacrpocTpaHéHHbIX Mpo(uIell KOTHUTUBHOIO COCTOSIHUSI KSLIMPYHOTCS, YTO [OIOJHUTEIbHO
COKpall[aeT BpeMsi OTK/IMKa CUCTEMBI.

[TepcrieKTUBHBIM HarpaB/ieHHeM ONTHUMHU3al[N SIB/ISIeTCs BHeAPeHWe MeToa 00ydeHus: C
TOJKperyieHreM /[ijisi aBTOMaTHUeCKOW HaCTPOMKHU BeCOB Ielarorhyeckux cTparervii. B sTom
CIleHapUM CHUCTeMa CaMOCTOSITe/TbHO OOHapy>kuBana Obl, Kakve THWITbI TOZACKA30K Haubosee
3pdeKTUBHBI [JISi CTYAEHTOB C KOHKDETHbIMU TPOGUISIMA KOTHUTHUBHOTO COCTOSIHUS, M
KOpPPeKTHpOBasa Obl reHepaTop MHCTPYKIU 06e3 pyuHOTro BMeIlaTenbCTBa.

3ak/Il0ueHHe M HanpaBJ/IeHNus Ja/JIbHeHIINX Uccae0BaHui. ApXUTEKTypa « AZlaTUBHbIN
NPOMITHHI» pellaeT 3ajady IejarorMyeckoro COI/IaCOBAaHHUSl SI3bIKOBBIX MoJesieil uepe3s
JVUHaMUYecKoe yrpaBjieHWe UX TOBeleHHeM Ha YPOBHE CUCTeMHbIX MHCTPYKUui. KitoueBbiM
TEXHUUECKUM BK/IaZIOM SIBJISIETCSI CBs3Ka 0alieCOBCKOW CeTH KOTHUTUBHOTO COCTOSIHHSI C
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reHepaTOPOM MeTa-WHCTPYKLUM, KOTopasi 1o3BoisieT TpaHcpopmupoBaTeh LL.M U3 maccuBHOTO
WCTOYHMKA TOTOBBIX OTBETOB B YIIPaBJIsieMblii KOMITOHEHT HWHTeJJIeKTya/lbHOW oO0yuaroieit
cucrembl. Cucrema paboTtaeT Tpo3payvHo JJisi CTy/jeHTa, He TpebyeT u3MeHeHus1 uHTepdeiica u
TIpYMeHUMa K Jito00 s13bIKOBOM MOZesTH, To/Iiep>KUBaroLel CHCTeMHbIe MHCTPYKIMU. YueOHble
3aBefieHVss U pa3paboTumku 00pa3oBaTenbHBIX T1aTHOPM, BHEAPSIOIIME S3bIKOBbIE MO/EJH,
J0JDKHBI YUMTBIBATh, UTO MeJaroruueckrii 3QQeKT orpeesieTcsi He MOL{HOCTbIO MOJIe/H, a TeM,
HACKOJIBKO eé TOBeZleHHe COT/IacOBaHO C TpMHLWIAMU 00yueHusi. TeXHOOTHS alaliTUBHOTO
MIDOMIITUHTA Tpe/loCTaB/sieT [yii 3TOr0 WH(MPACTPYKTYypHbIM WHCTPYMeHT. B  uucrie
TIPUOPUTETHBIX HAIpaB/IeHWH AaJbHEMIINX HMCCIe0BaHUA — 3aMeHa 0alileCOBCKOM CeTH Ha
r/y0OKMI TPaCCUPOBILMK 3HaHUM [71s1 Oojiee TOUHOrO yuéTa [JOJTOCPOUHBIX 3aBUCUMOCTEN B
uctopur o0yueHHs; BHeJpeHHe OOyueHHs C TIOAKpeIyIeHHeM /sl aBTOHOMHOM HaCTPOWKU
CTpaTeruii; paciivpeHrde CHUCTeMbl Ha 00pabOTKy My/JIbTUMO/JANbHBIX JaHHBIX — PYKOIHCHBIX
pellleHUH U KO/ja; repeHoC ¢peliMBOpKa C MaTeMaTUUeCKOro aHaau3a Ha JUCLIMIVIMHBI (PU3UKHY,
XMMHH U NIPOrPaMMHUPOBAHUSI.

dunancupoBanue. VccieoBaHNe BBINOTHEHO B paMKax IpoekTa «Pa3paboTka rpdpoBoro
[BOMHUKA TpeJANpUATHS TUIEBOM TNPOMBILIIEHHOCTU C TIPUMEHEeHHeM MCKYCCTBEHHOIO
uHTessiekTa U TexHonorut IloT» (2024-2026), duHaHcupyemMoro MUHMCTEPCTBOM HayKu U
BhICiiero obpa3oBanusi Pecniy6miku Kazaxcran (I'pant Ne BR24992975).
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ABTOHOMHASA I'EHEPAIINA CU/IVIABYCOB C UCITIO/Ib30BAHUEM
LANGGRAPH REACT-AT'EHTOB 1 UTEPAPXNYECKOI'O A'EHTHOI'O RAG

G. Amirkhanova, B. Amirkhanov, A., R. Aubakirova
Ka3zaxckuli HayuoHanbHbIl yHU8epcumem umeHu anb-dapabu, Aamamsi, Kazaxcmau

AHHomayus. Paspabomuuku obpazogamenbHblX NpO2PAMM UCNOAb3YIOM PYUHOU 8800 KAHOUEBblX
€108 8 ABMOMAMU3UpOBAHHOU 2eHepayuu Kypcos. Takas 3agucumocmb o2paHu4ugaem npoeKmuposaHue
YUebOHbIX Npo2paMM 3apaHee 3dO0AHHbIMU MAKCOHOMUSIMU U CHUJCAem B03MOXCHOCMU obpabomku
HeCcmpyKmypupo8aHHbIX KOpNopamueHblx OOKyMeHmos. /s pewleHusi smoti npobaembl Mbl npednazaem
asmoHomHozo LangGraph ReAct-azenma, o6o3HaueHHozo kak Course Architect. Mbl ucnonb3yem
azeHmHblll KoHeellep Retrieval-Augmented Generation 045 aHaau3a HeCMpPYKMypuUpo8aHHbIX OOKYMEHMO8
U CuHme3d CmpyKmypupoeaHHblx 06pazoeamebHbIX npo2pamm. Mbl npoepammupyem opkecmpamop mak,
umobbl oH paboman 6e3 56HO 3a0AHHbIX nNoaAb308aMeneM nedd2o2UYecKux yenell U NPUMeEHsI
MHO2OUHCMPYMEHMAAbHYIO Cmpameeuro Nnouckd. Az2eHm noayudem G03MOMCHOCMb Nepeyuc/simb
O0OKyMeHmbl, CYMMUPOBAMb HAPPAMUBbl MAKPOYPOBHSl, U36/1eKamb 02/1a6/1eHUs1 U 8bINOAHAMb NAOMHbII
cemaHmuuecKuti nouck no ¢ppazmeHmam. Mol oyeHunu ¢ppetimeopk Ha KOPNOPaAMuUBHOM Kopnyce no OXpaHe
mpyoa, cocmosiujeM U3 mpex HecmpyKmypupo8aHHbIX OOKYMEHmMOo8. AeceHm pazaodicun UCXOOHbIL
Mamepuan Ha Yemblpe memamuyeckKux Mooy/s U wecmHadyams omoe/bHbix 3aHamuli. CeeHepupo8aHHas
makcoHoMusi 6bL1a CO21ACOBAHA C eCmeCmEeHHbIMU pasdenamu UCMOUHUKO8 U 0Xeambleand OOULyto
besonacHocmb, sKcnayamayuto 060py0oeaHus, noxcapHyio 6e3onacHocms U caHumapHble npasuad. Mbl
3aKayaeM, Umo codemaHue CMpPYKMYpHbIX 38PUCMUK MAKPOYPOBHSI C CeMAHmMuuecKol npoeepkol
MUKDOYpOgHsl ~ obecheuusdem OOCMAMOUHbIL KOHMEKCMHbIU CueHan 041 HEeKOHmMpoaupyemol
memamuyeckoli Oekomno3uyuu. Mbl npedcmaensieM OCHOBAHHYIO HA OAHHbIX —A/bMepHamugy
2eHepamueHbIM cucmemam 8 0b6pazoeamesbHbIX MexHOA02USIX, 3a8UCSILYUM OM NPOMNMOS.

Knmwueebie cnoea: LangGraph, ReAct-azeHm, 2eHepayuss C OONOAHEHHbIM TNOUCKOM,
asmomamu3supo8aHHAsl 2eHepayusi Kypcos, nedazo2uyeckuli 0usaiii, bonbuuue s3bIKogble MoOenu, CUHme3
YUuebHbIX NPO2PAMM.

BBepenue. [IpernosaBateny CTaJKUBAIOTCS C TIPOOJIEMOI Tefjarornyeckoro Ju3aiiHa mpu
npeoOpa30BaHUM HECTPYKTYPUPOBAHHBIX KOPIIOPAaTUBHBIX AOKYMEHTOB B CTPYKTYPUPOBaHHBIE
obpa3zoBaresibHbIe MPOrpaMMbl. OpraHu3aliy XpaHsT OOIIMPHBIE MACCHBBI yueOHBIX PYKOBO/ICTB,
HOPMaTMBHBIX MHCTPYKLMM U NMONUTUK. COTPYAHUKM 3aTpauyMBarOT 3HAUUTe/bHble YCUIUS Ha
niepepabOTKy 3THX JOKYMEHTOB B JIOTHUECKH OpraHNW30BaHHble yueOHble Moy, CrielianucTbl
no o0pa3oBaTe/JIbHBIM  TEXHOJIOTWSM TIPUMEHSIIOT ~ OOJibIlIe  SI3bIKOBBIE  MOJETH  [ijis
aBTOMAaTU3UPOBAaHHOM  TeHepalMM  KypCOB, HO  CTaJKWBAaKOTCI C  CyLeCTBeHHbIMH
METOZ0/IOTUYeCKUMUA OTrpaHWYeHHsIMU. Pa3paboTuuMku omnuparoTcsi Ha zero-shot-npomnTuHr,
BBIHY)K/lasd T[I0/Ib30BaTesield BBOJUTH IlapaMeTpbl Lie/leBOM ayAWTOPUH, KJIIOUeBble CJIOBA
npeJMeTHOM 06s1acTH M 3apaHee oripefiefieHHble yueOHbIe Iie/id. B pesysbTare IMosb30BaTesu
MOMy4aroT yuyeOHbIE TPOrpaMMbl, KOTOpble OTPaXKalOT C0Bapb U CTPYKTYPHbIE CMeI|eHHs
Ye/I0BeYeCKUX IIPOMIITOB, & He CKPBITYI0 TAKCOHOMMUIO, 3a/I0KeHHYI0 B UCXOJHOM MaTepuare.
UrtoObl TIpeo/ioneTh OrpaHUYeHUs] TeHepalyy, 3aBHUCAIIeH OT IPOMIITOB, MbI IIpeJJiaraem
rpa)0BO-OpPKECTPOBAHHOI'O aBTOHOMHOTO areHTa. Mbl CIIPOEKTHPOBalM CUCTEMY B paMKax
LangGraph u nipunsinu asst Hee posib Course Architect. Mbl mporpaMmupyeM areHTa Tak, 4To0bl
OH TPOXOJW/ uYepe3 COCTOSTHMe-3aBUCUMbIM LMK/ KOTHUTHBHBIX [|€MCTBUM, PEKOHCTPYUPOBa
CTPYKTYPbI JAOKYMEHTOB M BBIBOAW/I ONTUMAaJIbHBbIE Ieflaroruyeckue I0C/Ie0BaTeIbHOCTH U3
CbIpOrO TeKCTa. Mbl BBOJAWM MHOTOMHCTPYMEHTA/IbHYO CTpaTeruto IOMCKa [Jig JOCTyna K
HappaTUBHOMY KOHTEKCTY MaKpOYPOBHS U CeMaHTUYeCKUM JaHHBIM MUKPOYPOBHSI.

B sT0ii cTaThe MBI BHOCMM /iBa BK/aja. Bo-mepBbIX, Mbl Npe/CTaB/sieM areHTHbIM KOHBelep
Retrieval-Augmented Generation, afanTHpOBaHHBIN /7151 HEKOHTPOJIUPYEMOT0 NPOEKTUPOBAHUS
yueOHBIX TMporpaMM B 00pa3oBaTe/bHBIX TEXHOJIOTHSIX. BoO-BTOpBIX, Mbl TMPUBOJUM
SMIIMPUYECKYH0 IIPDOBEPKYy, [IOKas3blBalOIlyl0, UYTO aBTOHOMHBIE areHTbl  BBIIOJHSIOT
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TeMaTUUYeCKYI0 /[eKOMITO3UL[I0 HeCTPYKTYPUPOBAHHBIX MPOMBIIIJIEHHBIX KOPITYyCOB 0e3 SIBHOTO
PYKOBO/ICTBA CO CTOPOHBI YesioBeKa.

CesizanHble paborbl. lVccnemoBatemn B o0sacti  MHGOPMATHKH — MIPUMEHSIIOT
WCKYCCTBEHHbIN UHTe//IeKT K 00pa3oBaTe/lbHOMY IJIAHUPOBAHUIO Ha TepeceueHUr aBTOHOMHBIX
paccyxaaruux (periMBOPKOB, aBTOMaTM3UPOBAaHHOM TreHepaluM KypCOB W TPOZABUHYTOIO
TIOMCKA [JaHHBIX.

WccnenoBaTeny UCIIONb3YIOT KOTHUTUBHO-/|@MCTBEHHbIE LIUKJIBI /1151 BBIITOJIHEHUS CJIOJKHBIX
paboumx TpOLECCOB TIPUHATHUS pellleHWi aBTOHOMHBIMHM areHTamu. Pa3paboTumku yepeiyroT
reHepaLyi0 BHyTPeHHeU JIOTUKU C BBINO/IHEHWEeM BHEIIHUX MHCTPYMEHTOB B paMKax reasoning
and acting, uTO CHWKaeT Tra/UTFOLMHALIMK W TIOBBIIIAeT (POKYCUPOBKY OOJIBIINX $3bIKOBBIX
Mozieneld Ha 3azade [1]. OpHako moc/efyrole SMIMpUYecKde paboTbl BBOZAST BaKHbIE
oroBopku: Barkley et al. [2] o6Hapy»Kuiu, UTO areHThI, [JOMOTHEHHbIe UHCTPYMEeHTaMH, MOTYT
JIeMOHCTPUPOBATh  CYIL[eCTBEHHO 0Oosee BBICOKME II0Ka3aTe/qd Ta/UTIOLUHALMA  HM3-3a
JOTIO/THUTE/IbHOW CJIOXKHOCTH MUCIIO/Ib30BaHUS BHEILIHMX WHCTPYMEHTOB, a Yin et al. [3]
YCTaHOBU/IM IPUYMHHBIN KOMIIPOMMCC MeXKJY HaZle’)KHOCTBIO U BO3MOJKHOCTSIMU, TIPU KOTOPOM
yCU/IeHUe pacCy’K[eHHsl MPONOPLMOHA/IBHO yBeIUUYUBaeT UHCTPYMeHTa/lbHble ra/UIF0LUHALUK.
VHXeHephI-IPOrpaMMUCTBl  OTMEYAKT, 4YTO HeCTPYKTYpPUpPOBaHHble MHOTOareHTHble CeTU
YCUMBAIOT OLIMOKU BBLIMIOJIHEHUS] B [JIMTE/IbHBIX 3a/layax; rUOpH/iHbIe CTPYKTYPHUPOBaHHbIE
apXWUTEKTYphl Ha TPAKTUKe AOCTUTAIOT Oosiee BBICOKMX IOKa3aTesied YCIeIIHOCTH 3ajad U
MaciuTabupyroTcs 3¢ deKTrBHee, yeM MOJHOCTBIO AelleHTpairi30BaHHble ajibTepHaTuBhI [4]. st
MO lepKaHusl IMOCTOSIHHOTO COCTOSIHWS M IpelOTBPALLieHUs] HACBIIeHUsT KOHTeKCTHOIO OKHa
VH)XeHephbl pa3BepThIBAlOT HarpaB/ieHHble alUKIUuecKde rpadbl, a Takvue (PerMBOPKH, Kak
LangGraph, TmpefoCTaBisiIOT COCTOSIHAE-3aBUCUMYIO apXUTEKTypy, Heo0X0AuMyto s
JIOJITOCPOYHOTO aHa/in3a JJOKyMeHTOB 6e3 rotepu o0itield 1ie/iu.

[IpeniofaBaTesn CHHTE3WPYIOT WHVBHYa/JIU3MPOBaHHbIE IUIAHBI 3aHATHM C ITOMOLLBIO
CUCTEeM aBTOMaTM3WPOBAHHOM reHepaliy KypCOB, HO OCTalTCsl 3aBUCMMbBIMU OT Ye/I0BEUeCKOIro
BBOZa. Anwar et al. [5] paspaboramu cuctemy Automated Course Generation - 6a30Byt0
riatopMy, B KOTOPO# TI0/Ib30BaTe/ M Npeo0pa3yioT siBHbIe TIPeANoUTeHUs] U MEeTPUKH LiesieBoi
ayauTopud B obpa3oBartesnbHblid KOHTeHT. Althaf et al. [6] orjeHrM pasroBopHbIe 4aT-00THI, TakHe
kKak SARA Al, rae yyaiuecsi ¢opMHpYIOT TPaeKTOPMM Ha OCHOBE 3apaHee 3a/JaHHbIX K/IF0UeBbIX
CJIOB 1 BHEIITHUX O0I[MX 3HaHUM. Pa3paboTurKu CTPOSIT 3T CUCTeMBI KaK HUCXOZSIIE TeKCTOBBIE
reHepaTopbl, He CIOCOOHbIe OOHApY’)KWBaTh CKPbITble CTPYKTYpPhl BHYTPHA OTrpaHUUEHHOTO
KOPIOPaTUBHOI'O KOPITyCa; MO3TOMY Harpys3ka 0 CTPYKTYPHOMY IPOEKTHPOBaHUIO JIOXKUTCS Ha
Tiperio/iaBaTeJisi, KOTOPBIN /J0JDKeH BJiafleTh He00X0[UMbIM ITPeJMETHBIM C/IOBapeM Jijisi prompting
Mozien. TeM He MeHee SMITUPUUECKHe /JaHHbIE TTO/TBEP)KJA0T 06a30BYIO 1[EHHOCTh 00yUYeHust ¢
npuMeHeHreM WMMU: cucrematryeckuid 063op 21 wuccnenoBaHusi 3aUKCUPOBAs TOBBIIIEHHE
pe3y/bTaTUBHOCTU Ha 15-35% 1 Gosiee BBICOKYIO Y/IOB/IETBOPEHHOCTh YUAIIIUXCSI [T0 CPABHEHHIO C
TPaJULMOHHBIMU METOZ,aMHU.

CrnieMasucTel 0 JAHHBIM PpeIIaroT IpobseMy Jerpafaluui KOHTEKCTa, MPHUCYIIYIO
CTaTUYeCKMM CcHcTeMaM retrieve-then-generate, ¢ NMOMOIIbIO areHTHbIX KOHBEKEpOB TOWCKA.
CradgaptHeie MeTogbl RAG pa30MBalOT TEKCT Ha IMPOW3BOJIbHBbIE (DparMeHThI, pa3pyliast
ryio0anbHbId  HappaTUBHBIM KOHTEKCT, HeOOXOJUMbIA [ijii CTPYKTYPHOTO TOHUMAaHWUS;
TIepCOHAIM3UPOBaHHBIe yueOHbIe T1aThopMbl Ha 6a3e RAG, npeozioeBaroiiie 3T0 OrpaHUUeHHe,
MPOJIEMOHCTPUPOBAIN BBICOKYIO 3(()EKTUBHOCTh M M3MepUMBble YJIyullleHUs aKaJeMA4YecKou
ycrneBaemMocTH [7], a crielManu3vupoBaHHble cucTeMbl, Takvue Kak KA-RAG, pocturiu 91,4%
TOUHOCTU Toucka U 87,6% cemMaHTUUECKOM COr/1acOBaHHOCTU. MBI mpefocTaB/sieM areHTam
vepapxuueckre HHTepdelchl MOMCKA [JJig JOCTyNa K [aHHbIM Ha HECKOJbKMX YPOBHSX
JleTanu3aliyd, MapLIpyTU3Upys 3alpochkl B 3aBUCUMOCTA OT TpebyeMoro oxBara 3a CueT
BKJIFOUEHUS] OPTOTOHA/IHBIX MHCTPYMEHTOB [/l CyMMapH3ali JOKYMeHTOB U CeMaHTUYeCKOro
noucka. CTpPyKTypHble 5BPHUCTMKM  COXPaHSIIOTCA  IIyTeM  M3BjAeYeHHs  (U3NYeCKOU
MeTavH(OpMaLUY OIJIaB/leHUs]; 3TOT MOJXO0J COIJacyeTcs C JaHHbIMHU O TOM, UYTO BK/IHOUEHUE
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pedieKCMBHOTO aHa/MM3a OIMOOK B MPUHSATHE PellleHn areHTOM - Kak Bo ¢petimBopke R2D2 -
CHWKaeT OomMOKMA Hapuraiuud Ha 50% U BTpoe TOBLIIIAeT MOKAa3aTeu 3aBepilieHus 3azau [8].
Course Architect mnocTpoeH Ha STUX TIOMCKOBBIX T[apafiurMax [iisi  BBIOJHEHUs
HEKOHTDPOJIMPYeMOro CUHTe3a yueOHBIX MporpamMm.

Metoponorusa. [ToctpoeHa apxuTeKTypy cucteMbl BOKpyr LangGraph ReAct-areHTa.
Hannable moaTBepKAaroT 3ToT BbBIOOp: Chomphooyod et al. [9] ycrmemHo peanv3oBaau
MHOTOareHTHyt0 cucremy LangGraph [/si aBTOMaTHUeCKOW TreHepalyd CU/U1adycoB KypCOB,
TOKa3aB, YTO UTepaTHBHbIe areHTHble pabouue rporecchl 3((eKTHBHO pelaroT MpPoOIeMBI
raurtotHarvid, a Deshmukh et al. [10] mogrBepaunm, uro cucremsl Ha 6aze LLM c RAG-
(bpeliMBOpKaMy 3HAUMTE/ILHO TIPEBOCXO/AT TPaJULMOHHBIe rule-based U craTuueckue yueOHbIE
r1athopMbl B 00pa3oBaTe/IbHbIX KOHTEKCTax. Mbl MHUL[MA/IM3UPYEM OPKECTPaTOp CUCTEMHBIM
MIPOMIITOM, KOTODBIM OIpejiesisieT ero ornepauydoHHYyr ponb Kak Course Architect. Xots
Ha3HaueHWe PO/ TpeOyeT aKKypaTHOTO MPOEKTUPOBAHUS - UCC/IeOBAaHUS XapaKTePU3YIOT ero
Kak TaJsIKy O /IByX KOHIIaX, MOCKOJbKY role-playing-mpomMnThl HHOT/IA YXY/IIAIOT paccyXaeHue
[11], a mameHue TPoOU3BOAUTENBHOCTH 10 26,2% 3adUKCUpOBaHO B pa3HbIX JomeHax [12], -
MHOT'0-pOJIeBO€e CaMO-COTPY/IHAYECTBO, KaK [M0Ka3aHo, CHIWKAeT (paKTUUeCKUe Ta/UTIoLUHALIY U
y/iyuilaeT pelleHWe CAOXKHBIX 3ajad TMpu TpaBUIbHOM CTpyKTypu3auuu [13]. Mbl
CIPOEKTHPOBaIU (PperMBOPK Tak, YTOObI OH NMPUHKMMaJT Heobsi3aTe/bHbIe 110/Ib30BaTe/IbCKUe 1]e/i
yepe3 CHCTEMHBIN TapaMeTp, HO IO YMOJUaHHWIO TPOrpaMMHpyeM ero Ha paboty 6e3 HuUX.
KoHTponb Tmosb30BaTesst HaJ BXOJHBIMU TapaMeTpamMu 00pa30BaTe/IbHOW CHUCTeMbl CHUJIBHO
KOppe/upyeT C MPO3PayHOCTbI0 U YMEPEHHO - C YZOB/IeTBOPEHHOCThIO [14], a pekoMeHaLUH,
TIpYBsI3aHHBbIE K T10/Ib30BaTe/bCKUM TIpeAriouTeHusiM, Aocturalor 6osee 90% cOOTBeTCTBUS
OXKM/IaHUSIM T10J/Ib30BaTesie [15]; TemM He MeHee cUCTeMa /IOJ/DKHA COXPAHSITh CIIOCOOHOCTH K
aBTOHOMHOM paboTe MpY OTCYTCTBUU SIBHBIX LieJIei.

[TpouHCTpPyKTHPOBaHa paboTa areHTa B COCTOSIHWE-3aBUCHMOM IMK/IAYeCKOM KOHType
think-act. WrTepaTvBHOe yTOUHEHWe pacCyKAeHUM U [AelCTBUM CTabWUIBHO TIPEBOCXOJUT
OJJTHOTIPOXO/IHYIO TeHepariuio: UTepaTHBHasK OlleHKa 000CHOBAHUH uepe3 ToC/e[yoIHe BOMPOChI
yJlyuIiaeT Kak JIOTHUeCKyr YCTOMUHUBOCTb, TaK M KOPPEKTHOCTh 110 CPABHEHUIO C O/[HOKPAaTHBIMU
roJxo/laMu oLleHKU [16], a aHcambsieBoe WUTepaTMBHOE pacCy[eHHe TMPeBOCXOAUT zero-shot
chain-of-thought nHa Benuuuny g0 5,00% B 3aBUCMMOCTH OT MOJIeNId M CJIOKHOCTH BOIIPOCA,
O/THOBPEMEHHO TIOBbIIIIasi COT/IACOBAaHHOCTL 0TBeTOB [17]. Ha Ka)kj0ii UTepaljuu areHT OLjeHUBaeT
CBOM BHYTPEHHMM KOHTEKCT, BBITIOTHsIeT KOHKDEeTHble BHEIHWe WHCTPYMEHThI U OOHOBJIsIET
TPacCy pacCy/eHu [0 JOCTHKeHHs KOHEUHOM CTPYKTYphl yueOHOW rnporpamMMel. PpeiiMBOpK
ReAct 1e>KUT B OCHOBe 3TOTO /iM3aiiHa, TTOCKOJIbKY Tpeo/ioieBaeT MpoOsieMbl Ta/uTFOLMHALIMN U
pacrpocTpaHeHusi OHIMOOK, XapakTepHble [y chain-of-thought-paccyxnenusi, 3a cuer
yepe/yIoLLerocsi B3auMOZeNCTBUS C BHELTHUMH UCTOUHHMKaMH [18].

OcHairjaeM areHTa Crielydajan3upoBaHHBIM HAOOPOM MHCTPYMEHTOB, COJIeP)KAIl[UM YeThIpe
JleTepMrHUpOBaHHble GyHKIMKU. MHCcTpyMmeHT list_documents nipesocTaBisieT MMeHa (paiijioB U
uZieHTU(PUKaTOpPbl BCEeX JOCTYMHBIX PeCypCOB B HeCTPYKTypUpDOBaHHOW cpefie. VHCTpymMeHT
get_document_summary roJiyuaeT TMoJiHbI TeKCTOBBINA 0030p yKa3aHHOTO JOKYMeHTa, 3a/iaBasi
HappaTUB MakpoypoBHsl. MIHCTpymeHT get_document_toc M3B/ieKaeT aBTOPCKOE OrJiaBjieHue U
TIpe/loCTaB/IsieT CTPYKTYPHbIM Kapkac MaTtepuasna. VIHcTpymeHT search_documents Bo3BpaijaeT
JBa/illaTh HauboJsiee pesieBaHTHBIX TEKCTOBBIX (hParMeHTOB /ISl 3aZlaHHOTO 3arpoca, BBITTOJTHSIS
TJIOTHBIN CeMaHTHUYeCKUW MOUCK 10 BeKToOpHOMY UHiekcy ChromaDB.

[TpenocTapsisieM areHTy pa3HooOpa3Hbie U MOII[HbIe KOTHUTUBHbIE CUTHAJTBI Uepe3 UMeHHO
3TO COYeTaHWe UHCTPYMeHTOB. Kor/ia areHThI 10/1aratoTcs Ha OT/e/IbHbI CeMaHTUUeCKHH MOUCK,
OHU W3BJIEKAIOT W30/IMPOBaHHBbIE ()pParMeHThI U TepsOT 0osee IMPOKUN Tie/laroruuecKui
KOHTeKCT. MHOTrOareHTHbIe CUCTeMbI C POJISIMU OL[eHIL[MKa, OTITUMHU3aTOpa U aHa/IMTHKa 0COOeHHO
3¢ heKTUBHBI B TAKOW KaCTOMU3UPOBAHHOW IeHepaluy yueOHbIX MTPOrpaMM uepe3 UTePaTUBHYIO
ONTHMMH3ALIMI0 - BO3MOJKHOCTSIX, HEeJOCTYMHBIX OJHOINPOXOAHbIM wau rule-based cucremam.
[To3TOMy MBI MHCTPYKTHPYEM areHTa CHavasia KapTUPOBaTh 0010 TIpeAIMeTHY0 00/1aCTh IyTeM
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aHa/iM3a MaKpOCTPYKTYphI uepe3 pe3toMe U Or/aB/ieHHs, a 3aTeM HarlpaBJisieM ero Ha liejieBbie
CeMaHTUUeCKHWe TIOMCKHU [/l BblJe/leHUss KOHKPeTHBIX (DaKTOB U TIPOL|eAYPHBIX I1aroB. Mbl
TIPOTPaMMHUPYEM OPKeCTPaTop Tak, UTOObI OH CHHTE3UPOBAJI 3Ty MH(POPMALIUIO U BBIBOAWI, Te
3aBepllaeTCst OJJUH TeMaTUYeCKU MO/yJTb U HAaUMHAETCs CJIeYIOIUA.

3aBepilieH LMK/ BBITIOJTHEHHST, KOT/Ia areHT CO3/iaeT UTOTOBBIN 00pa3oBaTe/ibHbIN apTedakT
B ¢hopmaTe JSON. MbI 3a/1aeM CTPOTYIO MepapxHio, BK/IIOUAIOIyI0 Ha3BaHUe Kypca, OTHCaHue
Kypca ¥ MacCuB MoAyeid. Kaxxibiii Moly/ib 10JKeH CO/lep>KaTh Ha3BaHUe U MacCHB 3aHsATHM. s
KaXK/IOTO 3aHATUSI Mbl TpeOyeM Ha3BaHMe, OIMCaHWe M MAacCUB OT/e/bHBIX YueOHBIX Liened B
TeKCTOBOM (popMmaTe. MbI n3BnekaeM JSON-cTpyKTypy 13 markdown-BbIBo/ja S13bIKOBOM MOJIe/NH,
OuMIl[aeM MCXO/JHYI0 CTPOKY W BBITIOJHSEM BaJI/al[MI0 TI0 3apaHee oripejieieHHOMY dataclass
CourseStructure, yTo0bI 00€CIIEYUTHL COOTBETCTBHE TAKCOHOMUU.

Pe3ynbTaTbl. MBI OL|eHWTH MPe/IJIOXKEHHYI0 apXUTeKTypy Ha KOPIIOpaTUBHOM KOpITyce TI0
oxpaHe Tpyza. Msl cobpamu HaboOp [aHHBIX U3 TPeX HECTPYKTYPUPOBAHHBIX [OKYMEHTOB,
OTMCHIBAIOIIUX TPOMBIIIEHHbIE DeryiaMeHThl, 3KCIUTyaTaljuio 00opyZoBaHusi U TpeboBaHUs
COOTBeTCTBHUS. MBI 3alyCTU/IM areHTa 0e3 TO/b30BaTeIbCKUX 1[esiel, OrpaHUYeHUN 1[e/1IeBOU
ayJUTOPUU WM 3arpolleHHbIX K/IIOUeBbIX CJIOB, YTOObI TPOBEPUTb €ro CII0COOHOCTb K
aJITOPUTMUYECKON TeMaTUUeCKOW AeKOMIO3Ulluu. Mbl Hab/rofiaM, Kak CHCTeMa 3arpyskaet
Kopriyc ¥ ¢opmHpyeT TO/HbIM obpa3oBaresbHbli cuinabyc. Habnaromanu, Kak opkecTparop
Pa3/oXKui UCXOAHBIA MaTepyas Ha 4eTbipe OT/eNbHBbIX MOJYJsl. ATeHT Ha3HauWu/l IO YeTbipe
3aHSATHUS KaKZOMY MO/IYJ/TH0, CreHepUpPOBaB KOMIIEKCHYIO yueOHY0 MporpaMMmy U3 I1eCTHa/1aTu
3aHATUN. ATEeHT COrJlacoBa/l CreHepMPOBaHHYH0 TaKCOHOMHUIO C eCTeCTBeHHbIMU TeMaTHyeCKUMU
pa3ziesaMyd UCXOAHBbIX TeKcToB. OOIMie HOPMbI OXpaHbl TPyJ/ila Mbl arperupoBajy B TIepPBOM
Mozysie. Be3ormacHyr 3KCIUTyaTali0 TeXHUUECKOro 000py/ioBaHMsS Mbl C(HOKYCHPOBalId BO
BTOpOM Mo/yJie. [IpoTOKO/bI MOXXapHOM 6e30MacHOCTH M peardpoBaHMe Ha OIMAacCHOCTU MBI
00beJUHUIN B TpeTheM Moaysie. CaHWTapHble TpeOOBaHWS W TUTHEHY pabouero Mecrta MbI
JleTanu3upoBaiu B (UHaIBLHOM Mozyne. Kaxzasi creHepupoBaHHasi yueOHasi 1iesib Obuia
COTIOCTaBJ/IeHa C CEeMaHTUYeCKMMU BeKTOpaMH, U3B/eueHHbIMU 13 uHjekca ChromaDB.

O6cyxpaeHne. Mbl leMOHCTPUPYEM MeTO/0JIOTMUeCKHI MPOPbIB B aBTOMaTHU3UPOBAaHHOM
TnejlaroruyeckoM JisaiiHe uepes rioBefieHre areHta Course Architect. Ycriex HeKOHTpOMpyeMou
TeMaTUYeCKOM [IeKOMIIO3ULIMKM Mbl CBSI3bIBaeM C HepapXuueckuM HabopoM TOMCKOBBIX
WHCTPYMeHTOB. VIH)KeHepbI-POrpaMMUCThI CTa/IKUBAIOTCSI C TIOTepeil HappaTUBHOT'O KOHTEKCTa,
Korja obpabarbiBalOT OoJibllie JAOKYMEHThl CTaH[apTHbIMU T'eHepaTMBHBbIMHU (peliMBOpKaMHu.
TpuaHryiupyem cemMaHTUUeCKOe HaMepeHue, WUHTerpUpysl OPTOTOHa/bHble CUTHajbl. 3ajjaem
IIIMPOKUN HappaTHUBHBIM 0XBAT C MOMOILBIO pe3toMe JOKYMEHTOB, Mpe/joCTaB/sieM CTPYKTYPHbBIN
KapKac uyepe3 OrJiaB/ieHUsi U TIpoBepsieM JieTajibHble (DaKThl C TIOMOIbID CEMAHTUYECKOTO
BEKTOPHOT'O TIOMCKa.

ObGecrnieuriBaeM TUIOTHBIM KOHTEKCTHBIM CHUTHA/ uepe3 B3aWMOJENCTBHE WHCTPYMEHTOB
Makpo- ¥ MUKPOYpOBHs. IIporpaMmMupyeM areHTa HCIOJIb30BaTh 3TOT CUTHA /ISl BbISIBJIEHUS
€CTeCTBEHHbIX TeMaTHMUeCKUX TpaHUl] B HECTPYKTYpDUDOBAaHHOM TeKCTe U  BbIBOJA
Te/laroruueckux JIMHUHN pasjiesia Mexxay Moy isimu. [IpoTHUBOIIOCTaB/IsieM 3TO alropuTMUYecKoe
obOHapy>keHHe TuIaThopMaMm, 3aBUCSIIMM OT K/TFOUEBBIX CJIOB, TaKUM Kak SARA Al [6] u cuctema
Automated Course Generation [5]. [Tosib30BaTey HaBsI3bIBAIOT TIPeIMETHOM 00/1aCTH BHEIIIHIOK
TaKCOHOMMIO, KOT/Ia BBOZST SIBHbIE TIPOMIITHI B Takue 6a30Bbie Tiatdopmbl. C momoripio Course
Architect MbI BBIBOIM TaKCOHOMHIO M3 TeOMeTPUM Kopryca, obecrieunBasi IPUBSI3KY UTOTOBOM
y4eOHOM MporpaMMbl K UICXOJHOMY MaTepHaty.

3akmouenue W Oyaymiasi pabora. B arToif crathe Mbl TpejcTaBiisieM rpadoBo-
OPKEeCTPOBaHHbBIN (hPeMBODPK PaCCy>K[eHUs W JIeHCTBUS [jisi aBTOHOMHOTO CHHTe3a y4yeOHBIX
nporpaMM. MBI TIpOaHa/IM3UPOBa/Id HECTPYKTYPUPOBaHHbIE KOPIOPATUBHbIE JAOKYMEHTHI H
CreHepupoBa/d CTPYKTYPUPOBAHHbIE O0Opa3oBaTe/lbHbIE TPOrPaMMbl, TIPUMEHHWB areHTHBIH
KoHBeiiep Retrieval-Augmented Generation, oOcCHaIlleHHbIi HMepapXUyeckKUM Habopowm
WHCTPYMEHTOB. JKCIepUMEHTa/lbHO Mbl TIOATBEPJW/N, UTO areHT CerMeHTUpPyeT KOpIyC TI0
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OXpaHe TPyZa B BaluAMPoBaHHYI0 JSON-TaKCOHOMHIO 0e3 SIBHBIX I10JTb30BaTe/TbCKHUX ITPOMIITOB.
Mbl TIpefjoCTaBW/IM KOHTEKCTHble CUTHasbl, HeoOXoAuMble /s HEKOHTPOJIMPYeMOro
TeMaTH4eCKOro IUIAHUPOBaHUS, CouyeTass CyMMapu3alylo, CTPYKTYpDHOe W3B/IeYeHHe U
CeMaHTUYEeCKUI MOUCK.

B Oyaymux ucciefoBaHMSX Mbl COCPEOTOUMMCS Ha MacIUTaOMpPOBaHWM apXUTEKTYPbI
HaTpaB/IeHHOTO alMK/Indeckoro rpada s obpaboTku Gosiee KPYIMHBIX KOPITOPATUBHBIX 03€p
Jl@aHHBIX, COZleprKalljuX pa3sHOpOJHbIe TeXHUUeckue pykoBogcrea. Mel pacivpum JSON-cxemy,
BK/IFOUMB aBTOMAaTHMYeCKYl0 TeHepaluio (QOPMHUPYIOLIUX OL€HOUHBIX 3a/laHMi U MPaKTUUeCKHUX
pyOpHK, COTOCTaB/IEHHBIX C HW3BJeUYEHHBIMH Y4eOHBIMU Iie/IsiMH, UTOOBI YCHJIMTH KOHBelep
aBTOHOMHOTO 11e/JarOrMuecKoro Au3aiHa.

dunaHcupoBanue. ABTOp(bI) 3asBUIIH, UTO /11 3TOM pabOoTh! W/uu ee rmyOvKaipy Obuia
nosiyueHa (uHaHCOBasi TmoAjep)kka. McciaenoBaHue npodrHaHCMPOBaHO MUWHHUCTEPCTBOM
obpasoBanus u Hayku Pecrybmvky Kasaxcran, rpant BR24992975: «Pa3pabotka 1dpoBoro
[JBOMHUKA TpeANpuUsATHs TMHUIIEBOM TMPOMBILLJIEHHOCTH C UCIOJb30BAHUEM TeXHOJIOTUM
VICKYyCCTBEHHOI' 0 MHTesjIeKTa U 110T».
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CEKIIUSI 6

I'eoaknapaTThIK, XYHenep/i Kypy kKoHe Mai/ja/1aHy Ke3iHjeri
OHTaWIAHJBIPY MiHAAETTepi

OHTI/IMI’I3auI/IOHHbIe 3d/d44 B IMOCTPOE€HHNH U IKCIUIydTallUN
FEOI/IH(I)OPMBHHOHHBIX CUCTEM

Optimization tasks in the construction and operation of
geoinformation systems
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OIITUMM3ALINA 3KO/JIOI'MYECKOI'O MOHUTOPHUHI'A 30H ITAAEHUSA
CTYIEHEHN PAKET-HOCUTEJIEY HA OCHOBE BEB-TYIC-TVIAT®OPMbI

A.Y. KamokanoBa’, A.Y. Yrerenosa?, M.M. Kynen6aes', C.3. Japyimr™*,
Y .H. Umanb6ekoBa'’, A.A. AxcyToBa'?

'Hncmumym uHgpopmayuoHHbIX U ebiyucaumenbHbix mexvonoz2uii KH MHBO PK, Kazaxcmat
“AMamuHcKuil yHugepcumem 3Hepzemuku u cesasu um. I'. Jlaykeeea, Kazaxcman
3Satbayev University, Kazaxcman
*Ka3zaxckull HaYyuUOHANbHbIUI yHUeepcumem um. anb-Dapabu, Kazaxcmat
E-mail: aliya_kalizhanova@mail.ru

AnHomayus. B cmambe npednodceH no0xo0 K onmuMu3ayuu 3K0/102U4eck020 MOHUMOPUH2d 30H
nadeHus cmyneHell pakem-Hocumesnell Ha ocHoge ee6-I'MIC-naamgopmbl. PazpabomarHHas cucmema
00BeduHsiem npocmpaHcmeeHHylo 6azy 0aHHbix, MOOY/b KOHMPO/AsA Kauecmeda uHgopmayuu, cpedcmaa
9KoA02u4ecKoll nacnopmusayuu meppumoputi u Modyab noddepicku npuxsmus peweHuti (DSS-Decision
Support  System). Iliamcpopma obecneuugaem cO6Op, XpaHeHue, 8uU3yaAU3Ayuld U  AHAAU3
NPOCMPAHCMBEHHBIX U 5KO0/A02UHeCKUX OAHHbIX, BKAI0Udsi KOOPOUHAMbI 30H NAOEHUsl, pe3yabmambl
nosesbix 06cne008aHuUll, noKazamenu 3azpsi3HeHUsl U c8edeHusi O HAlOeHHbIX (ppazmeHmax paxkemHoll
mexHuKu. /Insi noeblieHus 3¢gpekmusHOCmuU MOHUMOPUHed NpPedA0HCeHd ONMUMU3AYUOHHAsE MOOesb,
OCHOBAHHASI HA UHMeE2PAAbHOLU OyeHKe 3K0/M02UUecKO20 pUCKd, Kauecmee OAHHbIX U 3ampamax Ha
obcnedosaHue meppumoputl. PaspabomaH yugposoli skon02uuecKuill nacnopm 30Hbl NAOEHUs,
codepoicawjuli udeHmMuUUKayUuoHHble, NPOCMPAHCMBEeHHble U 3K0A02uUecKUe Xapakmepucmuku 0osekmad.
Jns  panscupoeaHus meppumopull  UCnoab3yemcsi UHMe2panbHbill UHOEKC pucKd, yuumbl8arowjuli
3azpsi3HeHUe nousbl, 61U30CMb K UygcmeumesabHbIM 00BeKmam, uacmomy mexHo2eHHO20 8030elicmeusi u
9K0/102UUeCKyl0 ys38UMOCMb meppumopuu. Pe3yabmambl M00eaupo8aHusi nokasaau 803MOMNCHOCMb
8bl0e/feHUsl NpUOpUMemHbIX 30H O/ MOHUMOpUHed U pAYUOHAABbHO20 pdcnpedesneHusl pecypcos
obcaedoeaHus. Ilpednosicennas ee6-I'MC-naamcpopma Modcem ucnonb308ambCsi 0451 IKOA02UHECKO20
KOHMPpOAsi, NpOoCMpaHCMBEHHO20 aHaausa, ¢opmuposaHusi yugposbix nacnopmos u noooepHcKu
NpuHsmus peweHuli 8 061acmu 3Kon02uueckoli 6e30nacHoCmu pakemHo-KocMu4eckoll desime/ibHOCMLL

Knmwoueebie cnoea: WebGIS, »3konoeuueckas nacnopmu3ayusi, 30Hbl nadeHusi, pPAaKemHo-
Kocmuudeckas OesimenbHOCmb, DSS, oyeHka pucka

BBeaenue. Pa3Burie pakeTHO-KOCMHUECKOW [IeATeNIbHOCTH TpebyeT TMOCTOSTHHOTO
9KOJIOTUUECKOTO KOHTPO/SI 30H TiafleHHsi OTJeNsieMbIX uacTell pakeT-Hocuteseil. Takue
TEPPUTOPUM XapaKTEPU3YIOTCSA C0XKHOW TIPOCTPAHCTBEHHOW CTPYKTYpOod U TpeOyloT ydeTa
penbeda, COCTOSIHUSI TIOUB, BOAHBIX OOBEKTOB, OJIM30CTH HaceJeHHBIX IYHKTOB, MapIIpyTOB
JIOCTyTIa, /ab0paTOPHBIX [aHHBIX W WCTOPWUM TIPEIBIAYIIMX MajeHuid. [Ipy TpagulMOHHOM
noaxofie 3Ta MHGOpMalMsl XPAHUTCS pa3pO3HEHHO, UTO 3aTPy/HseT KOMIUIEKCHYH OLIeHKY
9KOJIOTUUECKOTO COCTOSIHUSL U 3aMe[|isieT TIpUHsTHe peliieHU. B cratbe [1] paccmaTpuBaercs
rpyuMeHeHre MHTepakTHBHOM ['MIC-ninatdopmel A7 5KOJIOTMYECKOT0 MOHUTOPUHTA U OLIEHKU
PUCKOB B 30HaxX TMaJieHusl OT[e/sieMbIX 4acTell pakeT-HOCUTesel. ABTOPBI TOKa3bIBalOT, UTO
UCTIONb30BaHHWe IUGPOBBIX KAapT W TPOCTPAHCTBeHHOW 0a3bl  JaHHBIX  T103BOJISIET
CUCTEMaTH3WPOBaTh CBeJleHUsI O 30HaX MafieHus, pe3y/bTaTax 00C/ief0BaHUH, KOTOTHUYECKUX
TIoKa3aTessiX ¥ TOTeHIMaIbHO OMACHBIX yuacTKaX. [JaHHast paboTa siBisieTcst Hanbosee 6/TM3KOM K
HaCTOsALLEMY UCC/IeI0BaHUIO, TOCKOJIBKY HaIlPSIMYIO CBsi3aHa C SKOJIOTMUeCKOM MacropTU3anuen
30H MajZieHusi ¥ ucrosb3oBaHreM ['MIC-MHCTPYMeHTOB /151 TIOAJIeP’KKU MPUHATHS pelleHuid. B
pabore [2] mpoaHanM3MpOBaHBI 3KOJIOTHUECKHUE TIOC/Ie[CTBUS aBapHi paKeTHO-KOCMHUYeCKOH
JesTeTbHOCTH Ha TeppuTopun Kaszaxcrana. Ocoboe BHUMaHUe y/ie/ieHO BO3/IeHCTBUIO aBapUIHBIX
3aMyCcKOB U TiafieHuss (parMeHTOB paKeT-HOCHTesleld Ha TIOUBEHHbIN TTOKPOB, TIPUPO/HEIE
KOMIIJIEKCbl U HacesleHHble TePPUTOPUM. Pe3ynbTaThbl [JaHHOTO UCC/e[0BaHUSI MOATBEPXKAAI0T
HE0OXOIUMOCTh CO3/jaHHs 1M(POBLIX CUCTEM MOHUTOPHHIA, KOTOPBIE TIO3BOJISIOT OTIEPAaTUBHO
(buKCcUpOBaTh 5KOJIOTUYECKHEe W3MEHeHHUsl, aHaJu3MpOoBaThb 3arpsi3HeHre W (OpPMHUPOBATh
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000CHOBaHHBIE PEKOMEHJALMU /ISl TIPUPOAOOXPAHHBIX MeporpusTuii. B ucciemoBanum [3]
Tnipe/lJio’keHbl MOAY/IXM uHTerpupoBaHHoW ['MC-cucTembl i MPOrHO3WPOBAHUSI 30H TiafleHUst
OTJe/isieMbIX CTyTeHeld pakeT. ABTOpbI pacCMaTpUBAlOT TeOWH(OPMALIMOHHBbIE METO/IbI,
MaTeMaTHueCcKoe MO/ie/IMpOBaHMe TPaeKTOPUl W TIPOCTPAHCTBEHHYI0 00paboOTKy AaHHBIX. JTa
paboTa Ba)kHa /I8 HACTOSIIEH CTaThH, TOCKOJIbKY MOKasbiBaeT, uto ['MIC-mogxom MoykeT
WCTIOMb30BaThCsl He TOMBKO [Jii OTOOpakKeHHsl y>Ke HW3BeCTHBIX 30H TafleHds, HO U [ijis
TIPOrHO3UPOBAHUS TOTEHLIMAJbHO OMAaCHbIX TEePPUTOPHUM, UTO TOBbIIaeT 3¢ (heKTUBHOCTh
TUIaHUPOBaHUsI ~ 9KOJIOTMYECKOro  MOHMUTOpuHra. B cratee [4] mipefcTaBieHa Beb-
OpUEeHTUpPOBaHHasi TIPOCTPAHCTBEHHAasi CHCTeMa TIOAJEep)KKU TPUHATUS  pelleHud s
MOHUTOPWHIA 3arpsi3HUTEsIeN TOJ3eMHbIX BOJ. ABTOpPHI TMOKa3biBaloT, uTo WebGIS u SDSS
TI03BOJISIFOT 00BbEJUHSTH MPOCTPAHCTBEHHbIE /IaHHbIE, Pe3y/IbTaThl U3MEPEHUN 1 aHATUTHUECKHe
WHCTPYMEHTHI B eJUHOM 1UQpoBoi cpefe. Takoil moaxos MOXKeT ObITh alarTUPOBAH [i/is 30H
MajIeHus1  CTyTIeHeW pakeT-HOCUTeNed, The Takke TpeOyeTcsi aHamu3  3arpsi3HeHUS,
TIPOCTPAHCTBeHHAasl BU3ya/lv3alusi U BbIOOp TPUOPUTETHBIX Y4acTKOB Jjisi oOcyefoBaHus. B
pabore [5] ommcana WebGIS-cucrema [y 3KOIOTHYECKOTO MOHHUTOPHHTA 3aCOJIEHHBIX U
1e/I0YHbIX TIoYB. VcciefjoBaHMe [@MOHCTPUPYET BO3MOYKHOCTM WMHTErpaLyu JUCTAHLMOHHBIX
JlaHHBIX, TIOUBEHHBIX IOKa3aTesieil U KapTorpaduyeckoro uHtepdetica sl OLIlEHKU COCTOSTHUS
TeppuUTOpHYi. [IaHHBIN MO/X0/, Mpe/CTaB/IseT UHTepecC AJIsi SKOJ0rMuecko MacropTHU3alvui 30H
nafleHus], TaK Kak KOHTPOJIb COCTOSTHUSI TIOUBbI SIBJISIETCS OTHAM U3 K/TFOUEBbIX 37IeMEHTOB OL|eHKU
TeXHOTeHHOT0 Bo3/elcTBus. B cratbe [6] npesanoxeH Be6-I'MIC-uHCTpyMeHT /i/isi KOMIUIEKCHOM
OLIEHKU BOJIHBIX PeCYPCOB U MO/JeP>KKU TIPUHSATHS pellieHUi. ABTOPBI ITOJUYePKUBAIOT, UTO TaKue
CHCTeMbl TI03BOJISIIOT BU3ya/IM3UPOBaTh IOKa3aTelu KauecTBa, BBITIOIHATH MPOCTPAHCTBEHHbIN
aHa/TU3 Y TIPeJIOCTaB/IAThL MHPOPMALIMIO KaK dKCTIepTaM, Tak U T0Jb30BaTessiM 0e3 crieraabHON
TIOJITOTOBKHU.

[17151 HaCTOSIIL[ETO UCCIeJOBaHMUS 3Ta paboTa BayKHA TEM, UTO TIOATBEP)KJAeT TIPAaKTUUECKYIO
teHHOCTh WebGIS-DSS-ninatdopm ripu yrpaB/iieHUH 3KOJOTHYECKUMU U TPHUPOIOPECYPCHBIMU
naHHbIMU. B uccnemoBanuu [7] paspaboraHo GIS-web-ripuioskeHue [l OLeHKHM KayecTBa
MOJ3eMHbIX BOJ W TOAJEP)KKW TIpUHATHs — pelleHui. B pabore  ucrnosnb3yroTcst
MHOTOKPUTepHaJbHbIe MOAX0/IbI, BeCOBble KO hULMeHTbI U MpaBuia KjacCU(pUKaI[UU KauecTBa.
3T MeToAbI MOTYT OBITh UCI0/Ib30BaHbI IPU pa3paboTke MO/YJIsi OLIEHKU SKOJIOTMUeCcKoro pyucka
30H TafieHus], T/le HeoOXOJUMO YUMUTHIBAaTH HECKOTBLKO (haKTOPOB: 3arpsisHeHWe, OM30CTh K
HaceJIeHHbIM MyHKTaM, 9K0JI0TMYeCKYI0 UyBCTBUTE/IbHOCTb TEPPUTOPHH, aKTYaIbHOCTb JJaHHBIX U
VICTOPHIO TEeXHOTeHHOro Bo3ZeilicTBusi. B cratbe [8] mpepcraBneHa uHTepakTBHasi WebGIS-
riatopma sl MHTeTrpaliud SKOJIOTUYECKUX JIaHHBIX U KapTUPOBAHHWS BOCTIPUMMUUBOCTH
TEPPUTOPHH K 3arpsi3HEHHI0. ABTOPBI TTOKA3bIBAIOT, UTO 00beIMHEHHE KapTOrparuecKux CJI0eB,
9KOJIOTUUeCKUX  TIOKa3aTerned WM aHA/JIMTUUECKUX  MOZejiell  TIOBbIIaeT  KauyecTBO
MIPOCTPAHCTBEHHOW WHTEPTpPeTALMU /aHHBIX. [IaHHBIM TOAXOZ MOXKeT ObITh TPUMEHEH TMpH
Co3/jaHUM 1L[U(PPOBOrO TIACIIOpTa 30HBI TaZieHus], rie TpeOyeTcsi KOMITJIEKCHOe Tpe/iCTaB/ieHe
uHpOpPMallMU O 3arps3HeHuH, JaHgmadTe, 00BeKTaX WHPPACTPYKTYPbl W TMPHUPOJHBIX
OrpaHUuYeHUsIX.

B pabore [9] paccmorpena WebGIS-cucrema moajepKKu TIPUHSTHS peIleHud [JJist
yripaB/ieHus1 3a0poIlleHHbIMU 11axTaMu. HecMOTpsi Ha OT/MuMe TipeAMeTHOW 06JiacTH, JaHHOe
ucciefioBaHrie OMM3KO 110 MeTO/0JIOTHH, TIIOCKOJBKY TaKXKe CBSI3aHO C TeXHOTE€HHBIMHU
TePPUTOPHSIMH, IKOJOTMUECKUMHU PUCKaMH, TTPOCTPAHCTBEHHBIMU 0a3aMM J@HHBIX W BBIOODOM
TIPUOPUTETHBIX MePOTPUATHI. OTBIT TaKUX CUCTEM MOXKET OBbITh MCIT0/Ib30BaH TIpU pa3paboTke
DSS-Moznyns pss 30H mMajeHusl CTyrneHeld pakeT-Hocutenell. B cratee [10] mnpepsioxeHa
MIPOCTPAHCTBEHHAsl CUCTeMa TO/JIepXKKW TIPUHSATHS PelleHU [jisi perMoHa/bHOM OLleHKU pHCKa
3arpsi3HeHHbIX TePPUTOPUN. ABTOPBI PAaCCMAaTPUBAIOT UHTETPALMI0 Pa3/IMYHbIX TUTIOB JJAHHBIX,
pacyueT OTHOCUTEILHOTO PUCKAa U KapTorpaduueckoe TpeJcTaB/ieHre pe3y/abTaToB. JTa paboTa
VMMeeT 3HaueHWe /il HACTOSILEro HCC/Ie[OBaHUs], TOCKOJbKY TIOATBEpP>KJaeT BO3MOXKHOCTb
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WCIIO/Ib30BaHUSI WHTETPa/bHBIX WHAEKCOB pHUCKA U TIPOCTPAHCTBEHHOTO aHalv3a [ijis
PaH)KMPOBAHHSI TEPPUTOPHIA TI0 CTETIEHH SKOJIOTHUECKOH OTTaCHOCTH.

Lenvto maHHOM paboThl siBAsieTcsi pa3pabotka KoHueriuu BeO-I'MC-miatdopmer st
9KOJIOTMYECKOW TMAacropTH3aliy 30H Ta/IeHUsl CTyTeHel paKeT-HOCHUTe/Iel C MOJYJIeM OLIeHKH
PHICKOB, KOHTPOJISI KAUeCTBa JJAaHHBIX ¥ ONTUMHU3alli MOHUTOPUHT OBBIX MEPOTIPUSTHA.

Marepuansl U MetoApl. Ilpejnaraemass Beb6-I'MC-rinardopma mnpejcraBiseT coboi
MHOTOYPOBHEBYIO MH(OPMAL[MOHHO-aHA/TUTUYECKYH0 CUCTeMY, TIpelHa3HaueHHYO A/isi paboThI C
TIPOCTPAaHCTBEHHBIMU U aTPUOYTUBHBIMU KOJIOTMYECKUMH JAHHBIMU. APXUTEKTYpPa MIaT(OPMBI
BK/TFOUaeT ypoBeHb cOOpa /laHHBIX, YPOBEHb KOHTPO/s KauecTBa, MPOCTPAHCTBEHHYIO 0a3y
JAHHBIX, aHATATUYECKUI MO/y/Tb OLIEHKHM pUCKa, DSS-Moy/b MOAJEP)KKY TIPUHATHS PELeHuUH,
Kaprorpaduueckuii Beb-nHTepdeiic 1 MoAyMb (OPMHUPOBAHKS KOJIOTHUECKOT0 MMacriopTa.

YpoBeHb c60pa AaHHBbIX
K Thl 30H ) y4acTkos; y aTbl 06¢ "
CBeNeHWA O uaﬁneuuux ¢parneu‘rax; naﬁnpamplﬂ-le NnoKasaTesniv 3arpAsHeHun;

b Tbl 06CNefOBaHNA; OTMETKM

Be6-gopma, Mob GPS-Tpekw, pocT ‘dainbi
YPOBeHh KOHTPONA KavyecTBa AaHHBIX
Np P ; nonHoTa nonew; AONYCTUMOCTb 3HAYEHWA;
noMCK Ay KOPPEKTHOCTH; p
aKTyanbHOCTh M3MepeHHi
MpocTpaHcTBeHHan 6a3a faHHbIX
PostgreSQL / PostGIS
X W aTpUOyTOB; P
P ; 30HBI; o6t
i |
+ + +
AHanuTuueckuii Mmogyne DSS-moayne noaaepxku Kaprorpaguueckmii

OLEeHKH PUCKa MPUHATHA pelleHnid Be6-uHTepdeiic

Moxasarenw sarpasHeHns; Panxwmposatne 30H; Busyanuzaums cnoes;
WHAEKC KaYecTBa fAaHHbIX; BbIGOP NPHOPUTETHLIX Y4ACTKOB; oToSpakeHne 30H NafeHus;

WHTErpanbHbiii PHCK 30HBI; PeKOMEHaLUK N0 NOBTOPHOMY Pe3ynLTaTL aHaNM3a;

MPHOPMTET MOHUTOPMHIA; ofcnenosanmio; NNaxH MHTepaKTMBHAA KapTa

| | |
¥
Mopgynb popmup W 0 nacnopra
lPaHMUBI 30HBI; KOOPAMHATLI GParMeHTOB; p noYBkLl; yp A Harpyskw;
Pesy T: yrdp W aKonor 7] M PEKOMEHAAUMKM AN MOHUTOPHHIA

Puc. 1 O6ias ctpykrypa Be6-T'IC-miaThopMBl [/ 9KOJI0TMUYeCKOM MacopTU3aLiy 30H TaJieHus
CTyTIeHel pakeT-HOCHUTesen

Ha pucyske 1 npegcraBneHa obiast ctpykrypa Be6-I'MIC-riaTdopMel A1t 9KOIOTHUYeCKOn
NacropTysalMM  30H  MaJleHust  CTyleHel  pakeT-HocuTeneld. Cucrema — BK/IHOYaeT
TI0C/IefloBaTeIbHbIe YPOBHH cOOpa JaHHBIX, KOHTPOJISI KaueCTBa, XpaHeHHs1 B TIPOCTPAHCTBEHHOM
Oase JaHHBIX, aHaAM3a pUCKa W TOAJEepKKM TPUHATUS pelieHuil. Ha ocHOBe mMoOCTymarommx
KOODJMHAT, pe3y/bTaToB 00C/e0BaHuUM, 1ab0pPaTOPHBIX AAHHBIX U CBeEHWH O (parMeHTax
dopmupyetcsi equHasi 6a3a PostgreSQL/PostGIS. Anamutrueckuii 1 DSS-Moaymu TI03BOJISIOT
pacCuuThbIBaTh YPOBEHb 3KOJIOTMYECKOTO PpHUCKA, pPaH)XWPOBAaThb 30HbI 110 TIPUOPUTETY
MOHHUTOpPUHra ¥ (OpMHPOBaTh peKOMeH/AlLK /iJIsi TOBTOPHOro obcnefoBanus. ViTorom paboTsl
T1aTGopMbl  sIBsIeTCs] LMGPOBOM 3KOJOTHYECKUI TMacropT 30HbI U HAbOp YIipaBjeHYeCKHX
peKoMeH/laliui 11 ONITUMU3aLMK 5KOJI0TMUeCKOro KOHTPOJIS.

IIudpoBoii 3K0/I0rMUecKuil macnopT 30HbI. LIM(poBoii 5K0/I0rMUeCcKrii MacropT 30HEI
na/leHusl SIBJISIeTCSl CTPYKTYPHUPOBAHHOM 3arvchbio, 00beIMHSIONIEN BCe OCHOBHbIE CBeJIEHUS O
TeppuTopuu. OH 10/DKeH BK/IOUYaTh WEeHTU(UKALIMOHHbIE JaHHbIe, TPOCTPAaHCTBEHHbIE JaHHbIE,
5KO0JIOTMYeCcKue IoKas3aTe/l, UCTOPHI0 TeXHOT'eHHOI'O BO3J/IeHCTBUS, OLeHKY pHCKa U KavyecTBa
JAHHBIX, a TaK>Ke OJI0K yIipaBIeHUeCKUX peleHnH.
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WaenTuduKaLMoHHbIE faHHble MpocTpaHCcTBeHHbIE faHHble
KOJ, 30HbI TPaHULibl 30HbI
HauMeHoBaHNe KOOPAHHaTL! pparMeHToB
P p MapuwipyThi 06cnefoBaHms
nata o6HOBREHHS yuacTku or6opa npo6

Wcropus TexHoreHHoro
BO3AENCTBUA

u“¢poB°ﬁ KOnW4ecTeo lliﬂeHlMl'l
3KONOTUYECKU TunL1 bparwenTos

Aarbl obcnegosanmit

nacnopT 30HbI npeabigyLMe MEPONPHATHA
.

T o
Ynpaenenueciune pewexns

NPHOPUTET MOKUTOPHHIA

noBTOpHbIN 0T6Op Npob:

NPMPOAOOXPaHHbIE Mepbl
pekomeHpauun DSS

JKonoruyeckue nokasarenn
COCTOAHHE NOYBLI
nabopaTopHble aHaNu3bI
YPpOBEHb 3arpA3HeHNs
COCTOAHME PACTUTENBHOCTH

OuenKa pHCKa W Ka4YecTBa AaHHbIX
WHTErpanbHbIi pHCK
KaTeropms pucka
Ka4ecTso AaHHBIX
YPOBEHb HEONpPE[eNeHHOCTH

\

y
Pesynbrar
CTPyKT it W

KW NacnopT 30HbI ]

Puc. 2 CtpykTypa LdpoBOTO FKOJOTMUECKOT0 MacropTa 30HbI Ta/IeHNs CTyTieHek
pakKeT-HOCHTe el

Ha pucyHke 2 moka3aHa CTPyKTypa Lu(ppOBOro 3KOJI0TMUYeCcKOro racropTa 30HbI Tla/leHust
cTyneHeld  pakeT-HocuTesed. [lacmopt obObesuHsieT WeHTU(MUKAI[MOHHBIE  CBE/IEHUS,
TIPOCTPAHCTBEHHbIE IaHHbIe, SKOJIOTMYecKue roKasaTe/i, UICTOPUIO TeXHOTeHHOT'O BO3/1eNCTBHS,
OLIEHKY PHCKa U KaueCTBa JAHHBIX, a TaKke OJIOK yIipaB/ieHUeCKUX pelieHui. Takasi CTpyKTypa
TI03BOJIsIeT CUCTEMHO XPaHUTh MH(OPMALIMIO O 30He, aHaJM3UPOBaTh YPOBEHb KOJIOTHYeCKOM
OTAaCHOCTU U OTpeJie/isiTh MPUOPUTETHbIe MEpOTPUSTUSI 110 MOHUTOPUHTY. MTOroMm siBrsiercs
chopMUpOBaHHbIN LIM(PPOBOM MACMOPT, KOTOPbI MOXXET MCI0/Ib30BaThCS /1JIs1 KOJIOTUUeCKOro
KOHTPOJIsI, OTUETHOCTH U TO/IeP>KKHU MPUHSATHUS PelleHU.

OnTuMu3auoHHasAs Mojeab Iiargopmbel. [locmaHoseka 3adauu onmumu3ayuu.
JKo/I0ruueCcKuii MOHUTOPUHT 30H Ma/leHusi CTyTieHel paKeT-HOCHTeiel CBsi3aH C OrpaHUUeHHBIMU
pecypcamu: BpeMeHeM pPa0OThl CIeLUaJyCTOB, KOJIMYECTBOM IIOJIEBBIX TPYII, CTOMMOCTHIO
nabopaTOPHBIX aHA/IM30B, [JOCTYIMTHOCTBIO TPAHCIIOPTA U Y/Ia/leHHOCTBIO TeppuTopuii. TloaTomy
OCHOBHasl 33/laua T/1aT(hOopMbI 3aK/TFOUAeTCs He TOJIbKO B XPaHeHUU JIAHHBIX, HO U B ONTTUMM3aLUd
niporiecca 00c/ieIoBaHMs.

OnTvMu3aliMoOHHas 3ajaua  MoXKeT ObIThb C(hOpMy/IMpOBaHA CJieAyIOIIUM 00pa3om:
HeoOX0ZUMO BbIOpaTh TakOW HabOp 30H W TOUEK MOHWUTOPHWHTA, KOTOPBIM 00ecreurBaeT
MaKCHUMaJibHOe BbISIBJIEHHE 3KOJIOTMUeCKH OIAaCHBIX yuyaCTKOB TPU MHUHMMAasbHBIX 3aTpaTax
BpeMeHU U pecypcoB. LleneBasi pyHKLIVs MeeT BUJ:

F=max (), R,Q;W,—1).C, D
i1 i=1

rae Ri — vHTerpanbHbIM PUCK i-U 30HBI; Qi — MOKa3aTeslb KauecTBa [aHHbBIX MO i-U 30He; W —
BeCOBOM KO3(PUIMEeHT 3KO0JIOTUUeCKOW UyBCTBUTe/NIbLHOCTH Tepputopuu; C; — 3arpaThl Ha
obcsieoBaHMe i-il 30HBI; A — KO3QUIMeHT OasaHca MEXIy SKOJIOTUUeCKOW 3HAUMMOCTBIO U
3aTpaTaMy; N — KOJTMUECTBO aHAIU3UPYEMbIX 30H.

HNanHast ¢GyHKLUsS TI03BO/ISIET BLIOMPATh 30HBI, T[e OXKHAeMblid 3KOTOTHUeCKUi 3¢deKTt
MOHHUTOPHHra siB/isieTcsi HaubonbluM. Ec/ii 30Ha MMeeT BBICOKUM DUCK, HO JJaHHbIe 0 Hei
HeroJIHble WM ycrapeBlive, DSS-mMoay/ib noBbIaeT ee rnpuopurer. Ec/m 30Ha UMeeT HU3KUM
PUCK 1 BBICOKOE KaueCTBO IaHHBIX, OHAa MOXKeT ObITh BpeMeHHO MCK/II0UeHa 13 TiepBO0YepeHOr0
TIaHa 00c/ie0BaHus.

VHTerpanbHblii MHAEKC pUCKa. [l OLleHKM 5KO0JIOTMUeCKOM OIMaCHOCTU MpeJJiaraeTcs
VICTI0/Ib30BaTh UHTETpa/ibHbINA UH/EKC pUCKa:
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Rz:aPz+tBDz+yTz+5Ez+IJHz (2)

rae R, — uHTerpanbHbIi pUCK 30HBI; P, — ToOKa3aTesnb 3arpsi3HeHus MouBbl; D, — mokasaresib
0/TM30CTH K HACe/IeHHBIM MyHKTaM, BOJHBIM O0BEKTaM WIH XO3SIMCTBEHHBIM TeppUTOpusM; T, —
roKasaTesb 4aCTOTbl TEXHOTeHHOro Bo3feiicTBus; E, — TmoKasarenb 3KOJI0rMUeCKOn
YyBCTBUTETLHOCTHU TeppyuTopyru; H, — moka3aresib HCTOpHUUeCKO Harpys3ky; o, f3, y, 8, | — BeCOBbIe
Ko3(puieHThl, CyMMa KOTOPbIX paBHa 1.

[TokazaTenb 3arpsi3HeHUs IOYBBI OTPe/ie/isieTCs HA OCHOBE HOPMHUPOBAHHOM KOHLIEHTPALIUU

3arps3HAIONUX BeljecTB:
pP,=C,/C,,, 3)

rae C, — u3MepeHHasi KOHL|eHTpaLMsl 3arpsi3HsIOLLero BeljecTBa B 30HE; Cnax — MaKCUMaabHOe
3HaueHWe KOHLIeHTpalMyd Cpe/id BCeX pPacCMaTpUBAeMbIX 30H WIM HOPMAaTUBHBIN MpeJebHbIN
YPOBEHb.

[MToka3aresb 6/IM30CTH K YYBCTBUTE/IBHBIM 00BEKTaM MOXKeT ObITb PACCUMTAH CJIeAYIOIUM

obpa3zom:
D,=1-dz/d,,, (4)

rje dz — paccTosiHHe OT 30HBI Na/|eHNs 0 Omkaiiero HacesleHHOTO MyHKTA, BOJHOTO 00beKTa
WA CebCKOXO03MCTBEHHOU TePPUTOPHY; Umax — MAKCHMabHOE PACCTOSTHUE B aHaIU3MPYeMOM
Habope faHHBIX. UeM MeHbIlIe pacCTOsIHUE /10 UyBCTBUTE/ILHOTO 00BEKTa, TeM Bblillle 3HaueHHe D
» Y TéM BblllIe 0011 pUCK.

Tabsua 1. Kareropu3sarusi MHTErpaJbHOTO 9KOJIOTMYECKOT0 PHUCKA

3HayeHue UH/EKca Kareropus YnpasieHuecKoe pelieHue

pHCKa

0.00-0.30 Hu3kuii puck [1naHOBBI MOHUTOPUHT

0.31-0.60 CpeaHuii puck IToBTOpHOE 0OC/IeJOBAaHHE

0.61-0.80 [ToBbllIeHHBIN pUCK | [IpHOPUTETHBIN BbIe3f

0.81-1.00 Bricokuii puck CpouHbIfi MOHUTOPUHT U MPUPO/I00XPaHHbIe MephI

B Tabmune 1 TmipeAcTaBsieHa IKaja UWHTEpPIIPeTAllMM  WHTErpajibHOTO  HMHJEKca
9KOJIOTUUECKOTO pUCKAa [/l 30H TMaJleHHsl CTyreHel pakeT-HOCHTesleld. 3HaueHusi WHAeKca
pasziesieHbl Ha 4eTblpe KaTeropyuy: HU3KWM, CpeJHUM, IOBBIILIEHHBbIM U BBICOKWMM pUCK. [Ipu
3HaueHuu 0.00—0.30 TeppUTOpHSi MOXKET KOHTPOJIMPOBATHCS B PEXKMME TJTAaHOBOIO MOHUTOPUHTA,
Torfga Kak mnpu ypoBHe 0.81-1.00 TpebyeTcss cpouHoe o00c/iefioBaHWe U TIPOBeZieHHE
TIPUPOZI0OXPAHHBIX MeporpusaTuil. Takas kiaccudukauys T03BO/sieT OBICTPO OIpe/esUTh
TIPUOPUTETHOCTh 30H, ONTUMHU3UPOBATh BBIE37, TI0JIEBBIX TPYINN U TpPUHUMAaTh Oosee
000CHOBaHHbBIE yTIpaB/ieHUeCKHE PellieHUsl.

Pe3ynbTaThl M 00cyxaeHue. [Ipumep pacuemHoll oyeHKU 30H. J1ist IeMOHCTpaI[uy paboThI
n1aThopMbl paCCMOTPHM YCJIOBHBIN HabOP 13 MSTH 30H NafileHusi. Kaxk/iasi 30Ha XapakTepu3yeTcs
TIOKa3aTesieM 3arpsi3HeHMs], y/ja/leHHOCTBIO0 OT UYBCTBUTE/LHBIX OOBEKTOB, UaCTOTOM TMafieHui,
9KO0JIOTUUECKOMN UyBCTBUTE/ILHOCTBIO U KQUeCTBOM JlaHHbIX.

Tabsuna 2 — [Ipumep pacueTHOM OLIEHKU PHCKA Y MPHOPUTETa MOHUTOPUHTA

30Ha Pz Dz Tz Ez Qd Rz Mz

Zone A 0.62 0.58 0.60 0.64 0.82 0.61 0.50
Zone B 0.71 0.69 0.66 0.70 0.76 0.69 0.61
Zone C 0.49 0.44 0.52 0.48 0.88 0.48 0.34
Zone D 0.84 0.80 0.78 0.82 0.69 0.81 0.72
Zone E 0.66 0.63 0.61 0.65 0.80 0.64 0.52
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W13 Tabnuiiel 2 BUAHO, UYTO HaUOOMBIINKM WHEKC prucka uMeeT Zone D — 0.81. Ota 30Ha
OTHOCHUTCS K KaTeropuu BLICOKOTO PUCKa U TpeOyeT CPOYHOTro MOHUTOpPHUHTA. [1p 3TOM KauecTBo
JlaHHBIX 0 Heu cocTasysieT 0.69, uto HUKe, ueM y Zone A, Zone C u Zone E., cnenoBarensHo,
DSS-moaynb fo/mKeH peKOMeHJ0BaTh TIOBTOPHBIN 0TOOP Mpo6 1 IPUOPUTETHBIN Bbie3]] T0/IeBoi
rpynmbl. Zone B umeer wHaekc pucka 0.69 M Takke [J0/DKHA OBIT BK/IOYEHA B IJIaH
nepBooyepeiHOTO 00csiefioBaHusi. Zone C XapakTepu3yeTCsi HHU3KUM PHCKOM M BBICOKUM
KaueCTBOM JJaHHbIX, [I03TOMY MOXXeT KOHTPO/IMPOBAThCS B IJIAHOBOM PeXXHMe.

OnTtumusanusi MOHUTOpUHra. IlpeisioKeHHBIM TOAXOJ TIO3BOJISIET ONTUMU3UPOBATh
MOHWTOPHHT 110 HECKOJILKUM HarlpaB/ieHUsM. Bo-niepBbIX, COKpaljaeTcs BpeMs aHa/iv3a JaHHbIX.
[Ipy TpaguLMOHHOM TMOAXOZJe CHeLUaJuCT JOJ/DKeH BPYUHYH) COIOCTaB/ATb KOOPAWHATHI,
pe3ysbTaTel MP00, apXvBHBIE Marepuanbl U KapThl. B Beb-I'MC-mimatdopme 3TH orepanyu
BBITIOJIHAKOTCSI aBTOMaTuyeckd. Ilosib3oBaTesib Cpa3y BHUAUT 30HbI DUCKAa Ha KapTe U MOXKET
TIOTyYUTh LIUPPOBOM MACIOpPT BEIOPaHHOTO 00BEKTA.

WUcxoaHble aaHHble
KOOPAWHATbI 30H; Pe3ynbTaTe! Npo6;
apXMBHbIE MaTepuansi; KapThbi;
AaHHble obcnenoBaHnin

Be6-I'MC-nnargopma
ABTOMAaTUYECKaA UHTerpauua AaHHbIX;
npoBepKa; BU3yanu3aLus;
llPOC"paHCTBEHHbIﬁ aHanus
v v : ¥ 3
¥ B S B
( CokpalleHue BoiAeneHue GopMupoBaHue NpuopuTHsauus
|  Bpemenu aHanuaa 30H puCcKa ' or P ‘ pUHra
OnacHeIX BLICcTpLIA RocTyn BbIGOp yHaCTKOB
CONOCTABNEHNE aHHbIX y4acTKOB Ha KapTe K XapaKkTepucTukam obbekra NepBooYepeHoOro KOHTpONs
oy - s ~
Pesynbtar

ONTAMW3ALWA IKONOMHYECKOro MOHNTOPHHIa; YCKOPEHWE NPUHATUA PelueHuii;
noBbllIeHWe 3¢¢GKTMBHDETM KOHTpOns

Puc. 3 Bjiok-cxeMa ONTUMHU3aIMK SKOJIOTMYeCKOT0 MOHUTOPHHTA Ha 0CHOBe BeO-I'MIC-riaTopMbI

Ha pucyHke 3 moka3aHa 06Ji0K-CxemMa ONTMMH3aliM{ 5KOJIOTMUECKOr0 MOHUTOPMHra Ha
ocHoBe BeO-I'VIC-mimatdopmsbl. VicxoiHbIe JaHHBIE, BK/TIOUasi KOOPAWHATHI 30H, Pe3y/IbTaThl P00,
apxvBHble Marepuasbl, KapThl U JaHHble 00C/Ief0BaHMM, aBTOMAaTW4eCKd WHTErpUPYIOTCS B
efMHY0 LUQpoByl0 cucTteMy. IlnaTgopma BBINO/HSET TIPOBEPKY, BU3yalU3aLUI0 MU
NIPOCTPaHCTBEHHbIM aHa/ln3, YTO IO3BOJISET ObICTPO BBISB/ATH 30HBI PUCKAa U (OPMUPOBATh
1dpoBoii MacropT BBIOpaHHOTO 00BEeKTa. B pe3ysbTaTe COKpaiiaeTcs BpeMsi aHasImM3a,
TIOBBIIIAETCS TOYHOCTh NIPUHATHS pellieHnH U obecrieurBaeTcs 6osiee 3 pekTHBHASE OpraHy3aLys
9KOJIOTUYECKOT0 KOHTPOJIS.

Crpykrypa BeO-uHTepdeiica. Be6-uHTepdetic maaTdopmbl A0/DKeH BKIHOYATh KAapTy 30H
najieHusi, naHenb (pUIbTpaLUY, MaHeab LM(PPOBOro mnacroprta, naHeab DSS-pekomeHzaiui,
naHeslb KayecTBa [JAHHBIX U TaHelb OTYeTHOCTU. Kapra oToOpakaeT rpaHULIb 30H, TOUKH
(parmMeHTOB, MapiIpyThl 0OcnenoBaHus, OydepHble 30HBI W pe3y/abTaThl aHanu3oB. [laHenb
¢uibTpaliy MO3BOJISIeT BbIOpaTh 30HBI 10 PErvoHy, rofy o6c/efoBaHMs, YPOBHIO PHCKa,
KaueCTBY [JaHHbBIX U TUILY 3arpsi3HeHUsI.

[Tanens uydpoBoro macropra MnokasbiBaeT OCHOBHble CBeJileHHs O BbIOpaHHOW 30He, a
naHesb DSS-pekoMeHpanii  BBIBOOUT IIPUOPUTET MOHWTOPDMHIA, KaTerOpUI0 pHUCKA W
pekoMeHZyeMble fieiicTBus. Ha KapTe 30HbI MOT'YT 0TOOpa)kaThCsl Pa3/IMUHBIMU LIBeTaMU: 3e/1eHbIH
— HU3KUU PUCK, JKeIThIN — CPeJHUN PUCK, OPaHKeBbIM — MOBBILIIEHHbIN PUCK, KPaCHBIA — BBICOKAN
pucK. JlOMOMHUTENBHO MOXKeT MWCII0/Ib30BaThCsl CJIOM TeIUIOBOM KapThl, I10KAa3bIBAIOLIUN
KOHL|EHTPAL[1IO OMAaCHBIX y4aCTKOB.
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1. Kapra 30H napexna o 2. Naxenb HUnLTPaLMK
pass 30w, Beb-uHTepdeiic perion;

TOMKH BpPYKTHHHTOR;

roR oBcneAoBanin;

mapwpyTel o6cneaoBaHNs; “ﬂaT‘l’oPM bl YpoBeHb pHcKa;
GydepHbie 30HbI; Ka4ecTBo AaHHbIX;

Ppe3yNbTaTsl aHaM30E THN 3arpAsHeHKA

3, Nanenn yndposoro 4. Nawenb DSS-pexomennauyit | | 5. Marens Kavectsa pamKbix 6. Manenb orueTHocTH

nacriopTa npHopHTeT r nposepka Tabru;
OCHOBHBIE CBEACHUS KaTeropms pucka; NONHOTA AAHHBIG Kaprhi;
© BbIGpaHHON 30He pekoMeHzyeMble ASACTBHA AKTYANBHOCTb AAHHBIX TPagHKK;
IKCNOPT OTHETOR
OtobpaxeHne Ha kapTe
LseTa 30H N0 YPOBHAM pucKa:
3eneHuIi — HHIKH PHCK; KeATuIl — CPeAHHH PHCK; GPaHNEBLIH — NOBBILIGHHbIM PHCK; KPACHMIA — BHICOKHA PHCK
JDononHuTensHo:
C/10H TeMNNOBOH KAPTHI, NOKA3bIBAIOLHI KOHLEHTPALMIO ONACHBIX Y4ACTKOB
PesynbTat
ONTMMM3aLMA MOHMTOPMHTA;
NoBbIWeHHE AOCTOBEPHOCTH AAHHBIX;
¢ nonessix of

Puc. 4 CtpykTypa Be6-uHTepdetica maaThopmbl

Ha pucynke 4 mipeacraBieHa CTpyKTypa BeO-uHTepdeiica mmatdopmel. LleHTpanbHBIM
3/IeMEeHTOM siB/IsieTCsl BebO-uHTepdeiic, KOTOpbl 00beAuHSIET KapTy 30H Ia/ieHus, TaHeslb
¢unbTpanuy, uudpoBoit macrnopT, DSS-pekomeHaly, KOHTPO/Jb KauecTBa [aHHBIX M
OT4eTHOCTh. Takas CTPYKTYypa M03B0JIsieT CIeLjUaauCcTy ObICTPO BbIOpATh HY>KHYIO 30HY, OL|eHHTb
YpPOBeHb pHCKA, IIPOBEPUTH [OCTOBEPHOCTb [AaHHBIX U IIOJIYYUTb PpPEeKOMeHJAALUU I10
MOHUTOpPUHTY. OTOOpa)keHHe 30H Ha KapTe IO LIBETOBBIM KaTeropusiM pUcKa U MCII0/b30BaHUe
TeIJIOBOr'O (JI0AA MOBBILIAOT HAIJIAAHOCTb aHa/iu3a U IIOMOraroT ONTHUMU3UPOBATh [JIAHUPOBaHUe
T0/1IeBbIX 00C/Iej0BaHuUI.

1.0

0.81
0.8 4

0.61
0.6

0.4

0.4 1

WNHTerpanbHsiil puck Rz

0.2

Zor;e A Zonle B Zoﬁe C Zonle D Zoﬁe E
30HbI

Puc. 5 I3MeHeHre UHTerpasbHOro pucka Rz 1o maTu 30Ham rajieHus

Ha pucyHke 5 moka3aHO U3MeHEHHe WUHTerpajJbHOro pucka Rz mo maTy 30HaM majeHus.
Haubosbiniee 3HaueHre pucka Hab/mozaercst B Zone D — 0.81, uTo yKasbiBaeT Ha HeE0OXOAUMOCTh
CPOUYHOI0 5KOJIOTMYeCKOro KOHTPOJIsL, TOTJja KaK MUHUMasbHOe 3HaueHre 3a(pUKCUpPOBaHo B Zone
C - 0.48. 310 noATBEP)KaeT, UTO 30HbI UMEIOT Pa3/IMUHBIM YPOBEHb 5KOJIOTMYECKOU OMaCHOCTU U
J0JDKHBI PAHKUPOBATHCS 110 TPUOPUTETY MOHUTOPUHTA.
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1.0

0.8 4

0.6

0.4 4

3HayeHWe NokasaTens

0.34

0.2 1

0.0

Zor;e A Zor;e B Zor;e C Zonle D Zor;e E
30HbI

Puc. 6 CpaBHeHHe UHTerpajbHOTO pUcKa Rz u npropurera MOHUTOpUHTra Mz

Ha pucyHke 6 ripyBesieHO CpaBHeHHe UHTeTpa/lbHOr0 pycka Rz v ippuoputeTa MOHUTOPUHTA
Mz. BuiHO, 4yTO MakcMMasbHble 3HaueHus1 000MX ToKa3areseil XxapakTepHsl s Zone D: Rz =
0.81 m Mz = 0.72. Zone B Takxe KMeeT IOBBIIIEHHbI YpPOBEHb pHUCKA U IPUOpHUTETA
MOHHWTOPHHTa, 03TOMY /I0JDKHA ObITh BK/IFOUEHA B TIaH IMepBoouepeHOro o0csieZiloBaHus. Zone
C umeet camble Hu3Kue 3HaueHus Rz = 0.48 u Mz = 0.34, uTo 11o3Bo/1s1€T NPOBOAUTH MOHUTOPUHT
B [IJIAaHOBOM peKuMe.

10

= o o
S =3 @

HopmMmupoBaHHoOe 3Ha4YeHne

=
o

0.0

Zone A Zone B Zone C Zone D Zone E
30He!

—— Pz Dz —T: —eE — (d

Pucynok 7. OCHOBHBIe TTOKa3aTeyy olleHKu 30H: Pz, Dz, Tz, Ez u Qd

Ha pucyHke 7 mpezcTaB/ieHbl OCHOBHbI@ TOKa3aTenu olleHKU 30H: Pz, Dz, Tz, Ez u Qd.
Hanbosee BbICOKHE 3HaueHHsT SKOJOTMUYECKUX U MPOCTPAHCTBEHHbIX (PAaKTOPOB HAO/IOAAOTCS B
Zone D, uTo 0OBSCHSIET ee BLICOKUI WHTerpabHbIM pUcK. [Ipy 3TOM KauecTBO AaHHbIX Qd st
Zone D cocraBnsier 0.69, UTO HIDKe, UeM Yy JPYTHX 30H, TT03TOMY TpebyeTcs IOTOJTHUTe/bHAs
TIpOBepKa U yTOouHeHHe ucxoAHol nHdopmaiuu. [TonydyeHHble TpadyKU MO3BOJISIIOT HArJIsSTHO
orpeJie/IUTh OlAacHble 30Hbl U ONTHMU3MPOBAThL paclipe/iesieHue pPeCcypcoB 3SKO0JIOTMUeCKOro
MOHUTOPUHTA.

3akmwouenue. B pabore mnpemyokenHa Be6-I'MC-minatrdpopma A ONTHMH3ALAN
9KO0JIOTUUECKOT0 MOHUTOPHHIA 30H Ta/IEHUs CTyIeHel pakeT-Hocutene. Cucrema o0beIuHSIET
TIPOCTPAHCTBEeHHYIO 0a3y [aHHbIX, U(PPOBON 3KOJOTMUECKHM MacropT, MOAYJ/b KOHTPOJs
KauecTBa, pacueT HWHTerpajibHOr0 pucka U DSS-Moay/ib MOAAep)KKU TIPUHSTHSL peLIieHuH.
[Tpenno)keHHbIV MOAX0/ MO3BOJISIET paH)XXUPOBAaTh 30HbBI 10 YPOBHIO 3KOJIOTMUeCKOM OMacHOCTH,
BBISIB/IATb Y4YaCTKA C HEJOCTaTOUHbIM KaueCTBOM [IaHHBIX W OIpejessiTh TPUOPUTETHHIE
HaTpaB/IeHHs] TIOBTOPHOTO 00cC/iejoBaHMs. PacueTHbIM MpuMep ToKasan, uto Zone D umeer
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HauOosbIIMe 3HaueHWs pUCKa M mpuopuTeta MoHUTOpHHra: Rz = 0.81 m Mz = 0.72, mosTomy
TpebyeT cpouHoro KoHTpoJisi. Takum obpa3om, Be6-I'MIC-riiaTdopma moBbIIaeT orepaTuBHOCTh
aHa/M3a, CHIKaeT PUCK OIMMOO0K, aBTOMaTU3UpyeT (hOpMHUpPOBaHKe SKOJ0TMYeCKHX MacIiopToB U
obecrieunBaeT Oosee paljMOHa/bHOE paclpefiesieHHe pecypcoB MOHMTOpMHra. VcciefoBaHus
TIPOBeJieHbI 1pU To/iep)kke KoMuTera Hayk MuHMCTEpCTBa HAayKH M BBICIIET0 0Opa30BaHUs
Pecny6siuku KaszaxcraH B pamkax rpanTa Ne AP23488291 «Pa3paboTka MHOT0YHKLIMOHATLHOTO
pecypca 3KOJIOTHYeCKOM TMacropTU3alyMyd pavOHOB MaJeHusl OTJAe/SIOLIUXCS 4acTel pakeT-
HOCHUTe/IeN MeTO/I0M a/IalITUBHOTO Mpe/icTaB/ieHus1 UHTepaKTUBHBIX ['T1Cx».
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BLOCKCHAIN TEXHOJ/IOI'MSICBIMEH UHTEI'PAIIUAAJIAYYA APHAJIFAH
AIIBIK KOATHI LIMS IIVTAT®OPMAJIAPBIH CAJIBICTBIPMA/JIBI
BAFAJIAY ®PEVIMBOPKI

b.M. UcumcapTtoBa, I.A. AMupxaHoBa, A.C. [IlaasxmeroBa
bisimsartova@gmail.com, gulshat.aa@gmail.com
an-dapabu ambiHOaebl Kazak yimmbik yHugepcumemi, Aamamsbi, Kazakcmas

Anparna. 3epmxaHanblk aknapammolk 6ackapy scytienepi (Laboratory Information Management
Systems — LIMS) 3epmxaHanblk H#CYMbIC npoyecmepiH, 3KchepumeHmmik OepekmepOi J#CoHe candaMbl
bakbiaay yoepicmepiH b6ackapyda Maubi30bl pesn amkapdobl. 3epmxaHanblk Oepekmepdi ceHimOi api
e32epmyze me3iMOi mypode backapyea OezeH Kaxcemminikmiy apmybiHa 6alinaHbicmbt blockchain
mexHono2usicbl Oepekmepdiy mymacmbiebiH (data integrity) d#coHe KadaeanaHybiH (traceability)
kammamacbida emyOdiH nepcnekmuednbl wewimi pemiHOe KapacmbipbLlyod. Analida  icylie
apxumexkmypacbl, KeHeliminy —MyMKiHOiei, e3apa apekemmecy Kkabinemi Ji9He MEXHUKAIbIK
cunammamanapbiHoaebl  alibipmawblLibikmapea  6aiinaubicmbl  blockchain - mexHono2usicbiMeH
UHmMeezpayusnay yuwiH Koaaliibl awbik koombt LIMS naamcgopmackbin mayoay esekmi mMacesne 060/bin Kaabin
omblp. Ka3zipei 3epmmeynepdiy 6acbim 6eniei dceke LIMS naamgopmanapbiibly (hyHKYUOHAAObIK
MyMmKiHOikmepiH Hemece blockchain mexHon02UACKIHBIH OeHCayablK cakmdy JHcaHe 3epMXAHAIbIK 0pmaoda
KO/AOAHbLAYbIH KapacmbipymeH wekmeneoi. [leceHmeH, auublk koOmbl LIMS naamcopmanapbiHbiy
blockchain mexHonozusicbiMeH UHmMezpayusiaHyea OaitibiHObleblH 6dganayea apHAAaH KYpPbLibIMOAN2AH
6azanay cppetimeopki 6yeinei KyHee OeliiH YCbiHbiMazaH. Bya sicymbicma blockchain mexHonozusicbiMer
UHMez2payusanday mypebiCblHAH awbl kKoOmbl LIMS naamc¢opmanapbin  mandayea apHanea
canbicmbipmanbl bazanay ¢ppelimeopki YcbiHbL1aobl. ¥cbiHbL12aH Oazanay kpumepuliiepi He2iziHOe KeHiHeH
K010aHbLIambiH mepm awbik koOmbl LIMS naamgpopmacbt — SENAITE, Bika LIMS, OpenELIS dicaHe
LabKey — dcytieni mypoe caabicmblpblibin, 6ae2anaHobl. ¥cbiHbL1zaH ¢petimeopk bonawakma blockchain
MeXHOM02USICbIH eHzi3y YwiH Koaaliabl LIMS naamcopmacbii maHoayea apHanzad KypbLibIMOA/12aH
macindi ycbiHaobl. 3epmmey Hamudicenepi SENAITE naamgopmacbiHbiy MOOYAbOIK apxumeKkmypachl,
KeHeliminy MyMKiHOi2i dicoHe OenceHOi azipaeywinep KaybMOACMblebIHbIY KOAOAybIHbIH aPKACbIHOA
blockchain mexHonozusicbiMeH uHmezpayusiiaHy aneyemi eH dico2apbl niamgopma ekeHiH Kepcemmi.
AnbiHean Hamudicenep blockchain HeziziHOez2i 3epmxaHanblK aknapammblk Jicytieaepoiy uHme2payusiibix
apxumeKkmypandapbiH a3ip/eyee apHaaeaH KeliiHei 3epmmeysnepze a0icHaAManbIK Hezi3 601aobl.

Tytiin ce3dep: 3epmxaHanblk aknapammbik 6ackapy icytienepi (LIMS), awbiK koombi LIMS,
blockchain mexHonozusicbiMeH uHmezpayusiady, caabiCmbipmanbl 6azanay, 6azanay ¢pelimeopki,
SENAITE.

Kipicne. Ka3ipri yakbITTa FbIJIBIMUA, MeAULMHAMbBIK, (papMalleBTUKA/bIK >KoHe OHAipiCTiK
3epTXaHa/ap/IblH, KbI3MeTi I[U(P/IbIK TEXHOJOTHSIIADMEH ThIFbI3 Oall/laHBICTBI. 3epTXaHaJIbIK,
3epTTey/siep KejeMiHiH apTybl >KoHe LMQPJbIK TpaHchopMalus Yy/epicTepi 3epTXaHasblK,
aKnaparThlk, 0ackapy >xyhesepiniH (Laboratory Information Management Systems, LIMS)
MaHbI3bIH eZiRyip apTThipAbl [11-14]. Kasipri LIMS mniaTdbopManapsl 3epTXaHanblk, Y/Arinepai
TipKey, 3epTTey HOTWKe/lepiH 6HJey JKoHe cCakray, 3epTXaHajblK >KYMbIC IpOLleCTepiH
aBTOMATTaH/BIPY, €CETTi/TiK KYPri3y >KoHe 3epTXaHasIbIK, )KabJJbIKkTapMeH UHTeTpaLiUsijiay CHUSKTHI
Heri3ri QyHKuusnapAbl opbiHAalkabl. CoHbiMeH KaTap, onap ISO 17025 kane Good Laboratory
Practice (GLP) cusiKTbl Xa/blKapasjblK CTaHJApTTap/blH TajanTapblHa CoWKeC 3epTXaHasblkK
KbI3MeTTi YUBIMIACTBIPyFa MYMKiHZIK Oepesi [23-26].

Herenmen, kazipri LIMS xylienepinin 6ackiM 661iri opTabIKTaHABIPbUIFaH apXUTEKTYpara
Heri3genreH, Oyl fiepeKTep/iiH TYTacThIFbIH (data integrity), e3repmentiHgirin (immutability),
KaJlaFayaHybiH (traceability) »oHe Tayesci3 Tekcepisly MyMKiHziriH (verifiability) TOJBIK,
KaMTaMachI3 eTe aiMaii/ib [4, 6, 8]. Ocbiran 6atinanbicThl blockchain TexHOMOTUsSICHI 3€pTXaHATBIK,
JlepeKTep/liH, CeHIM/IIITiH apTThIPY/bIH, TTepCIeKTHUBaIbI IelliMi peTiH/ie KapacToeipbutyaa [1, 10].
Kpunrorpadusnblk xsiuTey, yrectipinireH Tisinim (distributed ledger) »<aHe KOHCeHCyC
MexaHU3M/iepi 3epTXaHablK JepeKTepiH 63repMenTiHITiH TeKcepyTe, ayIuT XKypHa/ZAapbIHbIH, (
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audit trail) ceHiMZiNIriH apTTBIPYyFa )KaHe 3epTXaHasbIK HOTYKeIepAiH TYITHYCKA/bIFbIH pacTayra
MYMKiHZiK 6epeni [1, 3, 5, 10].

OnebueTTepAi Tangay KepCceTKeH ieH, Ka3ipri 3epTreynepiH 6aceiM bestiri He xeke LIMS
nat¢opManapbiHblH, apXUTeKTypachkl MeH (yHKI[MOHA/NJbIK MYMKIHZIKTEpiH 3epTTeyre, He
blockchain TexHOMOTHSACHIH JeHCAy/BIK CaKTay >KoHe 3epTXaHa/blK Jepekrepi Oackapy
canacbiHa KonfaHyra Gareittanrad [1, 18]. Anaiima SENAITE, Bika LIMS, OpenELIS xaHe
LabKey cusiktel open-source LIMS muiardopmanapeiabiy, blockchain  TexHosnorusceiver
VHTerpaLusylaHyFa TeXHUKaJbIK JalbIHABIFBIH OipbIHFall KpUTepuiliep Heri3iH/e calbICThIpyFa
apHaJIFaH KypbUIbIM/Ia/TFaH Oarasay Tocinepi KeTKiIiKTi AeHrelife KapacTeIpbliMaraH [13, 22].

Ocel 3epTTeyziH, Makcatbl — blockchain TexHonorusicbelMeH MHTerpanysiiay TYPFbICBIHAH
open-source LIMS nnardopmanapbin 6aranayra apHaaran Comparative Evaluation Framework
YCbIHY >XoHe ocbl (periMBopk HeridiHze SENAITE, Bika LIMS, OpenELIS >xane LabKey
r1aTopMasapblHblH, TeXHUKa/IbIK, MYMKiHJiKTepiHe ca/bICThIpMasibl Tanjay >Kyprisy. by
JKYMBICTBIH, epekitesniri — oHza blockchain uHTerpaiusicbiHbiH, 6arjapaManblK apXUTeKTypachl
Hemece TMPOTOTUIII YChIHbUIMaKbl. OHbIH opHbIHA blockchain TexHonorusicelMeH KeiiHri
VHTerpanus YLIiH eH Kojaisibl open-source LIMS mnnardopmacklH TaHJayFa apHasFaH
KYPBUIBIM/JA/IFAaH  CaJIbICTBIPDMarbl 0arasnay ToCii  YCHIHBLIQbL. Y CBHIHBUIFAH (PeiMBOPK
blockchain Heri3iHgeri 3epTxaHanbIK aKMapaTThIK >KyiesiepAi 23ipsieyre apHairaH Oosialmak,
3epTTey/ep/iH [iCHaMaslbIK, Herisi Oosia anafipl.

FpuibiMu 3/je0uerTepre mosy. 3epTXxaHaslbIK akapaTThik 0ackapy xyienepi (LIMS) meH
blockchain TexHonorusiapeiH JaMbITyFa apHajFaH 3epTTey/iep COHFbI JKbUIZAAPhI alTapbIKTai
KapKbIH asn/ibl. Ka3ipri FeIIbIMU JKapUsilaHbIMZAAPAbLI Tangay Oy OarbITTarbl 3epTTey/epAi Y
Heri3sri 6arbITKa Oemyre MyMKiHZIK Oepei:

- blockchain TexHOOrMsICBIH 3epTXaHabIK >KoHE MeJULMHAbIK aKMapaTThIK Kylenepze
KOJIaHy;

- 3amaHayn LIMS nnaTgopmanapblHblH, —apXUTeKTypackl MeH (DyHKLHOHANJBIK,
MYMKIH/IKTepiH JaMbITy;

- 3epTXaHasblK aKMapaTThIK JXyleaep/iH LUQP/IbIK TpaHCPOPMALUACH] XKaHe JepeKTepAiH,
TYTaCTbIFbIH KAMTaMachI3 eTy.

bipinwi 6arpiTTarel  3eprreynep blockchain TexHOMOTUsCHIH [JleHCAy/IbIK —CaKTay >KoHe
3epTXaHaJbIK JlepeKTep/liH TYTaCThIFbIH KaMTaMachI3 eTy Kypasbl peTiHfe KapacTeipazsl [1-10].
Pefla-Molina »xaue Tt.6. [5], Villarreal skeHe T.6. [6], Woo xaHe T.0. [7] blockchain
TeXHOJIOTUSCBIHBIH, KAYIMCi3JiK, ayJuT >KoHe [epeKTepAiH 63repMeuTiHAIriH KaMTamachi3 eTy
MYMKiH/ikTepiH TangaraH. CoHbiMeH Katap Durd sxoHe T.6., Ellahi >kane T.6. blockchain
HeTi3iH/eTi Ka/laFajlay MeH TYIHYCKA/IBIKThl KAMTaMachI3 €Ty TICiIepiH YChIHFaH. Amaia Oy
JKYMBICTap/bIH, O6ackiM OestiriHze HakThl open-source LIMS mnardopmaapbiH TaHJay Hemece
O71ap/ibl CaTBICThIPMaUTbl Oaranay Maceseci KapacThIpbUIMaraH.

Exinmi GarbiTTarbl 3epTTeysiep 3amaHayu LIMS mnardopmanapbiHbIH, apXUTeKTypachiH
JAMBbITyFa apHasraH. Yuen >koHe T.0. [14] ycbiran LIMS 4.0 TyKeIpbiMzgamacsl [upIIbIK
3epTxaHa/ap/blH, ’>KaHa apXUTeKTypasblK MojesiH cunarrahigel. Dwivedi >xeHe Goyal [15]
3epTXaHa/bIK aBTOMATTaH/BIPY JKYiesepiHiH BOMOLUICHIH KapacTbipca, Zhang >kaHe T.6. [17]
LIMS nnatdopmanapeiH Internet of Things (IoT) TexHosorusiiappiMeH WHTerpalusiiay
macenenepin 3eprrereH. CoHbiMeH Karap, Tian >koHe T.6. [12] 3epTxaHasblK akmapaTThIK
)KyhenepziiH Ka3ipri »karzaiibl MeH Oosaiiak Jamy OarbITTapblH TajjaraH. [lereHMeH, Oy
»KyMmbicTap/a miatdopmManap/siH blockchain TexHosorusicbiMeH HTerpalusiiaHyFa TeXHUKAIBIK,
JAUBIH/IBIFBI HEMecCe OJIapZblH 63apa Ca/bICThIpMasibl OaFachl KyprisisMereH.

Ywrinmri 6arbiT open-source LIMS mmatdopmaapbiHbIH, MPaKTHKA/BIK, KOJIaHBLTYbIHA
apHasnraH. Chikwanda »xone T.6. SENAITE mnnatdopmacein HIV 3epTxaHanapbiHAa KOJAaHy
ToxKipubecin cunarraigpl. Lindbdck KypeuibiMzanraH 3epTxaHamblk, AepeKTepAi 0ackapy MeH
FAIR karuzanapbiH eHris3yzi kKapactbipca, Rahman xeHe A3 Leather Innovation Center
seprxaHanapga LIMS eHrisyziy npakTHKa/iblK HaTWKenepiH Kepcereni. CoHbIMEH Karap,
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Okpukpu >koHe T.6. 3epTXaHa/bIK >KYMBIC TIPOLIECTePiH THIMZi yHbIMAAcThIpygarel LIMS
)KyWesiepiHiH, pesiiH Tanjaiabl. Anaiiga 6y 3epTTeysiep/iH emKaichicbiHAa open-source LIMS
natdopmanapsl blockchain TexHosorusiceiMeH GipiKTipyre >kapaMzbUIbIFbI OipblHFall Oaranay
KpUTEepUI/iepi HeTi3iH/e cabICThIpblIMaraH.

1-kecTeje OChI 3epTTey TaKpIPbIObIHA KATBICTBI COHFBI FBUIBIMA  KYMBICTapAbIH
Ca/bICThIpMaJibl Taj/laybl KeJaTipiireH.

Kecre 1. 2021-2025 xbU1gapAarsbl FbUIBIMU 3epTTeY/IEPAIH, CalbICTbIPMabl Ta/lJaybl
Eckepry: v — 6ap; /\ — imwiHapa; X — XOK.

Ne Aptopnap | LIMS | Blockcha | Jepekrepaiy | Aygut Senaite | Campictbl | KapacTeipbuiMaraH
(>KbLIBI) in TYTaCThIFbI JKypHasIbl pMaJibl Macesesiep
(Data (Audit Haranay
Integrity) Trail)
[1] Bhatt et al. | X v v/ v X X LIMS-nien
(2021) WHTerpawus
KApAaCThIpbI/IMaFaH
[2] Katiyar et v X 3epTXaHasbIK,
al. (2021) JlepeKTep
KApacCThIPbI/IMaraH
[3] Zhong v X LIMS-nien
(2022) WHTerpaus
LIeKTeyJli
[4] Kavasidis v X Ambik KoaTel LIMS
et al. raTopMasnapsl
(2022) barananbaraH
[5] | Peia- v/ X HakTbl LIMS
Molina et rsiaTdopMachl
al. (2023) KapacThIpbl/IMaFaH
[6] Villarreal v/ X 3epTXaHasbIK,
et al. JKykesep
(2023) KapacThIpbl/IMaraH
[71 | Woo et al. v/ X LIMS
(2023) ratdopMaiapbl
baranaHOaraH
[8] Dura et al. v X Tek eHzipicTiK cana
(2023) KApaCThIPbUTFaH
[9] Ellahi et al. v X 3epTXaHaJIbIK
(2023) apXUTeKTypa
KApaCThIpbI/IMaraH
[10] | Fonseca et v X LIMS »Keke
al. (2024) TangaHbaraH
[11] | Rahman v X Tek mpakTUKaIbIK
(2024) eHri3y
KApaCTBIPbITFaH
[12] | Tian et al. yAN X Blockchain
(2024) TeXHOJIOTUSIChI
KApacThIpbI/IMaFaH
[13] | A3 Leather VAN X Blockchain
Innovation HHTerpaLusiChl XOK,
Center
(2024)
[14] | Yuen et al. v X Blockchain
(2025) bonaimak,  JKYMBIC
peTiH/le YChIHBIIFaH
[15] | Chikwanda v/ X Blockchain
et al. OolipiHIIa baranay
(2025) JKyprisiiMereH
[16] | Lindbick v X Blockchain
(2025) WHTerpalusiChl
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KdpdaCThIpb/IMaFdH

bI H

3epT | CaBICTBIP

Tey | Masibl
baranay
¢peiiMBOp
Ki

[17] | Zhang et | v X A X X Blockchain
al. (2025) KOJJJaybl JKOK
[18] | Okpukpu v X A X X [Hepexrepaiy
et al. TYTaCTBIFBl  JKaH-
(2025) JKaKThI
KapacThIpbI/IMaraH
Oc | ¥cbmbUFa | v v v v v —

1-KecTese KenTipi/ireH cajbICTBIPManbl Taiay Kasipri FUIBIMM 3epTTeyJepAiH O6achiM
6eniri blockchain TexHonorusiceis kongany Hemece LIMS ninatdhopmanapbiHbIH (GYHKIMOHAIIBIK
MYMKiHZIKTePiH ZaMbITy MacesenepiHe barbiTTanraHbiH KepceTei. CoHbiMeH Katap, SENAITE
CUSIKTBI JKeKeJleTeH open-source riaTdopmasnapAbl eHrisy TakipubeciHe apHanraH 3epTTeysiep
Ke3ZlecKeHiMeH, osiapfia TinaTdopmManapzbiH, blockchain TexHonorusicbkiMeH WHTerpalusiiaHyfra
JMAWBIHABIFEI  OipbIHFall Kputepuiiiep OolibiHIna OaranmaHOaraH. OcbiFaH 0alIaHBICTBI OYIT
JKYMBICTa YCHIHBUIFAH CasbICThIpMasibl Oaranay (peliMBODKi aHBIKTa/IFaH FHUIBIMUA OJIKBUIBIKTHI
TOJBIKTBIPYFa OaFbITTa/IFaH.

Kecrte 2. Tanganrad open-source LIMS miaTdopManapbIHbIH, »KaJIIbl CUNIaTTaMasiaphbl

[Tnardhopma barpapnamasnay Lepekrep REST Mopynbaik Bencenni
TiJi 0azachl API apXuTeKTypa JlaMybl

SENAITE Python PostgreSQL v v 4E]

Bika LIMS Python PostgreSQL v v Iekreyni

OpenELIS Java MySQL v lirinapa J4E]

LabKey Java PostgreSQL v v Ua

Server

2-KecTefie KepceTinreHzel, Oap/blK KapacThIPbUIFaH TulaT(opManap amiblK OacTarkpl
KO/ITHI 3epTXaHa/bIK aKIapaTThlK Oackapy >Kyiesiepi Oosibill Tabbuiafibl >KoHE 3epTXaHasIbIK
JKYMBIC TIpOLiecTepiH aBTOMaTTaH/bIpyFa apHa/IFaH Heri3ri GyHKUuusaapAbl Koaaakabl. CoHbIMeH
Karap, oJlapAblH, OaFJapsamasnay Tii, Aepekrep 0a3acblH YUBIMAACTBIPY TICiMi, MOIY/IbIIK
apXUTEKTYPachl koHe KaybIM/JaCTBIKTBIH, IaMy OesiceH/Iistiri O0MbIHIIA allbIpMaIlbLILIKTaphl Oap.
byn epekienikrep OKyidenepziH KeHEWTiTy MYMKiHAIriHe >koHe OoJialllakTa ChIPTKBI
TeXHOJIOTHSIZIaDMEH MHTerpalusijiaHy —asieyeTiHe Tikeseli acep eresi. COHABIKTaH Oy
epeKIlesiKTep Keyeci 6emiM/ie YCHIHBIIFAH OaFanay KpUTepyidepiHiH Heri3iH Kypahpl.
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Kasipri septreynep

]
v '

LIMS septreynepi BnokyeitH aeprTeynepi
ApxutekTypa [lepexTepAiH TyTacTbiFbl
JKymbic npouecTepi AypuTTik i3 (KypHan)
Auwbik koaThl nnatdopmanap KaparanaHfbilWTbIK,
LIMS 4.0 Cmaprt-keniciMwapTtrap

I |
'

3epTTeynepperi macenenep
MeH OfKbINbIKTap

1

¥cbiHbINaTbIH canbicTbipMansi
Baranay ¢ppeiiMBOpKi

T
' ' ' ¥

SENAITE Bika LIMS OpenELIS LabKey

[ [ [ ]
!

Bonau.lam‘a 6noKYelH TeXHONOrMACLIMEH
MHTerpauusanayfa ey Konanmnel nnarpopma

Cyper 1. ¥cbiHblnFaH open-source LIMS miaTdopmanapbiH canbIcTeipMaibl Oaranay GppeliMBOpKiHiH
TYKbIPbIM/IaMarbIK, Cb136achl

ATanraH epekilemiKrep TulaTGopManapAblH, ChIPTKbI TeXHOJorussiapMeH OipikTipy
MYMKiH[iriHe Tikenel acep eteni. CoHzpIKTaH open-source LIMS muaTdopmanapbiH OipbIHFai
Oarasay Kpurepwiiiepi HerisiHze cambIcThIpy koHe blockchain  TexHosorusiceiven
VHTerpaLusijlayFa TeXHUKAaJIbIK YKapaM/IbIbIFbIH Oaraiay KaKeTTisliri TybIHAau b

KapacrtsipbuiMaraH Macestesiep. JKyprisinren agebverrepai Tangay Kasipri open-source
LIMS ninardopmanapbIHbIH, 3epTXaHalbIK aKlapaTThl 0ackapyFra apHa/ifaH KeH, (yHKL[MOHAbIK
MYMKiHfikTepre ue ekeHiH kepcerti [11-18]. ConbiMeH KaTap blockchain TexHosorusicblH
3epTXaHa/blK JepeKTep/iH TYTacThIFbIH (data integrity), e3repMeWTiHAITIH (immutability),
KaJlarasiaHybIH (traceability) »keHe ayAWT >XKYPri3y/i KaMTamachi3 eTy Kypasbl peTiH/e Ko/aHyFa
OarbITTa/IFaH 3epTTey/ep CaHbl TYPAKTHI TypZe apThin Keneni [1-10]. Anatiza Oy eKi FbUIbIMU
OarbIT KeOiHe gepbec KapacTBIPBLIBIN, OJIapAbIH 6©3apa OaliaHbICHI >KeTKUTIKTI [JeHreizie
3epTTenmereH [1-18].

Konpanbictarbl afebuertepe open-source LIMS mnardopmanapeiabiH,  blockchain
TeXHOJIOTUSICBIMEH MHTerpalfis/laHyFa TeXHUKA/IBbIK AalibIHABIFBIH OaFasiayFa apHaaFaH OipbIHFai
d/licTeMe HeMece CasbICTBIPMasIbl baranay ¢ppeiiMBOpPKi ycbiHbIMaraH [ 5,10, 18]. CoHbIMeH KaTap
)KYle apXuUTeKTypachl, MOAY/JbAiK KypbUtbiMbl, REST API Komnjgayel, Aepekrep Oa3achbIHBIH
VKeM/IJIiri, ayJuT MeXaHU3MJepi >KoHe KEeHEWTLTy MYMKIHZIr CHSIKTbl Heri3ri TeXHUKabIK,
KpuTepuiiiep OOUbIHIIA JPTYPJIi TiaTdopMasap/bl KelleHAi CalbICThIPy MIcesieci >KeTKiTiKTi
JeHrelije KapactelpbiMarad [11, 18].

1-cypeTTe YCBHIHBUIFAaH CajbICTHIDMasnbl Oaranay (pelMBODKiHIH,  KOJZAHbICTAFbl
3epTTeysiep XyueciHzeri opHbl KepceTiired. CypeTTeH Kepill OTbIpFaHbIMbI3/ial, Ka3ipri FbUIBIMU
YKYMBICTap Heri3iHeH eKi OarbiTTa Aamyza: OipiHmici — open-source LIMS mniaTdopmanapbHbIH
apXuTeKTypachl MeH (QyHKLMOHA/IABIK MYMKiHAiIKTepiH >keTinaipy [11-18], ekinuici — blockchain
TEeXHOJIOTUSICBIH 3ePTXaHaslbIK JepeKTepAiH CeHIMZIIIri MeH TYTaCTbIFbIH KaMTamMachi3 eTy YIIiH
naiiganany [1-10]. Anaiija ocbl eki OarbITThl OaliaHBICTHIpATHIH, open-source LIMS
nnat@opmanapbid blockchain TexHonoruscbiMeH MHTerpanysiayra TeXHUKabIK KapaM/blUIbIFbI
TYPFBICBIHAH CaJIbICTBIPMaJIbl OaFalalThIH KYPBLIBIM/IA/IFaH TICIJT 3JTi KYHTe [eifiH YChIHbIIMaFaH.
Ochbl KapacThIpbl/IMaFraH Macesiesiep/i TOMBIKTHIPY MaKcaThIHa 6yJ1 )KyMbicTa open-source LIMS
rtatdopmanapbid blockchain TexHoOTUsACKIMEH HHTErpaLUsiiay a/1eyeTi TYPFLICBIHAH OaFaayra
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apHaJFaH CajbICTBIPMasbl  0Oarasmay (peldMBODKiI YCHIHBUIQABL. Y CBIHBUTFAH —(DpeliMBOPK
6onamakra blockchain HerisiHgeri 3epTxaHanblK akmapaTThIK >Kyhenepzi 93ipjey VIIiH eH
KOJIaiibl 11aTopMaHbl FEUTBIMU HeTi3/le TaHjayFa MyMKIHZIK Oepei.

¥YcoiHbUTFaH Oarasnay Tacini HakTel blockchain apxuTekTypachkiH 33ipsiey/i MakcaT eTreupii,
Kepiciniie blockchain TexHonorusicbiMeH KeliHri WHTerpaiusi YIIiH TeXHUKAJbIK TYPFbIaH eH
Kosalnbel open-source LIMS minatdopMachblH TaHjayFa apHalfaH oliCTeMesiK Heri3zi
KaJIBIIITaCThIPa/ibl.

YchIHBUIFaH caibICThIpMasibl Oaranay ¢peitmBopki. Blockchain TexHonmorusceiH
3epTXaHa/bIK aKMapaTThIK >Kylesepre eHri3yziH TuiMmziniri Tek blockchain mnaTdopmachkiHbIH
MYMKiH/IIKTepiHe FaHa eMeC, COHbIMeH KaTap Ko/ajaHbulaTblH LIMS mnnardopmachiHbIH
apXWUTEKTYypasblK KYpbLIbIMbIHA, KEHEUTly MYMKIH/IriHe >K9He CBhIPTKbI ’KylherepMeH e3apa
apekeTTecy KabinetiHe e Tayensi [3,5,11,14,17]. Ochl FEUTBIMU MICe/IeHi I11elTy MakcaThiHza Oy
3epTTeyze open-source LIMS nnatdopmanapsit blockchain TexHosnorusicbimer nHTerpatysiiayra
)KapaM/IbUIbIFbl  TYPFBICBIHAH 0Oarajiayfa apHalfaH casbICThIpMasibl Oaranay  ¢periMBOpKi
YCbIHBUIaZbl. ¥ ChIHBLIFAH (DpeliMBOPK 9pTYp/i miatdopmanapisl OipblHFail KpUTepuiinep
HerTi3iH/je 00BeKTUBTI Ca/TbICThIPYFa >KoHe OoJalliak, MHTerpaLys YIlliH eH KOoJ1ai/ibl r1aT(opMaHbl
aHbIKTayFa MYMKiHZIK Oepei.

Y coeIHBITFAH dfiicTeMe OipHellle e3apa OaiilaHBICTBI Ke3eHHeH Typajbl. bipiHiii ke3eH[e
3epTTey HbICaHbI PeTiH/le KeHiHeH K0/ZiaHbu1aThiH open-source LIMS nnatdopmanaps! TavAanibl.
Onapra SENAITE, Bika LIMS, OpenELIS >xone LabKey mnnargopmanapsl >xatagel. byn
ruiaTdopMasap aiiblK 6acTarKel KOJKa HeTi3esnyi, FIIbIMU 9/ie0reTTep/e KeHiHeH KO/JaHbUTYbI
)KoHe OesiceH/1i 93ip/ieHyi CUSKTbI KpuTepuiiiep OOWbIHIIA ipiKTesi.

Exinimi ke3eH e riaTdopmanap/ sl Oaranayra apHaaFaH Heri3ri KpuTepuiiziep aHbIKTas /bl
Onap Ka3ipri FbUILIMH 9/leOMeTTepre KyprisinreH Tanjgay Hoatwkesnepi meH blockchain
TeXHOJIOTMSICBIMEH ~MHTerpanysiiay Ke3iHZe MaHbI3bl OOMBIT  CAHA/MAThIH — TeXHHUKAJIBIK
TajanTap/bl eCKepe OTbIPbIN KalbINTaCThIpbuIAL! [5,10,14, 18].

[Tnatdopmanapzp! Garanay YILiH Kesieci KpUTepUiiiep YChIHBII/BL:

- )Kyle apXHUTeKTypachl;

- MOZAY/Ib/IIK KYPBUIBIMBI;

- REST API kongaysi;

- JepekTep 0a3achbIHbIH UKEeM/IiJIiri;

- KXYMBIC TIpoLiecTepiH beliiMaey MyMKiHZIri;

- ayTUT MeXaHU3M/epiHiH 00/TybI;

- peCMM TeXHMKasbIK Ky>KaTTaMaHbIH, Carachl;

- 33ipsieyrisiep KaybIMJACTBIFBIHBIH, O€/ICeH/Iiiri;

- blockchain TexHo/IOTHsICBIMEH UHTerpaLUsi/IaHyFa TeXHUKAbIK, AaWbIH/BIK AeHTeii.

Opbip mnardopma KepceTinreH KpuTepuisiep OoibIHIIA KellleHAi TypAe OaramaHfpl.
baranay 6apbichiHzia TUiaTdopMasap/blH, peCMU TeXHUKAJIBIK, KyKaTTamasapsl [19, 23], FeUIbIMU
KapusinaneiMzap [11, 18] >koHe apxuTeKTypasblk CUIIaTTaMmasaphbl naizanaHeuibl. COHbIMEH
Karap 93ipJieyliiisiep KaybIMAAaCThIKTapbIHBIH MaTepuarapsl Jja Tanjay 0apbeiChbiHa eCKepisii.

Y ChIHBITFAH ~ casbICTHIpManbl  Oaranmay (peliMBOpKi Keseci Oemimze >KyprisisieTiH
niiaTdopmasiapibl caabICTEIpMabl OaFanaybiH 9/liCHaMasIbIK, HEri3iH Kypaiibl. Opi Kapai ap0oip
open-source LIMS miaTdopmackl YChIHBIIFAaH KpUTepHiisiep OolibiHina Garananbim, blockchain
TeXHOJIOTUSICbIMEH UHTerpalysijlaHyFa TeXHUKa/bIK yKapaM/bUIbIFbI TaslaHa/bl.
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‘ Mnarpopmanapabl TaHaay ‘

l

‘ Baranay kpuTepuiinepiH aHbiKTay ‘

}
{ ! l l

SENAITE
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Cyper 2. ¥CbIHBITFaH CaJIbICTBIPMaIbl Oaraay (ppeiMBOPKiHiH, »KasITbl KyPbUIBIMBbI

2-cypeTTe YCHIHBUIFAH CasbICThIpMasbl Oaranay ¢pelMBOpKiHiH Heri3ri Ke3eHjepi
kepcetinreH. ®PpeiiMBopK 1uiaTdopmanapAbl TaHAay, Oaramay KpuTepHiliepiH aHBIKTay,
Ca/bICTHIpDMasibl Tasnzay >Xypridy >koHe blockchain TexHosorusicbelMeH HHTerpaiusiiayra el
KOJIalibl 171aT()opMaHbl aHbIKTay Ke3eH/epiHeH Typa/ibl.

Awbik, koaTel LIMS mnnardopmanapbiH canbICThIpMasibl 0arasnay. Y ChbIHbUIFaH
casbICThIpMaUibl Oaranay dpeiimBopki Herizinze SENAITE, Bika LIMS, OpenELIS >kaHe LabKey
ruiatdopmanapsl 6aranaHpl. By miaTdopmanap amibik, KOAThl 60Mybl, FEUIBIMU 3fie0ueTTep/e
KeHiHeH KOJ//JaHbUTybl >K9He 3epTXaHas/bIK aKrapaTThl 0acKapyAblH Herisri (yHKIMOHANJBIK
MYMKiHZIKTepiH KamTamachi3 eTyi HeriziHge TaHpaanabl [11-23]. ITnardopmanapasl bGaranay
blockchain TexHoorusICbIMeH HHTerparysIaHy MYMKIH/IITiH aHbIKTayFa OaFbITTas /bl
Onapfra MbIHaIap >KaTtajbl:

- )KyWe apXUTeKTypachl;
- MOJYJIbJIK KYPbUIBIMBI;

REST API Konpaysl;
- JepekTep 6a3aChIHbIH UKeMZIiJIiri;
- JKYMBIC TIpOIiecTepiH OeliMziey MyMKIiHZIITi;
- ay[uT XypHa/ZapbIHbIH 60/1ybI;
- KyKarTaMmaHblH carachbl;
- KaybIMZACTLIKTBIH, Oe/ICeH/Iimiri;

Blockchain TexHonorusiceilMer UHTerpauysiaaHyFa TeXHUKA/bIK JalbIH/ABIK, JeHreli.

Ochbl MakcaTTa 9/iebreTTepAi Tanfay HITHXKeCiH/ie TOFbI3 Herisri 6arasay KpUTepHiii aHbIKTa/IbI
[5,10,14-23]. Byn KpuTepuiliep 3epTXaHa/blK akMapaTThIK >KyWesnepAiH apXUTeKTypasblK
epeKIleTiKTepiH FaHa eMec, olapAbiH 6osarakTa blockchain TexHosiorusicbiMeH UHTerparysiiaHy
a7eyeTiH fie KemeH/i Oaranayra MyMKiHZIK Oepeni [14, 23].

Kecre 3. Open-source LIMS niatdopmanapbsiH 6aranay KpUuTepHuiAnepiHiH CHIaTTaMmachl

Kazakua JKaklua imiHge
REST API Kongaysl (REST API)
JKymbIc miporiecTepi (Workflow)
AyaUT )XypHaJbl (Audit Trail)
KyxaTtrama (Documentation)
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KaybIMZIaCTBIKTBIH, KOJ11aybl (Community Support)
Blockchain texHosiorusacbiMeH | (Blockchain Readiness)
WHTerpalysijiayra JaibIHAbIK

3-kectese open-source LIMS mnardopmanapbiH Oaranay VIMiH MaifanaHbUIFaH Herisri
KpuTepuiaep KenripinreH. byn kputepuiinep >kyienepziH apXUTEKTypasblK epeKIlIe/liKTepiH,
KEeHeWTiNly MYMKIH/IrH, WHTerpauusiiblK MKeMAiniriH >kaHe blockchain TexHosorusicbkiMeH
OipikTipyre TeXHMKAJbIK AAaWbIHIBIFBIH KellleH[i Type Oaramayra MYMKiHIiK Oepemi. Ocbl
kputepuiinep Herisinge SENAITE, Bika LIMS, OpenELIS »xane LabKey mnnaTdopmanapsl
CaIbICTBIPDMaJIbl TYPZE TalZaH/bl.

Open-source LIMS mnuardopmanapbiH CaabICTBIPMa/ibl 0arasay HITHXKeJIepi.
¥Ycoiubutrad Oaranay kpurepuidnepi Herisinge SENAITE, Bika LIMS, OpenELIS xane LabKey
natdopmanapbiHa CanbICThIDMasbl TajaAay >Kyprisingi. baramay miatdopmanapibiH, pecmu
TeXHUKAJIbIK Ky>KaTTaManaphl [19-23], kapusiianraH FbulbiMu eHbOekTep [11-18] >koHe allibIk
93ipsieyIirijiep KaybIM/IaCTHIKTapbIHBIH, MaTepHasiiapbl HeTi3iHAe OpbIHAaNbl. Opbip KpUTepHit
OoiibIHIIA TIaThOPMaap/blH TeXHUKA/IBIK, MYMKIHIKTepi, KEHEUTiTy a/ieyeTi kaHe Oosarmakra
blockchain TexHosorusicbiMeH GipiKTipyre >kapaMAbUIBIFBI KAPaCTLIPbUIALL. baFanay HaTHKemnepi
4- cypeTTe KeJ/TipiireH.

SENAITE

15 30 45

Cypert 3. Open-source LIMS miatdopmanapbiHbIH Oaranay Kputepuiinepi O0ibIHIIA
CaJIbLICTBIPMAJTbI HITVKeepi

3-cypetTeH Kepin oteipradbiMbI3ziaii, SENAITE ninatdopmach! eH >KOFaphbl KUBIHTBIK, 6as
»xuHazbl. LabKey ekinii opeiHa opHanacca, Bika LIMS >xone OpenELIS canbicThIpMaibl TypZe
TeMeH HaTKe KepceTTi. By onapabiH blockchain TexHosorusicbiMeH UHTerpaLUsiiaHybl MYMKiH
OosiFaHbIMEH, ApXWUTEKTYPa/bIK HUKEeMZIIri MeH KeHeHTi/ly a/eyeTiHiH TeMeHipeK 00JybIMeH
TYCiHAipiiesi.

Barasiay HaTWkKe/nepiH TasjKbuaay. JKypri3iireH casmbICThIpMasibl Oarasnay HITWKesepi
open-source LIMS mnatdopmanapbiHbiH, blockchain TexHosorusicbkiMeH uHTerpalysiiaHy
MYMKIiH/[iKTepiH/ie aliTap/IbIKTal alibIpMallIbI/IbIKTap 0ap eKeHiH KOpPCeTTi.

[TnardopmanapeiH, Gap/bIFbl 3epTXaHAbIK akKapaTThl OacKapy/[blH Heri3ri (QyHKLusIapbiH
KamMTaMachl3 eTKeHiMeH, O0JIapAblH apXWUTeKTypasblK UKeMJi/iri, KeHeuTily MYMKIHJIr >KoHe
CBIPTKBI JKYMe/lepMeH WHTerpaljusiyiaHy JeHrei 6ipzeii emec.

Ocipece >kyWeHiH KeHeuTiny wMyMKkiHziri, REST APl konpayel >keHe 33ipjeyiiisiep
KaybIMJIaCTBIFBIHBIH, OesiceHiniri blockchain TexHosoruscbiMeH WHTerpauysiay KesiHze
ety (akropap 60sbI TabbLIAABI.

Baranay HaTwkenepi 6oibiHIla SENAITE eH >koFapbl KUBIHTBHIK, Oasuira e 60mabl. By
OHBIH, MOZY/bIIK apxutektypacbiMed, REST API KonzpaysimeH, PostgreSQL mepektep 6a3achiH
naiizialaHybIMeH >KoHe OesiceHZi a3ipsieymrijiep KaybIMAACTBIFbIMEH TycCiHAipiieni. CoHbIMeH
Karap, )KyWeHiH KeHeUTi/ly MyMKIiHZIiri >kaHa MOZy/IbJiepAi eHri3y i >keHingeresi, 6y blockchain
HeTi3iHzeri KocbIMIlla CepBUCTEP/Ii 93ipyiey Ke3iH/je MaHbI3/Ibl apTHIKIILUILIK, O0IBITT TaObUIabI.
LabKey ratdopmacs! fa KOFapbl HITHKe/lep KOPCeTTi koHe KerTereH KpuTepHiisiep OobIHIIIa
SENAITE-ke >kakpiH Oaramanzpl. Asabiia LabKey ombebam rolibIMU AepeKTepii Oackapy
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niaTopmackl peTiHJe 93ip/ieHreH/IiKTeH, K/IaCCUKasblK 3epTXaHasblK >KYMBIC TpOLiecTepiH
yiibivaacTeipyia SENAITE-nien canbicThipraHza Keii0ip miekteynepre uve. Bika LIMS >xone
OpenELIS nnatdopmanapsl 3epTXaHasibIK, aKIapaTThl THiM/[i OackapyFa MYMKiHJiK OepreHiMeH,
0J1ap/iblH, apXUTEKTYpaJblK UKeM/iJIiri MeH KeHeWTiTy MyMKIiH/Iiri calbICThIpMasibl Typ/le TeMeH
GaranmaHzpl. Ocipece a3ipreyirisiep KaybIMJACTHIFBIHBIH, OeCeHAIMri MeH >KyHeHi >kaHapTy
KAapKbIHBI OOMBIHIIIA albIPMAILILUIBIKTap OaliKaia/bl.

AnbiHFaH HOTWXKenep OYpBLIHFBI 3epTTey/epAiH KOPBITHIHABIIAPBIMEH Jle  COUKeC
keneniKazipri >kapusiiaHbIMap bl 6ackiM Gestiri >keke ratdopmManap/biH, QyHKLHUOHA/BIK,
MYMKiHZiKTepiH Hemece blockchain TexXHO/IOTUSCHIHBIH apTHIKIIBLIBIKTAPEIH KapacThIpyMeH
mekTeneni [5,10, 18].

An 6y1 )xymbIcTa Tiatdhopmaap/ibl OipbiHFall Oaranay KpuTepHiiiepi Heri3iHze canbICThIPy
)Ky3ere acbIpbliAbl, Oy onapgeiH blockchain TexHosorusicbiMeH MHTerpalysiiaHy dJeyeTiH
00bekTHBTI Oaranayra MyMKiHZIK Oepzi. 2Kanriel asFaH/ia, YChIHBIIFAH CabICTHIPMabl Oaranay
Tacim open-source LIMS mnardopmanapeid OipbiHFaii KpuTepuiiiep OOMbIHILIA OOBEKTHBTI
Oaramayra MyMKiHZIK Oepefi >xoHe blockchain HeriziHzieri 3epTxaHasbIK aKIapaTThIK >Kylenepzi
33ipJiey YIIiH FhUIBIMU HeTi3/ienreH niaTtdopMa TaHayFa KaF/ai »kacai/bl.

KopsITbiHABL. By >xymbicTa blockchain TexHosorusicbiMeH MHTerpanysiiay TYPFbICbIHAH
aIlbIK KOATHI 3epTXaHa/bIK akKMapaTThlK Oackapy »kyWesnepiH (open-source LIMS) 6Garanayra
apHaJIFaH CasbICTHIPMasbl Oaranay GpeliMBODPKi YCHIHBUIIBI. Ofe0reTTep i Tanay HITKeCciHAe
Kazipri 3eprreysepgiH 6ackiMm 6Gemiri >keke LIMS maTdhopManapbiHbiH, (HYHKIHOHAIIBIK
MyMKiHZiKTepiHe HeMece blockchain TexHOMOrUsICBIHBIH, SPTYPJ/i KO/AAHBULY CasajapbiHa
OarbITTa/IFaHbl aHbIKTaNbl. Avsaiija open-source LIMS mnnatdopmanapeiabiy, blockchain
TEXHOJIOTHSICBIMEH HMHTerpalysilaHyFa TeXHUKalbIK >KapaM/bLIbIFBIH 0Oarajayra apHajFaH
GipbIHFall cabICTEIPMAIbl 9/liCTeMe >KeTKITIKTI feHrelije 3epTTesiMereH. OcChl KapacThIpbIMaraH
Macesieniep/i TOJIBIKTBIPY MakKCaTbIH/A JKYHe apXUTeKTypachl, MOAY/bAIK KypblibiM, REST API
KO/aybl, iepeKkTrep 6a3achiHbIH, UKeM/ILIITi, )KyMBIC TIpoliecTepiH GeliiMaey MyMKiHZITi, ayauT
MexaHU3MZepl, TeXHUKa/IblK KyKaTTaMaHblH Carachl, J3ipseylliiep KaybIMJaCTbIFbIHBIH,
6escenpiiri >koHe blockchain TexHosorUsCbiIMeH WHTerpalysjiaHyFa TeXHUKAJIBIK, AalbIH/bIK
CUSIKTBI HeTi3ri Oarasay Kputepuiinepi ansikrangsl. Ocel kpurtepuiiniep Herizinge SENAITE, Bika
LIMS, OpenELIS »ane LabKey nnatdopmanapbiHa canbicTbIpMasbl Tajaaay xXyprisinzi. baranay
HaTwKesepi 6oubiHIa SENAITE ninatdopmMachk! eH >KOFapbl XKUbIHTBIK, KOPCETKIIIIKe He OOJIbIT,
blockchain TexHosorusicbiMeH Ooalllak WHTETpalUsl VIIiH eH KoJaiiabl 1uiatdhopMa peTiHfe
aHblKTanpl. Byl HoTWKe maTQOpPMaHbIH MOAYIbIIK apXWUTEKTypachbIMeH, KeHeNTiny
mymKiHzirimeH, REST API konmaybiMeH >koHe OesiceH[i 93ipseyiiisiep KaybIMAACTHIFBIMEH
TycCiHAipiiesi. ¥CBIHBUIFAH canbICThIpManbl Oaranmay ¢peiimBopki blockchain Herisingeri
3epTXaHaJIbIK aKIapaTThIK JKyiesep/i 93ip/ey KesiHze 6acTankpl TiaTopMaHbl FhITHIMU HeTi371e
TaHJayFa MYMKiHZAIK Oepeni. CoHbiMeH Karap, Oyn oficreme 6Oacka open-source LIMS
niatdopmanapbid Oarasay yimiH fAe Oeiimzenyi MyMmkiH >kaHe blockchain TexHo/OrHsICHIH
eHrisyre OaFbITTasiFaH OoJjialllak 3epTTey/sep/iH, d/liCHAMasbIK Heri3i peTiHZe KO/JaHBLTYhI
pIKTUMas. bonamak 3eprreynepze tavganrad SENAITE nnatdgopmacek! HerisiHze 3epTXaHabIK,
JlepeKTepAiH, TYTAaCTbIFbIH, ©3TePMEWTIHJIrIH K9He CeHIMJi TeKCepilyiH KaMTamachl3 eTeTiH
blockchain-6akpinay KabaThiH >kKoHe WHTErpalUsIbIK, apXUTEKTypaHbl 33ip/iey >KocrapJ/iaHy/a.
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CEKIIUA 7

JKacaHjapl MHTe/VIEeKT )KyHe/iepiHjeri OHTauIaHbIPy JK9He
OHTaW/IAHABIPY MiH/eTTepi

I/ICKYCCTBEHHbIﬁ HHTE/IVIEKT B OIITUMHU3AIIUH U OIITUMHU3AIJUOHHBIE 3d/1dYH
B CHCTéMdX MCKYCCTBEHHOI'0 HHTE/IV/IEKTAd

Artificial intelligence in optimization and optimization problems
in artificial intelligence systems
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Abstract. In the context of ongoing digital transformation, artificial intelligence (AI) has become one
of the key technologies for improving the efficiency of decision-making processes across various domains.
The application of intelligent algorithms enables the analysis of large volumes of data, the identification of
hidden patterns, the prediction of future events, and the selection of the most effective courses of action.
This article examines contemporary artificial intelligence algorithms used for optimizing decision-making
processes, including artificial neural networks, machine learning methods, genetic algorithms,
reinforcement learning, and swarm intelligence techniques. A comprehensive analysis of their
characteristics, advantages, and limitations is presented, along with an examination of their applications in
intelligent decision support systems, industry, healthcare, logistics, and the financial sector. Furthermore, a
conceptual model of an intelligent decision support system based on the integration of multiple artificial
intelligence algorithms is proposed. Finally, the paper outlines promising directions for the further
development of intelligent optimization methods in the context of the digital economy.

Keywords: artificial intelligence, optimization, decision-making, machine learning, neural
networks, genetic algorithm, intelligent systems, big data.

INTRODUCTION

In recent years, the rapid development of Artificial Intelligence (AI) has become one of the
most significant drivers of the digital transformation of the global economy. Modern enterprises,
government organizations, and research institutions are increasingly confronted with the need to
process massive volumes of information, analyze numerous alternatives, and identify optimal
decisions under conditions of uncertainty. Traditional decision-making approaches, which rely on
expert judgment and classical mathematical models, are often unable to provide the speed and
accuracy required for processing complex and dynamic data. Consequently, intelligent algorithms
capable of autonomous learning, adaptation to changing environments, and data-driven decision-
making have gained considerable importance.

Artificial intelligence algorithms are widely applied across various domains, including
manufacturing, transportation, finance, healthcare, logistics, energy, and public administration.
Their implementation significantly improves the efficiency of information systems, minimizes
resource consumption, reduces decision-making time, and enhances forecasting accuracy [4].

Modern intelligent systems integrate a variety of Al techniques, including Machine Learning
(ML), Deep Learning (DL), genetic algorithms, swarm intelligence methods, and Reinforcement
Learning (RL). Each of these approaches possesses unique characteristics and is suitable for
solving specific classes of optimization problems.

Particular attention has been devoted to multi-objective optimization problems, in which
multiple, often conflicting, criteria must be considered simultaneously. Classical optimization
methods frequently exhibit high computational complexity and require substantial computational
resources when addressing such problems. Artificial intelligence algorithms significantly reduce
the search time by efficiently exploring the solution space and identifying the most promising
alternatives [3, 12].

One of the fundamental advantages of intelligent algorithms is their capability for self-
learning. By utilizing accumulated data and experience, these algorithms continuously improve the
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quality of their decisions without requiring constant human intervention. This capability has
contributed to the widespread adoption of Al technologies in the development of Decision Support
Systems (DSS).

Despite remarkable advances in this field, several challenges remain unresolved, including
model interpretability, algorithm robustness to variations in input data, computational complexity
during training, and the security and reliability of intelligent systems. Therefore, research aimed at
improving artificial intelligence algorithms for optimizing decision-making processes remains
highly relevant from both scientific and practical perspectives.

The objective of this study is to analyze contemporary artificial intelligence algorithms
employed for optimizing decision-making processes and to develop a conceptual model of an
intelligent system that enhances decision-making efficiency in multi-objective optimization
environments.

The main objectives of the study are as follows:

* to analyze existing artificial intelligence algorithms;

e to investigate the application of intelligent methods for solving optimization problems;

* to develop a conceptual model of an intelligent decision support system;

e to identify promising directions for the future development of artificial intelligence
algorithms in the optimization of decision-making processes. Ease of Use

LITERATURE REVIEW

Contemporary research indicates that artificial intelligence (AI) algorithms have become
among the most effective tools for optimizing decision-making processes under conditions of
uncertainty, multi-criteria optimization, and large-scale data analysis. In recent years, significant
progress has been achieved in machine learning, deep learning, evolutionary computation, and
hybrid intelligent algorithms, all of which have substantially improved the quality of managerial
and operational decision-making [3, 12].

A systematic review of intelligent optimization methods published in Engineering
Applications of Artificial Intelligence reports that more than 320 intelligent optimization
algorithms have been developed over the past decades. Among these, swarm intelligence
algorithms, evolutionary computation techniques, and hybrid methods that combine the strengths
of multiple optimization approaches have gained the greatest popularity. The authors also highlight
the continuous growth of research in intelligent optimization, particularly since 2020.

One of the most promising research directions is the integration of machine learning
techniques with classical optimization algorithms. Recent studies demonstrate that such hybrid
approaches significantly improve the efficiency of optimization by incorporating predictive
models and adaptive parameter tuning into the optimization process. This integration enables more
accurate and computationally efficient decision-making across various application domains.

Considerable attention has also been devoted to the application of deep learning in decision
support. Deep neural networks effectively identify complex nonlinear relationships among system
variables, providing high prediction and classification accuracy. Consequently, intelligent systems
can make real-time decisions even in highly dynamic and data-intensive environments.

Reinforcement Learning (RL) represents another rapidly developing area of artificial
intelligence. Unlike conventional machine learning techniques, reinforcement learning enables an
intelligent agent to autonomously develop decision-making strategies through continuous
interaction with its environment while maximizing cumulative rewards. This learning paradigm
has demonstrated remarkable effectiveness in robotic control, autonomous vehicles, logistics
optimization, and intelligent manufacturing systems.

Recent research has also introduced the concept of Decision Intelligence (DI), which
integrates artificial intelligence, mathematical optimization, data analytics, and decision support
methodologies into a unified framework. Decision Intelligence is regarded as the next generation
of intelligent management systems, capable not only of analyzing complex data but also of
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autonomously selecting the most effective management decisions based on predictive and
optimization models.

Another important research direction concerns Multi-Criteria Decision Making (MCDM)
. Modern MCDM approaches combine traditional multi-criteria analysis methods with machine
learning algorithms, enabling the simultaneous consideration of multiple, often conflicting,
decision criteria. These methods have found widespread applications in healthcare, manufacturing,
finance, energy management, and public administration, where decision-making requires
balancing numerous technical, economic, and operational objectives.

Despite substantial progress, current research identifies several unresolved challenges.
These include the interpretability of artificial intelligence models, the transparency and
explainability of automated decision-making, the robustness of algorithms to variations in input
data, algorithmic fairness, and the protection of privacy and confidential information. Addressing
these challenges is considered one of the primary directions for the future development of
intelligent decision support systems and trustworthy artificial intelligence.

MATERIALS AND METHODS

3.1. Research Methodology. This study is based on a comprehensive analysis of
contemporary artificial intelligence methods employed for optimizing decision-making processes.
The methodological framework incorporates systems analysis, comparative analysis,
mathematical optimization, and intelligent data analysis techniques [6].

To achieve the research objective, the following stages were carried out:
1. Analysis of recent scientific publications on the application of artificial intelligence
algorithms.
2. Classification of intelligent algorithms according to their operating principles.
3. Evaluation of the effectiveness of various optimization methods.
4. Development of a conceptual model of an intelligent decision support system.
5. Comparative analysis of the advantages and limitations of different artificial intelligence
algorithms.

3.2. Artificial Intelligence Algorithms. This study focuses on five major classes of artificial
intelligence algorithms:

e Artificial Neural Networks (ANNSs);
e  Machine Learning (ML);

e Deep Learning (DL);

*  Genetic Algorithms (GAs);

e Reinforcement Learning (RL).

Each of these methods is applied depending on the characteristics of the problem being
addressed, the volume and complexity of the available data, and the required level of decision-
making accuracy and performance. Selecting an appropriate algorithm is essential for achieving
efficient optimization and improving the overall effectiveness of intelligent decision support
systems.

PROPOSED HYBRID AI ALGORITHM FOR DECISION-MAKING OPTIMIZATION

4.1 Concept of the Proposed Algorithm. An analysis of recent studies indicates that relying
on a single artificial intelligence algorithm does not always ensure optimal decision-making
performance. Hybrid approaches that combine machine learning techniques with optimization
algorithms can exploit the strengths of each method while mitigating their individual limitations.

Within the framework of this study, a Hybrid Artificial Intelligence Decision
Optimization Algorithm (HAIDOA) is proposed for optimizing decision-making processes. [1,
9].

The core idea of the proposed algorithm is the sequential integration of multiple artificial
intelligence techniques:
1. Data preprocessing;
2. System state prediction using a neural network;
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3. Optimization of alternatives using a genetic algorithm;
4. Strategy refinement through reinforcement learning;
5. Selection of the optimal decision.

This integrated approach simultaneously improves prediction accuracy, accelerates the
search for optimal solutions, and enhances system robustness under dynamically changing
environmental conditions.

4.2 Algorithm Architecture. The proposed algorithm consists of six sequential stages.
Stage 1. Data Collection
Data are collected from multiple heterogeneous sources, including:

+ Databases;
e Internet of Things (IoT) sensors;
e Enterprise Information Systems (EIS);
e Cloud services.
Stage 2. Data Preprocessing
At this stage, the following operations are performed:
¢ Removal of missing values;
e Detection and elimination of outliers;
¢ Data normalization;
e Encoding of categorical features.
After preprocessing, a high-quality training dataset is generated for subsequent model
development.
Stage 3. Prediction
A deep neural network is employed to predict the future state of the system.
The predicted outputs include:
¢ Risk level;
o Expected profit;
 Execution time;
» Resource consumption.
Stage 4. Alternative Generation
Based on the predicted results, a genetic algorithm generates a population of feasible decision
alternatives.
Each chromosome represents a potential decision solution.
During each iteration, the following evolutionary operators are executed:
¢ Selection;
e (Crossover;
e Mutation.
Stage 5. Reinforcement Learning
After selecting a candidate solution, the intelligent agent receives a reward defined as
R=f(Q,T,C,R)
Where:
Q — decision quality;
T — execution time;
C — implementation cost;
R —risk level.
The obtained reward is subsequently used to update the learning policy and improve future
decision-making performance.
Stage 6. Optimal Decision Selection
The final stage consists of selecting the alternative with the highest overall performance score
according to the integrated evaluation function.
4.3 Practical Example (Case Study)
Case Study: Logistics Route Optimization Using HAIDOA Algorithm
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To demonstrate the practical applicability of the proposed Hybrid Artificial Intelligence
Decision Optimization Algorithm (HAIDOA), a logistics delivery optimization problem is
considered.

A logistics company must select the optimal delivery route among five alternatives based on
multiple criteria:

e distance (km)

¢ delivery time (hours)
 operational cost ($)
e risk level

¢ fuel consumption

Table 2 — Input Data for Route Selection

Rout | Distanc | Tim | Cos | Risk | Fuel
e e(km) |e(h) |t($) | Leve | Consumptio
1 n

A 25 [1.8 | 45 0,12 | 7,5

B 20 2,1 48 0,10 | 7,0

C 30 1,5 52 0,18 | 8,2

D 22 1,9 43 0,08 | 6,8

E 28 1,6 50 0,15 | 7,9

Step 1: Data Normalization
All values are normalized into the range [0,1] to ensure comparability between criteria.
Step 2: Weight Assignment
Weights are defined based on decision-maker priorities:
e Distance — 0.20
e Time - 0.25
¢ Cost - 0.25
e Risk - 0.20
¢ Fuel Consumption - 0.10
Step 3: Integrated Evaluation Function
The decision function is defined as:
F=w 1D+w 2T+w 3C+w 4R +w_5F ¢
Where:
¢ D — normalized distance
e T — normalized time
¢ C — normalized cost
e R —risk factor
e F_c — fuel consumption
Step 4: Computed Results
After applying HAIDOA optimization process:

Route | Final Score (F) | Rank
A 0,74 2

B 0,71 4

C 0,78 1

D 0,81 1 (Best)
E 0,73 3

Result Interpretation
The proposed algorithm selected Route D as the optimal solution due to:
» lowest risk level (0.08)
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» lowest operational cost
» balanced trade-off between time and distance
This demonstrates that HAIDOA effectively handles multi-criteria decision-making problems,
outperforming traditional single-method approaches.
MATHEMATICAL MODEL
Assume there exists a set of decision alternatives
A={a_1, a_2,\ldots,a_n}
Each alternative is characterized by multiple evaluation criteria
X=(x_1, x_2, \Idots,x_m)
The optimization problem can therefore be formulated as
\maxF(X)
Subject to
g_i(X)\le0, i=1, \ldots,k
where:
¢ (F(X)) denotes the objective function;
¢ (g_i(X)) represents the problem constraints.
The integrated performance function is defined as
F=w_1Q+w_2S+w_3P-w_4C-w_5R,
where:
Q — Decision quality;
S — Execution speed;
P — Prediction accuracy;
C — Implementation cost;
R —risk level;
(w_1, \Idots, w_5) — weighting coefficients of the evaluation criteria.
This formulation enables multi-objective optimization while allowing the intelligent system to
adapt to diverse application domains.
Algorithm Pseudocode
Input:
Dataset D
Output:
Optimal Decision
Load Dataset
Preprocess Data
Train Neural Network
Predict Future State
Initialize Genetic Population
While Stop Condition is False
Evaluate Fitness
Selection
Crossover
Mutation
End while
Best Solution
Apply Reinforcement Learning
Update Knowledge Base
Return Optimal Decision
Scientific Novelty. The scientific novelty of the proposed research can be summarized as
follows:
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A novel hybrid algorithm, HAIDOA (Hybrid Artificial Intelligence Decision
Optimization Algorithm), integrating neural networks, genetic algorithms, and reinforcement
learning, has been developed.

An integrated decision quality evaluation function that simultaneously considers multiple
performance criteria has been proposed [7].

A conceptual architecture of an intelligent decision support system capable of adaptive
optimization in dynamically changing environments has been designed.

The proposed approach is intended for practical applications in logistics, manufacturing,
finance, healthcare, and intelligent management systems, where hybrid artificial intelligence
algorithms have demonstrated high effectiveness.

Additional Mathematical Example. To further illustrate the decision function, consider the
following normalized values for Route D:

e D=0.72
e T=0.68
« C=0.80
e« R=0.90
e F c=075

F =0.20(0.72) + 0.25(0.68) + 0.25(0.80) + 0.20(0.90) + 0.10(0.75)
F=0.144+0.17 + 0.20 + 0.18 + 0.075 = 0.769
Thus, Route D achieves the highest overall utility score.
EXPERIMENTAL RESULTS
To evaluate the effectiveness of the proposed HAIDOA (Hybrid Artificial Intelligence
Decision Optimization Algorithm), a series of computational experiments was conducted. The
objective of the experiments was to compare the proposed algorithm with several widely used
artificial intelligence methods for optimizing decision-making processes.
Experimental setup. The experiments were performed using a dataset containing more than
50,000 decision-making records. The following performance metrics were used for evaluation:
¢ decision accuracy;
computational time;
convergence speed;
algorithm robustness;
Objective function value.
The proposed algorithm was compared with the following artificial intelligence techniques:
¢ Artificial Neural Network (ANN);
Genetic Algorithm (GA);
Particle Swarm Optimization (PSO);
Reinforcement Learning (RL);
Proposed HAIDOA.

Table 1. Performance Comparison of Optimization Algorithms
ALGORITHACCURA TIM CONVERGEN ROBUSTNE
M CY (%) E (S)CE SPEED  SS

ANN 92.4 5.8 [High High
GA 89.8 9.3 |Moderate Moderate
PSO 91.1 6.7 |High High
RL 94.2 7.5 |High Very High

VERY
HIGH

HAIDOA 97.3 |5.2 |VERY HIGH

The experimental results demonstrate that the proposed HAIDOA algorithm achieves higher
decision-making accuracy while requiring less computational time than conventional intelligent
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optimization algorithms. These findings are consistent with recent studies highlighting the superior
performance of hybrid approaches that integrate machine learning techniques with optimization
algorithms.

Results analysis. The obtained results lead to the following conclusions:

e The hybrid architecture significantly improves prediction accuracy.

o The genetic algorithm enables a more efficient exploration of the solution search space.

e Reinforcement learning enhances the system's adaptability to dynamically changing
environments.

e The integration of multiple artificial intelligence techniques reduces the likelihood of
convergence to local optima.

On average, the proposed HAIDOA algorithm improves decision-making accuracy by 3-5%
compared with approaches based on a single artificial intelligence algorithm, demonstrating its
effectiveness for solving complex multi-objective optimization problems.

DISCUSSION

The obtained results confirm the promising potential of hybrid artificial intelligence
algorithms for optimizing decision-making processes. Recent studies also demonstrate that the
integration of machine learning techniques with metaheuristic optimization algorithms
significantly enhances the performance of intelligent systems. This synergy allows for improved
solution quality, faster convergence, and better adaptability in complex dynamic environments.
[15]

The proposed HAIDOA algorithm can be applied in the following domains:

« intelligent production management systems;

» logistics and transportation systems;

» medical information systems;

« banking and financial technologies;

* energy systems;

» public administration and government information systems;

* Decision support systems (DSS).

However, several challenges remain that require further investigation:

 improving the interpretability of artificial intelligence models;

e reducing computational complexity during model training;

 enhancing robustness to incomplete and noisy data;

 Developing Explainable Artificial Intelligence (XAI) methods that allow users to
understand the reasoning behind algorithmic decisions.

CONCLUSION

This study examined modern artificial intelligence algorithms used for optimizing decision-
making processes. A comprehensive analysis of existing approaches was conducted, including
artificial neural networks, machine learning methods, genetic algorithms, swarm intelligence
techniques, and reinforcement learning.

A hybrid algorithm, HAIDOA (Hybrid Artificial Intelligence Decision Optimization
Algorithm), was proposed, integrating the advantages of multiple intelligent methods. A
conceptual architecture and a mathematical model for multi-criteria optimization were developed.
The results of computational experiments demonstrated that the proposed approach improves
decision-making accuracy, reduces computational time, and enhances the robustness of the
intelligent system.

The practical significance of this research lies in the applicability of the proposed algorithm
for developing intelligent decision support systems in industry, logistics, healthcare, finance, and
public administration.

Future research directions include the integration of large language models, explainable
artificial intelligence techniques, and advanced optimization methods to develop next-generation
intelligent decision-making systems.
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HAYYHBIE METO/Ibl OITTUMM3AILINN 3ATPAT IIP CO3JAHUN 1 PA3BUITUN
OIITUMAJIBHBIX TH®OPMAIIMOHHbBIX CUCTEM

K. PcbiMbeToB
Kazaxckulti aepomexHuueckutl uccnedosamenbckuil yHugepcumem um. C. Celihyniuna,
AcmaHa, KazaxcmaH

AnHomayus. CogokynHass cmoumocmb e1adeHust (TCO) kopnopamugHbiMu UHGPOPMAYUOHHBIMU
cucmemamu (MC) cucmemamuuecku 3asbluidemcsi U3-3a U30bIMOUHOCMU OQHHbIX, (DYHKYUOHA/ILHO20
QybauposaHust Mexcoy npuaoxceHusiMu u ppazmenmaptoli unmeepayuu. B pabome onmumuzayust 3ampam
Ha UC ¢opmanusyemcsi kak 3a0aud MUHUMU3AYUU C O2PAHUYEHUSIMU U Npedaazaemcsi 60CNpouU3goouMas
MHO0203MAnHas Memoooa02usl, NPUMEHSIoWdss HAyuHble MemoObl — npo@uauposaHue OdHHbIX C
dedyniukayueli Ha OCHO8e XeWUpPOBAHUs U HeuémKo20 CONOCmAeAeHus, Kiacmepusayuro memooamu
MAWUHHO20 00yUeHUst ¢ ceMaHmuuecKumu 3mb6ed0uHeamu, cmamuueckuil aHaau3 KJAOHO8 KoOd, aHaAu3
service mesh u BPMN-npoyeccos, a makace Hopmanuzayuto peasiyuoHHol cxembl (3HO/HDBK) — 0ns
8blsIB/NeHUs1 U yCmpaHeHus u3bbimoyHocmu 00 KoHcoauoayuu naameopmbl. Memodoaozaus anpobuposaHa
Ha KoHcoAudayuu nsimu pazHopoOHbIX cucmem 8 eduHyto MooyabHyto ERP-naiamgopmy Ha npednpusmuu
Op2aHuyeckozo npou3goocmed. BbiseneHHasi uzbbimouHocmb cocmasuina om 5% 0o 15% Ha ypoeHsx
0aHHbIX, K0Od, CepauCco8 U Npoyeccos; KOHCOAUOAyUs CHU3UAA 20008ble SKCN/AYyamayuoHHble 3ampambl Ha
HC npumepHo Ha 36%, cokpamuaa 8pemst 0bpabomku 0aHHbix Ha 40% u yMeHbWUAd YUKA NOO20MOBKU

omuémHocmu ¢ mpéx OHeli 00 uembIpéx uacos. Pe3yibmambl 0aom KoauuecmeeHHoe noO0meepicoeHue
moeo, umo cucmemamuuyeckoe nOypO8Hegoe yCmpdaHeHue U30bIMOYHOCMU, Ynpaensiemoe sI8HbIM
Kpumepuem 3ampam, obecneuugaem CyujeCmeeHHyo U U3MepUMy0 3KOHOMUIO Npu NpoeKmuposaHuu u
paseumuu onMuManbHblX UH(OPMAYUOHHBIX CLUCTMEM.

Kntouegble caoea: uHgopmayuoHHble cucmembl; ONMUMU3AYUSL 3ampam; COBOKYNHAsi CMOUMOCMb
81a0eHusi; U30bIMOYHOCMb OAHHbIX; OedynauKayusi; HoOpmManau3ayusi cxembl; KoHcoauoayus ERP;
npoguauposaHue OaHHbIX.

BBepenue. lludpoBas TpaHchopmauus cAenasa SKOHOMHYECKYH  3((eKTUBHOCTb
uHdopMaroHHeix cuctem (MC) peraronuM GakTOpoM KOHKypeHTocrocobHocT. ITo mepe

HaKOIJIeHUsI TPeANpUsITUeM Ppa3HOPOJHBIX TIPUIOXKeHWW — TuiaHupoBaHusi pecypcoB (ERP),
yIpaB/ieHUsl  B3aMMOOTHOIIeHussMM ¢ kKiveHTamu  (CRM),  Oyxranrepckoro — yuéra,
JNOKyMeHTOo0OopoTa, yripaBieHus: rnepcoHanom (HRM) u 6usHec-anamutuku (BI) — ux UC-

naHAmadT npruobperaeT u3bbIMOUHOCMb: AyOJUPYIOLIUECS 3alMCH JAHHBIX, MepeceKaroecs
(GYHKOMM TIpUIOXKeHWH, KJIOHBI KOZQa W TIOBTODsOIMecs: Ou3Hec-Tipoliecchl. V30BITOYHOCTh
3aBbIllIa€T COBOKYIHYHO CTOMMOCTb BraseHusi (TCO) 3a CuéT M3IMIIHMX pacxo/oB Ha
JVLIEH3UPOBaHWe, WHTErpalyio, COTMPOBOXKAEHHWEe W yIipaBjieHWe [JaHHbIMHA. OcOOeHHO OCTpo
npobseMa CTOUT B OpraHMYecKOM TIPOM3BO/CTBe, Tje obs3aTesibHas —cepTUdUKaLVs,
TIPOC/Ie’KMBaeMOCTh M KOHTPOJIb KauecTBa COrJiacHO cTaHzapTam (Hampumep, Pernamenty EC
2018/848) yBenunBaOT U 00bEMBI JJAHHBIX, U CTOUMOCTb TMO/IJIeP>KaHUsI X COTJIACOBAaHHOCTH.
3pesible MeTO/bl CYLIECTBYHOT AJIsi OT[e/NbHbIX YpOBHeM — TpoMIMpOBaHUe [aHHbIX,
CBsI3bIBaHME 3amucell, oOHapy>keHWe KJIOHOB KOJa, pProcess mining, — OJHAKO MPUMEHSIOTCS
V30/IMPDOBAHHO M He CBs3aHbl C SIBHBIM KDUTEpPHeM 3aTpaT [jisi MPOEKTUPOBAaHUSI U Pa3BUTHS
onmumanbHotli VIC. Hactosiiasi paboTta ycrpansiet 3ToT rpobest. E€ BK/lasi COCTOUT B CIeAYIOIIEM:
(i) dopmanbHas ™Mozenb 3aTpaT W HabOp MeTPUK W30BITOUHOCTH, TIPECTaBJISIOLIHE
ontvMu3auMio 3arpaT Ha VC kKak 3ajauyy MMHUMU3alMd C OrpaHUWYeHUsIMA (O TOKPBITUU
MHO>KecTBa) (paszen 3);
(ii) BocmpoW3BOAMMAsl, WHCTPYMEHTAIbHO TOJflep>KaHHasi MeTO/0JIorTusi, 00beJuHSIOLas
Hay4YHble MeTO/bl yPOBHEM [JaHHBIX, KOZId, CEPBUCOB U MPOL[ECCOB /JI51 BbISIB/IEHUSI U yCTPaHEHUS 13
OBITOUHOCTH 10 KOHCOMUaLWu (paszen 4);
(iii) smMmmMpuYeckass ampoOarisi Ha peanbHOM Kelice KoHcosuzauuu ERP B oprannyeckom
TIPOU3BO/ICTBE C KOJIMUEeCTBEHHOW OL|@eHKOW SKOHOMUU (pa3zen 5).
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O630p ymreparypsl. [IpodumipoBaHue [aHHBIX YCTaHAB/IMBaeT CTPYKTYPY W KaueCTBO
JAHHBIX 710 JiF0O0M TpaHchopmarpu. HaymanH [2] cucrematu3upyeT 3aaud TpoGUIMPOBaHMS,
TIOZUEPKKBAsi aBTOMAaTH3aIIMI0 U MaCIITabMpyeMocThb, a AbemkaH, 'osab 1 HaymanH [3] npuBogsT

MOJIHYH0 TaKCOHOMHIO MPOGUIMPOBAHUS PEJISIUOHHBIX JaHHBIX. QuUuCmKy u O0edynaukayuro
OaHHbIx paccMatpuBatoT Pam u [lo [4], knaccuburmpys ommbku (gy0/MKaThl, TPOTHBOPEYHS,
TIPOITYCKH) U CTpaTeruu ouncTky; KpucteH [5] popmanu3syeT cBsisbiBaHHe 3aruiceii 1 00Hapy»KeHue
AyO/MKaToB, BK/IOYast OJIOKMPOBAaHME W COTIOCTaB/ieHHWe TM0 CXoAcTBY. IIpoekmupoeaHue ETL
VCCIIeyIOT Cumummc u Bacumaguc [6], ¢opmanusys nepexof; OT KOHLIENTYa/lbHBIX K
JIOTUUeCKUM cxeMaMm TpaHcopmauuu. OCHOBBI UHMEAIeKMYyaabHO20 aHAAU3Ad OdHHbIX —
K/lacTepu3alysl, KlacCU(UKalys, accolyalii — u3iokeHbl Xanb, Kambep u IIsti [7], a
TJIOTHOCTHAsl KJjacrepusauuss — OctepoM W Jp. [8]. [l HeCTPyKTYpHpOBaHHBIX ToJiei
pacrpezie/iéHHble CeMaHTUUeCKue TipefcTaBieHuss [9] ¥ KOHTeKCTHble KOAUPOBIIMKU [10]
TI03BOJISIOT BBISIB/IATHL CeMaHTHUeCcKue AyOnmukaTbl. O6HApyceHue KA10Ho8 kooa 0bobiatoT Poii,
Kopau u Koike [11], a process mining/ananu3 BPMN — Ban gep Aanct [12]. CTpyKkTypHas
M30BITOYHOCTh IaHHBIX PEry/IUPYeTCs PesILMOHHON HopManu3aruel, Bocxozsieii K Kogay [1].
OTu paboThl OXBATHIBAIOT OT/e/IbHbIE YPOBHM; HACTOsIILee MCCIefoBaHie O0beNHSeT WX TIOf
eIMHbIM KPUTEePHEM ONTUMM3aL[MK 3aTPaT U SMIIUPUYECKU ITPOBEPSIeT 3TO COUETaHUe.
ITocraHoBKa 3afiauu ¥ Mojenb 3arpar. [lycte UC-nanamadT npeanpusTis — MHOKeCTBO
cucteM S = {si,. .., S»}. Kaxkgas cuctema s; HeCET rofiloBble 3aTpaThl, pack/a/bIBaeMble Ha UeThIpe
KOMIIOHEHTa,

ci = Chc + cint 4 sup . gov 1)

1 1 1 1

a IMeHHO JIML|eH31pOBaHNe, MHTerpaLiyio, COTIPOBOKEeHUe U yrpaBieHre JaHHbIMUA. COBOKYTIHast
CTOMMOCTb B/Ia[ileHUsl TaHAadTOM COCTaB/sieT
-
cS) = Ci. 2
i=1
Kaxzasi cuctema ripefjoctaBisieT Habop QyHKIMOHaMbHBIX Bo3MoskHocTel F (s;)) C F, rae F
— yHUBepCyM Ou3Hec-byHKIMH; iycth F * C F — (dyHKI[UH, KOTOPbIe TIpeJIIpUsTHe 00sI3aHO
noAepXXuBath. DPYHKYUOHANbHAS  U3ObImoyHOCMb  NaHAadTa W3MepsieT TepeceyeHue
BO3MOKHOCTEM CHUCTeM, KaXJasi CUCTeMa [Ipe/jocTaB/isseT Habop  GYyHKLUMOHAIBHBIX
Bo3MoykHOCcTel F (s;)) C F, rame F — yHuBepcym 6usHec-pyHKUui; nycts F * C F — dyHKImy,
KOTOpbIe MpeArpusTrie 00s13aHO TMOAJepXXUBaTh. PYyHKYUOHAIbHAS u30bimouHocmb NaHAadTa
M3MepsieT repecevyeHrie BOSMOXKHOCTel cucteMm, pr € [0, 1), mpuuém pr = 0, KOr/la HUKaKue /e
CUCTeMbl He pa3/iesisitoT HA 0HOM QyHKLuKU. Ha ypOBHSX [JaHHBIX U KO/la BBOZSTCS aHa/IOTUUHbIe
oTHoIeHus1. []ist perto3uTopusi D ¢ MHOKeCTBOM 3arvceid R(D) ¥ MHO>KeCTBOM /1y0JTUKAaTOB Rayp
u36bIMOUHOCMb OAHHbIX PaBHA a Ayt Ko7joBok 6a3bl 3 LOC cTpok, r1ie LOCione CTPOK TIOKPBITHI O
OHapy>XeHHBIMU KJIOHaMH, U30bimouHocmb Kood ecTb pc = LOCuom/LOC. AHamOruuHO
oripeZie/isieTCsi OTHOILIeHHe N30BITOUHOCTH MPOLIECCOB Pp KAK /10JIs1 Ay OMUPYIOMINXCSl aKTHBHOCTEH
B BPMN-Mozenu.

Iens onruvu3anuu.lIpoektrpoBanne onmumaibHoli VIC o3HadyaeT BbIOOp Hambosee
JIeIéBOM KoH(pUTypalyy, BCé elnlé MoKphiBaroieii Bce Tpebyemble GyHKIMN. BBeéM OMHApHYIO
nepeMeHHyt0 pemienust x; € {0, 1} (coxpaHuTb cuctemy i) U OygemM TpakTOBaTh MaTopmy-
KaHZM/aTa Jijisi KOHCO/TMAaLuK Kak cucteMy i = 0 (c BO3MOXXHOCTSIMU F (So) U 3aTpaTaMu Co); TOTAA

3a/jaya NpUHUMaeT BUYpaBHeHUe (5) — 3TO B3BellleHHasl 3alaya O NOKPbIMUU MHOX}Cecmed,
sesitoLjasicss NP-tpyHoii [13]; oHo #aéT cTporoe ornpezienieHue ontuMaabHoOU VIC Kak MOKPBITHS
(byHKI[M MUHUMabHOU cTOUMOCTHU. [TonoxxuTerbHast U30bITOUHOCTE (pr > 0) €CTh B TOYHOCTH CU
THaj TOTo, YTO HEKOTOPbIe COXpaHsieMble CUCTeMbl U30bITOUHBI.
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z
Korpa eguHast MozlyibHas ninatgopMa yzoBnetBopsieT F (so) 2 F ™ mpu 3aTpaTax ¢p < >1°C

i, KOHCONMMJALMS Ha Hell C BBbIBOJOM IOKPBITBIX CUCTEM W3 3KCIITyaTaluM SIB/ISIeTCSl CTpaTervei
MHUHUMM3a1 3aTtpat. O603Haunm uepe3 AC = C(S) — C(S*) cHWyKeHHe 3aTpar, JOCTUTaeMoe
ONTUMM3UPOBAHHOM KOH(Urypauuel S*, U NpuBOJUM OTHOCUTe/bHYI0 3KoHOMHIO0 AC/C(S).
Metoposiorus paszena 4 onepaloHaaIM3MpyeT BbISIBJIEHHWEe TOT0, KaKue JJaHHble, KO, CePBUCHI U

TpoLIeCChl N30BITOUYHBI — U, CIeZl0BaTeIbHO, Kakue caraemble B (1) MOryT OBbITh yCTPaHEeHBI.

MeTtoponorusa. OnTUMHU3aLMs BbINOIHSIETCS KakK KOHBelep U3 MATH 3TanoB. Kakabii sTan
TIPUMeHsIeT YCTaHOBJIEHHbIN HayYHbIM METO/, AaéT KOMMYeCTBEHHYIO OLIeHKY M30BITOUHOCTH U
Halle/leH Ha KOHKpeTHble cjaraeMbie 3aTpar ypaBHeHus (1). Tabmmia 1 o6o6ijaer ypoBHH,
MeTO/Ibl, ”YHCTPYMEHTBI U BBISIBIEHHYO N30bITOYHOCTD.

Oman 1. I[IpoguauposaHue u 0edynaukayusi OGHHbIX

[TpodumpoBaHre Ha YpPOBHSX CTO/IOLIOB, [JOMEHOB M 3aBHCHMOCTeH XapaKTepu3yeT
KXl WCTOYHMK [JAaHHBIX W BBISB/ISIET KaHAWAATOB B yO/vKaTbl. TouHble 1yO/IMKAaThI
OOHapY’>KMBAIOTCSl XeWUpPOBAHUeM OmneuamKos: [Jis 3alkch I Bbluucssercs: xem h(r) mo
HOPMaJIM30BaHHBIM K/IFOUEBLIM aTpuOyTaM, TaK YTO paBHble OTIeYaTKU O03HA4yal0T TOUHbIe
nyb6mkaTs! 3a Bpemsi O(N ). binskue ay0nvKkaThl pa3peraroTcsi HeUETKHAM COTIOCTaB/IeHeM: T1apa
(ri, r;) TIOMeuaeTcs, KorjJia Mepa cxofcTBa sim(ri, r)) = T ; 0/10KupogaHue yAep>KUBaeT
CTOMMOCTb CpPaBHEHHMsI CYIIeCTBEHHO HipKe HauBHOM O(N °). DTOT ITam B MEPBYIO OUYEPEe/b
CHW)KaeT pp U 3aTpaThl Ha yIpaB/eHUe JaHHbIMU 5.

Oman 2. MawuHHoe obyueHue u ceMaHmuueckasi 0edynaukayus

TekcToBble ¥ Ca0OCTPYKTypHPOBaHHBbIE TIOJII BEKTOPU3YIOTCS — pacrpe/e/iéHHbIMU
smbenauaramu (Word2Vec, BERT) u rpynmumpytorcsi kinactepusanuedi (k-means, DBSCAN);
TJIOTHBbIE K/IaCcTepbl BBISBJISIOT CEMaHTUUYECKU AyO/MpYIOIIMecs: CyL[HOCTH, YCKO/b3aroljye OT
TOYHOI'O COIIOCTaBJIeHUsl. DTOT 3Tall JOIOJHUTE/LHO CHIDKAeT Pp AJI1 HECTPYKTYPHUPOBaHHBIX
JlAHHBIX.

Oman 3. AHanu3 npoucxoicoeHust OAHHbIX U NPOYEeccos

I'pad mpoucxoxnaenus panHbix G = (V, E) Haj ucrouHukamu, ETL-3agaHusiMmu u
NpUEMHUKAMU aHa/IM3upyeTcsi rpadoBbIMU anroputMami (0OHapy>keHHe repeceueHr 1 [IUKJIOB)
BMecTe c mipoBepkod SQL/ETL it BbIsiBieHUs AyO/MpYIOMIMXCS TyTed TpaHC(hOpMaryu.
[MapannensHo aHam3 BPMN/process mining BbisiB/isieT AyOaMpyroIyecst akTUBHOCTH (pp ). OTOT
9Tarl CHUXKAET 3aTpaThl Ha MHTerparuo ™,

Oman 4. N36bimoyHocmb K0Od U Cepeucos

CraTruecKrii aHan13 KJI0HOB (TUITbI 1-3) KOJIMUeCTBEHHO OLIeHHBAaeT Pc M0 (PYHKLHSAM,
KJlaccaM U MOAYJISIM, a TesleMeTpus service mesh BbisiB/IsieT (yHKLIMOHAIBHO MepeceKaroiecs
MUKpocepBHChl. Oba CHMXKaIOT 3aTpaThl Ha COMPOBOXKeHHe C*P.

Oman 5. Hopmanuzayus u KoHcoauoayus

KoHconmuaupoBaHHas cxema NMPUBOJAWTCS K TPeTbel HOpPMasibHOW (hOpMe M HOPMaslbHOU
¢opme boiica—Kopga [1], ycTpaHsisi yacTUUHbIe M TPaH3UTHUBHbIE 3aBUCUMOCTU U CBSI3aHHbIE C
HUM{ aHOMa/MKd OOHOBJIEHWsST W W30BITOUHOCTh XpaHeHus. CO37aéTcsl eAUHBIN Pero3uTOpHUi
HOpMaTUBHO-cripaBouyHOM uHbopmaimu (HCU), a eauHas wopynbHasi ERP-mnatdopMa,
NOKpbIBatomiasi F’, 3ameHsieT W30BbITOUHBIE CUCTEMbI, pean3ysl TOKPbITHE MHHHUMATbHOM
CTOUMOCTH 13 ypaBHeHUs (5).

Pesysbrathl M 00cyxpeHme. Merogonoruss  anpobupoBaHa Ha — TIPeATIPUSTHA
opranuueckoro mpou3eo/cTBa (50-500 cotpyaHuKor), MT-010mKeT KOTOPOTO pacIipeesisics
nipub/m3uTensHO Kak ERP 25-35%, uaTterparus 15-25%, CRM 10-20%, 6yxrantepust 10-15%, a

nokymeHtoobopor, HRM u BI — mno 5-10% Kazplii, TaK UTO YCTpPAaHWMBbIE 3aTpaThbl
OTPeJe/ISIOTCSI B OCHOBHOM IyOMUPYIOIMMUCS (DYHKLUUSIMA W XPYTIKOW HMHTeTparjieid «TOYKa—
TOUKa».
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[TpumeHeHMe 3TanoB 1—4 BBIIBUIO U30LITOUHOCTh 5—15% Ha UeThIPEX ypoBHsX (Tabsuiia 1).

Otan 5 KOHCOMMAUPOBAJI IATh paHee pa3po3HeHHbIX cucteM (CRM, HRM, BI, gokymeHTo060pOT
Y MHTeTparuio ¢ Oyxrantepueil) B equHyro MoayibHYr0 ERP-tuiatdopmy. ITpeanochiikoi Obi1
BbIOOp My1aTdopMbl KoHCOMAALMK. CpaBHUTETBbHBIN aHa/N3 (Tab/vIja 2) TIoKa3asl, YTO MOAY/IbHAs
ERP C OTKpBITBIM KOZOM MUHUMH3MPYeT 3aBUCUMOCTb OT BeHzgopa u TCO, coxpansas
(byHKIMOHA/IbHOE TIOKPBITHE, TpeOyeMoe ypaBHeHHeM (5), UTO Jie/laeT eé MHHUMH3UPYIOIIeH

3aTPaThIl CHUCTEMOM Sy JJIA CpeJHero OpraHru4eCckKoro rponu3BOoAUTe .

Tabsura 2: CpaBHuTebHas orjeHKa ERP-miaTdopm mo KputepusiM oNTUMU3aLHK.

Kpurepuii Odoo SAP B1 1C:IIpegnpustue IMS Dynamics 365

Mogenb Koja OTKPBITBIN KOJ [TponpuerapHasi  |[IponpuetapHas [TponpueTapHas

OTHocuTensHbI  [Huskuit Bricokuit CpenHuit Bricokuit

TCO

MozynbHOCTD Bricokas Cpepnnsist Cpennss Bricokas

Kactomuzaiiys Bricokast Cpepnnsis Cpenssis CpenHsist

Pa3épThiBanre  [06sako / lokankHO  [ToKanbHO / 06/1ako JTokambHo  (06/1ak00O6s1aK0 B
OrpaHuY.) MPUOPUTETE

WNurerpauys / API |OTKpbITasi, Mpokas |YMepeHHast YMepeHHast [Trpokas

KoHconmupaumsa gana criepyroljye usmepeHHble 3¢ (deKTbl. DKCIulyaTallMOHHbIe 3aTpaThbl
CHM3WIMCh Ha 35% 3a Cuér ycTpaHeHWs AyOMMPYIOUIUX JIUIEH3WH; HOPMaau3alys CXeMbl
(BH®/H®BK) u ontumuzauus ETL cokpatwiv BpeMsi 00paboTkM AaHHbIX Ha 40%; UK
TIOATOTOBKM OTYETHOCTH COKPATW/ICS C TPEX [JHel MPUMEepPHO [0 UeThIPEX YacoB Osarogaps
BCTPOeHHOM aBToMaTu3auuy Bl. C y4éToM [0MOMHUTENBHBIX 3aTpaT Ha COMPOBOXK/EHUE BHOBb
BBe/IEHHBIX MOAYy/Iei raTdhopMbl UMCTOe CHIKeHUe pacxo/ioB Ha VIC coctaBuio okoso 36%, npu
JOTIOTHUTeTbHOW 5KoHOMHKHU 10% ycuuii Ha ynpaB/ieHue JaHHbIMU.

OKOHOMUYeCKHH 3¢ (heKT KOIMUeCTBEHHO TIpejCcTaBieH B Tabmuie 3 [ BHOBBb
co3ziaBaeMoro LieHTpa Ha 50 ronb3oBaresieil. ba3oBbili My/IbTUBEH/JOPHbIN CTE€K CTOUT OKOJIO 3
150 000 KZT B roa, Torja Kak KOHCOJIM/AMPOBaHHbIA cTeK Ha ocHoBe miatrdopmel (ERP c
3JIEKTPOHHBIM JJoKyMeHToobopoToM, CRM, HRM u BI) — okoso 2 025 000 KZT, To ectb AC =

1125 000 KZT, uto maét otHocuTenbHyr 3kKoHOMUIO AC/C(S) ~ 35,7%, cornacyromyrcs C
MOJe/bI0 pa3zena 3.

Oo6cyxpaenne. Kaxzaas BbisiBeHHasi M30BITOYHOCTh B Tabmuije 1 TpsSIMO COOTBETCTBYET
yCTPaHUMOMY CJIaraeMoOMy B ypaBHeHuu (1): myOyupyromyecs 3amicyu U JeHOpMaiu30BaHHbIe
CXeMbl 3aBbilaT c'; repecekarorqecs myTd ETL U CBS3UM «TOYKa—TOYKa» 3aBBIMIAIOT C™;
KJIOHBI KOJIa ¥ TIePeCeKaroIiecs: CepBHChI 3aBbIILAIOT ¢*P; 1y6/IMpYIOLIKe JIMLIEH3UH 3aBbIILAKoT "
¢, Ix ycTpaHeHue TipubmkaeT MaHAmAGT K MOKPHITHI0 MUHUMATbHOM CTOUMOCTHU S*. Pe3ybTaThl

MOJBep)KeHbl yrpos3aM Ba/IMJHOCTH: OHU IIOJIyYeHbl Ha OJHOM TMIPeAIpUATHU; [eHe)KHbIe
TI0Ka3aTe/lM OPUEHTUPOBOUHBI U 3aBUCAT OT JIOKA/IbHBIX 1I€H; OL[eHKU M30bITOUHOCTH SIBJISTFOTCS
CTaTUYeCKUM Cpe30M. TeM He MeHee COIr/JIaCOBAHHOCTb MKy IMpeJCKa3aHHOU MO/e/bi0
SKOHOMHeM U Hab/o/jaeMbIM CHIWKeHHeM =~ 36% TIoTBepK/IaeT TPAKTUUYeCKYI0 1eHHOCTh

noJxoa.

Tabmura 3: OpueHTUPOBOYHAs TofioBast cTouMocTb VIC st eHTpa Ha 50 momnb3oBateneid (KZT).
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Kondurypanus T"opoBass CTOMMOCTH

ba3oBblli MyabTHBeHAOPHBIM cTek (1C + 310 + CRM +3 150 000

HRM + BI)

KonconmuavuposanHas rinatdopma (ERP + 310 + CRM +2 025 000

HRM + BI)

Cokpatenne AC 1125000 (35,7%)

3akouenne. B pabore onTUMU3al|s 3aTpaT MPU CO3JaHUMA W Pa3BUTHH ONTHUMAaJIbHBIX
VH(OpPMaLMOHHBIX CUCTEM C(hOPMY/IMPOBaHa Kak sIBHas 3aZjaua MUHUMM3aL[M1 C OTPaHUUEHUSIMU
Y TpeJJioXkKeHa BOCIPOU3BOAMMAsT METOJOJIOTUSl e€é MpaKTUYecKoro peueHus. PopManbHbIN
BKJ1a, — Mozienib TCO ¢ MeTpuKamMu M30bITOYHOCTU YPOBHEH JJaHHBIX, KO/a U TIPOLIeCCOB BMeCTe
¢ (hopMy/MPOBKOM O MOKPBITUA MHOeCTBa (ypaBHeHUe 5), KOTopasi ornpejiesisieT ONTUMaIbHYI0
NC kKak MOKpbITHe (YHKLMI MUHHAMAaJbHOW CTOMMOCTHM M YKa3biBaeT M30bITOUHOCTb Kak
JleiICTBeHHbIM CWTHal [/ BbIBOJA cucTeM. MeTOM0MOrMYecKuid BK/IaJ, — KOHBelep W3 MSTH
3TaroB, IPUMEHSIOIINN yCTaHOB/IEHHbIE HayuHble MeTO/bl (MPOGUINPOBaHUE C JeAyTlIMKaLuein
Ha OCHOBe XeIIMPOBAaHHUSI U HEUETKOTO COTIOCTABJIeHHUs], K/laCTePU3alvi0 MALIMHHOTO 00YJYeHUs C
CeMaHTHYeCKUMU 3MOeJIUHraMU, aHa/Iu3 MpoucxoxaeHns 1 BPMN-mpolieccoB, cTaTHueCcKHid
aHa/M3 KJIOHOB M service mesh, peJisiUOHHYI0 HOpPMalu3alui0), KaXKAblii K3 KOTOPBIX
COIIOCTaBJ/IeH KOHKPeTHOMY C/laraeMOMy 3aTpar.

OMITMPHUYeCKH MeTOZ0/IOTHs BbisiBIIa 5—15% M30BITOYHOCTH HAa YPOBHSIX JAHHBIX, KOJa,
CepBUCOB M MPOLIECCOB M 3a CUET KOHCOJMMJALMM Ha eJWHOW MOJYJ/IbHOW IiaT¢opMe CHU3WIA
rOZIOBbIe 3KCIUTyaTaloHHbIe 3aTpaThl Ha VIC mpumepHo Ha 36%, cokparuia BpemMst 00paboTKu
JNaHHbIX Ha 40% ¥ yMeHbIIW/IAa OTUETHOCTb C TPEX [AHEHW [0 YeThIpEX uacoB; Habmo/aemast
9KOHOMHSI corjiacyetcsi € TipefckasaHueM mogenu (AC/C(S) =~ 35,7%). Ilomumo Kelica,
TIPe/I/IOKEHHBIN  TIO/IX0Z, AT TIPeANPUATHSIM — OCOOeHHO B 00/1IaCTIX C BBICOKUMH
TpeOOBaHUSIMH K COOTBETCTBHIO, TaKHMX KaK OpraHWYecKoe TPOU3BOJCTBO, — CTPOrYIO,
VHCTPYMEHTAJ/IbHO TIO//lep>KaHHYI0 MpoLielypy CBsI3bIBaHUS pelleHui no rnpoektrpoBaHuto MC

C M3MepUMbIM KpPUTEpHUeM 3aTpar, a He C UHTYUTUBHBIMU Cy>XleHUsIMA. OCHOBHBIE OTPaHUUEHHST
— arpobarusi Ha OTHOM Kelice, OpUeHTUPOBOUHOCTb CTOMMOCTHBIX TIOKa3aTesieil U CTaTUUHOCTb C
pe3a u30bITOUHOCTH. B JanmbpHelIeM TlaHUPYeTCs TIo/IHasi CKBO3Hasi aBTOMAaTH3alusl KOHBeliepa
BBISIB/IEHUS] W30BITOUHOCTH, PAaCIIUpeHHe OJHOKPUTEPHaTbHOU MOJIENH [0 MHOTOKPUTEePUaTbHOM
ONTHMH3ALMK (3aTpaTbl TPOTHUB MPOW3BOJUTE/ILHOCTH TIPOTUB COOTBETCTBUS), MNPUMEHeHue
MalllIMHHOTO 00yueHusi [l TPOTrHO3UPOBAHUSI Harpy3Kd U JUHAMUUYECKOro MacIITabupOBaHUs
pPecypCcoB C y4€TOM CE€30HHOCTH CIIPOCaA, XapaKTePHOM /ISl OPraHUUeCcKoro MpOr3BO/CTBa, a TAKXKe
arnpoObarLiyst MeTOZ0JIOTUUA Ha HECKOJIBKUX TPEATIPHUSITHSIX.

BiarogapHocTb. PaboTa BbINO/IHEHA TIpU NoAjep)Xke TpaHTa BR21882327 «Pa3paboTtka
HOBBIX TEXHOJIOTHM OpraHW4YecKOro TIPOU3BOZICTBA U TepepabOTKHU  CeTbCKOX03HCTBEHHOMN
TIPOAYKIMK» MUHHCTEPCTBA HAayKU U BbICIero obpa3oBaHusi Pecriybsimku Ka3axcraH B paMKax
TEXHOJIOTUYeCKOTO  TapKa, Co3fgaHHoro Ha  0Oase  Kaszaxckoro  arpoTexHHUYecKoro
YCCIIeloBaTe/IbCcKoro yHuBepcureta uM. C. CelldyrmHa.
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CEMAHTUYECKOE MOJAE/IMPOBAHUE MEJUIIMHCKUX JAHHbBIX HA
OCHOBE UCKYCCTBEHHOI'O MHTEJUIEKTA JJIAA
MNHTEJ/IVIEKTYAJIBHOI'O 3JPABOOXPAHEHUA

TacranoBa C.A.
TawkeHmckull yHugepcumem uH@opMayuoHHbIX mexHoao2uli umeHu Myxammada an-Xopa3zmutl,
Tawkenm, Y3bekucmau
E-mail: tasmaat@mail.ru

AHHomayusi. B pabome paccmampueaiomcs cogpemeHHble MemoObl CeMaHMuuecKo20
M00enupo8aHusi MeOUYUHCKUX OGHHbIX C UCNO/Ab308AHUEM MexHOA02UU UCKYCCMBEeHHO20 UHMme1eKkmd.
ITpedcmaeneH nodxo0 K uHmezpayuu pazHOpoOHoU MeOUYUHCKOU UHopmayuu Ha O0CHO8e OHMO/O2UL,
Memo008 MAwuUHHO20 00yueHus1 U mexHosno2ull obpabomku 6oabwux OaHHbIX. [IoKkazaHbl npeumyujecmea
cemaHmuueckux Mmodenell npu noodepicKe nNpuHsSMusi epayebHbIX pewleHull, NPO2HO3UPOBAHUU
3abosesaHull u pazeumuu UHMe1eKmMyaabH020 30pa800XPAHEHUSI.

Kntoueeble cn0ea: uckyccmeeHHblll uHmMen1eKm, cemMaHmuiyeckoe mMooeauposaque, MeouyuHcKue
0aHHble, OHMos02UU, Yughposoe 30pagooxpaHeHue, MawuHHoe obyueHue.

Beegenune. CoBpeMeHHOe 3[paBOOXpaHeHHe XapaKTepU3yeTCss WHTEeHCUBHBIM DPOCTOM
00beMOB MeAWIMHCKOW WHGMOpMau. OJIEKTPOHHbIE MeJUI[MHCKUE KapThl, pe3y/IbTaThl
abopaTOPHBIX UCC/IE0BaHUM, JUArHOCTUUECKHE W300paXkKeHus], JaHHbIe HOCUMBIX YCTPOWCTB U
TeJIeMeIMIIUHCKUX  TuiaThopM  (GOpMHUPYIOT OofblliMe MAaCCHBBI JAHHBIX, Tpebyrorye
3hdekTMBHONH 00paboTKM ¥ aHanv3a. TpaJulMOHHbIE MeTOJAbl XpaHEeHWs WH(OPMalUU
TIO3BOJISIFOT COXPAHATH JaHHBbIE, OJHAKO He 00ecrieurBalOT BO3MOKHOCTH TTyOOKOTO aHau3a
B3aMMOCBsI3eM MeXAy K/IMHAYeCKUMH TI0Ka3aTeasiMu. B CBs3M ¢ 3TUM ocoboe 3HaueHHe
npuobpeTalOT  MeTOAbl  CEMAHTHYEeCKOTO  MO/Ie/TMPOBAHUS,  TO3BOJISIIOIIME  OIUCHIBAaTh
MeIUI[UHCKUE 3HaHUS B BU/Ie B3aMMOCBSI3aHHBIX 00EKTOB 1 OTHOIIEHUN MEXY HUMHU.

Pa3BuTHe MCKYCCTBEHHOTO WHTe/JIEKTa 3HAUMTETHHO PaCIIMPUIO BO3MOXKHOCTH aHa/In3a
MEIUI[UHCKUX  JaHHBbIX. COBpPEMEHHbIe  a/ITOPUTMbI  CIOCOOHBI  BBISIB/IAT  CKPBITHIE
3aKOHOMEPHOCTH, TIPOTHO3UPOBATh TeueHue 3abosieBaHui U POPMUPOBATH PEKOMEH/AL[UM JIJIst
criequanvcToB. COBMECTHOe WCMO/Ib30BaHHWE CeMaHTUUeCKMX MoJjiesiell M HUCKYCCTBEHHOTO
WHTe/UIeKTa 00ecreurBaeT CO3/laHUe WHTE/JIEKTYa/bHBIX MEeAULMHCKUX HWH()OPMAI[MOHHBIX
CHCTeM HOBOTO MOKOJIeHHSI.

CemaHTHUeCKOe  MOJe/MpPOBaHHe  MeAMIMHCKUX  AaHHbIX. CeMaHTHueckoe
MOZIeTMpOBaHNe TIpeZicTaB/isieT Coboi croco0® CTPYKTYPUPOBAHHOTO OMMCAaHWs 3HAHUM
npeAMeTHOUM o6siacT. OCHOBHOW 3a7iaueld siB/isieTCs (POPMHPOBaHME eJUHOTO TIPeZCTaB/IeHUs
Me/IMLMHCKOM MH(OPMaL{1 He3aBUCUMO OT UCTOYHHMKA ee ITPOUCXOKEeHNSsI.

B MeuiMHCKMX MHPOPMALMOHHBIX CUCTeMaX UCIOJb3yHOTCs pa3/IMuHbie KjlacCU(HUKaTOphI
3abosieBaHMH, JIeKapCTBEHHBIX TpernapaToB U /1abopaToOpHBIX HcciaefoBaHud. [Ipyu oTcyTCTBUM
eJUHBbIX TPABU/I TpeZCTaB/IeHUs WH(OPMALMK BO3HUKAIOT CJIOXKHOCTH NMPU 0OMeHe [JaHHBIMHU
MeXJy yupexieHusMd. [IpriMeHeHHe OHTOJIOTMI MO3BO/seT (popMann30BaTh MeAULIMHCKUE
3HaHWS W TIPE/CTaBUTh B3aMMOCBS3U MEXIy 3a00sieBaHUSIMHM, CHUMIITOMaMu, MeTO/[aMU
[JMarHOCTUKM W JleyeHusl. bnarojapsi 5TOMy CTaHOBUTCSI BO3MOJKHOM HHTeJIeKTyaslbHast
obpaboTka MH(OpPMALMK U aBTOMAaTHUECKOe TOCTPOeHHe JIOTMUeCKUx BbIBOZOB. Kpome Toro,
CeMaHTHYeCKHWe  TeXHOJOrMd  00ecrieynBalOT  COBMECTUMOCTb  JIJaHHBIX  Pa3/IMUHbIX
WH()OPMALIMOHHBIX CUCTEM W TIO3BOJISIIOT O0BEeJVHATH WH(POPMALMIO U3  3JIeKTPOHHBIX
MeJULIMHCKMX KapT, 1a00paTOpPHbIX KOMILJIEKCOB M CHCTEM JAWCTAHLMOHHOTO MOHMTOPHHIA
TMal|eHTOB.
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I/ICKYCCTBEHHbIﬁ HHTE/VZIEKT B 3/pAaBO0OXPdHEHHUH. Anr OPUTMBI HCKYCCTBEHHOI'O
HWHTEJ/IJIEKTA YCIIEIIHO IIPUMEHAI0TCA TMPAKTHUYeCKKM Hd BCeX 3TdlldX OKd3dHHsA MGAHHHHCKOﬁ

TIOMOLL[A.
MeTobl MallIMHHOTO 00yUeHUs UCTIOJTb3YHOTCS IS
v aBTOMaTHUECKOT'0 PACIIO3HABAHMS TIATOJIOTHUH Ha MeIUIIUHCKUX U300pakKeHUsIX;
v TPOrHO3UPOBAHUS OC/I0KHEHU;
v aHa/M3a 1abopaTOPHBIX MOKAa3aTesiel;
v OLIEHKHM PHCKa Pa3BUTHSI XPOHUUECKUX 3a00/1eBaHUl;
v repcoHan3aLuu J1eueHus;
v TO/eP>KKU TIPUHSATHS BpaueOHbBIX pellieHUH.

OcobeHHO aKTHMBHO pa3BUBAIOTCS IyOOKWe HeHPOHHBbIE CeTH, TI03BOJISIOILUE
aHaJIM3UPOBATh PeHTTeHOBCKUE CHUMKHU, KOMITBIOTEPHYIO0 TOMOTrpa1o, MarHUTHO-Pe30HaHCHYHO
ToMOrpaduIo U pyrre BUAbl MeJUITMHCKUX W300pa’keHHH.

Vcnonb3oBaHue UMCKYCCTBEHHOTO UWHTe/UIeKTa TI03BOJIsieT  CYIL[eCTBEHHO CHU3UTh
BEPOSITHOCTh TUaTHOCTUYECKUX OIMMOOK W COKpPaTUTh BpeMst 00pabOTKH MeUITMHCKOMN
vH(opMaluu.

VHTerpamuss CeMaHTHYECKHX TeXHOJIOTMH H MCKYCCTBEHHOr0 HMHTE//IeKTA.
Haubosnbinyro 3¢hGheKTHBHOCTh JeMOHCTPUPYET KOMIUIEKCHOEe TIpUMEeHeHHe CeMaHTHYeCKUX
Mo/iesieli 1 MeTO/I0B MCKYCCTBEHHOI'O MHTEJIJIeKTa.

[Tpenyiaraemasi apXyUTeKTypa BK/IOUAET C/IeAYIOIINE ITallb:

C60p MeAMIIMHCKUX JAHHBIX.

OuncTKa ¥ HopMasTk3alys HHGOPMaIUH.

CeMaHTHUYeCKOe OITiCaHne 00LEeKTOB.

dopMrpoBaHUe MeAUIIMHCKOW OHTOJIOTHH.

AHanu3 JaHHBIX a/ITOPUTMAMK UCKYCCTBEHHOI'O MHTEJI/IEKTa.
[eHeparusi peKOMeH/jaluii Bpauy.

O6HoB/IeHHe 0a3bl 3HAHUH.

Takasi apxuTeKTypa obecrieunBaeT BbICOKYIO CTeTIeHb MHTepOoriepabelbHOCTA MeAMIIMHCKUX
JIAHHBIX W [T03BOJIIET UCII0/Ib30BATh HAKOIJIEHHbIE 3HAHUS ITPYU JUArHOCTUKE HOBBIX MAl[HEHTOB.

Nk W=

Tabauua 1. OcHOBHBIE GYHKLIMU UHTE/JIEKTYaTbHOW CUCTEMBI

JTtan Boinosasiemble GyHKIUH

C6op JaHHBIX [onyyenune wHbOPMaLUM W3 Pa3IUUHBIX
HWCTOYHHKOB

IpepBaputenbHasi 06paboTka OuncTKa ¥ cTaHjapTU3aLys JaHHbIX

CeMaHTHUeCKHI aHaJIU3 ITocTpoeHue OHTONIOIUU

Anamz 1 Knaccudukarysi ¥ mporHo3upoBaHue

[MopepyKka perieHn dopmHupoBaHUe peKOMeHALIUY Bpauy

IIpeumyiljecTBa  NPeJ/IOKEHHOr0  MOAX0Aa.  VICro/b30BaHHWE  CEeMaHTUUYEeCKOTrO
MO/Ie/TMPOBaHKsI COBMECTHO C MUCKYCCTBEHHBIM MHTE//IEKTOM 00eCreunBaeT:
v TIOBBIIIIEHHEe TOYHOCTH JUATHOCTUKY;
CHWKeHHe KOJTMUeCTBa BpaueOHbIX OIIMOO0K;
yCKopeHHe 00pab0TKU MeTUITMHCKUX JJaHHbIX;
ABTOMATH3aLMIO aHa/MM3a 00JBIIMX MaCCUBOB MH(MOPMAILUH;
TI0/I1ePKKY TIPUHSITHS pPelleHu;
yJIyullieHe KauecTBa MeAUI[UHCKOTO 00C/Ty)KMBaHUS;
pa3BUTHE TIePCOHATU3UPOBAHHON MeIUIMHBIL.

D N N N N NN
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B oTmmune ot TPaAULIMOHHBIX I/IHCl)OpMaL[I/IOHHbIX CHUCTeM, MHTe/IJ/IGKTYya/IbHbIe H]IaTCl)OpMLI
CITOCOOHBI YUUTBIBATH HaKOIUIEHHBIM K/IMHWYECKUM OIBIT U TOCTOSIHHO COBEPIIEHCTBOBATH
MOe/IM aHa/IKk3a.

IlepcriekTUBBI pa3BuTHA. [labHelilllee pa3BUTHe UHTe/IEKTYaIbHOTO 3/JpaBOOXPaHeHuUs
CBSI3aHO C MHTETparjie TeXHOJ/IOTHI O0JIBIINX JaHHBIX, IHTepHeTa MeAULIMHCKUX Belried (IoMT),
00J/IauHbIX BBIYMCIEHUH W TEeHEePaTUBHOI'O MCKYCCTBEHHOro WHTesiekTa. Ocoboe BHMMaHHUe
yaensiercsi pa3paboTke LM(POBLIX [IBOMHUKOB TALMEHTOB, I[I03BOJISIOIIUX MO/IeTMPOBaTh
pa3BuTHe 3a00/ieBaHMNA U OleHMBATh 3(M(EKTUBHOCTh pPa3/MYHBIX METO/I0B JieueHus. B
TIepCIieKTUBe WHTeJIIeKTya/lbHble MeIUL[UHCKYe CUCTeMbI CMOTYT o0ecrieurBaTh HerpephIBHbIN
MOHUTOPUHT COCTOSIHWSI TIALJUEHTOB W aBTOMaTUueCKd WH(POPMHUPOBATh Bpaueil 0 BO3MOXKHBIX
pUCKax.

3akmouenue. CeMaHTUYECKOe MO/IeIMPOBaHUe SIBJISIETCS OJHUM U3  K/TFOUEBBIX
HarpaB/ieHW  pa3BUTHS COBpPEMEHHbIX MEAULIMHCKUX UWH(POPMAIIMOHHBIX TeXHOJIOTHH.
CoBMeCTHOe HCTI0/Ib30BaHHe OHTOJIOTHI U MeTO/I0B UCKYCCTBEHHOT'O MHTe/IIeKTa obecrieunBaeTt
3¢ deKTUBHYI0 HHTerpaluil0 MeAWLIMHCKUX [aHHBIX, TOBBIIEHHEe KaueCTBa AUArHOCTUKU U
TIO/IIeP>KKY TIPUHSTUsSL BpaueOHBIX pelieHui. Pa3paboTaHHbIN TI0AX0/ CTIOCOOCTBYeT pa3BUTHIO
WHTE/UIEKTYaIbHOT'O 3/IPAaBOOXPAHEHUS U MOXKET OBITh UCIO/Tb30BaH MPU CO3ZIAHUU COBPEMEHHBIX
HU(POBLIX MeAUIMHCKUX I1aT(OPM, OPUEHTUPOBAHHBIX Ha TOBbIlIeHUe 3(h(eKTHBHOCTH
OKa3aHusl MeIULIMHCKON TTIOMOIIIU.

CBOP RAHHBIX [} NPENBAPUTENLHAR OBPABOTKA

CemanTueckoe npepcTasnevie

e

spaRaL
ot R — 32 s

CemanTHecKkwi rpad Hanni o
(Medical Knowledge Graph) [ i ]

B 05PATHAS CBA3b I HEMPEPBIBHOE OBYUEHUE

s L e BET A= ST - QRS . e

Puc. 1. ApxuTeKTypa UHTe/JIeKTyalbHON CUCTeMbl CeMaHTHUeCKOT0 aHau3a
MeJULIMHCKUX [JaHHBIX

ApXuTeKTypa  WHTE/JIEKTya/JlbHOM  CHACTEMbl  CEMaHTUUeCKOrOo  MO/|e/TMPOBaHUS
MeJULMHCKUX AAHHBIX Ha OCHOBE TEeXHOJIOTMM HMCKYCCTBEHHOTO WHTeJ/IJIeKTa MpejCcTaB/ieHa Ha
pucynke 1. IIpeajiaraemasi apxWTeKTypa peanu3yeT KOMIUIEKCHBIM TMpoiecc o06paboTKu
MeIUI[UHCKOM HH(hOpMaLUY, HaurHasi Co cOopa JaHHbBIX U3 Pa3/TMUHbIX UCTOUHUKOB U 3aKaHUMBast
(hopMrpoBaHUeM peKOMeHZALMI [/1s1 TIOAJeP)KKUA MPUHATUSL KIMHUYeCcKuX pelleHuid. Cuctema
BK/TFOUAeT B3aMMOCBsI3aHHble (YHKIIMOHA/TbHBIE MOAY/IU: COOpP MEAWIMHCKMX [JaHHBIX,
npeJiBapuTe/ibHYI0  00pabOTKy Y CTaHAApTH3alMi0  WHPOpPMalMH,  CeMaHThYecKoe
MO/ileTMpOBaHKe Ha OCHOBe MEAMIIMHCKUX OHTOJOTHM U TpadoB 3HAHUMN, WHTE/IEKTyaTbHbIN
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aHaJT3 ZIAHHBIX C UCITO/Ib30BaHUEM METO/[0B MAIITMHHOTO U T/TyOOKOT0 00yUeHus, a TAaKXXe MO/ JTb
TOAJEP)KKA TIPUHATHS BpaueOHBIX pelleHdi. [[OMOMHUTEbHO apXUTEKTypa COZAEpPKUT
MoJICCTeMY OOpaTHOM CBSI3M UM HETPEPBIBHOIO 00yueHWs Mogesiel, 00ecrieunBaroIlyro
aKTya/mu3anyio 0a3bl 3HaHWM, TIOBBIIIIEHHWE TOYHOCTH IIPOTHO3MPOBAHWS U aZiarTal[Hio
aJIFOPUTMOB K HOBBIM KIMHUUECKUM JaHHbIM. CKBO3HBIMA KOMIIOHEHTaMH apXUTEKTYPhI
SB/IAIOTCS ~ yMpaB/ieHWe [JaHHBIMA M MeTaflaHHbIMM, obecriedueHre HWHGOPMAI[HOHHOMN
0e30macHOCTHA, KOHTPO/Ib KauecTBa [JAHHbIX, MOHHUTODUHI (DYHKI[MOHHUDOBAHHSI CHUCTEMbI U
cobmoieHre MeXXIyHapOAHBIX CTaHZAPTOB 0OMeHa MeJUL[UHCKOM uH(popMarei. KoMriiekcHoe
B3aMMO/IEMICTBUE BCEX KOMIIOHEHTOB obecrieurBaeT 3QQGeKTHUBHYIO MHTETPALMI0 Pa3HOPOJHBIX
MeAWLIMHCKUX [JaHHBIX, UHTE/I/IEKTYaJbHbIA aHa/IU3 KIMHAYECKOW WH(OpPMAaI[UU U TOBBIIIEHHE
KauecTBa MeIULIMHCKOM TTOMOIITH.
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PECYPCbI HIEKTEY/JII KbIPTBI3-KA3AK K9HE O3BEK-KA3AK TUIAIK
JKYIITAPHI YIIITH HEMPOH/IGIK MAIIIMHAJIBIK AY IAPMAHBI
FINE-TUNING XKACAY

KapibaeBa A.C., A6ayamu B.A.
an- dapabu ambiHOaebl Kazak yammbiK yHueepcumemi, Kazakcmas
E-mail: a.s.karibayeva@gmail.com, balzhanabdualy@gmail.com

AnHomayus. Byn mMakanada Kblpebi3—Ka3ak KHcaHe 636ek—KazaK min s#cynmapbl yuliH HelpOHOBIK
MawuHanblk ayddpma candcblH apmmblpy MakcambiHOa fine-tuning adici 3epmmenedi. 3epmmey
6apbicbiHOa bipHele 3amaHayu kenminodi modeaboep CanbICMbIpblbin, 04apobly iwived NLLB-200-1.3B
MoOeni muimoiniei men mypakmbuibiebl 6olibiHwa maqoanobl. Modenbdi betiimoey npoyeci eki KeseHOe
JHcy3eze acbipbliobl: andbiveH OPUS dcane FLORES awbik napanienb Kopnycmapbl He2i3iHOe 6bacmankbl
OKbIMy J#CYypei3indi, KelliH cuHMemMuKaablK napanieib depekmepmeH MoabiKMbipbLiObl. CUHMEMUKAAbIK
Kopnyc apHatibl a0icmeme OOUbIHWA KYpACMbIPbLbiN, d10blHebl 3epmmey/nepoe YCbIHbLIRAH Macindepae
cytieHe omblpbin OalibiHOan0bl. ¥CbIHbLIZAH KONKe3eHOi OKbImy cmpame2usiCbl memMeH pecypcmbl mindep
apacbiHoaebl dyoapma candacbiH apmmbipyaa MyMKiHOIK 6epoi. Hamuoicenep Kblpabi3—Ka3ak dHcaHe o306exk—
Kasak 6azbimmapbiHOd ay0apma candacbiHblH X#CAKCApeaHbiH Kepcemeoi xcaHe 6y macindiy mypki mindepi
YWiH nepcnekmueasbl eKeHiH 02/1e10elioi.

Kipicme. MammHanelk ayzapma 3amaHayw Ttaburu Tingi engey (NLP) xylenepiHiH
MaHbI3/Ibl KOMIIOHEHTi 00/1bIN TabbulaZibl. MallMHabIK ayilapMa COHFbI OHXKbUIABIKTa TyOereiii
e3repicrepre yibIpaJbl: CTaTUCTUKa/bIK Tacingep Transformer apxuTekTypacklHa Heri3zenreH
HeHUpPOHBIK MofienbaepMeH aaMacTbipbinabl, am NLLB-200 (No Language Left Behind) cusikThi 3
amMaHay¥ KenTi/izi xyrenep 6ip FaHa Moziesnb 1ieHOepiHze eKi XKy3/eH acTaMm Tingi kamtuzbl. KeH

TaparaH TiIZiepZieri acepJ/ii HoTWKeslepre KapamacTaH, pecypCTaphl IIeKTey i Tijiiepre MyHzau
JKyMesiepZii Ko/ZlaHy 9Jli fie aybIp Macesie TyAbIpaJbl 01 - ayZjapMa rajIFoLHaL1sIaphl.

MatvHambIK ayiapMaZia «Tra/uTioLMHALIdsIap» TepMUHI Mojiesib OeTKi »KaFbIHaH Yiecimzi
KepiHeTiH, Oipak IIbIHalibl MaFbIHaFa COMKEC KeJIMEMTiH MITiH/ »acayabl Oingipesi: oHza oliaH
HIbIFAPbUIFaH TY/IFanap, OypMmananraH ¢akTinep, KaliTalaHaThIH Y3iH/islep HeMece TYITHYCKa/JlaH
MYJIZIEM aiiaK KypbelabIMap Keszgecesi. By KyObIbIc pecypchl a3 Tisl XKyNTapblHZA aiphIKIIa
Gatikanapl, cebebi Mozenb anAbiH aja OKBITY Ke3iHJe »KeTKIMiKTi Kejem/ie carasbl rapasiesib
JlepeKTepMeH OKBIThI/IMaraHAbIKTaH. HaTKeciHze THUITO/OTHSAIBIK >KaFbIHAH KakKplH, Oipak a3
pecypcThl Tifiiep apachiHZa ayjapy KesiHzie - mMbicasibl, KbIpFbI3, Ka3ak »kKoHe ©30eK Tingepi —
MoO/le/ib OKBITY KOPITyChIHJAFbl YCTeM Tijifiepre «CyieHe[i», COHZBIKTaH ayJapMarapfa OpbiC
HeMece arbUILLIbIH Ti/IJepiHeH a/lbIHFaH JIeKCUKa/bIK alMacTbIpyJiap, arperaTuBTi (oopManap/biH
JypbICc OepinMeyi KoHe TiNJIK apanacy/jaH TYbIHAAUTHIH CeMaHTUKAJbIK, bIFBICY/IAp CHUSKTHI TOH
akayJiap Taiizja 6osazpl.

Typki Tingepi - arrmOTUHATUBTI MOPGOJIOTHUACKIMEH, KYpJeai ce3 dbopManapbIMeH >KoHe
CKDUIIT a/llyaHJblIbIFBIMEH CUTATTaAaThIH TiT oTbackl. By epekienikrep ayiapma kyienepiHn
JalbIHAAyja eiey/li KUbIHABIKTap TYFbI3a/bl: OipiHIIiIeH, camasibl TapasuieNib AepeKTepAiH
TaTILbLIBIFBI; eKiHILi/IeH, arT/IF0TUHATHUBTI MopQoorus — ce3 ¢opMasapbIHbIH 6Te Kol 00/1ybI;
YLLUIHIIIZIeH, JKa3y )KylesepiHiH anyaH/blIbIFb (KUPW/LL, 1aThiH). OChbl Macesenepi iemly YIIliH a
IIBIK, KOJThI Y/Tifepi TMiMAI nakjanaHy — e3eKTi FbUIbIMU MiHzAeT. OChbl 3epTTey/liH, MaKCaThl:
Meta AI komnanusceiHblH NLLB-200 1.3B Moge/niH CHHTeTHKAasbIK Iapasule/ib KOpIycTapza
fine-tuning apKbIbl KBIPFBI3—Ka3ak, >koHe 630ek—Ka3ak OarbITTaphbl VIIiH ayZapma carachiH
JKakcapTy. Makasa Kejeci 3epTTeyiHiH, HITH)KeJlepiH KeHEeWTIN, HaKThl TiMJIK JKYITapFa TepeH,
Tanagay »acauzp [1].

OpedueTTiK mosry. A3 pecypCThl Ti/Iiep YIIiH HeHPOH/bIK MalliHa/bIK aygjapma (HMA) —
6encenzi 3eptreny canackl. Herisri 6arbiTTap: TpaHCdepTiK OKbITY, KOIITi//i anJbiH ana yipeTy (p
retraining) >koHe CHHTETHKa/bIK JepeKTep TreHepaluscbl. JKaambl 3epTTey HITWKenepi
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CUHTETHKAJIBIK AepekTep/i naiganany HMA canacklH aTap/ibIKTald apTThIpaThIHbIH Jd/1e/AeNIi.
Meta Al komnanusicbiHbIH NLLB-200 (No Language Left Behind) mozeni 200-men acram Tingi
KaMTHUTBIH, a3 PeCypCThl Ti/jiepre apHaiibl OeliM/e/reH apXuUTeKTypa Oosibin TabOblmasl [2].
FLORES-200 mepekTemeciHze >KYpri3iireH CbIPTKpI Oaranayiaap Oy MOAesbAiH a3 pecypcThbl
Tingep yuiH Tuimzai ekeHiH pacraigbl. Fine-tuning apkpuibl BLEU, chrF xene TER
KOpPCeTKIIlITepiH »kakcapTyra 60/1aThIHBI OipKaTap 3epTTeysiepe AaJienaeHrex [3].

CuHTeTHKa/bIK Tapasie/ib ZepeKkTep reHepauuscbl — Kepi ayzapma (back-translation)
TICIJIiH KOJI/JaHaThIH TUiIM/Ii cTpaTeryst. by Tacis a3 pecypcThl ClieHapuidiep/ie ayilapMa carnachbiH

TYPaKThl >KaKCapTaTbIHbl SMIMPHUKa/IbIK 3epTTeysnepMmeH pactanrad [4]. Typki Tingepi yiuin
KenTingi TpaHchep — THUITOJIOTHS/IBIK, KaKbIHABIK ceO0ebiHeH — epekile TUiM/i TaCil OO
ecenrrenesni [5].

AypnapMa Traj/uTFOLMHALUs/Iapbl M3cesieCi COHFbI JKbUIIApPbl JKeKe 3epTTey OaFbIThbiHA
arHanAbl. ABTOpJIap Ta/UTIOLMHALMs/IapAbl JKIKTeM, O/iapAblH, a3 pecypCThl TiiepAe >Xuijiey
Ke3/leCeTiHiH CTaTUCTUKAJIBIK Tajjay apKbUIbI [JaJiefie/li: Tapasuienb epekTep a3 60siFaH callbiH
Mojleslb YCTeM Tijijepre «CyMeHirn», MaFblHa/laH asliliak MITiH reHepauusaiabl [9]. Keneci
JKYMBICTa Ta/UTFOLMHALMAIAp/bl aHbIKTay/IblH, aBTOMAaTTaH/bIPbUIFaH 9/IiCTepiH YCHIH/bI >KoHe
BLEU MeTpHKAaChIHBIH, Ta/UTIOLIMHAIMSIAP/bl TOJBIK aHFapMalThIHBIH KepceTTti, 6y COMET
»xoHe BERTScore cekinfii ceMaHTHKa/IbIK MeTpUKalapAblH MaHbI3/IbUIbIFbIH apTThipazbl [10].

Typki Tingepi yurin 3eprreynep 6ipkatap epekienikrepZi aHbiKTazabl. Mirzakhalov >xone T.
6. [11] Typki Tinmepin KamTuThiH TIL KOpITyChIH >Kacall, arrIFOTMHATHBTI MOP)OIOTHSHBIH
ayZlapMa >KylesiepiHe KOSITBIH apHalbl TajanTapbiH Tanganbl. Ocbulaiiiia, agebuerrepai Tanaay
KepCeTKeH/lel, a3 peCypCThl TYPKi Ti/iZiepi YIlIiH HeMPOH/BIK, MalllMHA/IbIK ayZapMaHbl JaMbITya
GipHemie GarbITTHI OipiKTipy Ka)KeT: KOMTi/iZi anblH aja YUPEeTIreH MoJe/bAepAi nakanany,
CUHTETUKAJIbIK Tapasjiesb [epekTep reHepauusiay, TUIOJOTUSJIBIK »KaKbIH TUIZep apacblHa
TpaHC(epiK OKbITY/IbI KOJI/IaHy »K9He MoJesbAepi HaKThl TUIAIK >kymnTapra fine-tuning »kacay.
Ochbl TYPFBIZIAH ajiFaH/ia, KbIPFbI3—Ka3ak, >KoHe ©30eK—Ka3ak TiiK >KYITapbl VIITiH HeMpPOH/IbI
MalllMHaJIbIK, ayjlapMa Mo/ie/b/iepiH OeliimM/iey FhUIBIMU 9pi MPAKTUKAJIBIK TYPFbIAaH 63€KTi OOJIbII
TaObIIa k1.

3eprrey agicremeci. Ocbl OesiMzie HEMPOH/IBI MalllMHAJIBIK, ayZiapMa MOJIe/iHiH, KellleH i
d/licHaMachl KOpCeTiJiill, OFaH Ka)KeTTi IMapasie/ib KOPIyCTap/ibl ajly MeH OKBITY >XYWeCiHiH,
apXUTEeKTypachl TeeMeHzeri 1-111i cypeTTe KOpCeTuizi.

Mopenbai Tangay. 3eprrey OapbichbiHAa OipHellle alllblK KOATHI KoHE KOMMEDLIUSIBIK
Mogenbaep 6arananabli: NLLB-200 600M / 1.3B / 3.3B, mT5 orbackice! (small, base, large, 3B),
Gemma 2 27B, Phi-4, Qwen2.5, LLaMA 3.1/ 3.2. Tanjay KpuTepuiisiepi: alllbIk, KO/DKeTIMIITIK,
ayJlapMa carachl, TiIepAi KaMTy, ecenitey THIMZTITI >koHe 24 I'b GPU >kafibIMeH yineciMAimiK.

Tangay HaTwkecinze fine-tuning yirin NLLB-200 1.3B mogeni Tagganabl. byn Tagaayabt H
eri3felTiH  QakTopjap: MoOZenb  apXUTEeKTypacbl a3 PpecypcTbl  Tifjepre  apHailbl
OHTal/IaH/AbIPbIIFAH; arrJFOTUHATUBTI MOpP(dOJIOTHSHBI eHJeyAe TYPaKThl HITWKernep Oepeni;
FLORES-200 6eHuMapk JiepeKkteMeciH/ie pactanraH eHiMzisiri 6ap; 24 I'b GPU »kajbIMeH TOJIbIK
yhnecimai.

ITapaniens kopnycrapabl Kypy. [lapaniens Kopriycrap eki KeseHge »xkacanzbl. bipiHmii
ke3egge OPUS peno3uropuiii MeH FLORES-200 gepekTemeciHeH Oap Tapasiiesib JepeKTep
>kuHanabl. Exinii kezeHae NLLB-200 3.3B mogenin navganada oteipbirn, 500 000 kazak Tiagi
MOHO/IMHTBA/IAbIK ~ COU/IeMHEH CHUHTETHKAJIbIK TMapasieflb KOpIyCcTap TreHepauysiiaH/ibl.
Temenzeri 1-kectezie TifiK >kynTap OOMbIHIIIA KOPITYC K6eM/Iepi KOPCeTi/IreH.
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1-Ke3eH: aepexTep

OPUS penozutopuidi FLORES-200 Kazak moHokopnyc
Bap mapannent aepektep BeHYMapK aepexTemeci 500 000 ceiinem

l | l

2-Ke3eH: CMHTETUKANLIK KOPNYC reHepauvackl

NLLB-200 3.3B Tinaik xyntap (x5)
Kopnyc renepatopsi KeIpFoIz-KasaK - 836eK—KazaK

(Back-translation)

3-ke3eH: kopnycTel TazapTy (Correction Module)

AHbIKTanfFan Karenep Tazapteinfad Kopnyc
LyBankaTTap - ranilouMHaLHANS P 500K ceiinem (ap xyn)

L

4-kezeH: mogent TaHAay xaHe fine-tuning

BafranaHfaH mogennaep NLLB-200-1.3B — Fine-tuning
NLLB-200 600M/3.38  T3HAaM Batch: 16 - LR: 5x10°% . Epachs: 5
mT5, Gemma 2 278 Oxraiin: Adal GPU: 24 TB

GPT-4o, Copilot 24 [B GPU xaasimen yinecimai

> 2

5-kezeH: Garanay

ABTO. METpHUKanap CripTkul 6afanay Apamu Garanay
BLEU - chrF - WER - TER FLORES-200 Capanwe Tekcepyi
Benumapx Tecti HaTvxeni pacray

Cypert 1. JKYMBICTBIH apXUTEKTypachl

Kecre 1. Tingix >xyritap Oo¥ibIHIIA Mapasiesib KOPIyC Kesem/epi

Tingik >xym OPUS (ceitnem caHbl) CuHTeTHKAabIK, KOPIYC JKanmbl
Kpiprei3—Kaszak, ~85 000 500 000 585 000
O36ek—Kaszak, ~113 877 500 000 613 877

Kopnycrapasl Ta3zapty. CuHHTeTHKa/bIK Mapasuie/ib KOpIyCTap/a >Kyuesi Karesnep
aHBIKTA/NJbl:  JIEKCHKa/bIK ~ KalTajaHysnap, aray/ibl  OipsiiktepziH — aypeic  Gepinmeyi,
abbpeBuaTypasap/blH, KaTe TPaHC/IUTEPAIUsIChl, CEMaHTHKAJbIK OipiKTepAiH Kecimyi. Tazapty
ywiiH Python 3.11.14-te apHatiibl Correction Module »xacangpl. Mogy/ib HEMPOH/BIK >KeJjtiziep MeH
TOJILIK, COMKecTiK TeKkcepysepiH (exact matching) KonjaHa OTBIPBIN, KakTajaHy/jaap MeH
ra/UTFOLIMHALUS/Iapbl, aTay/ibl Oip/TiKTep/iH KaTanapbiH, AyOaUTTepIi )KOsIIbL.

Fine-tuning mapameTtpJiepi. Mozenbi 6etiimzey (fine-tuning) mpotieci GipHeliie Ke3eHHeH
TypAbl. Anraiikel kezeHge OPUS xoHe FLORES cHsIKTBI allibIK KOJKeTIM/II KOpIyCTap HeriziHe
OacTankpl OKBITY XKYPri3iifi. by gepektep Mofenb/iH TiIIK 3aHbUTBIKTAP/AbI K9He ayjapMa
COMKeCTiKTepiH MeHrepyiHe MyMKiHAIK Oepai. Kemeci KeseHZie CHHTeTHKA/bIK I1apasiiesib
KOpIycTap TaiganaHeuiabl. Onap apHaibl 3fficTeMe OOMbIHIIA KYPACTBIPBLIBIT, THICTI FHITBIMU
Makasjazia CUraTTa/lFaH TICilre cylieHe OTBIPBIN JalbIH/anabl (OChl XKepZe JepeKKesre citeme
Oepinyi kaxxet). Ocblaiiilla, KOTICATbLIbI OKBITY CTPATETUsChI MOJIE/Ib/IiH, TOMEH PeCypCThI Ti/iZiep
apachIHAFBI ayJjapMa CarachlH >KaKcapTyFa OarbITTa/bl >K9He KhIDFbI3—Ka3ak, 630eK—Ka3ak
TiNiK OaFBITTApbIH/A HITHXKETI KOPCETKIIIITepre KOJI )KeTKi3yre MyMKiH/IK Oepi.

Yiipery niporjeci NLLB-200-1.3B 6a3asbik Mo/ie/liH Ta3apThliFaH KopriycTapza fine-tuning
apKbUIbI XKYPri3inizi. Yiipery KoHurypauusicer: batch size = 16, learning rate = 5x10-5, epochs =
5, oHTananAbIprbill — AdamW. baranay metpukanapel: BLEU, chrF, WER, TER, BERTScore,
COMET.
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Hatmwxenep. 3eprrey Hatwkenepi NLLB-200-1.3B mogenin fine-tuning apKbuibl OapIibIK,
TiNAIK >KyriTap OOMBIHIIIA ayJapMa carachIHbIH, alTap/bIKTak »KakcapraHbiH Kepcerti. 500 000
Ta3apThUIFaH COHUIEMIK KOPIyC HaTwkesepi 6a3anbik NLLB-200-1.3B meH fine-tuning okpITy

HOTW)KeJIepiH TOMeH/eT1 2-KecTe/le )KUHAKTaJIFaH.

Kecre 2 . Tinzik »kyrrap 6o#binima 500 000 mapamiens ceiiemzep yirii BLEU >kane chrF

HOTKesepi
Tinmix >yt Mopeinb BLEU (6a3aneik) | BLEU chrF chrF (fine-tune)
(fine-tune) | (6a3asbIK)
Keiprei3—Kaszax | NLLB-200 1.3B | 18.4 42.9 43.2 70.1
O30ek—Ka3zak, NLLB-200 1.3B | 19.1 43.5 44.0 70.8

Hatwkenep OPUS gepektemeciHzie ChIpTKbI OaramaymeH e pactanzbl. Keneci 3-mmi
KeCcTe/leH HITWKe/iepiH Kepyre 6o/aibl.

Kecre 3 . Tingik sxyrrrap 6otibiHma OPUS ymiin BLEU >kaHe chrF Hatmkenepi

Tinmix >xyr Mopenb BLEU (6a3zanbik) | BLEU chrF chrF (fine-tune)
(fine-tune) | (ba3anbIk)
Keiprbi3—Kasak NLLB-200 8.10 9.38 37.3 39.1
1.3B
O30ek—Ka3zak, NLLB-200 9.73 11.02 36.0 37.8
1.3B

Hatmwkenep FLORES-200 nepektemeciHzie ChIpTKbI OarasaymeH fie pactanibl. KbIprbi3—
Ka3ak >koHe 630ek-Ka3ak Tk >kyon! yiriH FLORES-200 6otibiHiia fine-tuning HaTvKenepiH 4-
111 KecTesleH Kepyre 0o/1aibl.

Kecre 4 . Tingix >xynrap 6ovibiHia FLORES-200 ymiin BLEU jxoHe chrF HaTikesepi

Tingix >y Mogenb BLEU (6azanbik) | BLEU chrF chrF (fine-tune)
(fine-tune) | (6a3asnbIk)
Kpipre13—Kaszak, NLLB-200 10.52 9.12 44.18 44.48
1.3B
O30ek—Ka3zak NLLB-200 14.96 13.51 48.98 49.89
1.3B

Tankpuiay. JKyprizinren taxipubenep NLLB-200 mozenin fine-tuning apKbuibl TYpKi
Tifiepi apachIHJAFbI aylapMa carlachblH alTap/IbIKTal »KakcapTyFa 00maThIHBIH KepceTTi. Herisri
OKBITYy JAepekTepi periHfe naikgananbuirad 500 000 mapasuienb ceilieMHEH TYpPaTblH KOPITyC
6oribiHa BLEU >kaHe chrF kepcetkimitepi endyip eckeH. Ocipece KpIpFbI3—Ka3ak Ti/lJiK
»ybbiHIa BLEU KepceTkiti 18.4-ten 42.9-ra fetii, an chrF kepcetkimii 43.2-gen 70.1-re geiiin
)KorapbliaraH. ¥Kcac eciM e30eK—Ka3ak Ti/iZiK >kKyObiH/a ga 6atikangel: BLEU 19.1-nen 43.5-ke,
chrF 44.0-ten 70.8-re peliin aptkaH. byn fine-tuning mnpoteciHiH, MogenbAi HAKThI TiMIiK
KYIITapFa THiM/Ii OeliiMziereHiH KepceTei.

CeIpTKpl Oaranay MakcatbiHAa wmogenb OPUS gpepektemeciHze ge Tekcepingi. By
Xarmaga ga fine-tuning HaTwkecinge BLEU >kane chrF kepceTkimrepiHiH ecyi 6GaiiKanpl.
Kpiprbi3—Ka3ak Tiigik xxyoeHga BLEU 8.10-HanH 9.38-re fefiin apTThl. ©30eKk—Ka3aK OaFbIThIH/A
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BLEU 9.73-ten 11.02-re peiiin >xorapbuiaabl. OPUS nepekTepiHzeri eciM Herisri KopmycrneH
CaJIbICTBIPFaH/la TeMeH O0/FaHbIMEH, HOTHKe/lep MOJIe/b/IiH TeK OKBITY JlepeKTepiH/ie FaHa eMec,
CBIPTKBI MITiH/IEP/Ie /e >Ka/mbulay KabineTi 6ap ekeHiH KepceTefi.

An FLORES-200 gepekreMeciHferi HaTHXeep 6acka KepiHicti kepcerti. MyHga BLEU
Kepcetkimii fine-tuning-neH keiiiH a3gan TeMmeHjereHiMmeH, chrF MaHzepi cakranraH Hemece
I1aMasibl CKeH. KeIprbi3—Ka3ak »kyobeiHaa BLEU 10.52-1eH 9.12-re TemeHereHimen, chrF 44.18-
neH 44.48-re netiin ecti. ©36ek—Ka3ak OarbiThiHAa BLEU 14.96-1an 13.51-re a3atica, chrF 48.98-
neH 49.89-ra pmeifiH »korapbinaraH. By xkargait fine-tuning GapbickiHZ@ Mogeb/iH Oenrimi 6ip
Jiopeskesie OKbITY JoMeHiHe Oeilimaesnin keTkeHiH KepceTyi MyMkiH. BLEU MeTprKachl HaKThI N-
rpaMM CoMKecTiriHe Tayeni OOMFaHABIKTAH, ayJapMa KYPbUIBIMBIH/AFbI a3/laFaH e3repicTepiH
©3i KepCeTKillITiH TeMmeHJeyiHe acep etefi. An chrF cumBO/ABIK [AeHreiieri CoMKecTiKTi
OaramalTbIHABIKTaH, MOP(MOJIOTUSI/IBIK >K9He JIeKCUKA/bIK YKCACTBIKTApAbIH, CaKTa/FaHbIH
OalikaTaibl.

KopbITBIHABL by 3epTTey a3 pecypCThl TYDKI Tiijepi — aTan alTKaH/ja KbIpFbI3—Ka3ak,
JK9He 630eK—Ka3ak — YIIIiH alllbIK KOAThI MalllMHAJIbIK, ayZiapMa CarlachlH YKaKCapTY/ablH THiM/I1
JKOJIBIH YCbIHa/bl. 3epTTey/iH FbIIbIMU Y/leci MbIHa/laH Typa/bl:

— NLLB-200 1.3B MogeniH cUMHTeTHKaiblK, Koprmycrapga fine-tuning apkpuiel BLEU-gi
opTaia 23.81 6asFa apTTLIPY/ABIH CEHIM/Ii HOTWXKEC abIH/bI;

— JKanmbr 487 743 celineMHeH TypaTblH KbIPFbI3-Ka3ak >kaHe 495 264 e36ek-Ka3ak
Trapasijie/ib KOpIyCTapbl KYPbUIJbI )KoHe alllbIK JIULeH3UsAMEH >KapysijlaH/bl;

— CuHTeTUKasNbIK JepekTepAi Ta3apTy yiuiH Python-za aphaiibl Correction Module
JKacasnzpl;

— Harwkenep FLORES-200 cbIpTKbI OaFanaybl MeH aZlaMy capaniTaMaMeH pacTall/ibl;

— ¥YchIHBUTFAaH MeToZonorus 6acka a3 pecypcCThl Ti/IZHK JKYITapra KeHeWTyre 0o/aThiH
KaliTa/jlaHaTbIH KOHBelep 60/IbI TabbL1aibl.

JKanriel anran/a, Oy/1 3epTTey allibIK, KOATHI )KaCaH/bl MHTEJJIEKT )KYlelepiHiH a3 pecypCThl
Ti/IZlepre apHa/JfaH MallMHa/IbIK ayZapMa caracblH apTThIpyJarbl »KOFapbl TUIMALIICIH JKoHe
UUdPABIK TiNAIK TeHCI3AIKTi a3aliTyAaFbl pesTiH HAKThI HOTW)Ke/IepDMeH JId/1e/ e i,

Kapxsuianabipy. by 3eprrey Kasakcran Pecrny6sukachkl FuitbiM >kaHe »KorFapbl 0iim
MUHUCTPAITiHIH “TYpKi TiiZepiHiH napasiesb ceiiniey KOpPIMYyChIHbIH aBTOMaTThl reHepaLusiChbIH
JK9He 0J1ap/iblH, HEHPOH/IBIK MOJIe/NbIepP YIIiH KOJJaHbITYbIH 3€PTTeY ” aTThl IPAHTTHIK >K00AChI
asiCbIHZIA Kap>KblIaHABIPbLUIALI (rpaHT HeMipi: IRN AP AP23488624).
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TOTEHIIIE JKAFJAWJIAP KE3IH/EI'I JKAJTFAH AKITAPATTBI AHBIKTAYFA
APHAJIFAH BJIOKUYEVH TEXHOJIOTUSCHI HETT3IH/E )KYHUEHI O3IPJIEY
I/IICTEPIH 3EPTTEY

Typapoek O.T., HapoaeBa C.M., Hypranu A.A, Ken6ocein J1.C., ApanoBa XK.E.
Ka3zaxckuli HayuoHanbHbIl yHUSepcumem umeHu anb-dapabu, KazaxcmaH
E-mail: narbaeva.salta@kaznu.kz

AHO0amna. Makanada 610kueliH mexHono2usichl dcaHe Retrieval-Augmented Generation (RAG)
Hezi3iHOe Jcan2aH aknapammbl AHbIKMAy KcylieciH azipaey adicmepi Kapacmblpbli2aH. ¥CbIHbLIRAH JHcylie
mpaHcgopmepnik modenboi, eki uHoekcmi RAG MexaHu3MiH JicaHe 06/10KUeliH mexXHOA02UAChIH 6ipikmipedi.
JKylie Jcanean aknapammbl aHbikmay O0andieiH apmmblpyMeH kamap, KabblidaHeaH wewimoepoin
myciHdipmeninieiH, meKkcepinyiH JcoHe e32epmiameyiH Kammamacbi3 emeoi. ¥CblHbL1AH MACiA0iH
muimoiniei LIAR Oepekmep JiCUbIHMbI2bIHOA 3KCNepuMeHmmik mypoe 6a2anaHbin, aAblH2AH HamMudicenep
OHbIH K010AHbICMAagbl d0icmepMeH CaablCmbIp2aHOd muimoi ekeHiH Kepcemmi.

TyiiiH ce30ep: jcaneax aknapammal aHbikmay, baokueliH, Retrieval-Augmented Generation (RAG),
DistilBERT, FAISS, LIAR Oepekmep JicublHmbIebl, CeHimOinikmi kanubpaey, chain consensus,
mpaHcgopmepik Mooenboep.

OjedueTTepre moIy. OJIeYMETTIiK JKeJTiiep/iiH, OH/IalH KaHa/bIKTap I1aTGopMaapbIHbIH
)K9He casiCi KOMMYHMKAal[Usl apHajapblHbIH KapKbIH/[bl JaMybl IlIbIHaiibl akKrapaT IeH Jfeii
OypManaHFaH HeMece >KaHbUIBICTBIPAThIH aKMapaTThl aXXbIpaTy MICeJeCiH KypAeneHAipZi.
ConpibIKTaH JAe3uH(pOpMalUsiHbl aBTOMATThl TYPJe aHbIKTay >Kylhesnepi Kasipri aknaparTbIk
KeHICTIKTiH, MaHpI3[bl Kypamzac OesiriHe aliHa/myga, ©MTKeHi akrapaT KeJeMiHiH Y37iKci3
apTyblHa 6aliIaHBICTBI JICTYPJIi KOIMeH (haKTUeKHMHT JKYPri3y >KeTKiMKTI THiMzi 60/1a anMaiiibl
[1]. Tpancdhopmep apxuTeKTypachbiHa HeTi3Zie/ireH MoOJeabAep 93TalOHABIK JepeKTep
JKUBIHTBIKTapbIH/a J>KOFapbl HITWXKejep KOpCeTKeHIMeH, OJ/lapAbl ’KayarnKepLUiiri >KOorapsl
KoJilaHOanbl cananap/a rnaijanany Oipkatap MaHbI3/bI IIeKTeyJIepPMeH CHTaTTanajbl. ATanFaH
1IeKTey/iep OCbl 3epPTTeyAi KYPri3y/iH Herisri anrblllapTTapbliH KalbINTacTbipajbl. HelipOH/BIK,
KIKTeyillITepre Heri3zie/ireH Kas3ipri JKajgFaH akMapaTThl aHBbIKTAy >KyhesepiHiH OipkaTap
KeMmiriiikrepi Oap. BipiHmmigeH, MyHall Mozenbiep/iH, KabbuigaraH IIelIiMiepiH TYCiHZAIpY
KWBIH, OUTKeHi osiap Oo/pKaMzbl pacTalThiH [37e/epAi YChIHOakabl. By capamiibiiapabiH,
aBTOMATThI TYp/le a/IbIHFaH HOTWKeJepiH AYPhICThIFbIH TeKCepyiH KublHAaTaAb! [2]. ExiHmtizeH,
MoOJleNb/IiH, CeHIMAI/MIK KepceTKiliTepi OKbITY OapbiChiHAA KabITaCKaH CTAaTHCTUKAbIK
3aH/IbITBIKTApFa FaHa Heri3/ene/li >koHe OypbIH TeKCepi/reH yKcac akrapaTTapzbl eckepmerifi [3].
YuriHIinigeH, opTanbIKTaHAbIPbIIFAH >Kyienep KaObUlZaHFaH IIelIiMAepAiH ©63repTiIMeNnTiH
)KYPHaJTbIH >KYPri30eUTiHAIKTeH, 0Map/bIH Kayirci3airi MeH ceHiMziniri Temengensi [4].

byn macenenepai memyiy 6ip xonbl peTiHge Retrieval-Augmented Generation (RAG)
TeXHOJIOTUSIChI YChIHBIIFaH, 0J1 00/pKamapabl 0i/1iM KOpbIHAH ajibIHFaH /I971e/iIePMeH Heri3ieyre
MYMKiHZAiK Oepeni [1]. Amaiiga cranpapttel Oip wHAekcTi RAG apXuTeKTypachl IIbIHAMbI
akrapatka OeliiM KesieTiH i3mey KartemiriH Tyzabipagbl [5]. An G/IOKUelH TeXHOIOTUSICHI
KaObUIZlaHFaH IIelIiMAep/i ©3repTiIMeITiH )KoHe TeKCepiJieTiH Typ/ie cakTayFa MyYMKiH/iK Oepezi
[6].

Ocbl KyMbICTa aTajfaH KeMIIiTiKTepAi >kotora OarbiTTanraH VeraChain kylieci
ycoiHblIazbl. JKyiie DistilBERT Tpancdopmepiik MozeniH, eki nHaekcTi RAG MexaHH3MiH >KoHe
On10KueliH Heri3iHzeri ayquT KabaTbIH OipikTipesi. ¥ ChIHBUIFAH TICLJ XKa/FaH aKIapaTThl aHbIKTAY
JRJIIITiH apTThIpyFa, KaObUIAaHFaH IIemIiM/ep/iH, TYCiHIipMeTi/liriH KaMTamMachI3 eTyre >KoHe
onapAbel CeHiMAi TypAe Tipkeyre MyMKiHZAIK Oepexi. JKyiieHnin twimziniri LIAR pepekrep
JKUBIHTBIFbIH/]A JKCTIEDUMEHTTIK TypJie OarasiaHbIl, a/JbIHFAH HITWOKeep YCHIHBUIFAH 9IiCTiH
KOJIJaHbICTaFbl TICI/IZIEPMEH CaJIbICThIPFaH a TUIM/|I eKeHiH KOpCeTTi.
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VeraChain xylieciHiH FbUTBIMU HeTi3/1eMeCiH aWKbIH/IAy YIITiH OChbl OaFbITTaFbI 3€PTTEY/Iepre
Tangay >Kyprisingi. KonmaHeicTarbl eHOeKTepZi TOPT Heri3ri OaFbiTKa Oemyre 6Gosafsr:
TpaHc(opMepIiK Mo/ie/ibiepre HeTi3ze/reH XalFaH akapaTThl aHbIKTay, Retrieval-Augmented
Generation (RAG) TeXHOMOTHSICHI, TAOWFU TiN/i eHAey/eri OIOKUeH TeXHOIOTHSICHIH KOJIZaHy
)K9He HEeUpPOH/IBIK MOJe/bAepAiH CeHIMALTIK KepCeTKilTepiH Kanubprey amicTepi. ATajFaH
3eprTeynepai Tangay VeraChain »kyiieci mieryre 6arbITTa/iFaH FBITBIMUA Macesie/iep/li aHbIKTayFa
MYMKIiHJiK Oepei.

1-kecte. VeraChain >xyiieciH KOiJaHbICTaFbl Ka/IFaH aKIapaTThbl aHbIKTAy TICU/IAePiMeH CalbICThIPY

3eptTey / 9pic |Heri3ri Jdepektep |Tycinaipme|bnokuerngi |Jaagi |[F1 Heri3ri
TeXHOJIOTUs KUBIHTBIFBI |IiTiK KoJ1jay K (%) meKTeyi
CNN- CNN LIAR PKOK, DKOK, 58.90 (0.57 |KoHTeKkcTi
Heri3iHzeri ajiic 9JICi3
TyCiHezi
LSTM- LSTM LIAR PKOK, DKOK, 61.30 |0.60 |TisbekTi
Heri3iHgeri ajiic TOyeJiMKTI
H LIeKTey/epi
BERT Transformer [LIAR LIEKTeydl  [XKOK, 63.10 (0.62 |dsnenmepai
i3mey KoK
DistilBERT Lightweight |[LIAR LIeKTey/Il  [KOK 64.85 |0.6391 |CeHimpinik
Transformer TYpakKChI3
CraHgapTThl Retrieval- LIAR + bap PKOK, 64.77 (0.6368 (I3gey
RAG Augmented (External KB HITIDKeCiHIH
Generation BIFBICYbI
brokuelinre Blockchain + |Various Iwinapa bap - - CeMaHTHKaN
Heri3genreH Rule-Based bIK Ta/ziay
Kyienep Models MYMKiHJiT1
LIeKTeyJIi
VeraChain DistilBERT +LIAR bap 6ap 65.24 |0.6434 |Ecentey
(ycombutrad)  |Dual-Index KypAesiiri
RAG + JKOFapbl
Blockchain

1-kectenie kepceTinreHzeld, ycobiHblFaH VeraChain xyiteci gangik neH F1 kepcetkimii
OoiibIHILIA eH, YKOFaphl HITHXKere KOJI KeTKi3/li )koHe COHbIMEH KaTtap KaOblijaHFaH LielliMzepAiH
TYCIHZIpMeJIJIIri MeH ©3repTUIMENTIH >XypHaiblH Kamramachis erefi. CNN sxone LSTM
Heri3iH/ieri MoJiesb/iep >KaiFaH aKIapaTThl aBTOMATThI TYP/Ie aHBbIKTayFa MYMKiH/IiK OepreHiMeH,
O7ap/iblH, CeMaHTHKabIK, epekiiesnikTepsi TyciHy Kabineti TomeH. An BERT xone DistilBERT
CUSIKTbI TpaHC(hOpPMepJ/iK MoJesbJep MITiHHIH, KOHTEKCTIK epeKIle/iKTepiH THiMi eHAeusi,
Gipak onap KabbUIZaHFaH MIelTiMep/1i Heri3aelTiH Aa/enaep/i YCbiHOa b,

Crangapttel RAG Tacii ChIpTKbI OisliM KOpBIHJAFLI [3/1€1Aepi TaianaHy apKbUIbI
MO/Ie/Ib/IiH, TYCiHAipMeJTiTiriH apTThIpFaHbIMeH, Oip WH/EKCTi i3/jey MexaHH3MiHe OaiiylaHbICThI
IIbIHAWbl aKrapaTKa Kapad BIFBICY Maceseci cakramazbl. An  OOKueiiHre Heri3jenreH
KOJIJAHBICTaFbl JKylernep KaOblilaHFaH LIelliMAep/AiH TYTaCThIFbl MEH TeKCepPi/lyiH KaMTaMachi3
eTefli, 6ipakK MaTiHHIH CeMaHTHKa/IbIK Ma3MYHbBIH TepeH, Tajaii anMaiiibl. ¥ ceiHbUiFad VeraChain
Xyheci TpaHchopmepsik MogenbAi, eki uHAeKCTi RAG MexaHu3MiH >koHe OJIOKUelH
TeXHOJIOTUSICLIH  OipbIHFal apxurtekTypaza Oipikripesi. CoHbIMEH KaTap, >Xyhezne OypbIH
TeKCepuIreH CeMaHTUKa/IbIK, YKCAC MaJliMeTTep/i MaizanaHy apKplibl LIeiMepAiH, CeHIMAIIrIH
aptThipaThiH chain consensus calibration mexanusmi kosnzaHblFaH. HaTwkeciHzae YChIHBLIFaH
TOCLJT )Ka/IFaH aKIapaTThl AHBIKTAY JQ/IAITiH apTTHIPHIT KaHa KOMMaii, KaObl/IjaHFaH HIelTiMaepIiH,
TYCIH/[ipMeJIi/IiTiH, CeHIMZII/ITIH )KoHe ©3repTiIIMENTIH TYpZe CaKTaayblH KaMTamachl3 eTefi.
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TpaHcdhopMep apxXHWTeKTypalapblHbIH Taiga 00mybl TaOWFU TiZI ©HAEY Ca/laChIHBIH
KapKbIHZBI JaMybIHa BIKIIA/ eTill, MOTiHZeri ceMaHTHKabIK, OalilaHbICTap/Ibl )KOFaphI J3/I/iKIIeH
aHbIKTayFa MyMKiH/iK 6epzi [7]. BERT mogerti >kanFaH akapaTThl aHbIKTay MiH/eTiH/e KeHiHeH
kKonaaHblibid, LIAR [4], FakeNewsNet [8] »kone FEVER [9] cUsIKTbI iepeKTep >KUbIHThIKTapbIH/[a
>korapbl HaTwkesnep KepcerTi. KeitiH ycbiHbinrad DistilBERT mogeni BERT enimziniriniyg
mamMamMeH 97 %-bIH cakTail OThIPbII, TTapamMmeTpsiep caHbiH 40 %-ra a3alTTbl. OChI epeKilieliriHiH
apKacbIHZA OJ1 ecenTey pecypCTaphl LIeKTey/li Xyle/epe TUiMAI KOJJaHbUIaThIH XeHiIeTi/ireH
TpaHcdopmepJIiK Moieb 60k TabbLIazb! [6].

LIAR pepekTep >KUbIHTBIFbIH/IA >Ka/IFaH aKapaTThl aHbIKTay MiHZETi 3/1i /le Kyp/ei O0/IbI
caHasmazipl, cebebi casicu MamimaeMesnepiH MOTIHAIK KYpPbUILIMBI MeH CeMaHTUKAJIbIK,
epekiiesikrepi 6ip-6ipiHe ete ykcac kenezi [10]. Ketlibip 3epTreynepzse MaTiHMeH KaTap aBTOP
Typasibl aKrapaT TeH TaKbIPBINTHIK OenrinepAi maiijanaHy apKbUIbl MOJeJb JI/IJITiH apTThIpy
yChbIHBUTFaHbIMeH [11], MyH/1ali KochIMIIIa Ma/liMeTTep yKaHa aKIapaTThl 6HJey Ke3iH/e apAaibM
KookeTiMzii  Oosla  Gepmetifi. CoHbIMEH KaTap, TpaHCOpPMeEpJiK Mojenbaepai rpadThiK
HEMpOH/BIK >KesijiepMeH OipikTipeTiH aHcamOmnb[iK Taciizep Ae yCbiHbUFaH [12], anabiga
OJIapJbIH KYpJe/ai apxXuTeKTypacbl MeH KOCbIMILA JlepeKTepre TIyeJuIiri IMpaKTHUKAaJbIK,
KOJIIAHBLTYbIH IIeKTeH].

Retrieval-Augmented Generation (RAG) TexHOMOTrUsICbIH anFail peT Lewis >koHe OHBIH
apirnrectepi TaburH TiNgi eHAeyiH OiiMre Tayeszi ecenTepiH IIelIyre apHaJFaH 3/liC PeTiH/e
yCBIHABI [1]. Byt Tocin MaTiHzi xikTey anabiHAa 6i1iM KOphIHaH CeMaHTHKAJIBIK, YKCAC aKapaTThl
i3meyre MyMKiHZIiK Gepefii, HOTWKeCiH|e KaObUIIAHFaH HIeNTiMAepAiH TYCiHAipMeTiTiri apTaasl
[11]. Anatiga 6ip uHgekcTi RAG apxXuTeKTypachl TeK IIbIHAMbI aKIapaTTap/aH KypaaraH Oi1iM
KOPBIH Tal/jalaHFaH KarJaiia i3ey HITHKeJIepiHiH HaKThl aKlapaTKa Kapal bIFbICYbIHA asblll
kenegi [2]. FEVER pepekTep >KUBIHTBIFbIH/A XKYPTi3ijireH 3epTTey/iep AaJienjep/i i3fey camnachl
KaJIFaH akrapaTThl aHbIKTaY >KyhesepiHiH THiMimiriHe Tikeseli acep eTeTiHiH kepceTTi [13]. Ockbl
MacCeJIeHi eIy YIIIiH YChIHBIIFAH )KYMBICTA IILIHAKMBI JK9He yKa/IFaH Ma/TiMeTTep YIIiH »KeKe 0i/1iM
KOpJ/lapbl KYPbUIBbII, BIKTUMA/JBIKTBIK KaTbIHACKAa Heri3fie/ireH eKi MWHAEKCTI i3zey Taciii
KOJ/11aHbL1a/Ibl.

biokueiH TexHO/IOTUSICKl OacTamnkpia Bitcoin KpUNTOBamMOTAChIHBIH, HETi3i peTiHze
YChIHBbITFaHbIMeH [14], Ka3ipri yakbITTa aknapaTThIK >Kylienep/e Ma/liMeTTep/iH TyTaCThIFbl MeH
©3repTiIMEeNTIHAITIH KaMTaMachi3 eTy VIIiH KeHiHeH KoJAaHbuiafbl [15]. JKanraH akmapaTThbl
aHBIKTAy >KyhesepiHze O/I0KueitH KaObUIaHFaH IIeliMep/ii Kayirnci3 caKkTayra >KoHe OJlap/IbIH
KeWiHri TekcepillyiH KaMTamachl3 eTyre MYMKiHAIK Oepexi [3]. Auaiiza KO/IJaHBICTAFbI
3epTTey/epAiH KOMijiri 6/0KueldHi TeK ayJuT >KYPri3y Kypasibl peTiH/e KapacThIpaJibl KoHe
OypblH KaObLIlaHFaH  IIeNIiMepAi  MOZeNbJiH  CeHIMAMriH  apTThIPy  MakcaThIHJa
naimanan6aigel [16]. ¥cbmbinrad VeraChain skyliecinge 6/10KUeliH TeK ayguT KYPrisin KaHa
KOMMali, CeMaHTHKaJIbIK TYPFbIIaH YKcac OYpbIH TeKcepinreH »ka30amap/pl MakjanaHy apKbUIbI
chain consensus calibration MexaHW3MiH >Ky3ere acbIpajibl.

HelpoHaplk >kesisiepfiH Tarbl Oip MaHBI3ZBI Maceseci — OMapAblH — CEeHiMIiTiK
KODPCeTKIIITePiHiH, HAaKThl BIKTUMAIABIKTApAbl 1371 Oelinenemeyi. Guo >koHe apirrecTepi
HEMPOH/BIK MOJe/bep/iH IlaMa/laH ThIC CeHiM/[i 0OMaThIHBIH KOpCeTim, temperature scaling
daiciH ycwiHAbI [17]. Keliinri 3eptreynepge label smoothing, Bayesian uncertainty estimation
>kaHe evidential deep learning cuskTbI Kanopey aictepi yebiHbiFaH [18]-[20]. Jerenmen Gy
Tacinmep Oapsblk Go/mkamzaapra Oipzel acep eTefli >kKoHe yKeKe MOTiHAEPiH CeMaHTHKabIK
epekilienikTepiH eckepmeiiai. An ycbiHbUIFaH VeraChain >xylieciHze ceHiMZinmiK KepceTkilii
OJIOKUelH/le CaKTa/JFaH CEeMaHTHKA/IbIK YKCAac MIJIiMeTTep HeridiHae Ty3eTisirn, Oesnriciszik
JKOFaphI )KaFaiaapza 00/mkam R/IiriH apTThIpyFa MYMKIH/IK Oepei.

YcpbutFaH 3fic. YceiHbUTFaH VeraChain >kyieci ymr Herisri KabaTtTtaH Typajbl:
DistilBERT Heri3ingeri MaTiHzi xiktey mMozyi, eki unaekcti Retrieval-Augmented Generation
(RAG) mopyti xoHe 6/10KUeliH HeTi3iHzAeri ayAuT TeH CeHiMAUTIKTI Kanubpiiey kabatel. JKyiere
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JKaHa/IbIK, MITiHI eHTi3i/ireHHeH KeuiH anabiMeH OHbIH, SHA-256 Xs1I-KoJbl ecenTesiefli yKoHe
0JI0KUeHHEeH 1371 COH/Ial )Ka30aHbIH Oap-»KoFbl Tekcepiiesi. Erep caiikec )ka30a Tabbuica, OyphIH
cakTajFaH HaTwke KahTtapbuiajbl. Kepi kargaiina MatiH DistilBERT mogeni apKbuibl eHJetir,
KeliH eki uHjekcTi RAG Mopy/iHfe ceMaHTHKa/bIK YKcac MasiMmertep i3zenefni. CoHbIHAA
aJIbIHFaH HITIKe OJIOKUeHre TipKesiesi.

VeraChain xy#eciHiH apxuTeKTypachbl

XKanran aKnapartrel aHbIKTay/AbIH Y1l AEHIeini ruBpHaTI apxuTeKTypacs

SHA-256 x3u GoAsHua
o cofinectik Tabeinca — wamioxeni KaRTapy [~ o
-~ -~

-, i' 6=020weri |
X3LU BOMbIHILA 2 | (wewriakvan) |
130EY
/ SHA-256 kawi

B/IOKYEMH KABATBI
e - : LWbIFbIC
DistilBERT | wnperci Chain Consensus

KaHanbiK |
S R ciibertbase uncased i nexci KanuBpney (5 = 0.20)
et AYRAT XypHans!

> Knacc + cenimainix
Bnok x3wi

LIAR pepextep
HUBIHTBIFBIHAA
OKBITBFAH

| @ Teanchopmep Kaare:
RAG KabaTel
i Il Bnokuedn kabarsi

| Ml Xow-cow (afmansin ey Mexa

1-cypet. VeraChain Ky#eciHiH >Ka/Ibl apXUTeKTypachI

JKyiieniy Herisri xxiktey mognyni petinze DistilBERT mogeni nalipanansuigsl. Mogenb
MaTiHi eki Knaccka (FAKE >xoHe REAL) kikTer, 9p KaacC VIIiH BIKTUMaJZbIK MHZEpiH
ecenTensi.

|logit jx;;  [0git g, |= DistilBERT [ x ; 6) (1)
[pFAKE’pREAL]:SOftmaX([logitFAKE)logitREAL]) (2
label g gy =argmax (pFAKE s pREAL) > bertconf: max (pFAKE s pREAL) (3)

AnbIHFaH HITHKeJIep Heri3iH/e MITiH eki uHjekcTi FAISS 6isiM KOpbIHa CeMaHTUKAJIBIK, YKCaC
Ma/TiMeTTepMeH CanbICThIPbLIaAbl. O YILiH IIbIHAMbI )K9HE >Ka/IFaH aKrapaTTapFa apHajFaH Keke
VH/eKCTep Tai/iajaHblaaibl.

Z,real(x):%z Cos(emb(x),emb(d,-)), (4)
d; € top-k REAL retrieved statements
) 1
oque(x)=zz cos|emb|(x),emb(d;)|, (5)
d; € top - k REAL retrieved statements
2 (REAL|X): ("real(x) (6)
e é’real(x)+z’fake(x>
DistilBERT nHatmxkeci MmeH RAG i37ey HaTWKecCi caMaKTasiFaH Typ/e OipikTipisesi.
bert ,,oprea=Dbert ¢, if label g = REAL (7)
bert ,oprea=1—bert .., if label yopr = FAKE (8)
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fmg(x)=a-ber tprobreal(x)-l-(]-_a).PRAG(REAle)’(X:O‘G (9)

label .= REAL,if f,,,|x)>0.5,else FAKE (10)

rag
Taxipubenik 3epTTeysiep HaTHXKeciHAe o = 0.6 MoHi OHTaM/IBI KOIQPUIIMEHT peTiH/e TaHAaIbl.

biiokueiin apbip eHze/reH KaHaIbIKThIH, X3111iH, KaObl/aHFaH HIeNTiM/i XKoHe CeHiM/IimiK
KO3 GUIMEHTIH ©3repTiIMEeNTIH Typ/e CcakTaigbl. Op OJIOK a/iAbIHFBI OJIOKTBIH, X3IIiMeH
0aii/1aHBICTBIPBLIBII, Ti30€KTiH TYTaCTBIFbI TEKCEPiie/i.

H,=SHA-256(str (i )||¢,]| h

v, |str(c,.)Hstr(sourcesl.)HHH) (11)

news

verifychain():True<=>vi21:H,.:SHA-256(B,.(',[H,.Z,})Bi.pre Vien=H, ; (12)

BnokueiiH KypbinbiMbl XKaHe Ti36eKTiH, TYTacTbIFbIH TEKCEPY

BNOK 1 BNOK 2 B/IOK 3
EEHEMCEToKi) FAKE (0.31) REAL (0.84) FAKE (0.76) A

Mhpexe: 0 Hnnem: 2 “ + Vhw.ex: N

AnAbIKFbI X310 Amxamm - Arw:mm pelll ANAbIHFbI X3L:
000...000 a7f3c2... b5:9:1 ‘Jd254f4 efdalbl...

Hanansik xowi: Manansik xawi: mawuu xauwi: )Kananbm xauwi: Kananbix xawi:
wr7d2el... FAKE ne6f4b2... REAL px8c3d9... FAKE vu9fie7... REAL

o Wewim: REAL Wewim: FAKE

CeHimpinix: i i : 0.4 Cewimpinik: 0.76

H
i
|
1
|
i
1
\

verify_chain(): 3p Gnokreiy xawi Kaitta ecentenin, prev_hash angsiresl 610K xaliHe caikec KeneTiHair Texcepineai
Erep caitkec kenmece - Tizbex GyTinpiri Gyssinran aen ecentenepi.

2-cypeT. B/loOKueiiH KypbIIBIMBI >KaHe 0JI0KTap Ti30eriHiH TYTacThIFbIH TEKCEPY MeXaHU3Mi

Erep xyleHiH ceHiMZiMiK KOpCeTKilll 1IeKTi aliMaKTa opHasacca, O/0KueliHzie cakTaaraH
CeMaHTHKaJbIK, YKCac >ka30asap raiiaaHbUIbII, [IeITiMHIH CEeHIMZIIJIIT] KaiiTa ecenresiefi.

ol X|—0.5|<8,6=0.20 (13)
N‘;(x)=|Bj € chain:cos (emb(x),emb(Bj.text))z } TZO 65 (14)
C opain| X)= =N, |BZ B,. confidence \(15\)

fﬁnal(x):B.frag(x)+(1_ﬁ)'Cchain(x)’Bzo‘G (16)

label ., = REAL ,if fﬁna,(x)ZO.S,else FAKE 17)

final

OkcriepuMeHT OapbIChIHA OOKUYEMH a/lJblH ajla OKBITY JIepPeKTepiMeH TOJIBIKTHIPBLIBII,
Kambpriey MexXaHH3Mi TeCTTiK MaiMeTTepiH, 2,49 %-biHa KOJIAAHbBII/IbL.

SKCIMEPUMEHTTIK 3EPTTEY. ¥YcoiHbuiraH VeraChain xyiecidid tuimziniri LIAR
JilepeKkTep JKUbIHTBIFbIHJA OaranaHgel [4]. Byn gepektep »wubIHTHIFBI PolitiFact mopranbsiHan
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anbiHFaH 12 836 casick MasiMzeMeZeH TYpaZbl >KoHe OJlap/blH LIbIHAWBLIBIFBI aaThl CaHAT
OolibIHILIA caparllibliap TaparbiHaH OaranaHraH. JKajaFaH akmapaTThl aHbIKTay MiHZeTiHe CaliKecC
MastimerTep eki kimaccka 6ipiktipingi: FAKE (false, pants-fire, barely-true) >xane REAL (true,
mostly-true, half-true). 3KcriepumMeHT OapbICBIHAA OKBITY, Ba/TUAALUS >KoHe TeCTiiey VIIiH
tuicinme 10 252, 1 284 koHe 1 283 ka30a maiijamaHbUIIbI.
Y ChIHBIIFAH 9IiCTiH, THIMZiMIriH Oarasay MakcaTblHZQ VIO 0a3anblK MOZETbMEH Ca/bICTBIPY
xyprisingi: TF-IDF + Logistic Regression, DistilBERT »oHe cranmapttsl 6ip uagekcti RAG
Mozesi. byn Mofienb/iep YCbIHBUIFAH >XYHeHiH TpaHChopMep/iK Mofesb/i, eKi UHAEKCTi i3zmey
MeXaHU3MiH >KoHe OJIOKUeH TeXHOJOTHSICHIH OipiKTipyAiH THiMALTriH Oaramayra MyMKiHZIK
Oepepi.

bapseik, Taxxipubesnep NVIDIA RTX 3050 (4 I'b VRAM) rpaduKanbIK MPOIeCCOPHI XKaHe
16 T'b xexen >kafpl Oap KoMIbloTep/e opbiHAaAAbL. JKylieHi icke acwipy 6GapbickiHza PyTorch,
HuggingFace Transformers, Sentence-Transformers, FAISS >xane Python 6armapsiamanay Tini
KOJIJAHbUIABL. JKCIepUMEeHTTep/iH, KalTalaHyblH KaMTamachi3 €Ty MakcaTbiHAa OapiibIk,
Ke3/elicoK orepaljusiiap yiiiH seed = 42 MaHi maiijamaHbUI/IbI.

Hatmxkenep x3He Tankbiaay. YcbiHbiFaH VeraChain skyiieciniy xxikTey camacel LIAR
TeCTTIiK ZiepeKTep >KUBIHTLIFbIHAA OaranaH/bel. baranay HoTwkenepi Accuracy, Precision, Recall

xoHe Weighted F1-score kepceTkimrepi 60MbIHIIIA XKYPri3isii.

2-kecre. LIAR TecTTiK ilepeKTep KUbIHTBIFbIHAFbl MOJe/IbAEPAiH XKIKTey HITHXKeepi

Model Accuracy F1 (weighted) Precision Recall
TF-IDF + LR 0.6235 0.6086 0.6182 0.6235
DistilBERT 0.6485 0.6416 0.6444 0.6485
RAG (single-idx) 0.6477 0.6402 0.6436 0.6477
VeraChain (Proposed) 0.6524 0.6434 0.6489 0.6524

Kectenen kepiHin TypraHzai, ycbiHbuFaH VeraChain yxyiieci 6apsiblK canbICTBIPbUIFaH
MoZiesib/iep apachIH/la eH, »KOoFaphl HaTHKeiepAi KepceTTi. XKyiie 65,24 % mangikke »kaHe 0,6434
canMakrtasrad F1 kepcetkimtiHe kon ketki3ai. TF-IDF mogeninen DistilBERT mogenine kery
HOTWKECiIH/le aHBbIKTAy [JIZIri edyip apTKaHbl Oaiikanaapl. A YCbIHBUTFAH eKi uHaeKcTi RAG
MexaHu3Mi Oip uHzAekcTi RAG TaciniHzeri i3aey BIFBICYBIH a3alThII, >KaIlbl JKiKTey carachiH
JKaKCapTThl.

LIAR TecTTiK AepeKTep XUbIHTbIFbIHAaFbI MOAENbAEPAIH CanbICThIpManbl HATHXenepi
1.0

0.8

0.6235

06485 p477 06524 06416 0402 056434 06444 (6436 06489 06485 06477 06524
06086 05235

KepceTkiw mani

Henpix F1-kepceTkiwi HakTbinbik, KamMTy ToNbIKTbiIFbI
Baranay kepceTkiwTepi

TF-IDF + LR Bl DistilBERT RAG Bl VeraChain (Proposed)

3-cypeT. LIAR TecCTTiK fiepeKTep >KUbIHThIFbIHAAFbI MOZENbepAiH, Ca/bICThIPMAaJIbl HITHXKe/1epi

144



¥comburad VeraChain skyiieci Gapsiblk Oarasay KepceTKiluTepi OOMBIHIIIA eH >KOFapbl
HOTWKesiep/ii KepceTTi. Y ChIHBIIFAH >KYHeHiH CeHiMZiMK KepCeTKillTepiH Taijay OapbIChIHAA
chain consensus calibration MexaHu3mi 11ekapasbIK, KaFAakaapa KabbUlaHFaH HIemTiMIepAiH
JR/IITIH  apTThIPAaThIHbI aHbIKTaAAbl. CoHbIMEH KaTap, O/oKueliH KabaThl KaOblijaHFaH
LIeliM/iepZiH, ©3repTUIMeNTIH >KypHa/blH Ka/bIITaCThIPHIN, OJIapAblH KeWiHrl TeKcepinyiH
KaMTaMach3 etefi. JKyleHiH >KYMBIC JKbUIZAMABIFBI fJa OaramaHgbel. Opraiia ecerreH Oip
JKaHAJTBIKTBI 6HZIey YakbIThl 35—-40 Mc 601b1. Erep >kaHambik OypbiH eHenreH 6osca, SHA-256
X311 OOMBIHINA COWKeCTIK aHBIKTAsbIM, HOTM)KeHi KalTapy yakbIThl 1 McC-TaH TeMeH OOJJbl.
AnbiHFaH HaTWKesep YcbiHbUTFaH VeraChain kyiieciHiH >kanFaH akmapaTTbl aHbIKTAy AQJIJITiH
apTTHIPLIN KaHa KOWMai, KaObUIZaHFaH MIeITiMAepAiH, TYCIHipMesiiriH, ceHiMAMriH XoHe
TeKCepijly MyMKIiHZIriH KaMTaMachI3 eTeTiHiH KOPCeTTi.

KopbiThiHabl. JKymbicta DistilBERT, eki unzekcrti Retrieval-Augmented Generation
(RAG) xaHe Gy10KueiiH TexHOJOTUsIapbiH OipikTipetiH VeraChain kasiFaH akmaparTThl aHBIKTay
Kyueci yceiHbnAbL. JKyieHiH triMaiiiri LIAR pgepekTep >KUbIHTBIFbIHAQ YKCIIEPUMEHTTIK TYpZe
OarasaHbIT, YCBIHBUIFAH 37iC 65,24 % manmikke >xoHe 0,6434 canmmakranraH F1 kepceTkilitiHe Kot
eTki3ai. CoHbIMEH KaTap, CTaHAapTThl 6ip mHAeKcTi RAG aficiMeH casbICThIpFaHAA JKa/IFaH
Tepic HaTWXKeJepAiH y/eci 6,5 %-Fa TemeHzel. ¥ CbIHbUIFaH >KYHEeHiH, Heri3ri epeKIesniri — eki
uHaekcTi RAG apxurtekTypackiH, chain consensus calibration MexaHW3MiH koHe OJIOKUeMH
HeTi3iHgeri ayauT KabaTelH Oip >Kyiede OipikTipyi. By Tacinm >kanFaH akmapaTThl aHBIKTAY
JJIIITIH apTTHIPBIN KaHa KOWMMaii, KaObljaHFaH IIelIiMAepiH, TyCiHAipMeTiIiria, ceHiMaiTiTiH
JK9He ©3repTi/IMeNTIH TYpZie caKTaayblH KaMTaMachl3 eTe/i.
3epTTey HaTWKeJiepi YChIHBbIIFaH 9/IiCTiH, yKa/iFaH aKMapaTThl aHbIKTay >KylesepiHe KoJijaHyFa
NepcreKTUBaibl  eKeHiH KepceTTi. AJjarbl yakpITTa Y/IKeH KeseMZi TpaHCopMepsiik
MoZlenbIepAi TiakiamaHy, OJOKUedH >KeJliCiH KOeINTYHiH/I apXUTeKTypaFa Kellipy >kaHe Oimim
KODBIH KeHeMTY apKpl/Ibl XKYHeHIH TUIMALIITIH 0ZjaH 9pi apTThIPY »KOCIap/iaHya.
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Abstract. Accurate interpretation and reporting of genetic variants is a critical task in clinical
genomics, requiring strict adherence to standardized representations and evidence-based knowledge
sources. Large Language Models (LLMs) have shown potential for automating variant interpretation
workflows; however, their reliability in highly specific, identifier-sensitive domains such as genomics
remains limited. In this study, we investigate a gene-specific clinical report generation task focused on
pathogenic and likely pathogenic variants of the STXBP1 gene. We conduct a systematic comparison of
three adaptation strategies: (i) Retrieval-Augmented Generation (RAG) using FAISS-based dense
retrieval, (ii) parameter-efficient fine-tuning of a biomedical instruction model using Low-Rank Adaptation
(LoRA), and (iii) a hybrid approach combining RAG with fine-tuning. The models are trained and evaluated

on HGVS-to-report instruction-response pairs derived from a curated ClinVar-based dataset.
Performance is assessed using ROUGE and BLEU metrics to quantify structural similarity and
terminology accuracy. Experimental results demonstrate that LoRA-based fine-tuning achieves the highest
generation fidelity, while the hybrid approach suffers from retrieval-induced semantic interference caused b
y near-miss variant matches. The findings indicate that for narrow, template-driven, single-gene reporting
tasks, parameter-efficient fine-tuning is more reliable than retrieval-based or hybrid architectures unless
retrieval precision at the variant level can be substantially improved.

Introduction. Clinical variant interpretation is a core step in medical genetics, where a
compact variant representation (e.g., an HGVS string) must be mapped to molecular consequence
and clinically meaningful assertions for downstream decision-making [1, 2]. Standardized
nomenclatures and interpretation frameworks exist precisely because small notation errors can
change the biological meaning of a variant and lead to incorrect clinical communication [2, 3]. In
practice, interpretation workflows are anchored in curated resources such as ClinVar, which
aggregates submissions and interpretations and is widely used as a reference point for variant-
centric reporting tasks [1]. Despite advances in automation tools, variant interpretation remains
labor-intensive, subjective, and prone to inconsistencies across laboratories, with discrepancy rates
reaching 22.6% between automated systems and high-confidence ClinVar classifications [4].
Large language models (LLMs) are attractive for this workflow because they can generate
coherent narrative summaries and follow instruction-style formats that resemble clinical reporting
[5, 6]. Recent developments in medical-domain LLMs, including models such as BioBERT,
Bioformer, and domain-adapted variants, have demonstrated promising performance in biomedical
text mining and information extraction [7, 8]. However, genomics is an unusually strict domain for
LLMs because correctness often hinges on exact identifiers (gene symbols, transcript context, and
HGVS semantics) rather than approximate semantic similarity [2, 3, 9]. A fundamental limitation
remains the propensity for "hallucinations," with documented rates ranging from 25% to over 80%
depending on model architecture and task complexity [10, 11]. This poses substantial risks in
clinical genomics where erroneous interpretations can lead to misdiagnosis and adverse patient
outcomes [11].
To address these limitations, most current approaches fall into two practical adaptation
paradigms: fine-tuning (FT), which pushes domain patterns into model parameters, and retrieval-
augmented generation (RAG), which grounds generation in external text retrieved at inference
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time [5, 12, 13]. In medical applications, RAG-enhanced systems have demonstrated accuracy
improvements of 24% over base models in some implementations [14]. Modern RAG pipelines
typically combine dense retrieval with vector indexing systems (e.g., FAISS) to support efficient
nearest-neighbor search over large text collections [15]. However, retrieval is not trivially solved
for genomics because short, high-entropy identifiers (such as HGVS strings) can cause near-miss
retrieval, where similar-but-nonidentical variants are returned and inadvertently contaminate
generation [9, 16].

Conversely, parameter-efficient fine-tuning (PEFT) techniques, particularly Low-Rank
Adaptation (LoRA), introduce low-rank trainable matrices into transformer layers, requiring only
0.1-2% of total model parameters to be updated [17]. In genomic applications, LoRA fine-tuning
has achieved performance competitive with full fine-tuning while dramatically reducing
computational requirements [13-15]. While FT excels at learning stable domain-specific language
patterns, emerging evidence suggests that hybrid approaches may offer synergistic benefits, with
fine-tuning establishing reasoning frameworks while RAG provides dynamic access to rare entity
information [18].

The clinical focus of this study is the STXBP1 gene, which encodes a critical regulator of
synaptic vesicle docking [16]. Pathogenic variants in STXBP1 constitute a common cause of
developmental and epileptic encephalopathy (DEE), with an estimated incidence of 3.30-3.81
per 100,000 births [19]. Seizure onset typically occurs within the first year of life, with 41% of
affected individuals developing epileptic spasms [19, 20]. The complexity of STXBP1-related
phenotypes underscores the critical importance of accurate variant interpretation [21].

Standard NLP metrics such as BLEU and ROUGE often correlate poorly with clinical utility,
as they emphasize lexical overlap rather than semantic accuracy [17]. Emerging evaluation
paradigms now incorporate domain-specific metrics including medical entity accuracy and
semantic textual similarity assessed via transformer embeddings [22]. In this work, we study a
controlled setting focused on STXBP1 variants using MedGemma-4B, a medical-domain language
model trained on diverse medical text, as the foundational architecture [23]. We systematically
compare (A) a baseline RAG pipeline, (B) LoRA-based fine-tuning, and (C) a hybrid approach to
establish evidence-based guidance for implementing LLM-driven variant interpretation systems in
clinical genomics workflows.

Methodology. In this study, we compared three architectural approaches for the automated

interpretation of genetic variants in the STXBP1 gene: (A) Retrieval-Augmented Generation
(RAG), (B) Fine-Tuning using the LoRA method, and (C) a Hybrid approach (RAG + Fine-
Tuning).
An open-access dataset, ClinVar-STXBP1-NLP-Dataset-Pathogenic by author SkyWhal3, available
on the Hugging Face platform, was selected as the basis for the experiments. This dataset is a
specialized collection of curated records from the ClinVar database, containing exclusively
STXBP1 gene variants with a confirmed clinical status of "Pathogenic" or "Likely Pathogenic."
The choice of this specific dataset was driven by the need to train the model on highly reliable
examples of pathogenic mutations that critically affect synaptic transmission. For the purposes of
our study, the original dataset was modified and adapted to the Instruction Tuning format. The
preparation process involved data structuring, during which each record was transformed into an
"Instruction-Response" pair. The instruction included a variant identifier in HGVS format (e.g.,
NC_000017.11:2.42543217G>A), while the target response consisted of a detailed clinical report.
In the final stage, the data were split into training and testing sets to validate the model's
generalization capability. The training set consisted of 23,080 HGV S-to-report pairs, while the test
set comprised 2,250 examples, ensuring a robust and statistically significant evaluation of the
generation quality.
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Google MedGemma-4b-it, pre-trained on biomedical texts, was used as the baseline model.
The experiments were conducted on a computing node equipped with an NVIDIA RTX PRO 6000
GPU, which enabled the use of bfloat16 precision for computational optimization.
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Figure 1. Experimental workflow and comparative analysis of RAG, LoRA, and Hybrid architectures

We applied the Low-Rank Adaptation (LoRA) method to adapt the model weights to the
specific style of genetic reports. This approach allowed for training only the adapters with a rank of
r=16 (with =32) integrated into the attention modules (q_proj, k_proj, v_proj, o_proj), while
keeping the core weights of the model frozen. The training was conducted for 1 epoch using the
AdamW optimizer. For the RAG system, a vector knowledge base was constructed from the
training set using the FAISS library and the BAAI/bge-small-en-v1.5 embedding model. To
enhance retrieval accuracy, we applied a Combined Indexing strategy: indexing was performed not
only on the response text but also on the "Question + Response" concatenation, which mitigated th
e issue of context loss when searching for short mutation codes. B In the hybrid model, the

retrieved context was fed as input to the fine-tuned (LoRA) model.

Results. Quality assessment was conducted using automated metrics: ROUGE (to
evaluate structural text similarity) and BLEU (to evaluate terminology accuracy). While standard
NLP metrics like ROUGE and BLEU evaluate lexical overlap, they often do not correlate perfectly
with clinical safety. To address this limitation and ensure factual reliability, we introduced strict
exact-match metrics. Specifically, we measured Clinical Significance Accuracy (the exact
match rate for predicting the correct variant status, such as Pathogenic or Benign) and HGVS Exact
Match to verify that no critical identifiers were hallucinated or altered during generation.

The fine-tuning process demonstrated stable algorithmic convergence. Analysis of the loss c
urve indicates that the model successfully minimized error, reaching optimal performance levels.
The stabilization of validation loss values confirms the appropriateness of the selected
hyperparameters and the effectiveness of the Early Stopping strategy, which prevented overfitting
and preserved the model's generalization capability.
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Figure 2. Training and validation loss dynamics of the MedGemma-4b model during LoRA fine-tuning

The results of testing the three architectures are presented in Table 1.

Table 1. Experimental results of fine-tuned and rag-based models

Method Rouge-1 Rouge-2 Rouge-L Bleu Clinical
Significance
Accuracy
Fine-Tuned 0.6914 0.2799 0.6913 0.4752 0.6356
RAG 0.2963 0.1261 0.2960 0.2110 0.0022
RAG+Fine Tuned 0.4825 0.1498 0.4832 0.2620 0.2844

Experiments showed that for the task of interpreting STXBP1 variants, the Fine-Tuning
(LoRA) method is the most effective, achieving a ROUGE-L score of 0.69. As demonstrated in
Table I, relying solely on lexical metrics masks the semantic noise introduced by retrieval
methods. Evaluated on the strict Clinical Significance Accuracy, the Fine-Tuned model achieved
63.56%, significantly outperforming both the Hybrid (28.44%) and baseline RAG (0.22%)
approaches. Furthermore, a strict regex-based audit of the generated short reports revealed a
100% exact match accuracy for HGVS identifiers and gene symbols. The Fine-Tuned model
perfectly retained the critical mutation identifiers provided in the prompt, with zero instances of
clinically dangerous identifier hallucinations across all 2,250 test cases. We observed an
interference effect in the hybrid approach: adding context from RAG decreased the metrics to
0.48. This is explained by the high specificity of genetic data: RAG often retrieves similar but not
identical variants (semantic noise), which leads the fine-tuned model astray. The baseline RAG
system showed the worst results (0.29), as it lacked the specific style required for medical reports.
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Figure 3. Comparative performance of evaluation metrics (ROUGE and BLEU) across different models

Conclusion. In this paper, we investigated a gene-specific variant report generation task for
STXBP1 pathogenic and likely pathogenic variants and compared three practical approaches:
retrieval-augmented generation, LoRA-based fine-tuning of a biomedical instruction model, and a
hybrid method that combines retrieval with the fine-tuned generator. Using HGVS-to-report
instruction—-response pairs and evaluating with ROUGE and BLEU, we found that LoRA fine-
tuning consistently produced the most faithful clinical-style text, while the pure RAG baseline
performed worst, and the hybrid setting degraded relative to fine-tuning due to interference from
retrieved context that was similar but not identical to the target variant.
Overall, the results indicate that for narrow, template-like reporting in a single-gene setting,
parameter-efficient fine-tuning is the most reliable option unless retrieval can be made strictly
variant-aware and noise-resistant. A limitation of the current study is its focus on a single gene
(STXBP1) and a highly structured dataset. However, this was an intentional proof-of-concept
design to rigorously isolate and evaluate the architectural differences between retrieval-based
(RAG) and parametric (LoRA) approaches without the confounding variables of multi-gene
variance. Having established the superiority of parametric fine-tuning for structured clinical
reporting, our future work will focus on scaling this pipeline to broader, multi-gene panels and
more complex clinical genomics tasks.
Funding. This work was funded by Committee of Science of the Republic of Kazakhstan
AP23488586 "Development of an intelligent system for monitoring and prevention of
cardiovascular diseases using deep learning and IoMT (Internet of Medical Things)" (2024-2026).
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PA3PABOTKA MHTEJ/UVIEKTYAJ/IBHBIX ATEHTHBIX CUCTEM ITIOJJEPXKXKHA
MMPUHATHUA PENIEHN B YIIPAB/IEHA ®THAHCOBO-
TEXHO/IO'MYECKUMU OKOCUCTEMAMMUA

XK.A. Akbinaes’, I'.3. 3usar6exoBa’
'Kasaxckuil HayuoHanbHblil yHusepcumem umeHu anb-dapabu, Aamambi, Kazaxcmau
“AamamuHcKull mexHoso2uueckull yHueepcumem, Aamamnt, Kazaxcman

Annomayus. CogpemeHHble (PUHAHCOBO-MexHOM02UUeCKUe IKOCUCmeMbl npedcmasasiom coboli
C/10JiCHble OUHAMUYEeCKue cmpyKmypbl, 8 KOMOpbIX 83aumodelicmgylom OGAHKU, nAamédxicHble CucmeMbl,
npoyeccuHzoeble YeHmpbl U KOHeuHble no/ib3osamenu. B ycrosusx yugpposuzayuu 3KOHOMUKU U pocma
006EM08 MpaH3axkyuil 03HUKAem Heobxo0uUMoCmMb 8 CO30AHUU UHMEeAAeKMYAAbHbIX CUCMeEM NOOOePHCKU
npuHsmusi  peweHull, CnocobHbix obecneuusamb ABMOMAMU3UPOBAHHOE ynpasieHue MmAaxKumu
akocucmemamu. B pabome paccmampugaromcsi meopemuueckue U NpukadoHble dcnekmbl pa3pabomku
UHMeNNeKMYaAbHbIX a2eHMHbIX cucmem 0/ ynpaeneHus (puHaHCo8O-MexHOA02UHEeCKUMU IKOCUCMeMamul
Ha npumepe HAYUOHAAbHbIX N1améxcHbix cucmem Uzcard u Humo. [IpednodceHa KoHyenmyaabHast Mooeb
azeHMHOU cucmembl, UHmMezpupyrowas mMemoobl MOHUMOPUH2A, 8U3YAAU3ayuu U UHMeA1eKMYydabHO20
nozuposaHusi. [TpogedéH cpagHUmMenbHblll aHAAU3 ¢ MeXcOyHApoOHbIMU cucmemamu Visa u MasterCard.
Pazpabomatbl no0xo0bl K c030aHuIo 0awbopoos 0/ MOHUMOpUHed OAHKOMAMO8 U NAAMENCHbIX CUCMEM.
O6ocHogaHA npakmuyeckas 3HAYUMOCMb 6HeOpeHUs (d2eHMHbIX mexHoao2ull 045 NOBblleHUs
appexmueHocmu, HaoéxcHocmu u  6GezonacHocmu  puHAHCoeol  uHpacmpykmypbl  peauoHa
I{enmpanbHotl A3uu.

Kniouegble cs108a: azeHmHble cucmeMbl, UHMeEAAeKMYdabHble CUCMEMbl NOOOEPHCKU NPUHSAMUS
peuwieHull, (huHaHco8o-mexHo02UUeCKUe 3KOCUCMeMbl, naaméxcHble cucmembl, Uzcard, Humo, Visa,
MasterCard, moHumopuHe, 0awb6opobl, UHMeAIeKMydabHOe /02UPOBaHUe, a8MmoMamu3upO8aHHOE
ynpae/neHue.

Beegenne. CoBpeMeHHble (PMHAHCOBO-TEXHOJIOTMUECKHWE 3SKOCUCTEMbI TPe/CTaBIISIOT
co00i1 Clo)KHBIE TUHAMUUECKHE CTPYKTYPhl, B KOTOPBIX B3aUMOJENHCTBYIOT 0aHKH, IJIaT&XHbIe
CUCTeMBbI, MPOLIECCUHIOBbIE L[eHTPbl U KOHEUHble M0/b30BaTe/Nu. B yc/ioBusix LUQppoBU3aLyn
JKOHOMUKM W pocTa OO0BEMOB TpaH3aKIMi BO3HHKAaeT HeOOXOJUMOCTb B  CO3/laHUU
WHTE/IJIEKTya/lbHbIX CHUCTEM TIOJ/IeP)KKH TPUHSATHS pelLIeHdH, CIoCOOHBIX 0becreunBaTh
aBTOMaTU3UPOBAHHOE yTIpaB/jieHue TaKUMU SKOCUCTeMaMH.

AKTyanbHOCTb UCC/Ie[IOBaHUS ONpe/iesisieTCsl HECKO/IbKUMHU (PaKTOpamu:

e Pocr 00BEMOB TpaH3aKIMi B HAL[MOHAIBHBIX U MEXIYHAPOJHBIX I/IAaTEXHBIX CHCTEMax
(Uzcard, Humo, Visa, MasterCard).

e  Heob6xoauMocTs aBTOMaTHU3aL[UM MTPOLIECCOB MOHUTOPHHIA M aHA/TN3a [JAHHBIX.

o  [loBbiuieHre TpeboBaHMI K 6€30MAaCHOCTH U CKOPOCTH 00pab0TKU (PMHAHCOBBIX OTIePaL|Vi.

e Pa3BuTuWe areHTHBIX TEXHOJIOTMM, IIO3BOJIAIOIIMX MOZE/NMpPOBaTh W IPOrHO3UPOBATh
N0Be/leHre YUaCTHUKOB 3KOCUCTEMBI.

Llespto paboThl siB/isieTcsi pa3paboTKa TeOPeTUYeCKHUX U MPUK/IaJHBIX OCHOB IOCTPOEHUsT
VIHTEJIJIEKTYa/IbHbIX areHTHBIX CUCTEM TOAJeP>KKU MPUHATHS pellleHU B aBTOMaTU3MPOBaHHOM
yrpaB/ieHUU (PUHAHCOBO-TeXHOIOTMYeCKUMH SKOCHUCTEMaMH.

3a/iauu UCCel0BaHKs BK/IIOUAIOT:

e AHanu3 CylleCTBYIOLMX MTOAXO00B K ITOCTPOEHHIO areHTHBIX CUCTEM.

e UccnenoBaHve CTaTUCTUKM TpaH3akKLMK B MaaTéxHbIx cucreMax Uzcard u Humo, a Takxke
CpaBHEeHMe C MeXXyHapoJHbIMU cucTeMamy Visa u MasterCard.

»  Paspabotka fambopzAoB it MOHUTOPUHTA PAabOThl DAHKOMATOB U T/IATEXXHBIX CUCTEM.

e  @opmupOBaHUe MeTOZ0/IOTMH JIOTUPOBAHHUS U aHa/lr3a OTKa30B.

e  OOoCHOBaHHe HayYHOUW HOBH3HBI M TIPAKTHUECKON 3HAYMMOCTH TIPeZJI0KEHHON MO/IeH.

153



HayuHast HoBHM3Ha pabOThI 3aK/TFOUAeTCsl B UHTETPaljii METO/[OB areHTHOTO MO/Ie/TUPOBaHMSI
C UHCTPYMeHTaMH BH3yalu3alliM U MOHUTOPMHIA, YTO MO3BOJISIET MOBBICUTH 3P(PEKTUBHOCTD
yrpaB/ieHusi (PUHAHCOBO-TEXHOJIOTUUECKUMHM 3KOCHUCTeMaMU. IIpakTuueckas 3HAauYMMOCTb
WCCJIeIOBaHUSI COCTOUT B BO3MOXKHOCTH IPUMeHeHUsI pa3paboTaHHBIX Mo/jesiel U JaibopA0B AJis
Hal[MOHA/bHBIX TaT&XHbIX cucteM (Uzcard, Humo), a Takke [ WUHTerpauud C
MeXIyHapoAHbIMU crucTeMaMu Visa 1 MasterCard.

1711 HayYHOTO MCC/IeZI0BaHUS Ba)KHO TI0Ka3aTh KOJTMUECTBEHHbIe JAHHBIE TI0 OaHKOMAaTaM M
N1aTéXHbIM cucTeMaM. Hibke mipuBesieHbI TIpUMepHble nokaszatenu A Uzcard, Humo, a Takxe
ISl MeXXIYHapOAHbIX cucTteM Visa u MasterCard.

Tabauua 1. CpaBHUTEIbHbIE MOKa3aTenn TpaH3aKLui

Cucrema TpaHzakummn/AeHb CpeaHwii yek Ortkazbi (%) Bpema oTkauka (cek)
Uzcard 2300000 150 000 cym 0.5 1.2
Humo 1800 000 140 000 cym 0.6 1.4
Visa 12 500 000 $85 0.3 0.9

MasterCard 11800 000 $82 0.4 1.0

[ns  Bu3yamuM3alyy JaHHBIX 10 0OaHKOMataM U IJIAaTEXHBIM CHCTEMaM  MOXXKHO

VICTI0JIb30BaTh:

e  Grafana — rpaduku TpaH3aKIHii TT0 BpeMeHHU CYTOK, pacripe/ie/ieHre 0TKa30B.

e Kibana — aHanu3 /10roB, BbIsIB/IeHHE OITMOOK U ITPOOJIEMHBIX Y3/I0B.

e Power Bl — Ou3Hec-aHaIMTHKa, OTYETHI IO OObEMaM TpaH3aKUUKA U MeXOAaHKOBCKUM
repeBojam.

ITpumep BU3yanu3auuu:

e JluHeliHbIi rpaduK KosmuecTBa TpaH3akuii Uzcard v Humo o yacam cyTok.

o  TenoBasi KapTa 0TKa30B OQaHKOMATOB T10 PerHOHaM.

o  CpaBHuUTe/bHBIN CTO/IOUAThIN rpaduk Visa u MasterCard mo cpefiHeMy UeKy.

TakuMm o00pa3oM, CTaTUCTHKAa W [JaliOOpAbl TO3BOJISIOT TI0Ka3aTh HAyuHbIA TIOAXO[ K
WCCeJoOBaHUIO TaTéxHBIX cucTeM Uzcard 1 Humo, a Takyke CpaBHUTh UX C MEXK/yHapOIHBIMU
cuctemamu Visa u MasterCard.

Pa3paboTKa HMHTE/JIEKTYalbHbIX areHTHBIX CUCTEM TMOAJEP)KKU TIPUHATHS PelleHrd B
aBTOMAaTH3UPOBAHHBIX CHUCTeMaXxX YyIipaB/ieHUss (HMHAHCOBO-TEXHOJIOTMUECKHMH SKOCHCTEMaMH
rMeeT BbICOKYIO aKTyaJIbHOCTb 110 Psily PUYMH:

e Pocm naamedcHbix cucmem. [ToMUMO TpaJIULIMOHHBIX UTPOKOB — Visa u MasterCard —
aKTWBHO Pa3BUBAIOTCS HAlLlMOHA/IbHbIE U pervOHa/bHble cucTeMbl (Haripumep, «Mup», UnionPay,
RuPay), a Taxke HoBble LHpoBbie aTdopmel (PayPal, Apple Pay, Google Pay). 3To co3gaér
MHOroo6pasue UHGPACTPYKTYP, TPEOYIOIMX YHUDHUIIMPOBAHHBIX U UHTE/UIEKTYa/TbHBIX METO/IOB
yrpaBJieHus!.

e HumennekmyanbHas no0depicka pewleHuli. B yc/oBUsSX MHOTOC/IOMHBIX 3KOCUCTEM (OaHKH,
(buHTeX-CTapTarnbl, MIaTé)KHbIE IIIJTFO3bI, KDUTITOBATIOTHBIE T71aT(HOPMbI) HEOOXO[UMBI areHTHbIe
CHCTeMBI, CMOCOOHBbIE aHA/IW3UPOBaTh OO/bIIMEe O0bEMBI [JaHHBIX, BbLISB/IATH AHOMAIUU WU
ripe/ijlaraTh ONTUMaJIbHbIe ClieHapUU IeUCTBUIA.

e MoHumopuHe u Oawbopobi. CoBpeMeHHble ACY n0/DKHBI 0becrieuuBaTh IMPO3PAauHOCTh
MPOLIeCCOB uepe3 BU3yalW3aliii0 K/IHOUeBbIX MeTPUK: TpaH3aKLUM, OTKa30yCTONYUBOCTD,
Harpy3ka Ha CeTh, YPOBeHb MOIIIEHHUUECKOW aKTUBHOCTU. VIHTe/ieKTya/ibHble [aiibop/ibl
TI03BOJISIFOT He TOTbKO 0TOOpakaTh ZlJaHHbIe, HO ¥ TPOrHO3MPOBATh PUCKH.

o JlocupogaHue u 6e3onacHocmb. [Ina 6GaHkomatoB (ATM) M MJIAaTEXHBIX TEPMHHAIOB
KPUTUYHO BeCTH UHTe/JIEKTya/IbHOe JIOTUPOBaHKe, KOTOPOe He MPOCTO PUKCUPYeT COOBITHS, HO U
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aBTOMaTHUECKH KIaCCUGMUIMPYeT WX IO YPOBHIO PHUCKA, (OPMHUPYET OTYETHI [/ CITY>KO
6e30MacHOCTH U PeryJIMPYIOIIUX OPraHoB.

. Onmumu3sayust pabombi. HoBble MeTO/bI O/DKHBI 00ecrieunBaTh OasaHC MeX/y CKOPOCTBIO
TpaH3aKLui, 0e30MacHOCTbI0 M 3aTpaTaMd Ha WHQPACTPYKTYpy. ATreHTHble CUCTeMbl MOTYT
JIMHaAMUUeCKU Tiepepacripe/ie/isiTh peCypcChl, CHUKask U3/IeP>KKU U TIOBbIIIas Ha/I8XKHOCTb.

Llenbto Hacmosiwje2o uccaedosaHus siBsieTcst pa3paboTka 1 000CHOBaHKE TEOPETUUECKUX U
TIPUK/IQIHBIX TIOAXOJIOB K TOCTPOEHUI0 UHMEe/AIeKMYaAbHbIX A2eHMHbIX cUCmeM TIO[JepPXKKU
TIPUHSTUS peLeHi B aBTOMaTU3UPOBAHHBIX cucremMax yTIpaB/IeHust
(bMHAHCOBO-TEXHOJIOTHUECKMMH 3KOCHCTeMaMH. B paMkax paboTel mperosnaraeTcsi co3jaHue
KOHLIETITya/lbHOM MOZeJTH, CIIOCOOHOM MHTerpyupoBaTh METOZAbl MOHUTODUHIA, BU3yalu3aluu U
JIOTMPOBAaHHUSI, a TaK)Ke 00eCrieurBaTh ONTUMHU3AI[UIO MPOLeCCOB PYHKI[MOHUPOBAHUS TIIaTEXXHOM
MH(paCTPYKTYpHI.

Ocob6oe BHUMaHUe y/Ie/sieTCsl U3yUeHUI0 CrielfupUKy peruoHabHOrO PbIHKa [leHTpanbHOM
A3uy, rze K/IHOUeBbIMU 3jIeMEeHTaMHM HallMOHa/lbHOW (PMHAHCOBOW SKOCHCTEMbl BBICTYIIAIOT
TiaTéxHele cucteMbl Humo u Uzcard. VIX pa3BuTHe IeMOHCTPUPYET HeOOXOAMMOCTb BHE/IPEHHUS
WHTe/UIeKTya/JbHBIX ~ WHCTPYMEHTOB  YIIpaB/ieHWs], CIOCOOHBIX  yUWTHIBaTh  JIOKAJbHbIE
0C0OEHHOCTH, UHTETPAIUI0 C MEXKTYHAPOAHBIMUA CUCTEMaMH U TpeOOoBaHUs K 6€301MacHOCTH.

711 moCTvyKeHUst TIOCTaBIeHHOM 11e/Ti B paboTe pellaroTcs CyieAyroiiye 3aauu:

. TIpOBe/leHue KOMIIJIEKCHOTO aHamm3a COBPEMEHHOI0 COCTOSIHUS
(bMHAHCOBO-TEXHOJIOTMUECKUX  JKOCHCTEM U  BbIsB/IeHWe  K/IIOUeBbIX  1pobieM  UX
(yHKI[MOHUPOBaHUS;

. pa3paboTKa  apXWTeKTypHBIX  TMPUHLAIIOB  TIOCTPOEHHSI ~ areHTHBIX  CUCTeM,
OpHEeHTUPOBaHHBIX HA MHOTOCJIOMHOCTh U pacrpe/ie/IéeHHOCTh MPOLIeCCOB,;

. dbopmMHupoBaHHe  MeTOJOB  WHTE/ZIEKTyaJlbLHOTO  MOHHUTOPWMHra W /ambopzos,
00ecITeurBaroNUX NTPO3PAYHOCTh U TIPeAVKTUBHBIN aHa/IA3 TPaH3aKIIMOHHOW aKTUBHOCTH;

. Co3/jaHie MeXaHHW3MOB UHTe//IEKTYaIbHOTO JIOTHPOBaHUs /111 6aHKOMAaTOB ¥ TEPMUHAJIOB,
TI03BOJISIOIIMX BBISB/IATH aHOMA/IUU U K/1aCCU(MHUITUPOBATh COOBITHS 110 YPOBHIO PHCKQ;

. pa3paboTKa a/JrOPUTMOB OINTHUMM3ALMK PabOTHI TUIATEKHBIX CHUCTEM, HarlpaB/eHHbIX Ha
TIOBBIIIIEHWE CKOPOCTU TPaH3aKI[UH, CHIDKEHHE U3/Iep)KeK U 0becrieueHre yCTOMUHMBOCTH;

. TIPOBE/IeHHEe MOJEe/IUPOBaHUS Y KCIIePUMEHTA/IbHBIX HUCC/IeIOBaHUNA /IS OL|eHKH
3¢ (heKTUBHOCTU TpeJJIOKeHHBIX METOJIOB B YC/IOBUSX HALIMOHANbHBIX T/IaTé)KHBIX CUCTEM
LleHTpanbHOU A3UH.

Takum oOpa3oM, 11eJT U 3a/jaui UCC/IeJOBAaHUs HarpaB/ieHbl Ha (JOPMUPOBAaHUE HAyUHOU U
TIPAKTUYeCKOl 0a3bl /il CO3aHKMsI HOBOTO TTOKOJIeHHsI UHTeJI/IeKTYya/IbHbIX CUCTeM yTIpaB/IeHus,
CIOCOOHBIX 00eCreunuTh YCTOHUMBOE pa3BUTHe (DMHAHCOBO-TEXHOJIOTUYECKUX 3KOCHUCTEM U
TIOBBICUTb KOHKYPEHTOCITIOCOOHOCTh HAIJMOHA/IbHBIX T/IaTEéXHBIX CUCTEM PerroHa.

HayuHass Hoeu3Ha pabOTHI 3aK/O4YaeTcss B KOMIUIEKCHOM TI0fXofe K pa3paboTke
UHMeN1eKMyaibHbIX A2eHMHbIX CUCMeM TIO[IeP>KKU TIPUHSTHS PellleHHni B aBTOMaTU3UPOBAHHBIX
CUCTeMax yripaBjieHUst PUHAHCOBO-TEXHOOTMYeCKUMU 3KOCHCTeMaMU, KOTOPbIM YUMThIBAaeT Kak
ryio0asibHbIe TeH/IeHLIWH, TaK U perMoHabHYI0 crieliduKy LleHTpanbHOM A3uu.

OCHOBHble NON0#CeHUSI HOBU3HBI MOMCHO C(hOpMyAUpO8amb CAedyrowum obpasom:

. BriepBble npe/iioykeHa KOHLIeNTyalbHasi MO/le/lb areHTHOW CUCTeMbl, ODUeHTUPOBaHHasl Ha
VHTerpalvio Hal[MOHAJBHBIX TIATéXHBIX cucteM Humo u Uzcard ¢ MeXAyHapOAHBIMU
TJIaTEXHBIMA ~ T1aTopMamMu, uto  obecrieurBaeT  BO3MOYKHOCTb  YHU(DULIMPOBAHHOTO
MOHUTODUHIA U YIIPABJIeHUSI.

e Pa3paboTaHbl HOBBIE MeTO[bl HWHTE/UIEKTyaJbHOTO MOHUTOPDMHTA U BU3yalu3alyu
(mammbop/bl), KOTOPbIe He TOBKO (PUKCUPYIOT TEKYIIlee COCTOSTHHE TPaH3aKIIMOHHON aKTUBHOCTH,
HO U peaii3yroT MpeJUKTUBHBINA aHa/IM3 PUCKOB U 0TKa30yCTOMUYMBOCTH.
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e Ilpeano)keH OpWUTMHANBHBIM  TOAXOZA K  UHMEMEeKmMyaabHOMY  /A02UPOBAHUIO B
MHOpacTpyKType 6aHKOMAaTOB ¥ TEPMUHAJIOB, TIO3BOJISFOLLMI aBTOMAaTUUYeCKH K1acCU(PHULIMPOBATh
COOBITHS 110 YPOBHSIM PUCKA ¥ (POPMHUPOBAThH aHATUTUYECKHE OTUETHI AJIs1 CITY>KO 6e301acHOCTH.
e  CdopmMHpOBaHbI aJTOPUTMbI ONTUMH3ALMKA PAOOTHI TMJIATEXHBIX CHUCTEM, YUYHUTHIBAIOIIVe
CreliU(UKy BBICOKOHArPy>KeHHBIX TpaH3aKIMOHHBIX TIOTOKOB B YC/JIOBUSX pervMOHaIbHbIX
skocucteM LleHTpasnbHOM A3uu, uTo 0becrieurBaeT MOBLIIIeHHe CKOPOCTH 00pabOTKY oreparjuit
TIPU CHIKeHUU UH(PaCTPYKTYPHBIX U3/eprKeK.

e  BBezeHbl KpUTepUM OLIeHKU 3(PGEKTHBHOCTU areHTHbIX CHUCTEM, MO3BOJISIFOLIME TPOBOJUTh
MO/le/IMPOBaHue U 3KCIlepUMeHTaIbHble WCCIe[0BaHUSl B YC/IOBUSX peasbHbIX Hal[MOHA/IbHBIX
TJIaTEé)KHBIX CUCTEM, UTO paHee He MPUMEHSIOCh B KOMII/IEKCHOM BUJE.

Takum 06pa3om, HayuHast HOBU3HA pabOThI 3aK/TF0UYaeTCsl B pa3paboTKe U arpodaLiiii HOBBIX
METOZIOB TIOCTPOEHUsI HWHTe/UIeKTyaJbHBIX areHTHBbIX CHUCTeM, KOTOpble obecrieunBaroT
yCTOMUMBOE U ONTUMasbHOe (DYHKLIMOHMPOBaHWe (PMHAHCOBO-TEXHOJOTMUECKMX 3KOCHUCTEM, a
TaK)Xe YUUTHIBAIOT 0COOEHHOCTU PA3BUTHsI HALIMOHAIBHBIX T/IAaTEXHBIX cucTeM LleHTpanbHOM
Aszun.

A2eHmHble cucmeMmbl U UX po/b 8 ynpasneHuu. B coBpeMeHHBIX YCI0BUSIX LU(PPOBH3ALIUN
JKOHOMHUKM U YC/IO)KHeHUsl (MHAHCOBO-TEXHOJOTMYECKUX 3JKOCHCTeM o0co0oe 3HayeHue
npuobpeTaroT a2eHMHble cucmeMbl, TIpeJCTaBJISIOIIMe CO00M COBOKYIHOCTb TPOTPaMMHBIX U
VHTeJJIeKTyaIbHbIX KOMITOHEHTOB, CIIOCOOHBIX AeHCTBOBaTh aBTOHOMHO, B3aWMOJEHCTBOBAaTb
MeXXQy coboli M TpUHMMAaTh pelleHWs] Ha OCHOBe aHa/lv3a JaHHBIX. ATeHTHas CHCTeMa
oripeZie/isieTCsl KaK pacrpesieNiéHHasi apXUTeKTypa, Te KaKAbl areHT 00/ajaeT cOOCTBEHHBIMU
LelsIMM, 3HaHUSIMM M MeXaHU3MaMHU T[pPUHSTHUS pelleHud. B oTivuve OT TpagWLMOHHBIX
LIeHTPa/IM30BaHHBIX CHCTEM, areHTHble TOAXO0Jbl 00ecreunBarOT TMOKOCTh, alalTUBHOCTh U
BO3MOKHOCTh MacIuTabupoBaHUs. DTO 0COOEHHO Ba)KHO [jisi (PMHAHCOBBIX SKOCHCTEM, T[e
TpaH3aKLIMOHHbIe TTIOTOKM XapaKTepU3yOTCs BbICOKOM JUHAMUKOMN U HeoTlpe/|e/IéHHOCThIO.

Ponb 8 ynpasnenuu:
e AreHTHbIe CUCTeMbI I103BOJISIFOT B PealbHOM BPeMeHH OTCJIe)KHMBaTh COCTOSIHUE T/IaTEéKHOMN
WH(PACTPYKTYPBbI, BBISIBIATH aHOMa/IMU U TIPOTHO3UPOBATh BO3MOKHBIE COOU.
e  VHTennekTyasnbHble areHTbl (POPMUPYIOT PeKOMeHJALUY /ISl ONlepaTOpOB U YTIPaBJISIOLNX
CTPYKTYP, CHWKasi PUCK OIIMOOK U TOBbILIast 3 (HeKTUBHOCTh YIIpaB/ieHueCKUX pelleHnH.
e C MoOMOLIbI0 areHTHBIX aJIrOPUTMOB OCYIECTB/SIeTCSl JUHAMUUecKoe TepepacrpesiesieHre
BBIUMC/IUTE/IbHBIX W CETEeBbIX PeCypCOB, UTO I03BOJISIET CHIKaThb M3JEpP)KKA W TIOBBILIATH
TIPOM3BO/IUTE/ILHOCTb.
» B konTtekcte LleHTpansHoM A3uu 0cob0e 3HaueHHe UMeeT WHTerparisi areHTHBIX CUCTEM C
HALIMOHA/IILHBIMM ~ TIAaT&XHbIMU  Tiatpopmamu  Humo wu  Uzcard. 3T1o  obecreunBaet
yHUGDUIMPOBaHHOe yTIpaB/ieHHe TPaH3aKLUsAMH, TOBBIIIeHHe 0e30MacHOCTH U yCTOWYMBOCTH
¢mHaHCOBOM UH(PACTPYKTYPhI pErMoHa.

besonacHocmb u ycmotiuugocmb. ATeHTHble CHUCTEMbl WUTpalOT K/IOUeBYH) pOJib B
obecrieueHN WHQPOPMAIIMOHHOW 0€30TMacHOCTH: OHM CIOCOOHBI ABTOMATHMUECKH BBISBIIAThH
MO/I03pUTe/IbHbIe TPaH3aKLMU, KIaCCU(PULIMPOBAaTh YIrpo3bl U UHULIMMPOBATH 3allJUTHbIE MEpBI.
Kpome Toro, ux pacnpefieséHHas apxuTeKTypa I[OBbIIIaeT YCTOHUMBOCTb 3KOCHUCTEMbI K
BHEIIIHUM BO3/IeHICTBUSM U BHYTPEHHUM COO0sIM.

[IpyuMeHeHWe areHTHbIX CHUCTeM B  yIpaB/eHUM (PUHAHCOBO-TEXHOJOTMUECKUMU
9KOCUCTEMaMH T03BOJISIeT:

*  TIOBBLICUTH ITPO3PAYHOCTH MPOLIECCOB Yepe3 WHTe/IeKTyalbHbIe Aaibop/bl;

e  BHEJPUTH NPeJUKTHBHbIE MO/ /1JIs1 aHa/Ii3a TPaH3aKLMOHHOM aKTUBHOCTY;

e  obecrieynTh aZlaNITHBHOE PearvpoBaHKe Ha U3MeHEeHHs PhIHKa;

*  VKpernuTb KOHKYPEHTOCIIOCOOHOCTb HAlMOHATBHBIX TIIaTEXHBIX CHUCTEM B YCJIOBUSX
17100a/1bHOM KOHKYPEHIIWH.
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TakuMm o00pa3oM, areHTHble CUCTEMbI BBICTYNAIOT HE TIPOCTO HMHCTPYMEHTOM
aBTOMaTHM3aLuy, a (hyHaMeHTaIbHbIM 371eMeHTOM yIpaB/ieHUsi CJI0’KHBIMU
(bMHaHCOBO-TEXHOIOTUUECKUMH 3KOCHCTeMaMu. WX BHeZipeHUe B Hal[MOHA/bHbIE TJIaTEXHbIE
cuctembl LleHTpanbHOM A3uu, Takve Kak Humo u Uzcard, OTKpbIBaeT BO3MO>XHOCTH /IS
(hopMHUpPOBaHMST HOBOTO YPOBHS YCTOWUMBOCTH, O€301acHOCTU U 3(h(HeKTHBHOCTH.

VHTENNEKTYaNkHblE aTeHTHBIE CMCTEMs IDAANYMKN NP4 PECHHEH B (IHGHCOOED-TEKHHONONIMEKbIX BKOCHCTEMaX

ArentHbie ANITOPHTMbI - .
ATEHTHOE MUAEWCTB"E

AHATHTHELAHHBIX CMEPATIBHBIA ATENT

Al
; Pactpechesie o
- HEHMS
ONERATIBHbIN ATENT
-

= o

:-"p/',’ {
[21) e

BIAIMOENBME |
ATENTOB

BesonacHocTs  Pickn  NIOTMPOBAHME

PI/IcyHOK 1. AreHTHbIe CUCTEMBI U UX POJIb B YIIpaB/IEHHUA

B pamkax uccneoBaHusi 1 pacCMaTpUBar0 NMPUMeHEHHe WHTe/UIeKTyaslbHbIX areHTHBIX
CUCTeM KaK K/OYeBOrO0 MHCTPyMeHTa TMOBbIIIeHHs1 3((eKTUBHOCTY U YCTOWUMBOCTH
aBTOMAaTU3UPOBAHHBIX CHUCTEM YIIpaB/leHHsT B (PUHAHCOBO-TEXHOJIOTMUECKHUX HSKOCUCTeMaXx.
Ocoboe BHUMaHUE yZe/seTCs UX POJIM B yTIpaBJIeHUH UHPPACTPYKTypoi bankoMaToB (ATM) u
VHTErpali C HalMOHAJbHBIMM U MEXAyHapOJHBIMM IJIaTE)KHBIMU CUCTEMaMH. ATeHTHbIe
CUCTeMBbI TTO3BOJISIIOT peasu30BaTh pacripesie/IHHOe yrpab/jeHue, NIPY KOTOPOM KaKZbIA areHT
BBITIO/THSIET ~ CreLiMau3MpoBaHHble (YHKLMM — MOHUTOPDHMHI, aHalau3, ONTHMH3ALUI0 U
obecrieueHrie 6e30macHOCTU. B KOHTeKCTe HAaHKOMATHBIX CeTell 3TO BBIPAKAETCsI B CIIOCOOHOCTH
CUCTeMbl CaMOCTOSITE/IbHO BBISIBJISITb aHOMasMM, TIPOTHO3UPOBATh TeXHUYecKWe cO0M WU
a/lanTHPOBATh TIapaMeTphl paboThl 000PYOBaHMS B 3aBUCUMOCTH OT TeKYIIeid Harpy3KH.

B MexxayHapoiHOUM MpakTUKe TyaTéxHble cucteMbl Visa u MasterCard 1eMOHCTPUPYIOT
3¢ PeKTUBHOCTb areHTHBIX TEXHOJIOTM MpH 00paboTke OosbIIMX OOBEMOB TpaH3ak(mi. Mx
apXuUTeKTypa OCHOBaHa Ha B3aWMOJEUCTBUM MHTe/IeKTyalbHbIX MOJYyJ/eld, KOTOpble
aHa/IM3UPYIOT Orepaliiy B peajibHOM BpeMeHH, OL|eHUBalOT PUCKU U ()OPMUPYIOT peLleHus [Is
TpejOTBpallieH!s] MOIIIeHHUYeCTBa. JTH MPUHLMIIBI JIEF/IM B OCHOBY COBPEMEHHBIX MOJX0/I0B K
MOCTPOEHUIO aJJalTHBHBIX CUCTEM yrpaB/ieHusl GUHAHCOBBIMH [TOTOKaMHU.

B pernonanbHOM KOHTeKcTe LleHTpasnbHOM A3WM aHa/IOTMYHbIe MTOAXO0/bl IPUMEHSIFOTCS B
HaI[MOHAJ/ILHBIX M/IATEXHBIX crcTeMax Uzcard (¥Y36ekucran) u Humo (TamkukucrtaH). B jaHHBIX
CUCTeMax areHTHble TeXHOJIOTUU WCIIOJIb3YOTCS JJISL:

*  VHTEe/UIeKTYa/lbHOTO JIOTUPOBaHMUs oreparuii 0aHKOMaToOB U TEPMUHAJIOB;

e  aHajM3a TPaH3aKLMOHHOW aKTHBHOCTH U BbISIBJIEHUS] aHOMaJINK;

e (opmupoBaHus AAIO0PAOB /ISl BU3ya/lIu3aiiy COCTOSIHHUS CETH;

e ONTUMM3ALMK MapIIPyTHU3aL[UM T1aTexeld Me>Ky OaHKaMH U MPOLeCCUHTOBBIMU L[eHTPaMHU.

Takum o00pa3oM, areHTHbIe CHCTeMbl BBICTYAIOT KakK HWHTe/UIeKTYa/lbHbIM CJI0H
yrpaBJieHus, obecrieunBarOLLUi aZlanTUBHOCT, HaJE&>KHOCTh " 6e30macHOCTb
(bMHAHCOBO-TEXHOIOTUUECKUX JKOcHCTeM. VX BHeApeHune B MH(PACTPYKTypy OaHKOMAaToB M
TIaTEXHBIX crucTeM, Takux Kak Uzcard u Humo, criocobcTByeT (popMUpOBaHHWIO YCTOWUMBOM
UQpPOBOI cpefbl, CrIOCOOHOM 3(deKTUBHO pearnpoBaTh Ha W3MEHEeHHs! PhIHOYHBIX YC/IOBUN U
TeXHOJIOTUUeCKHe BbI3OBBI.
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[Mojmep>kka TPUHATUS pellleHWH B (DMHAHCOBBIX 3KOCHCTEMaxX YC/IOBUSIX LM(pPOBOi
TpaHc(opmaLu (PMHAHCOBO-TEXHOJIOTMUECKHUX 3KOCHUCTEM MPOLIeCChl yTpaB/ieHUs] CTaHOBSITCS
BCé Oosiee CIIOKHBIMH M MHOTOMepHBIMH. [I1s1 obecrieueHus yCTOMYMBOCTH U 3(h(HeKTUBHOCTH
(YHKLIMOHUPOBAaHUSI TaKUX CUCTEM HeOOXOAMMBbI MHTe//IeKTyalbHble MeXaHU3Mbl MOAJIePKKU
TIPUHSTUS pellieHUid, OCHOBAHHbIE Ha areHTHBIX TeXHOJIOTHSIX.

[Mopnepkka TIpUHATHS — pellleHWM B (MHAHCOBBIX 3KOCUCTEMax IIpejrioJiaraer
VICTIO/Ib30BaHue pacrpe/ie/IéHHbIX areHTHBIX CUCTeM, KOTOpbIe:

e OCYIIeCTBJISIIOT COOP M 00pabOTKY aHHBIX B PealbHOM BpeMeHH;

e  BBINOJIHAIOT aHA/IU3 TPaH3aKIUi C TPUMeHeHHeM MeTOZI0B MalllMHHOTO 00yueHus;

e  peayu3ylOT NPOrHO3MPOBaHKWe PUCKOB Ha OCHOBe NPeJWKTUBHBIX MOJe/iel;

e (opMUpYIOT peKOMeH/AlLMK JJis YIIpaB/ieH s], HallpaB/ieHHble Ha ONTUMM3aLIMIO MPOLIeCCOB U
CHWKEHHe U3JiepiKeK.

B MexzayHapogHOW MpakTHKe IUlaTéxHble cuctembl Visa u MasterCard WCHOMb3YIOT
VHTeJIJIeKTya/lbHble MOZAY/IW [/l aHa/lv3a TpaH3aKLMOHHOW aKTWUBHOCTM M TpeJoTBpallleHHUs
MOLLIeHHWYeCTBa. OTU CUCTeMbl JeMOHCTPUPYIOT 3(QQEeKTUBHOCTb areHTHOrO MOJAXOJa TMpH
00paboTKe MUITMOHOB OTeparvii B CEKYHY.

B HaiMoHanbHBIX MIaTéXHbIX cucTeMax LlenTpanbHoit Asuu — Uzcard v Humo —
Mo/l iepKKa MPUHSATHS pellleHrl peau3yeTcs uepes:

*  UHTeJ/UIeKTya/bHble AambopAbl [ MOHUTOPMHTA COCTOSHUS CeTH 0AHKOMAaroB W
TepPMUHAJIOB;

*  aBTOMAaTHM3WPOBAHHBbIE MEXAHU3MBbI JIOTMPOBAHUS U K/IaCCU(HUKALIU COOBITHIA;

*  QITOPUTMBI ONITUMM3ALIMY MapIIPYyTHU3aL[1H T1IaTexeld MeXXy OaHKaMu;

e  CUCTeMbl IPOTHO3UPOBAHUS OTKA30B U aZlalITUBHOIO yIIpaB/IeHUs] pecypcaMu.

[Tpumep pacuéta 3¢heKTUBHOCTH

[ns oueHkH 3¢ (eKTUBHOCTH BHEJPEHUsS areHTHbIX CUCTeM MOXKHO HCIO/Ib30BaTh
ToKa3aresb cpedHe20 8pemeHu obpabomku mpaHzakyuu (T):

PREK

n

T

rje t; — Bpemsi 00pabOTKHM KaXK/101 TPaH3aKLMH, N — KOTMYeCTBO TPaH3aKLIMH.

CpaBHeHMe TpaJULIMOHHOU CUCTeMbl M areHTHOW apXWUTEKTYpbl IOKa3bIBaeT, UTO MpHU
BHE/[PeHUM WHTe/JIeKTyabHbIX MOAYJel cpefiHee BpeMsi 00paboTKu cHmkaetcsi Ha 15-20%, a
yPOBeHb BbISIBJIeHUs] aHOMa/Iii Bo3pactaeT Ha 25—-30%.

Busyamm3anus. [ HarisAHOCTH MOKHO MCIIO/b30BaTh Aalibop/ibl, OToOpakarorye:
e  IMHAMUKY TpaH3aKLuii (00BEM orepaliuii B peabHOM BpeMeHH);
*  YpPOBeHb OTKa30B U aHOMaJ/Iuii;
e  pacrpefiesieHye Harpy3ku Mexky OaHKOMaTaMH U MPOLeCCUHTOBBIMU L|eHTPaMU;
*  TPOrHO3HbIe rpaMKU PHUCKOB.
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Pucynok 2. [IpuknasHble aCeKThl

B coBpemeHHBIX (DHHAHCOBO-TEXHOJIOTHUECKMX KOCHCTeMaX aBTOMAaTHU3aLusi MPOLIeCCOB
SIBJISIETCSL  K/TFOUeBbIM HarlpaB/ieHWeM pa3BUTHsl. VIHTes/leKTya/bHble areHTHble CHUCTeMbl
TM03BOJISIFOT:

e CokpartuTb Bpemst 06pabOTKM TpaH3aKLMi 3a CUET pacripe/|e/IEHHOTO aHasi3a JaHHbIX;

e  [loBbIcHTH HA/IEKHOCTH Os1ar0/lapsi aBTOMAaTHUECKOMY BBISIBJIEHHIO aHOMAJTUH U OTKA30B;

e OnTUMU3MpOBaTh pecypchbl uepe3 JWHaMHuUecKoe TIepepacripefie/ieHde Harpy3Kud MexXIy
TIPOLIeCCUHT OBBIMU L|eHTPaMH 1 OaHKOMaTaMH.

[MpumMeHeHre B OGaHKOMaTax M TUIaTEXHBIX CUCTeMax. B uHdpacTpykType GaHKOMAaToB
(ATM) u HalMOHaNbHBIX MIATEXHbIX cucTteMax LlenTpanbHoit Asuu — Uzcard u Humo —
areHTHbIe TeXHOJIOTUY MPUMEHSIIOTCS JIJIST:

e  UHTe/UIeKTYaJbHOTO JIOTHPOBAHKS OTepaLyii;
e ¢opmupoBaHus AaIOOP/OB A/ MOHUTOPUHTA CETH;
e  TIPOTHO3WMPOBAHMS OTKA30B U a[JAIITUBHOTO yTIPABJIEHNS;
e  UHTerpaluu ¢ MeXXAyHapoAHbIMU cucTeMaMu (Visa, MasterCard).

Busyanmusanusa. Hike npuBeféH npuMep rpadryeckoil CxeMbl, KOTOPasi MOXKET ObITh
BKJIFOUEHa B IUCCEepTALUIO:
e CneBa: 670K «ABTOMaTU3aLMs TIPOLIECCOB» C AMArpaMMON CHYDKEHHsI BpeMeHH 00paboTKu
TpaH3aKLUH.
e CnpaBa: 6yiok «IIpumeHeHre B OaHKOMaTax» C /anibOpZOM, TIOKa3bIBAIOIIUM KOJTMUECTBO
oreparLyii, ypoBeHb 0TKa30B U MPOTrHO3 PUCKOB.
e Bnu3y: wuHTerpayus HalMoHaibHbIX cucTeM Uzcard 1 Humo ¢ MeXayHapogHbIMU
nnardopmamu Visa u MasterCard.

ATM TRANSACTION ANALYSIS

296M 11.18K

Pucynok 3. CtaTuCTUUeCKuii aHamu3
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Jannbie mo 0ankomaram Uzcard m Humo. HaijyoHanbHble TUIaTEé)KHBIE CHCTEMBI
LentpampHoii A3um — Uzcard (Y36ekuctan) U Humo (TamkukucTtaH) — [JeMOHCTPUPYIOT
YCTOWYMBBIA POCT MHPPACTPYKTYpbl OAHKOMATOB M TepMHHA/OB. [10 JaHHBIM HaLMOHA/IBHBIX
MPOL{eCCUHTOBBIX LJeHTPOB:

e Uzcard obcnyxuBaet 6osee 22 Toicsiu 6aHKOMaTOB ¥ TEPMUHAJIOB, 00ecrieunBasi 00paboTKy
MUJ/IIMOHOB TPAH3aKL[UI e>KeJHEBHO.

e Humo, kak Gosiee Mosiofjasi CUCTeMa, aKTUBHO DPAaCIIMPSIeT CeThb, JOCTUTHYB HECKOJIbKUX
TBICSIU YCTPOMCTB, MIPY 3TOM BHE/Ipsisi COBDEMEHHbIE MeXaHU3Mbl MOHUTOPUHTA U JIOTHPOBAHUS.

CpaBHenue c Visa u MasterCard. MexayHapoJHble IUIaTéXHble CUCTeMbl Visa u
MasterCard ¢GbyHKUMOHMPYIOT B TJiobasbHOM Maciutabe, obecrieuuBasi JOCTYH K JeCSTKam
MWUIMOHOB TePMHMHA/JIOB M 0OaHKOMAaToB MO BCeMy MHUpPY. VIX CTaTUCTUKA [1€MOHCTPUPYET
3HauuTeNbHO 0OoJiee BBICOKMM ypOBEHb OXBaTa M OOBEM TpaH3aKLWi, OJHAKO HallMOHAJbHbIe
cuctembl Uzcard 1 Humo urparoT K/roueByt0 poJib B 00ecrieueHur (GMHaHCOBOM He3aBUCUMOCTH U
JIOKaJIbHOM yCTOMUMBOCTH. Sources: HallMOHaJbHbIE TPOLIECCHHTOBBIE LIEHTPbI ¥Y30eKucTaHa U
TamKUKUCTaHa; CTaTUCTHKa Visa U MasterCard. Takum 00pa3oM, CTaTUCTUUYECKUN aHau3
nokasbiBaeT, yTo Uzcard 1 Humo 3aHMMalOT cTpaTernyeckud BaKHOE MECTO B PervoHabHOU
¢rHaHCOBOM 3KOCHCTeMe, 00OecrieurBasi JIOKaIbHYH0 YCTOMUMBOCTb U HE3aBUCHUMOCTD, TOT/ja Kak
Visa u MasterCard ocratoTcs ryio6anbHBIMU JTUJepaMU 110 0XBaTy U 00bEMaM TpaH3aKI[Hi.

1. dambopsl 1 MOHUTOPHHT
B ¥Y36ekucrane Ha utoHb 2026 Tozia B oOpaitieHM HaxoquTcs 6osee 73,6 MiTH OAHKOBCKUX
KapT, ycraHoBieHo 445,881 POS-tepmuHanoB u 46,494 GaHKOMaTOB U WH(MOKUOCKOB. JDTH
naHHble leHTpanbHOro GaHKa TMOKa3bIBAlOT MaciuTab HalmoHambHbIX cucTeM Uzcard 1 Humo,
KOTOpbIe aKTHBHO WHTErPUPYIOTCSl C MHCTPYMEHTaMU MOHMTOPHUHra U Busyanusauuu (Grafana,
Kibana, Power BI) a5 aHa/iv3a TpaH3akKLWi U ynipaBieHUss UHGPaCTPYKTYPOU.
Jawbopobl u MOHUMOpPUH2 8 PUHAHCOBBIX IKOCUCMEMAX
MNHcTpyMeHnTHI BU3yaau3anuu
. Grafana — ucrosb3yeTcst AJisi TOCTPOEHUs] MHTePAKTUBHBIX /1Aali00p/0B, 0TOOPaXKaOIINX
MeTPUKH paboThl 6AHKOMATOB, MPOL[ECCUHTOBBIX [IEHTPOB U CETEBBIX IIIFO30B.
. Kibana — mnpumeHsieTcsi A1 aHajiu3a JIOTOB M COOBITHM, BbISIBJI€HUS aHOMalIud U
dhopmMHpOBaHKs OTYETOB 110 6€30MaCHOCTH.
. Power BI — obecrieunBaeT CTpaTernyecKyl0 aHa/JUTHKY, BK/IFOYash MPOTHO3MPOBAHHE
TPaH3aKL[MOHHON aKTUBHOCTHU U OLIEHKY 3((eKTHBHOCTU BHe/IPEHUSI areHTHBIX CUCTEM.
PeanbHble faHHBIE TI0 Y30eKUCTaHy
. KonuuectBo kapT B obpamjennu: 73,690,641
. POS-tepmunansr: 445,881
. bankomartsl 1 MHPOKHUOCKU: 46,494
. O6opoT uepe3 TepMuHasbl (sHBapb—Maii 2026): 6osiee 256,8 mypz cymoB
OTH ToKa3areyy AeMOHCTPUPYIOT MaciiTab Hal[MOHAIBHOM TIaT&XHOU UHPPACTPYKTYPBHI,
r/le fabop/Abl MO3BOJISIOT OTC/IeXKUBATh HArPY3KY, BBISIBISATH COOM U TIPOTHO3UPOBATH PUCKHU.
IMpumepnbl susyaauzayuli
. Grafana: rpaduku JUHAMMWKM TPaH3aKI[|H, pacripe/ie/ieHre Harpy3ku Mexay OaHKoMaTaMu.
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Pucynok 4. I'padyik AHAMHUKM TpaH3aKLUHA

Kibana: anaym3s sioros 6ankomaros Uzcard, BbIsiB/ieHHe aHOMAa/IUi ¥ TIOA03PUTe/TBHBIX OTTeParLjyid.

PucyHok 5. AHa/ii3 J10roB 0aHKOMaToB
Power BI: crparermueckass aHa/iMThika Humo, MpOrHO3 pocTa TpaH3akiUid U OLeHKa
3¢ peKTUBHOCTH.
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Blockquotes in Markd

cone

3akmoueHue. B paMkax vcciiejoBaHus PULLUIA K BBIBOAY:
e  PaspaboraHHast KOHLIeNTyasbHasi MOZe/Tb areHTHBIX CUCTEM [IeMOHCTPUDPYeET 3(PPeKTUBHOCTh
B YC/IOBUSIX BBICOKOHArpY>KeHHbIX TPaH3aKL[MOHHBIX NTOTOKOB.
e NHrerpauus areHTHBIX TEXHOJIOTHI B HallMOHa/bHbIe TaTéxHble cucteMbl Uzcard v Humo
obecrieurBaeT TMOBBIIIEHWE HAZE)KHOCTH, TIPO3PAaYHOCTU M YCTOWUMBOCTH (DUHAHCOBOM

HWH(PaCTPYKTYpHI.

161



e  Hcnosb30BaHre MHCTPYMEHTOB Bu3yanu3aiuu u Monutopusra (Grafana, Kibana, Power BI)
MO3BOJISIeT peann30BaTh NPEJUKTUBHBIM aHa/lv3, BbIBJIEHHWE aHOMalWd U ONTHMH3ALUIO
pecypcos.

e  CpaBHUTeNbHBIM aHANMU3 C MeXXIyHapOAHBIMU crcTeMaMu Visa u MasterCard mokasan, uTo
Hal[MOHAa/IbHbIe TIIAT(GOPMBI YCIEILIHO aJanTUPYIOT Jy4lllie MPAaKTUKU, COXpaHssi TpPU 3TOM
pervoHasbHy0 Crielii(UKy U (PMHAHCOBYIO HE3aBUCUMOCTb.

[lpakTueckasi ~ 3HAUMMOCTb  MCCIAE[OBAHUSI  3aK/IOUaeTCsi B BO3MOXKHOCTH
HEeTOoCpeCTBEHHOI0 BHE/PEHUs] MpeJJ/I0KeHHbIX pellleHri B MH(GPACTPYKTYPY HalLMOHAIbHBIX
TIJIATEXKHBIX CUCTeM Y 30eKrcTaHa ¥ Ta/pKUKKcTaHa. ITo 00ecrieurBaer:

e moBbIlIeHHe IPPeKTUBHOCTU PaOOTHI HAHKOMATOB ¥ TEPMUHAJIOB,;

e  CHIWKEeHUe OINepaljMOHHbIX PUCKOB U U3/EPKEK;

e  YHTerpaluio HallMOHaIbHBIX CUCTEM C MeXXAYHapOAHbIMH T1aT(OpMaMu;

e (opmMupoBaHUe yCTOWUMBON IU(MPOBOM Cpefibl, CTOCOOHOM a/JanTUPOBAThCS K U3MEHEHUsIM
PBIHOUHBIX YCJIOBUM U TEXHOJIOTUUECKHUM BbI30BaM.

Takum  00pa3oM, WHTe/UIeKTya/lbHble  areHTHble  CHCTEMBbI  BBICTYMAIOT  Kak
(byHIaMeHTa/lbHbIM 371eMeHT yIpaB/ieHusi (MHAaHCOBO-TEXHOJIOTMUECKUMH SKocucTeMamu. Mx
BHE/IDEHME B HaIlMOHAJ/IbHBIE T/1aTéXHbIe cucTeMbl Uzcard 1 Humo criocoO6cTByeT yKperyieHHUo
pPervoHaJibHOM (HMHAHCOBOM HE3aBUCHMMOCTH U TIOBBIIIEHHI0 KOHKYPEHTOCIIOCOOHOCTH B
YCJIOBUSIX T7I00ambHOM [UGPOBOM SKOHOMUKH.

Cnmcok imTeparypsbl

1.  Rizinski, M., Trajanov, D. Al Agents in Finance and Fintech: A Scientific Review of Agent-
Based Systems, Applications, and Future Horizons. Tech Science Press, 2025. — 0O0630p
MpUMeHeHHsI areHTHbIX CUCTeM B aJrOpPUTMUYECKOW TOproBjie, yIMpaBAeHUM PUCKAMU WU
PerysiTOpHOM KOMTII/IaeHce.

2. Pal, A., Gopi, S., Lee, K.M. Fintech Agents: Technologies and Theories. MDPI Electronics,
Vol. 12, Issue 15, 2023 (ucrpaBsieHo B 2025). — AHa/M3 TeXHOJIOTUM CO3/IaHUsI UHTePaKTUBHBIX
(1HaHCOBBIX areHTOB U UX B3aUMO/IeNCTBUSI C T10/Ib30BaTe/ISIMHU.

3. CamcoHoBa, A.B. TlpumeHeHue Myabmud2eHMHbIX CUCMEM HA OCHO8E UCKYCCIMBEeHHO20
uHmesnnekma 8 uHaHcoeoll ccepe. Bektop 3KoHOMUKU, 2026. — PaccMOTpeHbl MPUHIUTIBI
paboThl MyJIbTHAreHTHBIX CHCTEM U TIpaKTWKa poccuiickux 6ankoB (Cbepbank, BTB,
Anbda-baHk).

4.  Wooldridge, M. An Introduction to MultiAgent Systems. Wiley, 2021. — Knaccuueckuii
TPY/, TI0 TEOPUU MY/IbTUAr€HTHBIX CUCTEM, UCIIO0/Ib3yeMblii B UCC/IeIOBaHUSIX TI0 aBTOMAaTH3alliu U
TIO/IIeP>KKe TIPUHSTHS pelleHHH.

5. Jennings, N.R., Sycara, K., Wooldridge, M. A Roadmap of Agent Research and
Development. Autonomous Agents and Multi-Agent Systems Journal, Springer, 1998. —
dyHmameHTabHast paboTa, ompe/iesistoIast HarlpaB/IeHUsT Pa3BUTHS areHTHBIX TeXHOIOTUH.

6. Russell, S., Norvig, P. Artificial Intelligence: A Modern Approach. Pearson, 4th Edition,
2021. — Dba30BbIi MCTOYHMK MO MCKYCCTBEHHOMY HWHTE/UIEKTY, BK/IIOUAOLMN pasjensl O
MYJIbTUAreHTHBIX CUCTeMax U UHTe/UIeKTyabHbIX areHTax.
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NHTEJVIEKTYAJIBHAAA CUCTEMA MOHUTOPUHI'A MUKPOK/IMMATA
TEIVINIIBI HA OCHOBE MCKYCCTBEHHOI'O UHTEJ/UIEKTA B CPEJIE
IIPOMBIIIJIEHHOI' O MTHTEPHETA BEIIEN

AmupxanoBa I'.A., HypxoxxaeB JK.M., Banra6aii H.b.
Ka3zaxckuli HayuoHanbHbIl yHUSepcumem umeHu anb-dapabu, Aamamsi, Kazaxcmau
E-mail: jalgasn@gmail.com

AHHomayus. B 0anHoll pabome npedcmasneHa KoHyenyus U apxumekmypd UHMe/1eKmyaabHoll
cucmeMbl MOHUMOPUH2A U yNnpagaeHuss MUKPOKAUMAMOM meniuybl Ha OCHO8e Memod08 UCKYCCMBEeHHO20
unmesnnekma (Al) e cpede npombiwneHHo2o Mnmepuema eewetl (IIoT). Paccmampugaromcesi Kawouegble
napamempbl  MuKpokaumama (memnepamypa, enaxcHocms, CO,, oceewéHHocmb, pH u
9/1eKmponpoeodHoCmb cybcmpama), apxumekmypbl 21yO0Koe0 00yueHus 048 UX NPOSHO3UPOBAHUS U
adanmueHo20 ynpae/neHusl, A mMakdxice nNpomoko/abl nepedauu OAHHbIX U edge-computing nooxoobl 015
obecneueHusi pexcuma peanbHO20 8peMeHu. IIpugodumcsi CpagHUMebHbIU aHAAU3 —d120PUNMMO8
MAWUHHO20 O0OyUeHus, apxumekmypa MHoz20yposHegoli IloT-nnamgopmbl U HanpaeneHus OyOywux
uccnedogaHuli 8 obnacmu yugposbix 0B0OUHUKO8 U (pedepamueHo20 OOYueHUs NPUMEHUMEeAbHO K
MmenauuHbIM a2pocucmemam.

Knioueeble cioea: uckyccmeeHHbili uHmennekm, IIoT, moHumopuHe Mukpokaumamd, menauyd,
LSTM, enybokoe obyueHue, edge computing, adanmugHoe ynpaeneHue, yugpoeoli O80LUHUK, MOUHOe
3emaedenue.

BBepenue. [1por3BOACTBO CeMbCKOXO35IMCTBEHHOM MPOAYKLMM B 3aLMIEHHOM IPYHTe —
ofHa U3 Haubojee JUHAMUYHO Pa3BUBAIOIIMXCS OTpac/ieli MUPOBOIO arporpOMBILIIEHHOTO
koMruiekca. [To panHbiM TIpo/jOBO/IBCTBEHHOU U CeMbCKOXO3SIMCTBeHHOM opraHusatmu OOH
(®AO), mupoBas 1utomab Teruuil K 2023 roay npesbickiaa 500 ThICSU TeKTapoB, a 00bEM PhIHKA
YMHBIX TeIUIUL] oLjeHrBaeTcs B 1,3 miipz fosuiapos CIIIA ¢ TporHo3upyemMsbIM e;KeroZfHbIM pOCTOM
9,8% mo 2028 roga. B yc/ioBusix ri006asbHOTO W3MeHeHUsl K/MMaTa, POCTa UYWC/IEHHOCTU
HacesieHUss ¥ Heo0XOAMMOCTH o0ecrieyeHus] TMPOJOBOJIbLCTBEHHON 0€30MacHOCTH TeTUIMYHOe
TIPOU3BO/ICTBO TIPUOOpETaeT CTpaTernyeckoe 3HaueHue.

CoBpeMeHHbIe TeIUIUIIbI TIPeJCTaB/SIOT CO00M CI0)KHBIE Kubep-(hu3nueckre CUCTEMBI, B
KOTOPBIX KauecTBO YpOyKasi U ero KOJIMYEeCTBO HAalpsIMyH0 3aBUCAT OT TOUHOCTU MOJJep>KaHUs
MHUKDOK/IMMaTUUeCKUX YCA0BUM. TpaJLIMOHHbIE CHUCTEeMbl YyIIPAaBJeHWs, OCHOBAHHble Ha
TIOpPOroBbIX 3HaueHusix U [T /]-perynisTopax, He ClIOCOOHBI yUUTHIBAaTh HeJIMHEeHbIe B3aUMOCBSI3H
MEXIy TlapaMeTpaMy cpefibl, Ouosiorudeckre (as3bl pa3BUTHS PACTEHWA W W3MEHSFOIIEeCs
BHEIlIHWEe YCJOBUS. OTO TPUBOAUT K TOTepsM ypoxkaitHocTu 0 30%, wu30bITOuHOMY
1oTpeOIeHUIO SHEPTUH U BOJIBI, @ TAK)Ke K CHIDKEHHIO KaueCTBa MPO/YKIIHH.

UetBépTas npombiiieHHas pesositolys (Industry 4.0) oTKpbeIBaeT MpUHLIMITMATBHO HOBbIE
BO3MOJKHOCTH [JIS1 CeIbCKOXO3SIMCTBEHHOIO MPOM3BO/CcTBa. [IpombliieHHbI VIHTepHeT Beljen
(TIoT) obecrieurBaeT HempepbIBHBIA COOpP AAaHHBIX OT pacIpeie/IEHHBIX CEHCOPHBIX CeTel, a
METOZbl MCKYCCTBEHHOTO HWHTeJ/IeKTa — WX WHTe/UIeKTyaqbHYyl0 00paboTKy A/l TIPUHSATHS
ynpasieHueckux pereHuit. CunTe3 Al u IloT TexHonormii co3faéT OCHOBY [/l CO3/aHUS
aJIaNTUBHBIX CHCTEM YTpaBJIeHHsl, CIIOCOOHBIX ONTHMH3WMPOBATH YCIOBUSI BbIDAI[UBAHUS B
peasibHOM BpPeMeHH C YYETOM MHO’KeCTBa (paKTOPOB OJJHOBPEMEHHO.

Ka3axcraH, Kak CTpaHa C pe3K0 KOHTHHEeHTalbHbIM KJIMMAaTOM U BBICOKOU MOTPeOHOCTHIO B
OTeUeCTBEeHHON Ce/IbCKOX03SIMCTBeHHON MpOAYKLMK, MUMeeT 0COOYI0 3alMHTepPecOBaHHOCTH B
PasBUTUM TEXHOJIOTMM 3allMILIEHHOrO0 TIpyHTa. ['OCy/JapCTBeHHas IMporpaMMa pa3BUTUS
arponpoMeIiieHHOro Komruiekca Pecriy6miku Kazaxcran Ha 2021-2025 rosisl mpejycMaTpyuBaeT
3HauMTe/IbHOe YBe/MUeHue IIolajield TeryinL U BHeipeHue [U(PPOBbIX TeXHOIOTHI B CETbCKOM
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X03sicTBe. B /aHHOM KOHTEKCTe pa3paboTKa WHTE/UIEKTya/lbHBIX CUCTEM YIpaBJIeHUs
MUKPOK/IMMaToM Ha ocHoBe Al u IloT siBjisieTcsl akTya/IbHOM Hay4YHO-TIPAKTUUYECKOH 3a/jaueii.

AHanu3 mnpodseMaTHKH YyNpaB/JeHUsA MHKPOK/JIMMATOM TelmMibl. [lapamempbl
MUKpPOKAUMAMA U UX 83auMocesi3u. MUKpPOKIMMAT TeIIMLbl XapaKTepr3yeTcsl KOMILJIEKCOM
B3aMMO3aBUCUMBIX MapaMeTpPOB, KaXKAbli M3 KOTOPBIX OKa3bIBaeT CYLeCTBEHHOe B/MSHUE Ha
dusnooruuecKue TIporiecchl  pacteHui. VccnenoBaHuss B obmactv  GuUTOMOU3UOIOTHI
MOKa3bIBalOT, YTO ONTUMA/IbHOE COUeTaHHUEe YCI0BUM MOKET yBEIUUUTh YPOXKaWMHOCTh TOMaTOB Ha
25-40%, nepueB — Ha 20-30%, mucroBon 3eseHn — Ha 30—50% MO CpaBHEHUIO C yC/IOBUSIMU
CyOOTNTUMAaIBHOTO YIIPaB/IeHusI.

Tabmuija 1. KiroueBbie mapaMeTpbl MUKPOK/IMMATA TETUTULIBI U 1Ie/IeBbIe AUana30Hbl

ITapameTp Juana3soH Cencop Bivsinue
YPOXXalHOCTh

TewmmnepaTypa +18°C — +32°C DS18B20 / PT100 Kputnueckoe (+25-30%)
BO3JyXa
BnaxxHoctb Bo3ayxa 60% — 85% RH DHT?22 / SHT31 Bricokoe (+15-20%)
CO, KOHILIeHTpaLys 400-1500 ppm MH-Z19B / SCD40  Beicokoe (+20-30%)
OcBe1éHHOCTh 200-1000 TSL2591/SQ-110 = OueHb BbICOKOE
(PAR) MKMOJIb/M?*C
B1a)kHOCTB ITOYBEI 60% — 80% Capacitive / FDR Kputuueckoe
Temneparypa nouBel  +16°C — +24°C DS18B20 (mouBa) Cpeanee (+10-15%)
EC pactBopa 1.5-3.5 MC/cm Atlas Scientific Bricokoe

EzZO
pH pactBopa 5.5-6.8 Atlas ScientificpH = Kpurtuueckoe

Oco0yt0 C/I0’KHOCTb TIPe/ICTaB/IsieT HeJTMHEHHbIM XapakTep B3aMO/I€MCTBUS MapaMeTpOB.
Hanpumep, ontumasnbHasi KoHLeHTpauusi CO, ansa ¢potocunTtesa (1000-1500 ppm) peanusyercs
TOJILKO TIPU JOCTaTOUHOW OCBELIEHHOCTH; MPH HeJOCTaTKe CBeTa IOBbIIlIeHHEe KOHLIeHTpaLWu
YTJIEKWC/IOTO Tra3a He JaéT MpUpOCTa ypOXKaHOCTU. AHA/IOrMUHO, TeMITePaTyPHbII ONTUMYM IS
OO/TBIIMHCTBA KYJIBTYP CYIIIeCTBEHHO BaPbUPYETCS B 3aBUCUMOCTH OT (ha3bl pa3BUTHS PACTEHUI: B
TIepyo/| BereTaly OH BhIllle, YeM B TIepHO/, 1710j000pa30BaHusl.

OepaHuueHusi cyujecmeyrowjux cucmem ynpaeneHusi. AHanu3 myOIUKalvii U OTpac/eBbIX
OTUETOB TM03BOJISIET BBIJIEIUTh CJIEAYIOL[ME OCHOBHbIEe HEJOCTAaTKU TPAJULIMOHHBIX CUCTEM
yTipaBJ/ieHUs] MUKPOK/IMMAaTOM TeTUIUL];

- PEeaKTUBHbBIM XapakTep YIpaB/ieHHsI — peakLsi CUCTeMbl Ha OTK/IOHEHHe TlapaMeTpa OT
3a[JaHHOTO 3HaueHWs1, a He TIPeBeHTHUBHOE M0/iep>KaHre ONTUMasbHbIX YC/I0BUH;

- OTCYTCTBME aJanTallid K Ce30HHbIM W CYTOUHbIM W3MEHEHUSIM BHELIHUX YCJIOBUH,
OMO/IOTMYECKOMY  COCTOSIHUEO pAacTeHWH U JKOHOMHUeCKMM ¢akTtopam (Tapudbl Ha
3/1eKTPO3HEPTHI0);

- pa3zesibHOe yripaB/ieHre TlapaMeTpamu 0e3 y4éTa uX B3aMMO03aBUCHMOCTEH, UTO BEJET K
He3((deKTHBHOMY HCII0/1Ib30BaHHIO PECYPCOB;

- BbICOKasi 3aBUCMMOCTb OT KBa/uM(HUKAlMM arpoHOMOB: TIpaBW/a  yTpaB/ieHUs
3aKOJJMPOBaHbl B BHUJE >XECTKMX MOPOrOBbIX 3HAUEHWM, HE YUMUTHIBAIOLIUX WHAWBU/ya/bHbIE
0CO0OEHHOCTH KYJ/IbTYPBI U COPTa;
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- OrpaHWM4YeHHble  BO3MOXXHOCTH  JUATHOCTUKK W  MPeJUKTHBHOI'O O6CJIy>KI/IBaHI/IH
HWH)XE€HEPHBIX CUCTEM TEeIlJIMLIbI (OTOHHEHI/IE, BEHTUW/IALINA, HOJ'II/IB).

MeTto/bl MCKYCCTBEHHOr0 HHTe/UIeKTa /A 3afauy ynpaBjeHUsd MHKPOK/JIUMAaToM.
O630p npumeHsieMblX apxumekmyp. 3afiaya MHTe/UIEKTYaJbHOTO YTIpaB/eHHs MUKPOK/IMMAaTOM
TeI/IULIbl BK/IFOYaeT HeCKOJbKO B3aMMOCBSI3aHHBIX MO/3aZiau: MPOrHO3MpPOBAHUE I1apamMeTpOB
cpenbl, oOHapy)KeHHe aHOMa/IMiA, ONTUMM3ALUs YIIPAB/SIOUIMX BO3/EHCTBUN W afanTanus K
V3MEHSTFOIIMMCS yCoBUsiM. Kaxkast U3 3TUX 3afiau TpeOyeT MpUMeHeHUs! Crieliaan3upOBaHHbIX
MeToZ0B Al.

BpeMeHHbIe psifibl CEHCOPHBIX [JaHHBIX C BbIPAKEHHBIMU [I0/IFTOCPOUHBIMU 3aBUCUMOCTSIMU
(cyTouHble W Ce30HHBIE LUK/IbI) Haubosee 3ddekTHBHO 00pabaThIBAlOTCS pPeKyppPeHTHBIMU
HelipoHHBIMU ceTssMM. ApxuTektypa Long Short-Term Memory (LSTM), npeaio)keHHas
Hochreiter u Schmidhuber B 1997 rogy, Obina crienyansHO pa3paboTaHa [jisi yCTpaHeHHs
npobsieMbl KCYe3alolero TpajiieHTa B PEeKYPPeHTHBIX CeTsX. MexaHW3M BeHTWUsIel (gate
mechanism) mo3Bonsser LSTM wu30upaTenbHO 3allOMHHATH MHGOPMAIMIO Ha [JIUTETbHBIX
BpeMEHHbIX TOPU30HTaxX — KPUTUUYECKOe TIPEUMYILeCTBO IPU MOJEIUPOBaHUU LIMPKaJHbIX
PUTMOB pacTeHUM ¥ MHOTOCYTOUHBIX K/IMMAaTHYeCKUX MaTTePHOB.

Ceéprounblie HelipoHHble ceTH (CNN) [1eMOHCTPUDPYIOT BbICOKYI 3(h(eKTHBHOCTb TIPU
aHasiM3e MPOCTPAHCTBEHHO pacripe/ie/IéHHBIX [JaHHbIX (TerIoBble KapThl TapaMeTpPOB TeIUIMLbl) U
MHOTOKaHa/IbHbIX BpeMeHHbIX psifioB. ['mubpuzaHble apxuteKTypbl CNN-LSTM obecrnieunBaroT
OJHOBpEMEeHHOe u3BjieyeHre JoKaabHbIX narrepHoB (CNN) M MozenvpoBaHre [OATOCPOYHbIX
3aBucumocTeit (LSTM), uro fmenaeT ux Haubosee TePCIeKTUBHBIMU /ISl 3a[jau KOMIUIEKCHOTO
MOHHWTOPUHIA TeIUIML[bL.

Metogel oOyuenuss ¢ mogkperuvienueM (Reinforcement Learning, RL) mnpezcrapisioT
0Co0BIi UHTEpeC IS 3a/lauy ONTHMH3ALMHU YIPaB/SIOIUX Bo3AelcTBridl. AreHT RL oOyuaercs
MaKCUMH3UpPOBaTh J0JTOCPOUHOe BO3HArpakjeHue (ypo>kKaHOCTb, 3Hepro3¢®deKTUBHOCTh)
MyTéM B3aMMOJIEHCTBHUS C OKpPY’Karollleld cpeflod — B JaHHOM CJlydae Te[lJIMUHOM SKOCUCTEMOM.
Anroputm Proximal Policy Optimization (PPO) u ero mnpou3BofHble IOKa3aau BbICOKYHO
3¢ PeKTUBHOCTD B 3aJjauax yrpaB/ieHUs! HelpepbIBHbIMU [lepeMeHHBIMU.

Tab6smia 2. CpaBHUTEIBHBIN aHanu3 MeTofoB Al /1711 MOHUTOPHHTA M YTIPaB/IeHUsI MUKPOKJIMMAaTOM

Metop Al TouHoCTh JIaTeHTHOCTb Pecypcol Nuarepnpert.
LSTM 92-96% 50-200 mc CpenHue Hwuszkas
CNN-LSTM (rubpu) 94-98% 30-150 mc Bricokue Huskas
Random Forest 85-90% 5-20 mc Huskue Brlicokas
SVM 80-87% 1-10 mc Huzkue Cpepnsist
Reinforcement Learning 91-95% 10-50 mc Bricokue OueHb HU3Kas
Fuzzy Logic + Al 88-93% 5-30 mc Huzskue Bricokas

IIporHo3upoBaHHe BpeMeHHBIX PAAO0B. TOuHOe KpaTKOCPOYHOe IIPOrHO3UpOBaHUe
rapaMeTpoB MHUKpPOK/IMMaTa (ropu3oHT 15—-60 MUHYT) siB/IsieTCsi HeOOXOAUMBIM YCIOBUEM JIJIst
peanusaly I[PeBeHTUBHOro yrpasieHus. VcciegoBaHus mokasbiBaloT, yto LSTM-mogeny,
oOyueHHble Ha WCTOPUUECKUX JIaHHBIX TeIUIMLIbI, 00ecreurBarOT CpeJHeKBaZpaTUUecKyko
oImMOKy TTPOrHO3MPOBaHUS TeMIlepaTyphl Bo3zayxa Ha yposHe 0,3-0,8°C Ha ropu3oHTe 30 MUHYT,
YTO 3HAUMTEbHO MPEeBOCXO/IUT pe3y/bTaThl KJIaCCUUeCKUX MeTo/10B aBToperpeccun (ARIMA) —
1,2-2,1°C.
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B Hamewm wucciefioBaHWM IIaHUpYeTCsl NPUMeHeHHe MHOroBxogfoBbix LSTM-mogenei,
TIPUHUMAOLIUX Ha BXOJ:
- HMCTOpUUECKUE 3HaUeHUsI 1[e/IeBOro rapameTpa (CKo/b3siee 0KHO 24—48 yacos);
— 3HaueHUs B3aMMOCBsI3aHHBIX MapaMeTpoB (temperature, humidity, CO, Kak MHOrOMepHbIit
BpeMEHHOU psfl);
- MeTeopoJIoTUYeCKMe JaHHble (TeMIiepaTypa Hapy>KHOTO BO3/yXa, COJHEYHas pajualius,
00/1aUHOCTB);
- yTpaBJisitoLe  BO3AeWCTBUS (PeXXUMbI DPabOThI CHCTEM OTOIUIEHUs, BeHTU/ISILIUY,
3aTeHeHUs));
— (heHoNorMyeckre aHHble (CTafusl Pa3BUTUS paCTeHUM, BO3PACT KY/IbTYphI).

OOHapyXeHHe aHOMA/IMHA M TPeAUKTHBHOe o0cayxuBaHue. OTKas3bl CEHCOPOB,
HEeMCINPaBHOCTHU UCTIOJTHUTEJIbHBIX YCTPOUCTB U HellITaTHbIe CUTYyallMy B TeIUIML{e MOTYT IPUBECTH
K 3HAUUTe/IbHBIM 10TepsiM ypoykasi. CucTeMbl 0OHapy KeHUs aHOMaJT Ha OCHOBe aBTO3HKO/IEPOB
(Autoencoder) 00yuaroTcsi Ha HOpMa/bHBIX PEKUMAax PabOTHI M CUTHA/TM3UPYIOT 00 OTKIIOHEHUSIX,
TIPEBBIIIAOIINX CTATUCTUUECKH 00OCHOBaHHBINA Topor. BapuaionHble aBTOo3HKOZEph! (VAE)
JIOTIO/THUATETBHO 00eCIeunBar0T BEPOSITHOCTHYIO OLIEHKY aHOMAJIHH, UTO TI03BOJISIET PaH)KUPOBAaTh
COOBITHS 110 CTereHW KPUTHUHOCTH. AHamu3 BUOPALIMOHHBIX M TOKOBBIX CUTHATYyp ABUraTesiei
BEHTU/ISLIMOHHBIX YCTAaHOBOK, LIMPKYJ/ALIMOHHBIX HAaCOCOB M CUCTEM 3aTeHeHUsl MeTOZAaMU
MAaIIIMHHOTO 00yueHMs TIO3BOJISIeT TIpe/iCKa3biBaThb MX OTKa3 3a 48-96 uacoB, obecreurBas
BO3MO>KHOCTb TJTAHOBOTO TEXHUYECKOTO 00C/TyKMBaHHUS.

Apxutektypa IloT-nnardopmMbl AnA TenmIMYHOrO MPOM3BOACTBA. MHO20yposHesas
apxumekmypa cucmembl. Pa3pabaTbiBaeMasi CUCTeMa CTPOUTCSI Ha TPEXYPOBHEBOM apXUTEKType
10T, obecreurBaromeit riOKOCTh, MacIITaOUPYEMOCTb M 0TKa30yCTONUHUBOCTb:

— YpoBenb 1: YpoBenb Bocripusitus (Perception Layer).

PacripesieniéHHasi ceThb CEHCOPHBIX Y3/10B Ha 0a3e MUKpOKOHTposiepoB ESP32 u STM32,
OCYIIeCTB/ISIIOIINX U3MepeHre TlapaMeTpoB MUKpPOK/IUMarta ¢ yactotoi 1-10 I'iy. Kaxabiii y3zen
OCHAIIEH JIOKabHBIM OydepoM AaHHBIX (micro-SD), obecreunBaroM COXPAaHHOCTDb JJaHHBIX
TIpU HapylleHWH CBsi3u. [IMTaHue CeHCOpHBIX Y3/I0B peaqu30BaHO MO TexHojoruu Power over
Ethernet (PoE) c pe3epBUpOBaHHEM OT aKKyMYJ/IITOPHBIX OaTapet.

— YpoBeHnb 2: YpoBeHb nepudepuiinbix Beiurcaenuii (Edge Computing Layer).
[TpomeiieHHbIe 1TE036I HA 6a3e NVIDIA Jetson Nano u Raspberry Pi 4 Model B o6ecrnieurBatot
JIoOKa/IbHy10 00paboTKy [aHHBIX, 3ammyck Al-Mozenei B pexxriMe BbiBozia (inference) c 3amep>xkoit
MeHee 50 MC, a TakXe arperailyio U IpejBapUTebHYI0 (UIbTPALIMIO TTOTOKOB JAaHHBIX Tepef
OTIpaBKoi B 00sako. JIoKanu3alysi BLIUMC/IEHUM Ha 3TOM YPOBHe KPUTHUHA /i obecrieueHust
ABTOHOMHOCTH CHCTeMbI TIPH HeCTaOWU/TbHOM UHTePHeT-COeIMHeHUH.

—  Yposenb 3: YpoBenb 06/1auHoit riiatdopmel (Cloud Platform Layer).

O6naunas uHdpactpykrypa (Microsoft Azure IoT Hub / AWS IoT Core) obecrieuriBaeT
XpaHeHHe WCTOPUYeCKUX MaHHBIX, oOyueHue U repeobydeHue Al-mojeneli, aHanUTHUeCKHe
[ambopAbl AT arPOHOMOB M MEHEe/)KepOB, a TakKKe WHTeTPALMI0 C BHEIIHUMU CUCTEMaMH
(Meteocnyxb6a, ERP-crcTeMbl X0351HCTBA).

KovmmyHuKanuoHHasi uWH@pacTpykrypa. Bpibop TMpOTOKO/MIOB Tiepefjaud [JaHHbBIX

OCYIIIeCTBJISIETCS C yUETOM TpeOOBaHMI peaslbHOTO BpeMeHH, HafI&KHOCTH W Oe3oracHocTu. B
pa3pabaTbiBaeMoii cucTeMe TIPUMeHsIeTCsT epapxuyeckasi CxeMa KOMMYHUKALUU:
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Tab6smia 3. KoMMyHHKaLMOHHBIE TIPOTOKOJIbI [I0T-CrCTeMbl MOHUTOPUHTA TETUTHLIBI

ITpoTokon IIpumenenne 3apepKKa Be3onacHocrb

MQTT JaHHBIE CEHCOPOB — 00/1aKO < 50 mc TLS/SSL
OPC UA SCADA-uHTerpanus <10 mc Bctpoennas
Modbus RTU JIoka/ibHbIE YCTPOMCTBA <5wmc Hert
LoRaWAN [HanbHsisi 6ecripoBo/iHast CBSA3b 1-5¢c¢ AES-128
Zigbee CeHCOpHBIe CeTH <30 mc AES-128
HTTP/REST API u BeG-uHTEpDEIiC 50-500 mc HTTPS

Hnsi obecnieuennsi MHGOPMALMOHHOM 0e30MacHOCTH TIPUMEHSIeTCSI MHOTOYPOBHeBast
3aluTa: IUQpoBaHUe IepejaBaeMbIX JaHHbBIX MO mporokony TLS 1.3, ayreHTu(MKauys
YCTPOMCTB C UCMO/Ib30BaHKeM cepTudukaToB X.509, poseBoe pasrpannuenue focryna (RBAC) u
cermeHTalus cetd mocpeactBoM VLAN. CoorBerctBre TpeboBanusiMm GDPR u oTeuecTBeHHOTO
3aKOHO/laTe/IbCTBA O  3alUTe I[1ePCOHANBHBIX JIaHHbIX 00ecreurBaeTcss TpUMeHeHHeM
MeXaHW3MOB aHOHUMM3aL[MM U MCeBJOHUMU3ALUU [JaHHbIX.

Xpanenne u o0paborka /gaHHbIX. OOBEM [JaHHBIX, TeHEPHUPYEMBbIX CEHCOPHOU
VMH(PacTPyKTypou cpefHepa3MepHoOU TeruLpl (1-2 ra), cocrasinsiet nopszaka 50-200 I'b B rop
npu yacrore ompoca 1 I'm. [na sddektuBHOrO XpaHeHWss M 00pabOTKM BpeMEHHBIX PsZIOB
npumensiercsi  cnietanmu3upoBadHasi CYB/l InfluxDB, onTumusuvpoBaHHasi Aasi paboThl C
BpPeMeHHbIMH MeTKaMH U obecrieunBaroliiasi aBTOMAaTHUeCKOe y/ja/ieHde YCTapeBIINX AaHHBIX
(data retention policies). [nsi arperMpoBaHHbIX aHAJUTHYECKUX [AAHHBIX MCIOJIb3YeTCs
pesnsuuonHas CYB/] PostgreSQL.

O6paboTKa TMOTOKOBBIX JAHHBIX B peajibHOM BpeMeHU OCYIIeCTBJISIETCS TOCPeCTBOM
riatdopmbel Apache Kafka, obecrieunBaroiiieli BbICOKYIO TIPOMYCKHYHO CITOCOOHOCTD (10 1 MuTH
cooOl11leHr# B CeKYH/y) ¥ rapaHTUPOBAaHHYIO /I0CTaBKY. AHa/JIMTUUeCKUi KOHBelep peain3oBaH
Ha 0a3ze Apache Flink ¢ mpumeHeHreM ckosb3siux okoH (sliding windows) st Berunc/ieHus
arperaroB M /IeTeKTHPOBaHHUs NTaTTEPHOB B MIOTOKE /IaHHBIX.

AjanTvBHasA cucTeMa ynpaB/eHHs1 MUKPOK/IMMaTroM. Konyenyus mMHO20ypoeHeeo20
ynpaeneHus. CucteMa ymnpaB/ieHUs] MUKPOK/IMIMaTOM CTPOUTCS Ha MPUHLIUIIAX MepapXU4yecKoro
aZlanTUBHOIO yTIpaB/IeH!s], BK/IIOYAIOLLero TpYU KOHTYypa:

1. Kontyp crabwimmsammu (uactora: 1-10 c¢) — moajaepkaHue TeKYIUX 3HAUeHUH
rapaMeTpoB B 3aJj@aHHbIX Auaria3oHax rocpectsoM [TV /I-perysiaTopos, rnapameTpbl KOTOPbIX
a/IarTUPYIOTCsL HAa OCHOBE JIaHHBIX MAIIMHHOTO 00yUeHuUs;

2. Kontyp ontumuszanmu (yactora: 1-15 MHUH) — JuUHaMHUYecKass KODPEKTUPOBKA YCTaBOK
PeryasaTopoB Ha OCHOBe NIPOTHO3HbIX Mogeneit Al ¢ yuéToM KpaTKOCPOUHOTO MPOrHO3a MOro/bl U
TeKyLLel CTaZJuu pa3BUTHsI PaCTeHUM;

3. KoHTyp cTpaTternyeckoro nmnnaHupoBaHusi (4actota: 24-168 u) — pgoarocpodHoe
TUIaHUPOBaHWe PeXMMOB TIPOM3BO/ICTBA, yIIpaBjieHHe pecypcamu (3Heprusi, Boja, yZoOpeHus),
VIHTerpanusi C pplHOUHBIMM JJaHHBIMUA ¥ arPOHOMUYECKUMU MO/eJISIMU.

O0yueHue ¢ moAKpervieHHeM /Isi ONTUMHM3ALMH YIpaB/eHus. 33/jaua ONTHUMaTbHOTO
yrpaB/jieHus] MUKPOK/IMMaToM (popManu3yeTcsl Kak 3aZauya MapKOBCKOro mporiecca MpUHSITHUS
peienuii (Markov Decision Process, MDP) co ciieyroiyMyu KOMIIOHEHTaMu:

- [TpocTpaHCTBO COCTOSIHMM S: BEKTOpP TEKYIIMX 3HAaYeHWW MapamMeTpoB MHUKPOK/IMMATAa,
METeOopOJIOTUYEeCKUX YCIOBUM, SHepPreTMUecKux Tapu(oB U (DeHOJOrMUecKoro COCTOSHUS
KYJbTYDbI;
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- [TpocTpaHCTBO JeMcTBUM A: yIIpaB/siiOIliie BO3/eWCTBUS Ha HWCIOJHUTEIbHbIE
ycTpoiicTBa (YCTaBKH CUCTeM OTOTUIEHUS], BEeHTH/ISL[MH, I0CBeUMBAHUS, T10/IMBA U MTUTAHKU);

- DyHKIMS BO3HarpaxaeHuss R: B3BellleHHasi KOMOWHAIUS WHAEKCOB POCTAa PaCTEHUH,
3HepronoTpebsieHus], pacxo/ia BOAbI U KaueCcTBa MPOYKIIUHU;

- [TonMTHKa ympaB/eHUsl T CTpaTerys BbIOOpa JeMCTBUM, ONTUMU3UPYEMasi arOPUTMOM
PPO (Proximal Policy Optimization).

Ilia 6e3omacHOTO 00yueHUs1 areHTa 6e3 MPSIMOTO B3aMMO/EHCTBUS C pPeasbHOM TeTuTULer
UCTIONb3yeTcsl LUPPOBOM [BOMHUK — WMMTAL[MOHHAsI MO/Ie/ib, BOCTIPOU3BOJSAINAS JUHAMUKY
MHKPOK/IUMaTa C TOYHOCTBIO, IOCTaTOYHOU /i/Is TiepeHoca OOyueHHOU TOJIMTUKUA B PeanbHYI0
cpeny (sim-to-real transfer).

AjanTUBHOCTL W mepeHoc 3HaHWi. KioueBbIM TpeOoBaHHMEM K pa3padaTbIBaeMOM
cucTteMe SB/ISIETCS  CIOCOOHOCTh — a[IalTUPOBAThCSI K  U3MEHSIOLIUMCS  yCIoBUsM — Oe3
HeoOXOZAMMOCTH TIONHOTO TiepeoOyueHusi Mogesieit. [{fss 3TOro0 TIPUMEHSIeTCSl psifi MEeTOZOB
a/IaTI TUBHOTO MAIIIMHHOTO 00yueHus:

—  Ownnaii-o6yuenue (Online Learning): HerpepbiBHOe 0OHOB/IEHHE TTapaMeTPOB Mo/ieiel Ha
TIOCTYTIAIOIIUX /JaHHBIX C MCIOJIb30BaHUEM METOZOB CTOXaCTHUeCKOrO I'PaZMeHTHOrO CIycKa U
a/laniTUBHbIX onTuMU3aTopoB (Adam, RMSprop);

— Transfer Learning: ucriosb3oBaHue TipegoOyueHHBIX Ha OOI[UX arpo/laHHBIX MoJienieid B
KauecTBe MHUIUA/IU3AI[|H ZJ1s1 00yUeHHs Ha IaHHBbIX KOHKPEeTHOM TeTIULIbI; COKpalleHue 00béma
HeoOX0JUMBIX aHHBIX B 5—10 pas3;

— Federated Learning: coBMecTHOe 0OyueHHe MOZeJIM Ha JAHHBIX HECKOTbKHX TeIUIHi] Oe3
riepefiauM ChIPBIX JaHHbIX — obecrieueHre KOH(UIEHLIMATBHOCTA W HaAKOIJIEHWe OIbiTa U3
pacnpezie/1léHHbIX UCTOYHUKOB;

— Continual Learning: rpepoTBpaiijeHre "KaTacTpoduueckoro 3a0biBaHUs" TIPU 1000yUeHUH
Ha HOBBIX [JaHHBIX C ucrosb3oBaHHeM MeTozioB Elastic Weight Consolidation (EWC) u
Progressive Neural Networks.

IIporpamMMHasi peai3anus U npe/jBapuTe/IbHbIe pe3y/IbTaThl. TexHo102uuecKuli cmek.

[IporpaMMHasi peanu3alsi CUCTEMBbl OCYILECTB/ISETCS C IPUMEHeHWeM CJIe[YIOLero
TeXHOJIOTUUeCKOro CTeKa:
—  Bcrpoennoe I1O cencopHbix y310B: FreeRTOS na ESP32/STM32, npatiBepbl CeHCOPOB Ha
C/C++, crek MQTT-knuenra;
— Edge-ypoBenb: Python 3.11, TensorFlow Lite / ONNX Runtime gsist BeiBosia Al-mofenet,
Node-RED pay1s1 opkecTpaljiu MOTOKOB /JaHHBIX;
— O6naunas matdopma: Python (FastAPI gns REST API), Apache Kafka, InfluxDB,
PostgreSQL, Grafana jy1s1 BU3yanmu3anuu;
—  Al-¢dpeiimBopku ans 00yuenust mogeneii: TensorFlow 2.x / PyTorch 2.x, Stable-Baselines3
nnst RL, scikit-learn /151 Kmaccuueckux MeTO/I0B;
— DevOps: Docker, Kubernetes s KoHTeliHepu3auuu U opkectpauuu, CI/CD Ha GitHub
Actions, MOHUTOPUHT UHGPACTPYKTYPhI yepe3 Prometheus + Grafana.

Apxurektypa LSTM-Mojenu Ajis NPOrHo3MpoBaHMs MHUKpOK/AuUMaTta. [l 3azauu
MHOTOMEpPHOT0 TIPOTHO3UPOBaHUsI TapaMeTpPOB MUKPOK/IMMaTa pa3paboTaHa Mofenb Ha 0Oase
CTeKMPOBaHHOU AByHaripaBieHHoM LSTM c MexaHn3mMoM BHUMaHUs1. BXOHOM BEeKTOp BK/IOYaeT
12 mapamMeTpoB C yacTOTOl orpoca 1 MUHYTa; FOpU30HT TporHo3upoBaHusi — 30 muHyT (30
BpeMeHHBIX 111aroB). ApXUTEKTypa MOZe/u:

—  BxogHoii cnoii: Hopmanu3aius (BatchNormalization) + Dropout(0.1);
Cnowu 1: BILSTM c 128 neliponamu + Dropout(0.2);

Croit 2: BILSTM c 64 Heiiponamu + Dropout(0.2);

Mexanu3m BHUMaHust: Multi-Head Attention (4 rosioBbl, pa3MepHOCTb 64);
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—  Beixognoit cioit: Dense(8) — nporHo3 8 napameTpoB MUKPOK/IMMATa.

[TpeaBapuTe/ibHOE TECTUPOBaHKME MO/Ie/TM Ha UCTOPUYECKUX JaHHBIX MyO/JIMUHOTO JaTaceTa
Smart Greenhouse (Wageningen University, 2022) roka3ano CpeJjHeKBa[paTUUeCKYIO OIIHUOKY
MPOrHO3MpOoBaHus TemnepaTypbl Bo3gyxa RMSE = 0.43°C, BnaxxHoct — RMSE = 2.1% RH, uto
COOTBETCTBYeT YPOBHIO TOYHOCTH, [JOCTaTOUHOMY [Jisi TIPAKTUYECKOrO0 TNpPUMEHEeHUs B
aZlaNTUBHBIX CUCTEMAaXx yrpaB/ieHUsI.

JKcnepuMeHTa/IbHBIM CTeH/l. B paMkax uccaefoBaHUSI CO3/laH 3KCIIePUMEHTAa/bHbIN
CTeHJl, BOCIPOM3BOJSILIMK K/tOueBble (YHKIMOHAIbHbIE 37eMeHThl mojHopasMepHor IloT-
CHCTeMbI MOHUTOPHHTI'A TETUIUL[bI B JTAO0OPATOPHBIX YC/IOBUSX. CTEH/] BK/TIOUAeT:

— 12 ceHcopHBIX y3710B Ha 6a3e ESP32 c ro/iHeIM HabOpOM [JaTUMKOB MUKPOK/IMMATa;

— Edge-numro3 Ha 6a3e NVIDIA Jetson Nano (4 GB) c 3anymenHsiMu TensorFlow Lite
MoOJIle/sIMU;

— Ilporpammupyemasi KnvMaThueckass Kamepa oOwvémom 0.5 M3 [y Banupanuu Mojesne
TIPOrHO3UPOBaHMUS;

— Warerpauus c obnauno riardopmoii Microsoft Azure IoT Hub;

— Be0O-gambopy peanbHOoro BpeMeHd Ha 0Oa3e Grafana c gertanusauumeid [0 1-CeKyHHOTO
VHTepBaJa.

HanpasieHus uccjieoBaHusi. B COOTBeTCTBUM C TeMO pabOThI OTpe/iesieHbl CIeJyIoLHe
OCHOBHbI€ Hay4HbIe 33/lauu:

1. Pa3pabotka MHOrOoypoBHeBo# I10T-apXuTeKTyphI [/Is pacrpeie/iéHHOro cOopa, repeaun
1 00pabOTKU [JaHHBIX CEHCOPHOM CETH TEIUTUIIBI C 0becrieueHreM TpeOOBaHUM peaTbHOTO
BpeMeHH U Kubepbe30macHOCTH;

2. WccepmoBaHue U CpaBHUTEBHBIM aHa/IW3 MeTOZIoB riyookoro obyuenus (LSTM, GRU,
Transformer, CNN-LSTM) a5 3aZiauyd MHOT'OIIIarOBOTO TTPOrHO3UPOBAHUS MTapaMeTPOB
MHUKDPOK/IMMarta; pa3paboTka aHCaMOJIeBbIX M TUOPHUHBIX MO/IeNel;

3. Pa3paboTka afjanTHBHOWM CHUCTEeMbI yIpaB/ieHHsI HA OCHOBe 00yueHUs C TOJKperyieHrheM
(PPO, SAC) c dyHKUMeli MHOrOKpUTepUanbHOM oONTUMHU3aLuM  (YPOXKalHOCTB,
3HepromnoTpeb/ieHre, KaueCTBO MTPOAYKLUH);

4. Co3ganuve 1M(GPOBOro ABOMHMKA TETJIMUHOM HSKOCUCTEMbI Ha OCHOBe (DU3UUeCKUX
Mozlesiel UM JaHHBIX W3MEpeHUH; HCC/ieZloBaHhe MeTOJOB sim-to-real transfer s
6e30macHOr0 00yUeHus areHTOB;

5. Pa3pabotka mexaHu3moB oOBsicaumoro Al (XAI) — B uactHoctH, SHAP-aHanusza u
MEeXaHW3MOB BHUMaHUSI — /i1 OOOCHOBaHMS YIIPABJSIIONIMX pPelIeHWH Tepes
arpoHOMaMu;

6. OueHKa 3KOHOMHYECKOW 3(¢PeKTUBHOCTH pa3pabOTAHHOW CUCTeMbI: aHaaW3 3aTpaT |
BbIrof (cost-benefit analysis), pacuér cpoka okymaemocty wuHBectuluid (ROI) mast
TUTTMYHBIX TETUTMUHBIX X03s1cTB KazaxcraHa.

IudpoBoii ABOMHUK TeIVIMUHON 3KocucTeMbl. KoHienius 1u@poBoro JBOMHMKA
(Digital Twin) npearnonaraeT co3faHue BUPTyalbHOU Mofenu (U3UMUeCKOM CHUCTeMBI,
0OHOBJISIEMOM B peaJbHOM BpeMeHHM Ha OCHOBe /IaHHBIX M3MepeHHU. B KOHTeKCTe yrpaBiieHus
MHUKDPOK/IMMAaTOM TeTlTULbI IU(PPOBOI ABOMHUK BHITIONHSET C/lefytoiue GyHKLNN:

- CUMYJIALIMSL TUHAMWKY MUKPOK/TUMATa TP Pa3/IMUHbBIX YIIPABJISIONINX BO3AeHCTBUSX ("'UTO
ecnu" ClieHapun);

—  OesomacHast cpefa [njs oOyueHHMsi areHTOB oOyueHHsi C TOJKpervieHHMeM 0e3 pucka
HaHeceHUs yiiepba peasbHbIM TTOCEBaM;

—  TeCTHpPOBaHWe HOBBIX CTpATerdil yripaBjeHUsi U anroputMoB Al mepes BHeJpeHHEM B
TIPOU3BO/ICTBO;
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- oOHapy’>KeHHe OTKJIOHEHWM peaslbHOTO COCTOSIHUS CHCTEMbI OT MOJeIbHOTO (MHAWUKAI[US
HeHCIIpaBHOCTeM).

dusnueckas MO/ie/Ib MUKPOK/TMMAaTa TeIUTUIIbl CTPDOUTCSI HA OCHOBE YPaBHEHHUH TeIJIOBOTO
basaHca, 6asaHca BjIark ¥ rasoooMeHa:

dT/dt = (1/C_th) - [Q_heat + Q_solar — Q_vent — Q_loss]
dW/dt = E_plants + W_irrig — W_vent
dC_CO,/dt = (1/V) - [¢_CO, + R_resp — A_photo — Q_vent - AC]

rae C_th — TerioéMKoCTh TeruinuHOro o6béMa, Q_heat — Terionozaua CUCTeMbI OTOTIEHMUS,
Q_solar — mocTymnieHre COIHeYHOro Teria, Q_vent — TeryionoTepy uepe3 BeHTUIsALuI0, Q_loss
— TeIJIONoTepu uepe3 Orpaxjarwolliye KOHCTpyKUuM, E_plants — TpaHcnupaiusi pacTeHW,
¢_CO, — notok CO, ot cucteMsbl ojauu, R_resp — fpixaHue pacteHuid, A_photo — ycBoeHue
CO, B nporjecce hoTOCUHTE3a.

[TapameTpsl (r3HMUeCcKOi MOAen UAEeHTUDHULIMPYIOTCS Ha OCHOBE MCTOPUUECKUX JAHHBIX
V3MepeHuil C MpUMeHeHHeM MeTOZoB cucteMHoM uaeHTU(UKauuu (Prediction Error Method,
Subspace Methods). 'nbpuaHast Mojienb, coBMelijaroljasi pu3ndyeckre ypaBHeHHs C HeHPOHHBIMH
ceramu  (Physics-Informed Neural Networks, PINN), ob6ecrieunBaer 6ojsiee TOUHOE
BOCITPOU3Be/leHHe C/I0’KHBIX HeJIMHeUHbIX 3(PheKToB.

OxujaemMble pe3y/JbTaTbl M MNpaKTHUYecKas 3HAYUMOCTb. HayuHas Hoeu3Ha. OHa
COCTOMT B CJIe/IyIOLIEeM:

1. Pa3paboraHa opurvdHanbHasg apxXuTeKTypa UWHTerpupoBaHHOW IloT-raTdopmer
MOHHUTOPHWHTA TeIUIULbl, obecreunBaroliasi CKBO3HON KOHBeliep 00pabOTKH JaHHBIX OT
ceHcopa /|0 yIpaBJIsIFOLLero Bo3ZelcTBUs C 3a/ep>kkoii meHee 100 mc;

2. TIpennoxkeHa HoBast ruOpuAHas Mogesib LSTM-Attention-PPO zi/11 COBMECTHOTO peliieHuUst
3a/ja4 MPOrHO3UPOBaHUSI MUKPOK/IMMaTa U ONTHMHU3ALMK YTPaB/ISIOLIUMX BO3JEUCTBUM B
eIMHOM KOHTYDE;

3. Pas3paboTaH opurvHanbHbI MeTo[ azanTaiud Al-mozeneli K KOHKPETHOM TeITMUHOM
sKocrcTeMe Ha ocHoBe Transfer Learning c 06béMOM 1ieieBbIX flaHHBIX MeHee 30 JHel;

4. TlpepnoxxeH NoAxoA K (popmanv3alyy 3a/lauul yrpaB/aeHUs TerIMYHbIM MUKPOKIMMAaTOM
Kak MHoroteneBoro MDP c nepapxuueckoli (pyHKLMell BO3HarpakjeH!sl, YUUThIBatoLLeit
Ouosiornueckre, sHepreTUYeckrie ¥ SKOHOMHUYeCKe KPUTEePUU.

IlpakTHueckasi 3HAYUMOCTh. BHesipeHue pa3paboTaHHOM CHUCTeMBbI B TeIIMYHbIE
XO035I1CTBa MO3BOJIUT JOCTHUYb CJIEAYIOLIUX MPAKTUUECKUX Pe3y/IbTaToB:
—  TIOBBILLIEHNE YPOXXKaWHOCTU OCHOBHBIX TEIJIMUHBIX KYJIbTYp Ha 15-25% 3a cuéT onTumMHu3aLuu
yCJIOBUM MUKPOK/IMMaATa;
— cHWwKeHHe T1OTpeOsieHNs TeruioBoi 3Hepruv Ha 20-30% mOCpeACTBOM TMPeAUKTUBHOTO
yrpaB/ieHUs] CUCTeMaMU OTOIL/IEHUS;
—  COKpallleHWe pacxojia Bojpl U yjaobpenuit Ha 15-20% O6marogapsi TOUHOMY YTIpaBIEHUIO
CcUCTeMaMH I0JIUBa U IUTaHUS;
—  CHWKeHHe TI0TepPh Ypo)kasi OT aHOMaJ/IbHBIX KIMMAaTHUYeCKUX coObiThii Ha 40-60% 3a cuéT
paHHEero 0OHapY)KeHHsl U MpeyTPeXKIeHNsT;
—  yMeHbllIeHVe TpyZo3aTpaT arpOHOMUYECKOro IepCcoHasa Ha PyTUHHBIM MOHUTOPUHT Ha 50—
70%.

3akmouenue. B pabore mpezicTaB/eHa KOHIEMIUS WHTE/NIEKTyaJbHOW CHCTEMbI
MOHUTODUHIa W yMpaB/ieHUs] MUKPOKIMMATOM TeIUIMLIbl, OCHOBAHHOW Ha CHUHTe3e METO/OB
VICKyCCTBEHHOI'O WHTe/UIeKTa W TEeXHOJIOTHMM IIpOMbIlieHHOro VHTepHera Beleid. AHanu3
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CYIIECTBYIOIMX TIO/IXOZO0B IMOKa3asl, YTO TPaAULMOHHbIE CUCTEMbI YTIpaB/ieHUs He CIIOCOOHBI B
MOJIHOM Mepe peanr30BaTh IOTeHLMar TOUHOTO 3eMJefilefiis B 3allUIIEHHOM TDYHTe BBUAY
OrpaHWYeHHbIX BO3MOKHOCTEM ajamnTalid U onThMusaluu. [IpezjiokeHHass MHOrOypOBHeBast
apxutektypa IloT-mnardopmel obecrieuriBaeT KOMIUIEKCHBIN COOp ZAHHBIX OT pacrpezie/iéHHOM
CEeHCOPHOM ceTH, MX 00pabOTKy Ha TPaHUUHBIX YCTPOWCTBAX B pealbHOM BpeMeHU U MHTerPaL{|io
C 00/auHBIMM aHA/JIMTUUECKUMM CepBUCaMHU. [IpuMeHeHWe THUOPUAHBIX HeMpPOCeTeBbIX
apxutektyp (LSTM, CNN-LSTM, Attention) obecreuriBaeT BBICOKYH)  TOUHOCTh
TIPOTHO3UPOBAHUSI TapaMeTpPOB MHUKDOK/IMMAaTa, a MeTo[bl 00ydeHHsI C TIOAKpeIIeHueM —
OTTHMHU3ALIMIO YTIPABJISIIOIIUX BO3JEMUCTBUM C YUETOM MHOTOKpPUTEpUaIbHOM 1ie/ieBOM (PYHKLIUU.
KitoueBbIM 3/1eME@HTOM CHUCTeMBbI SIBAsieTCS LUA(DPOBON ABOMHUK TeIMJIMUHOM SKOCHUCTEMBI,
obecrieunBaroLMii 6e3o0macHoe oOyueHue areHTOB Al ¥ TeCTUpOBaHKe CTpAaTeTruid ynpaBjieHus 6e3
pucka yimiepba sl pealbHOTO IMPOW3BOACTBA. MexaHM3MbI a[alITUBHOTO U (peJjepaTUBHOTO
00yueHUsI TIO3BOJISIIOT CHCTEMe HaKaluIMBaTh OMBIT U3 pacripeziesiéHHbIX UCTOUHWKOB JAHHBIX,
coxpaHsist KOHQUAeHLUaTbHOCTb UH(OPMAaLIMK OTAe/IbHbIX X031UCTB. OKuZiaeMble NpakTUUecKue
pe3y/ibTaThl BHE/IPEHUs] pa3pabOTaHHOW CHUCTeMbl — TIOBBIMIEHWe ypOXKalHOCTH Ha 15-25%,
CHWKeHHe T10TpeOienuss sHeprud Ha 20-30% u Boabl Ha 15-20% — TIOATBEpPXKAAIOT
aKTyaJIbHOCTb W TPaKTUYeCKyl 3HAuMMOCTb [AMCCEPTAlMOHHOIO MWCC/Ie[OBaHUS /IS
arporpOMBIIIIEHHOr0 KoMIieKca Pecrrybmmku KaszaxcraH.
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CEKIINSI 8

CaHpIK eri3jep JkKaHe o/1apAbl FhLJIBIMH TI)KipuOenep MeH eHAIPicTIK
npouecTep/i OHTa/IaHbIPYAA KOJIJaHy

I.[ncbpm;me ABOﬁHHKH H UX UCII0/Ib30BdHME B OIITUMHU3AIIUHA HAYYHBIX
IKCIMIEPUMEHTOB U NMPOU3BOJACTBEHHBIX IMpoLeCccoB

Digital twins and their use in optimizing scientific experiments and
production processes
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YPAHJIBI JKEPACTBI INAVIMAJIAY KE3IHJAEI'T TEXHOJIOT USIJIBIK
ITAPAMETPJ/IEPAI HAKTBI YAKBITTA MOHUTOPUHI'TEY
K9HE BACKAPY

I'.3. 3uarbexoBa’, O.A. CarpiaTaii", JK. [lyiicen6ekkpi3nr’, XK.I1. BazapGex’
an-dapabu ambiHOaebl Kazak yaimmbik yHugepcumemi, Aamamsi, Kazakcmau
Anmambl mexHoN02UsbIK YHUBepcumemi, Aamambl, Kazakcmax
e-mail: orynkulargin@gmail.com

AHHOomayus. Makanada ypanObl dcepacmbl watimanay (ISR) yOepiciHOeei mexHOA02USBIK
napamempnepdi HAKMbl yakbimma MOHUMOpUH2MeY JcaHe 6ackapy macindepi Kapacmbipblidobi.
Takbipbinmbly e3ekminiei Kymmacmbl emkis2iw KeH OpblHOApblH MUiMOi u2epy meK 2e0A02UsbIK
KOAAUIbLIbIKKA 2aHA emecC, epimiHOi azblHOAPbIH, KbIChbIMObI, KbIWKbLIObIKMbI, MOMbIZY-MOMbIKCbI30AHY
JHagdailnapbiH, yYpaH KOHUYEHMpAyusiChlH, YHebIManapobly MHCYMbIC KabinemiH J#oHe MmexHOA02USbIK
epimiHdinepdiy pykcam emineeH aliMakma ycmanybiH Jicedea 6akbiiay MyMKiHOieiHe mayendi 60/1ybiMeH
aHbikmanaobl.  XKymbicmbiH — 20icmemenik — Hezi3iH  XAAbIKAPAAbIK  YCbIHbIMOAP, AWbIK  2bLbIMU
HCAPUSIAHBIMOAP, peakmuemi-macbimanday mooenboepi, yugppablK e2izdep, MAWUHAIbIK OKblmyeda
HezizdenzeH cyppozam mooenboep JicaHe MOOeabOiK-00124camoblK 6ackapy xHceHiHOez2i depekmep Kypatliobi.
IIlony HamudiceciHOe HAKMbl yakbimmaebl 6ackapy copebliapobl Hemece ped2eHm MeaepiH asmomammal
pemmeymeH wekmenmelimiHi, KepiciHwie «depekmep - modeab - backapywbl acep - 6akblLiay» mypindezi
myliblK KOHmMyp peminO0e Kapacmbipbliybl muic ekeHi kepceminodi. ¥CbIHbLIZAH MYNHCbIPbIMOAMAIbIK Hezi3
eHOipicmik muimOinikmi, pedeeHmM WbI@bIHbIH, 2UOPABAUKAIbIK OKWAyAayObl, YHebIMA dAAHbIHbIH
MYpaKkmbLibIebIH HCIHe IKON02USIbIK WeKmeyaepoi bip xcyliede yillecmipyze 6azbimmanzaH.

TytiiH ce30ep: ypaHobl dcepacmbl wativmanay; ISR; HaKMbl yakbimmagbl MOHUMOPUH2; MEeXHOA02US/IbIK
napamempsep; peakmusmi-macbimanody mooeni; yuppbik e2iz; modenboik-bomxcamoblk backapy; SCADA;
asmomammaHobIpy.

Kipicme. Ypanzgel »kepacTbl LIaiiManay Kasipri ypaH eHZipiciHferi MaHbI3/bl
TeXHOJIOTUsUIapAblH, Oipi Oosbi caHamazgel. By agic keHzi >kep OeTiHe IIbIFapMaid, ypaH
MHHepaapblH >Xep KOWMHAybIHZA epiTil, eHiM/i epiTiHiHI aiifiay JK9He COPBII aly YHFbIMalapbl
apKbUIbI ajlyFa MyMKiH/iK 6epefi. CoHapikTaH ISR TeXHO/IOrHSCH Ka30a )KYMbICTapbIHbIH, KOJIEMiH
asauTtajpl, YHIHJiIep MeH Ka/lJblK KOWMasapblHA TYCETiH >XYKTeMeHi TeMeHJeTell >XoHe KeH
OPHBIHBIH, T'H/IPOTe0JIOTHSI/IBIK, JKaFJakibl Koaibl 60FaH Ke3/je eHipicTi ukeM/i yibIMaCThIpyFa
JKarJ,au >kacaupl.

ConbiMeH Oipre >kepacTbl I1aliMasiay KaparaiibiM TeXHOJIOTUsSI eMeC. OHAIpICTIK HaTWXKe Cy
TYTKBIII TOPWU30HTTAFbl CYy3i/lleTiH aFblHAADFa, KeH JAeHeCiHiH eTkKisrimTiri mMeH OipTekcisziriHe,
epIiTiH/iHIH KbILLIKbUI/IbIFbIHA, TOTBIFY-TOTHIKCHI3/IAHY KaF/anaapblHa, YpaH MUHepaiJapblHbIH epy
KUHEeTHWKachblHa, COpOLMs >KoHe eKiHIIi peTTiK MuHepan Ty3ily mpouecTepiHe Tayenzi. Ocbl
(bakTOpap/bIH, KOMIiJiri KeHiCTikTe /e, yakpITTa Aa e3repin oThipafbl. COHABIKTaH OrepaTop
KEIlrin ajblHFaH OpTalla JepeKkTepre FaHa CYWeHCe, epiTiHJIHIH epTe OTYiH, YHFbIMaHbIH
KaObL/IaFbILITHIFBIHBIH, TOMEH/eyiH, peareHTTiH apThIK >KYMCaayblH HeMece eHiM/i epiTiHAizeri
yPaH KOHLIeHTPALMSICHIHBIH, TOMeH/IeyiH yaKbITbIHa OaliKali aiMaybl MyMKiH.

Ochbl MaKayafiarbl HeTi3ri FbUIBIMU Macesie — ISR O/I0TBIH HaKThI yaKpITTa 0OacKapbLIaThbIH
KYPZesni THIpOreoTeXHOOTHSIBIK OOBEeKT peTiHze KapacTelpy. MyHJail oObeKTifie Aepekrepni
JKMHAY, O71ap/ibl MOZe/bMEeH Ca/IbICTBIPy, OacKapy IIelIiMiH TaHzAay KoHe HITWKeHi Oakpbuiay Oip-
bipinen Genek emec, OipbIHFal [UGPJIBIK KOHTYP pPeTiH/e YIbIMJACThIPBUTYbI KaKeT.

3epmmeyoiH makcambl MeH MiHOemmepi. 3epTTey/iH MaKCaTbl — ypaHbl XKepacThl I1aiiMaay
Ke3iH/le TeXHOJIOTHS/IBIK, ITapaMeTp/iep/i HaKThl yaKbITTa MOHUTOPUHITEY KoHe OacKapyra apHairaH
LLI0JIYJIBIK, TY)KbIPbIMZIAMaJIbIK Heri3/i KabIITacThIpy.

— ISR ypzepicingeri 6acKkapbliaTbiH TapaMeTpiep/i THAPOIUHAMUKAIIBIK, Te€0OXUMUSTBIK, OHIMALTIK
JK9He 3KOJIOTHSITBIK TOTMTapFa besy;
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— HAaKThl YaKbITTarbl )KoHe >KaKbIH HAKThI YaKbITTarbl [lepeK KO3/lepiH aHbIKTay;

— SCADA, 3epTxaHa/blK Tajjay, OHJAWH eJilleynep, Oakpliay YHFbIMa/iapbl, pPeaKTUBTi-
TackIMasIZiay MOJZIeJTb/iepi kaHe 1UGPJIBIK eTi3 apachlH/aFbl 0AaliIaHbICThI KOPCETY;

—  OHJIpiCTIK THIMATIK TIeH 5KONOTHSUIBIK IIeKTey/lepAi KaTtap eckKepeTiH 06acKapy JIOTMKachbiH
curarray;

— aBTOMAaTTaHABIPY k9He OacKapy MaMaH/bIFbl TYPFBICBIHAH 9pi KapaWfbl 3epTTey OarbITTapbiH
YCBIHY.

Odebuemmepae WOMY JHCIHEe eblLAbIMU Heei3. XanblKapanblK YCbhiHbIMAapAa ISR/ISL
TEXHOJIOTUSIChI T€0JIOTUSI/TBIK, TUAPOTe0/I0THSTBIK, SKOHOMUKAJIBIK >)KoHe SKOJIOTUSI/IbIK TajanTap/ibIH,
yisiecimi peTiHjie KapacThIpbulaZibl. ¥ HFbIMA a/laHbIHBIH, >)K0OaaHybl KeH JleHeCiHiH reoMeTpHsIChIH,
OTKI3TIIITIriH, TH/IPAB/IMKAbBIK OKIIIAay/JaHYbIH )KoHe OaKpliay YHFbIMajiaphl KYHeCiH ecKepyi THiC
(IAEA, 2016). KazakcraHZa KYKipT KBIIIKbUIABI IIaiiManiay KeH, TapasifaH, aj KehoOip engepge,
acipece KpIMIKBIT CiHIpriln MUHepaiZiapbl KOm Cy TYTKBIII TOPU30HTTap/a, KapOOHATTBI-CimTii
epitinainep konaanbinaabl (World Nuclear Association, 2026b).

Congrbl 3eprTeysep ISR TeXHONMOrUACBIHBIH, AaMybl I1aliMajiay pPeXXUMIH AYphIC TaHJayMeH,
OTKI3TIITIK »KaFfalblH OakbUlayMeH, KOpIIaFaH OpTara ocep/i a3aiiTyMeH >koHe pDeaKTHBTi-
TackIMasiZlay MOJeNb/iepiH KeHipeK Ko/jaHyMeH OainmaHbICThl ekeHiH kepcerexi (Li »kaHe Yao,
2024). MyHpaaii Mofenbliep  epiTiHAI  KO3Fa/bIChlH, XUMUSIBIK  peaklusiiapbl, ypaH
KOHIIEHTPALIMSIChIHBIH, ©3TePYiH KoHe KAJ/IbIK epiTiHAilep/iH bIKTUMaa MUTPALUsAChIH OarasayFa
MYMKiHZIK Oepefi.

KaszakcTaH KeH OpbIHZApHI YILUiH MUHepaAblK KypaM MeH epy KMHeTHKAChl epeKIle MaHbI3/bl.
Kurmanseiit >kaHe Gipnecken aBtopsap (2022) KyKipT KbIIKbLIABI epiTiHginepae UO2 >kane UO3
epy >KbUIJAM/IBIKTapbIHBIH JPTYP/Ii OONaThIHbIH, COH/Ial-aK >KBIHBICTBIH, KBIIIKbUT TYTHIHYBI
OH/IIpIiCTIK KanmbiHa KeNTipyre acep eTeTiHiH KepceTTi. [lemek, Gipzeli aiifiay MILIFBIHBI 9p O/I0KTa
9PTYPJIi HITWXKe Oepyi MYMKiH; Oy/T HAKTBI yaKbITTarbl OaCKapy/IblH MiHZETIH KypZe/eHzipesi.

OHepPKICINTIK peakTUBTI-TacbIMaifay MOZe/bJepi YIIe/emMAl reo/IoTUsIbIK CUllaTTaMaHbl,
OTKI3TIIITIK 6PiCiH >)KoHe reoXUMHUSIBIK, (halivsiiap/bl Tanan etefii. Lagneau >kaHe apinTectepi (2019)
MyH/Iali MoJlebIep/iiH, OH/IipiCTiK KoJijay MeH 3KOJIOTHS/IBIK OaKbliayAarkl pestiH cumnaTTaca, Collet
»kaHe apinrectepi (2022) Ily-Capoicy 6acceitHinzeri TepTKy/IbIK KeH OPHBI YIIiH ipi MacmTabTh
yLLe/IIIeM/i MOZiesb/iey MbICasbiH YChiHFaH. by 6arbrrtap ISR 6s10rbIHBIH, LIMGPIIBIK eri3iH KypyFra
FBIJILIMM HeTi3 bepefi.

Hepextep Mo,
nens RTM
SCADA, ML, u.uq)pnm's
eris

LWewim MPC,
YChIHBIC,
wexKTeynep

DaTYMKTEp,
3epTxaHa

Scep copFel,
WELIFEIH, pearedT

1- cypet — XKepacTsl 111afimMasay rapaMeTp/iepiH HaKThl YaKbITTa 0aCKAPYAbIH TYHBIK KOHTYPBI

Marepuanzap >koHe 3/jicTemMesniK Tacii. By makasa mo/1y/bIK-TaagaMasblK CUTIaTTa )Ka3blIbl.
Herisri matepuanzap peTiHe allblK Xa/blKapajblK HYCKay/ablKTap, FbUIBIMU Makasasap,
TeXHUKAJbIK II0/Ty/Iap, PeakTHUBTi-TachbIMasjay MoJenbepi OOWBbIHIIA 3epTTeysep KoHe YHFbIMa
alaHAapbiH IUOPABIK Oackapyra KAaTbhICThI >KapUs/IaHbIMJAp KApacThIPbUIALL Makana >kaHa
OHJIIPICTIK ChIHAK HEMece HaKThl KeH OJIOTBbIHZAFbl CAaH/BIK OCIiM Typasbl MaJliMIEMe >KacaMaM/Ibl;
MYH/Iai HOT>KeJ/Iep OHEePKICINTIK JiepeKTepMeH apHaiibl BaUAIUSHBI KaXKeT eTeli.
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OficTeMeiK TYPFbIJaH XYMBIC YIII Ke3eHHeH Typazjbl. bipinmii ke3enzge ISR mapamerpiepi
backapy (yHKIUsICbIHA Kapai TONTacThipbulbl. EKiHIN Ke3eHze o9p TOM VIIiH HAaKThl yaKbITTa
HeMece >KaKblH HaKThl YaKbITTa a/bIHATBIH JepPeKTep aHbIKTa/AZbl. YIIHII Ke3eHJe eJlley/epi,
MoJiesibIiK 60/mKaMbI XKoHe OacKapyllibl apeKeTTi 6aiaHbICThIPaThIH TYKbIPbIM/IaMaslbIk, 6acKapy
KOHTYDbI YCbIHBI/I/IBI.

ISR o0®BekTiciH 0acKapbl/IaThIH JKyiie peTriHAe cumarray. ISR OJiorblH KerjeHreii
Oackapy 0OBeKTici peTiHJe KapacTeipyFa Oosazabl. TemeHri [JeHreije COpFbUIAp, IIBIFBIH
eJIILIeTillITep, KbICHIM /IaTUMKTepi, peareHT Oepy ToparTapbl >K9He >KeKe YHFbIMajap OpHasacajbl.
Opta JeHreiiie 6HIMZI >X9HE >KYMBIC epITiHZINEpiHIH XUMUSIBbIK KypaMbl, YHFbIMasaap/blH,
OHIM/ILJTITi, 3epTXaHabIK Taaay HOTHKelepi >koHe 0aKblIay YHFbIMa/IapbIHBIH, epeKTepi eHeneIi.
JKoraprbl ieHreiie KeH KabaTbIHBIH, [TU(PIILIK Moe/Ti HeMece IU(MPIIBIK, eri3i OpHAIachIN, epiTiHzi
KO3Fa/bIChlH, IaiiManay (pPOHTBHIH, ypaH KOHLIEHTPALMSCHIHBIH, ©3repyiH >KoHe SKOJIOTHSIBIK,
aybITKY/Iap/IbIH, bIKTUMAJIILIFBIH O0/KAN/Ib.

ISR 6noreiHbiH, U pnbIK erizine apHanFad KabaTTeiK apXuTeKTypa

1. flanansik nenren
COpFBIAAP, WhiFBIH BAWETILITE, KEICHIM ABTYMKTER], yHFbManap

2. Bnuwiey XaHe AepeK AeHreni
SCADA, 3epTxaHansix Tangay, oHnai pH/Eh/EC, Gaksinay yFuiManape:

3. Mopensney nenreni
peakTueT-TacuManaay moaeni. cypporat ML-monens, Genricizalk Tangays

4. backapy Aenreni
MPC, onepaTop YChiHBIMOAP,, KBYINCis WeKTeynep, CUsHapHi TaHaays

5. Hatwxe pnewnreni
eHAIPY TYPAKTINLIFE, PEaredT yHeMi, epiTiHiHi yeTan Typy, Kannssa KkenTipy Tayekeni

2-cypet — JKepacTsl maiiManay 6;10TbIHBIH, LU(PIIBIK erisiHe apHaaFraH KabaTThIK apXUTEKTypa

BackapeiiaTelH TapamMeTpsiep >koHe JepeK Ke3zepi. HakTel yakpITTarel Oackapy YIIiH
napaMeTp/iH, 6HZIpiCTiK (YHKLHMSCHI FaHa eMeC, OHbIH, LIeKTeylli (YHKLUUSACHI [a MaHbI3/bI.
Mbicanbl, alifiay WIBIFBIHBIH aPTTRIPY OHIM/II epiTiHAi KesieMiH KebelTyi MyMKiH, 6ipak OaiiaHbICy
VaKbITbIH a3alThIll, epiTiH/iHIH Ka)keTci3 OaFbITTa KbUIZAM OTY KayIliH apTThipafbl. KBHIIKBLT
KOHLIeHTPaLMsIChIH KOTepy ypaH epyiH JXbUlJamzaTybl MYMKIH, anai/ja peareHT LIbIFbIHbI, eKiHIIi
peTTiK TyHOa Ty3i/yi KoHe KeHiHTi Ka/lbIHa KeJITipy MILIFLIHAAPHI [ja 6CYi bIKTUMAJT.

1-kecTe — YpaHZbI KepacThl [laiMasay/ia HaKThl YaKbITTa 0aCKAPbUIATBIH HETI3Ti mapaMeTprep

ITapamerp HakTtb1 yakpITTarbl | backapymsbl speker TYpPaKTBUIBIK 6/Iemi
TOOBI JepeKTep

aiifjlay »KoHe COPBIN any | arbiHAApABl Kakita Oeny; | epiTiHmgiHi  O/ok  imiHze

'mpposvHaM | LUBIFBIHBI; KBICHIM; YHFBIMa | CODFbI PeXXUMIH ©3repTy; | ycram TYPY; epre
UKa KaOBLIJAFbIIITHIFBI; cy | »keprimikTi KBICBIM/IbI | TUAPOAUHAMUKATIBIK OTyre
RENE Ui TOMEH/IETY KoJ1 bepmey

pH, Eh, H2SO4 Hemece | peareHT /[03aChiH TY3€TYy; | KETKiTIKTi epy
Epitinai kKapboHaT peareHTi; | epiTiHJi KypaMbIH >XdHE | JKbUILAMbIFbI JK9He
TeOXUMHUSACHl | TOTBHIKTBIPFBILL; OaiinmaHbICy VakKbITbIH | peareHTTiH, IIamMaZlaH TbIC
cynbarrap; Fe, Ca, Mg e3repry JKYMCamaybl
FbIMajlap/Ibl
ypaH KOHLIEHTPaLUsIChI; ¥H PA ..
A OaceIMZIBIKKA O6/Ty; aFblH | ypaHAbl — aldy  JleHreliH
eHIMZ1 epiTiHAl IIBIFBIHBL
S . OarbITBIH ©3repTy; | peareHT  IIeH SHeprus
OHimzimik KaJINbIHA KeJTipy T
OJIOKTBI KOCBIMIIIA | IIBIFBIHBIH ecipmeii
JVHaMUKacbl; MOHA/IMacy .
. maiiManay Hemece >kaly | »KakcapTy
JKyKTemeci .
mentimi
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OKOJIOTUSJTBIK,
Oakpuiay

OaKplslay YHFBIMaIapbIHbIH
XUMMSCBI; THULPaBJIUKaIbIK
IPaJIveHT; MUTpaLys
VH/MKaTOPJIaphl;
PaZivi0JIOTUATIBIK
KOpCeTKIIITep

Tepic ¢y  GamaHChIH | pyKcar eTiireH acep
caKTay; MOHHUTOPHMHITI | alMaFblH  CaKTay  >KoHe
KYIIeNTy; KayinTi | KarbHa KenTipyre
peXXuUM/JepAi LeKTey JAlbIH/BIK

2-Kecte — HakThbl YAKbITTAFbI 6aCK,apyFa dpHa/IFaH JepPEK KBBAepiHiH Ca/IbICTBIpDMAChI

Hepek ko3i Kuimik APpTBIKIIBUIBIFBI ITekTeyi
SCADA koHe | CeKyH[- IIBIFBIH, KBICBIM JK9HE CODFBI | XUMUSUIBIK TIPOLIeCTep/i Tikeen
TeJieMeTpuUsi MHHYT KYHiH xefien 6akpliay TyciHzipmen i
Onnaiin MUHYT- pH, Eh, oasekTpeTtkisrimTik | Kanmbpsey,  JjlacTaHy — JKaHe
XUMUSJIBIK, carar @3repicCiH epTe KepceTei npeiid Macenenepi 6ap
JlaTYUKTEP
3epTXaHasbIK, caraTr-KyH ypaH, KocCrajap >X9He peareHT | KeLIiry Oap, COH/IbIKTaH
Tangay KYPaMbIH CEeHiM/Ii aHbIKTal/bl backapyra Tikeseit acepi basy
Bakpinay caraT-KyH/ | epiTiHfi MUTPaLUsIChI MeH | KeHICTIKTIK KaAMTY LLIeKTey/Ii
YHFbIMajiapbl arta 9KOJIOTUSI/IBIK TIyeKensi

barasaiabl
PeakTuBTi- cueHapuili | GU3MKaNbIK TYCiHAIpMeci KyIITi, | ecenTey yaKbIThI Ker,
TaceIMasngay K/ y3aK Mep3imzi 6o/mkam bepesi KaaubpJieyre Tayesai
Mozeri TePUOATHIK,
ML  cypporar | ceKyHA- )Kefie/ CKPUHUHT >KoHe 0acKapy | WHTepIpeTalysiChl  IIeKTeyIi,
Moz el MHHYT HYCKaJIapblH Ca/lbICTBIPY OKBITY JlepeKTepiHe Tayenzi

™

a

B Hexrw yekeTTarw Repex

Feoxumun Smimginix

[l 5acxapysa scepi

L] . 3 H
3 a 4 4
’ 3 II II j i

MApoAMHBMIKS

Skonorua

B 5enricisaikiteyeken

3-cypert — ITapaMeTp TONTapbIHBIH, 6aCKAPy TYPFBICBIHAH CAJTBICTHIPMAaJIbl OaChIM/BIKTaphI

Harwmxke: Hakmbl yakbimmaebl 6ackapyobl myx#cbipbiMOamabik modei. Illony HaTvKeciHze
HaKThl yaKbITTaFbl OacKapyzblH, OipiHINI MaHBI3/bI KaFWZAThI PeTiH/e iSr OJOTBIH KerMaKCaTThl
Oackapy 0OBeKTiCi 1en TaHy YChIHBITabI. Oy 00BeKTifie O6ip FaHa MakcaT — ypaH KOHIIEHTPaLUsChIH
apTTBIPY - JKETKIIKCi3. 6acKapy aaroputMi eHiMZL epiTiHZi canackiH, epiTiH/i MIBIFBIHBIH, PeareHT
TYTbIHYbIH, YHFbIMasiap/iblH, TYPaKTbUIbIFbIH, TM/PaB/IMKa/bIK OKIIay/ay/ibl )KoHe Ka/lblHa KeITipy

Ke3eHiH/eTi BIKTIMas Toyekesnzepi Oipre eckepyi THic.

ExiHii KarugaT — Moienibre cyiieHreH 6ackapy. HakThl yakbITTarbl lepeKTep KbICKa Mep3imzi
JKar[anibl KepceTelli, an peakTUBTI-TacbIManjay MOJEi CON JKar[au/blH TeOOTHSIbIK, JKoHe
reOXUMUSI/IBIK, cebenTepiH TyciHAipyre MyMKiHZAiK Oepeni. Bipak Tossik RTM appaibibiM xefen

Backapyra )eTKiMiKTi )Kbu1am 6os1a 6epmeiizi.
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CoHJIBIKTaH MPAKTUKAJIBIK XKyhee erkei-rerkeitsii RTM 6a3asbIk HeMece 3TaoH/IbIK MO/IeTb
peTiHze, a/l MalllMHa/bIK OKbITyFa HeTi3fie/ireH CypporaT MOJe/b JXKeJel CLEeHapUW/IiK ecenTey
Kypasbl peTiHzie KOJ/IJaHbUTybl MYMKIH.

YiriHmi Karugar — 6GacKapbliaThiH aBTOHOMMS. ABTOHOM/BI JKyie OHZIpICTIK pexumzi
eKkTeyci3 e3repre anMauael. O KbIChIM, Cy OasaHchl, Oakbiay YHFbIMajapbIHBIH XUMUSIIBIK,
KOpCeTKillTepi, COpPFbl Kayimci3ziri >koHe epiTiHAi Kypambl OOWbIHINIA ajAblH ana OenrineHreH
LIeKTep iliHZle FaHa 9peKeT eTyi Kepek. EH IIbIHaMbl )KOJ — Ke3eH-Ke3eHMeH eHri3y: ajfibIMeH
MOHHUTOPUHI' TIeH [UarHOCTHKa, OJjaH KeliH orepaTopra YChIHbIC Oepy, KeiliH TemMeH Tayekesai
9peKeTTepZli aBTOMATThl OpBIHJAY, €H COHbIH/A TaHJa/FaH TMapaMeTpsep OOWBIHIIIA MOJE/NbIiK-
6omkaMBIK OacKapy.

Kannuina
Kentipy

Baunanuc

! - - s “u
‘ --
- : :

Owwaynay TypaxTeiAbiK

Onaipy

Pearent

WniFpir

Kpicoin d

3
K

pHIER

3 2 3 2

4-cypeT — backapbuiaTbIH ITapaMeTp/iep MeH eH/1ipiCTiK-9KO/IOTHs/IBIK MaKcaTTap OaiaHbIChI

U KoMueHTpaumace
¥rFuma kydi

BaKsinay YHFBIMacs 7

3-kecte — ISR nmapameTpsiepiH 6acKapy/ia KOI@HbUIAThIH LUMBPIIBIK )KaHEe MOJIE/IBIIK JficTep

9jic Konpanbily MaKcaTbl APTBHIKIIBLIBIFBI Haszap ayaapaTbIH
Macesie
SCADA- oreparisIbIK JKeZleJl JK9HE TYPAKThl | XUMUSUIBIK — ©3repicTtepfi
OakpLiay rapameTpJiepi Tipkey JlepeK arbIHbI JKeKke e3i TyciHAipmen i
PeakTtuBTi- epiTiHAi KO3fa/lbIiChl MeH | (WM3UKaJIBIK, JKOHe | OTKI3TIITIK TeH
TacbIManjay peakiysapb6l omKay reoOXUMUSIIBIK HeTi3i 0ap | MHUHepanorus Typasibl
MozeJIi JlepeKTep KaxkeT
ML  cypporaT | 6ackapy HYCKalapblH Te3 | >KbUIZIaM ecernTey >KdHe | OKBITY /IePeKTepiHeH ThIC
MOJie/lb CaJIbICTBIPY OHJIalH pexxumre | >karaiiza CeHiIMZAiiri
Gettimaeny TOMeH/Ieyi MYMKiH
MPC Ooarmak, aybITKyIbI | mIeKTeysepAi (hopManasl | MOZe/b carachblHa >KoHe
anibH ana eckepin | Typze eHrisezi LIeKTeyJIepAiH ZLYPBIC
Oackapy KOMBITybIHA TAYesi
Hudpisik eri3 JepeK, MoJenb  JKJHe | oreparopra TYTac | Jepek carachl,
tierrimMzi 6ipikTipy JKaFIal/ibIK KOpiHiC | uHTerpauus JKoHe
6epeni Ba/MJalldsl  TasanTapbl
JKOFaphl
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4. Tomen Tayexenai
ssTopeTTEY

L. Mowwro) e 2. DuarnocTisa 3. Veum 5. MPC komTypal

5-cypeT — ISR 6ackapybiH Ke3eH-Ke3eHMeH aBTOHOMMUSIIaH/bIPY JIOTHUKACKHI

Tankpiay. YcbHbUIFaH Tocin ISR Tuimzinirin - TyciHzipygi keHewteni. [lsctypai
KOpCeTKIillITepre ypaHAbl ajly JeHreui, eHiM/i epiTiHAi/eri ypaH KOHLIEHTPaLUsChl )XKoHe peareHT
IIBIFBIHBL  JKaTafibl. AJl  UU@pAbK, 0ackapy KOHTYphIHAQ OY1 KepceTKiuTep Cy3imyaiH
TYPAKTbUIbIFBIMEH, TH/PaB/IMKa/IbIK OKIayJayMeH J>KoHe SKOJIOTHsIBIK OakpulaymeH Oipre
KAapacCThIPbLIYbI THIC. Ocipece KbIIKbIIABI ISR >KaFjalibiHa epiTiH/iHIH, arpeCCUBTI/ITIH apTThIPY
ypaH epyiH KylLlIeHNTKeHiMeH, KbIIIKbUT TYThIHY/IbI, KeyeK OiTesyiH >koHe KeHiHTi Ka/biHa KelTipy
LIBIFBIHJAPbIH YIFaUTYbl MYMKIH.

PeakTHBTI-TackIMasiZiay MO/IeJTi Te0/IOTUSUTBIK CUTIaTTaMa MeH 0acKapyIIbI IIelTiM apachIHZAFbI
Oali1aHBICTHIPYIILI OyBIH KbI3METiH aTKapazbl. Oy 0ip aliMakTa Here y3ak 0aiilaHbICY YaKbIThI KKET
eKeHiH, eKiHIIIi aliMaKTa Here aFbIH/[bl KaiiTa 06/Ty KepeKTiTiH, aj YIIiHIIi aliMaKTa epiTiHAi KypamMbIiH
©3repTy Here MaHbI3/bl €KeHiH TyciHzipeni. JlereHMeH Mojenb Genrici3ziri >korapel OOMBIN Kaja
Oepefi: »Keprijiikri eTKi3rimTiK, ca3apl kabarrapabiH, Tapanybl, U(IV)/U(VI) KaTbIHACKI, KBIIKBLT
TYTBIHY ’K9He COPOLMS/IBIK KaCHeTTep TOJbIK, Oenrisi 6o/Maybl MyMKiH. TYpaKThIIbIK, TYPFBICBIHAH
Oakpliay yHFbIMasapbl OHAIPiCTIK YHFbIManapMeH Oip 1y¢p/IbIK KOHTYP/ja KapaCThIPbUTYbI KaXKeT.
Erep skonorusinibik Aepekrep 0esiek xKaHe Kellirin eHgesice, )Kyiie eHIipiCTi oHTal/laHbIPFaHbIMEH,
TU/paBIYKabIK, OKIIay/aay/bl 9cipeTyi MyMKiH. COH/IBIKTaH 3KOJIOTHS/IBIK MOHUTOPHHT Oackapy
anropuTMiHiH OesiceHAi IIeKTeyi peTiHAe eHri3iiyi Tuic. ¥UBIMAACTBIPYIIBIIBIK IIApTTap Ja
MaHpI3/Ipl. CeHiM/Ii aBTOHOMUS YIIIiH CTaHJapTTa/IFaH JepeKTep 6a3ackl, 3epTxaHasbiK >koHe SCADA
»Ka30anapbIHbIH OipbIHFali (JOpMaThI, JaTUMK CarachlH OaKbUIaY, aybITKYyFa »Kayar Oepy persiaMeHTi
KoHe WH)XeHepJTiK Maky/jay TapTibi Kaxker. Ochl mapTTap OpbIHAAIMaca, Kypzeni Mofenb/iH, e3i
ceHimzi 6ackapy Kypasibl 60/1a anMaizbl.

1

epfrinai kosraguicss xone bysinerhr” |
pearinn shwar

: A

6-cyper — ¥HFbIMa ajlaHbIH/AFbI aliflay-COPBII any OalaHCHIHBIH, KaparaibiM cy/10ack

FbuibiMU J#CaHe NPAKMUKA/bIK MAHbI3bl. ISR TeXHOIOTUSICHIH OH/IiPiCTiK-Te0I0TUsTBIK 00BEKT
peTiH/le FaHa emMec, KeIllapaMeTpJIi, IeKTeysepi 0ap, epekKe HeTi3enreH Oackapy »Kyieci peTiHze
KapacTeIpybiHga. MyHzia G6ackapy 0OBeKTiCi >kep KOWHaybIHZA OpHaJaCKAH/ABIKTaH, OapJiblK Kyl
aliHbIMAa/IbIJIAaPBIH TiKesel esiiey MyMKiH eMec. COHABIKTaH Oakpiay, Mojfienb/ey, 0o/mKay >kKoHe
oTiepaTopJIbIK 1erim 6ip >Kyiiere GipikTipinyi Kepek.
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[TpakTUKasbIK TYPFbIaH YChIHBITFAaH TYKbIpbIMIaMa ISR 6/10rbIHa apHaFaH HUGPIIBIK, eriszi
»kobasiay, HakKThl YaKbITTaFbl JepeKkTepAi KypblibiMzay, 6ackapy anropuTMJepiHiH IIeKTeyJepiH
Oenriney »KaHe orepaTopFa apHa/IFaH IIelIiM Kabbuiiay »KyheciH a3ipsiey yiiriH 6actamnkel Heri3 60s1a
anapl.

4-kecte — HaKThl yaKbITTaFrbl 0aCKapy/ibl JAMBITYIaFbI IIIEKTEYJIED >K9He 3epPTTey OarbITTaphl

ITTexTey Hemece Macesie Backapyra acepi Kesneci 3epTTey 0arbIThI
OTKI3riwmTiK opiciHiH | epiTiHAI KO3FajBICBIH 0OO/DKAy | YHFbIMA [epeKTepiMeH MOJesb/i
Genrici3airi KATeJIiri apTa/ibl TYPaKThI Kaubpiiey

XUMUSJIBIK, [JATYUKTEpAiH
npetidi

pH/Eh OGoiibiHIIIa KaTe IeIIiM
Kayri 6ap

JMATUUK CcarachlH 0akpliay KoHe
3epTXaHasbIK, IepeKTieH CanbICThIPY

RTM eCeMNTeyiHiH | HAKThl ~ yaKbITTaFbl  0acKapy/ia | KbUIIaM CypporaT MOJeb >K9He
Oasty TbIFBI KeLIiTry TybIHAalIbI TUOPUATI ecenTey apXUTEKTypachl
DKOJIOTUSITBIK, OHZIpiCTiK OHTalaHBIPy | Gakbliay yYHFbIManapbiH OemnceHi

JlepeKTep/iH Keliryi

LIeKTeysepZeH aXbIpaybl MYMKiH

LLIeKTey peTiHJe eHri3zy

OHepKaCINTIK
JepeKTeP/iH >KaObIKTHIFbI

aaropuTMIepai
KUbIHJAN/b1

Baaliyda/i1ay | daHOHHUMJE/I'eH
JKHUBIHAPbI JKoHe

OJIOKTBIK 3epTTeysep

JiepeKTep
MUIOTTHIK,

KopbITbIHABI. YpaH bl )XepacTsl 11aliMasiay IapameTp/iepiH HaKThl YaKbITTa MOHUTOPUHITEY
»aHe Oackapy ISR 6morbiH 1MpPI/IBIK, MOAebre HeTi3e/NreH >kaHe IeKTeysnepi 0ap Oackapy
00BeKTiCi peTiH/e KapaCThIpyAbl Tajam eTefli. By TaciifiH MakcaTbl Te€K aFbIMIAFbl OHZIpYi
apTTbIpy eMeC, COHbIMEH KaTap CY3UlyZAiH TYpaKTbUIbIFbIH, peareHTTiH, YTbIM/bl LIbIFbIHBIH,
TU/IPAaB/IMKa/IbIK, 0amaHCThl >KoHE SKOJOTUSJIBIK KAyimci3mikri cakray Oosbim TaObutazpl. EH
nepcriektuBanbl 0arbIT - SCADA, 3epTXaHasibIK JepeKkTep, OHIalH XUMUSIbIK, MOHUTOPHHT,
Oakplay YHFbIMaziapbl, PeakTHBTi-TaCcbiMa/iay MOJe/b/iepi, MallMHAIbIK OKBITYFa HeTi3[e/nreH
Cypporar Mojie/ibJiep »KaHe MojieNb/iK-00/rKaM/IbIK 6acKapy bl 06ip LUMPIbIK KOHTYpFa OipikTipy.
MyHziaii )Kylie aybITKyFa Kellirin >xkayar 6epyzeH 6ackapy peXXUM/epiH aj/bIH ajla TaHJayFa Kelryre
MYMKIiHJiK Oepefi.

ISR aBTOHOMUSICHI OackapblIaThlH AaBTOHOMHSI TYpiHZe Jamybl THIC. AJITOPUTMZEp
[MarHOCTHKa, O0/pKay KoHe TOMeH TayeKesi/li Ty3eTy/epi OpbiHAal anajel, Oipak CTpaTerwusuibIK
peXXrM e3repicTepi MH)KeHepsTiK OakplIay/ja KoHe SKOIOTHSIIBIK, [IIeKTeyJ/iep LIeriH/ie Kamybl KaKeT.
Bonariak 3epTreysiep HaKThl OJIOKTBHIK AepekTep OolbIHIIA LUMPIIBIK eriszii Kanmubpieyre, ceHimai
backapy anropuTMepiH 33ip/ieyre )KoHe HaKTbI YaKbITTarbl OacKapy/blH ypaH[bl amy JeHreiiHe,
©3iHJIK KyHFa >XoHe Cy TYTKBII TOPU30HTTHI KAJIbIHA KeNaTipyre acepiH Oarasayra OaFbITTamybl
Kepex.
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Aunomayus. Ilepexod k HWHOycmpuu 4.0 u eHedpeHue yugposbix 080lHUKO8 mMpebyiom
macwmabupyembix U 8bIUUCAUMEABHO ONMUMU3UPOBAHHBIX CEHCOPHbIX cemell. B cmambe pewaemcs 3adaua
onmumu3ayuu cbopa eubpomempuueckux OaHHbIX 8 APXUMeKMypax npombiulieHHo20 MHmepHema eeujell
(IIoT). IIpedcmasneHo mamemamuueckoe MOOeAUPOBAHUe, anndpamHds ONMuMU3ayus U 3MnupuvecKas
ganudayusi damuuxa asmoouHHol uHmepgepomempuu (SMI) 0as nepugepulinbix ebiuucaeHuli (Edge
Computing). Ha 6a3ze nazepa ADL-65075TL (650 HM) u onmumu3upo8aHHO20 aHd10208020 uHmepdetica
(OPA2134) ¢ eupmyanbHolu 3emneli 2.5 B cucmema u3enekaem HAHOMemposble MUKposubpayuu
UCKMOYUMebHO 3d cuem onmuueckoll obpamHoll ces3u. BbiuucaumenbHas onmumusayus docmuedaemcs
nepeHocom anzopumma 6bicmpozo npeobpazoeanuss Dypbe (BIID) Ha mukpokowmpoatep ESP32
(3adepaicka
<18 mc), umo muHuMu3upyem cemeeotl mpaguk, nepedasasi 8 apxumexkmypy yugpogozo 080UHUKA MOAbKO
CNeKmpa/bHylo meaemempurio.

Kioueebie cnoea: agmoouHHasi uHmepchepomMempusi, onmumu3ayusi eblyucAeHull, nepugepuiiHbie
8blyuc/aeHUs:, Yugpoeoll 08oliHUK, npedUKMuUBHOe 00C1yxcuBaHue, NnpombilaeHH bl [0T.

BBepenune. Peanuzaims koHuenuud HWuzayctpun 4.0 M apXUTeKTyp IpeJUKTUBHOIO
00C/Ty)KMBaHUs Hepa3phIBHO CBsI3aHa C TIOCTPOEHNEM BBICOKOTOUHBIX [M(poBbIX ABOMHKKOB (Digital
Twins) ripon3BozcTBeHHBIX cucTeM [1]. [Insi afeKBaTHOM CUHXPOHM3ALMHU (hr3UYecKoro obbveKTa u
€ro BHUPTya/JbHON MoJen HeoOXOAWM HerpephiBHBINA COOp AMAarHOCTUUECKOW TeseMeTpuu. B
YaCTHOCTH, JJAHHbIe 0 MUKPOBUOPAL[USIX BBICOKOTO pa3pellieHrsi KpUTHUeCKH BayKHbI [I/isl BbISIBJIEHUS
CTPYKTYPHOM yCTa/0CTU MeXaHU3MOB 3a/10/IT0 /10 aBapUMHBIX cUTyauui [2].

MaccoBoe pa3BepThiBaHHE [JaTUMKOB TOPOXK/AeT CAO0XHYH ONTHMM3aLMOHHYIO TIpobiemy:
HerpepbiBHasi TPAHC/SLMS ChIPBIX BBICOKOUACTOTHBIX JIaHHBIX B 00JIaKO BBI3bIBAET TEPETrPY3Ky
npornyckHoi  criocobHoct  cerelr  IIoT M BBIUMC/IMTENBHBIX —KacTepoB. TpaguliOHHbIE
Mbe303/IeEKTPUUECKHe  aKCe/lepoMeTphl  TPeOyIOT — JKeCTKOTO ~ MeXaHW4YeCKOTO0  KOHTAKTa.
BeckoHTaKTHbIe MeTO/bl, TakKuMe KaK Jia3epHasi JoruiepoBcKasi Besocumetpusi (LDV), TpeOyrot
CJI0’KHOM BHEIIIHeU ONTUKU (3epKaJji, CBeTOJeIUTe el ), UTo JieaeT UX HeonpaBAaHHO JOPOTUMU 1Sl
MacluTabHOro BHeJpeHHsl. AKYCTUYeCKM MOHUTODUHI CH/IBHO [leTpaZupyeT B YCIOBHUSIX
LIMPOKONOJ/IOCHBIX ITPOMBILLIIEHHBIX [TOMEX.

AsromunHas unrepdepometpus (Self-Mixing Interferometry, SMI) nipeziaraet 3sieraHTHOe
¢usnueckoe pelmieHWe, HWCMOMb3ys ONTUYECKyH0 OOpaTHyIO CBsi3b BHYTPH pe30HAaTopa
TIOJTYTIPOBO/THUKOBOT O Jia3epa [3, 4]. Llesibto naHHOM pabOThI SIB/sSIeTCS pellieHue 3a/jauu arrapaTHo-
aJrOpUTMUYECKON oNTUMHU3aLMU SMI-apXUTeKTypbI /17151 TOT0J/IOTHM TieprdepritHbIX BbIYMC/IeHUH
(Edge Computing). IlepeHoC CIeKTpa/bHOTO aHaaM3a HeNOCPeJCTBEHHO Ha CeHCOPHBIN y3es
pajvKaJbHO ONTHMHU3MpPYeT ceTeBOM TpauK U TMpefoCTaB/sieT HaZleXXKHbId KaHa/l JaHHbIX [JIs
(yHKL[MOHMPOBAHUS LIU(PPOBBIX JBOMHHKOB.

MaremaTnyeckasi Mojie/ib 1 MexaHHKa uHTep(pepomerpun. PyHameHTanbHas MeXaHUKa
npeyio)keHHoro ~ SMI-jaTtuMka  cTporo  omuMchkiBaeTcsi  ypaBHeHusimu  JlaHra-Kobasicy,
MOZIe/TMPYIOIIMMH TUHAMUKY TT0/TyTIPOBOJHUKOBOTO J1a3epa IpY BHEIIHeW ONTHYecKoW obpaTHOM
cBsizv [5]. Bo3Bpaljaromuiicsi oT BUOPHpYIOILell MUIIIeHH CBeT MHAYLIMPYeT ONTHYeCKyH Pa3HOCThb
a3 Ap(t), kKoTopast IpsIMO MPOIOPLMOHA/IBHA (PU3NUECKOMY cMellleHuto 1eu L(t):
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Ag(t) = 4nL(t) /2, (1)

rje A — pabouast [yTMHA BOJIHBI U3mydeHus. OnTrueckas BbIXOHAsh MOIIHOCTh P(t) rperteprieBaeT
HeTMHEeHHYI0 MOJY/ISILIMIO:

P(t) =Py[1 + m - cos(p_F(t))], (2)

rje P, — HeBO3MylljeHHast MOIIIHOCTb HellpephIBHOTO U3Ty4YeHus], M — WHAEKC MOAYIsILuM, a ¢_F(t)
— BO3MYIIleHHasl OrnThYecKasi ¢asa MpW JUHAMHUYECKOW oOpaTHOUM cBs3u. Bo3myiiieHHasi dasa
oripe/iefisieTCst TPAaHCLIeHIeHTHBIM YDaBHEeHUEM:

o_F(t) = @,(t) — C - sin(p_F(t) + arctan(a)), (3)

rae @,(t) — HeBo3MyllleHHasi (a3a, & — (akTop yuuMpeHusi JuHUM, C — MapaMeTp OMTHUYeCKOM
obpaTHOM cBsi3u. [is1 3aau BUOPOMETPUH apXUTEKTypa ONTUMHU3UPOBaHA TI0/, PEXKUM yMepeHHOM
obparHoii cBsi3u (1 < C < 4). B 3TOM pexkriMe BbIXO/IHasi MOLJHOCTh TIPUOOpeTaeT aCHMMETPUUHYHO
nunoobpasnyo ¢opmy. Ilpu wucrnonbp3oBaHuu Jjazepa 650 HM KaXKIbId TUCKPETHBIA (PPOHT
(puKLMST) COOTBETCTBYET almapaTHOMY CMellleHH o Ha 325 HM (A/2).

AnmapaTtHasa onTUMH3anus  aHajsoroBoro  uHTepdeiica (AFE).  l3BneueHue
MHKpOaMIiepHOTo UHTepdepomMeTpudeckoro curHaia (AC) Ha ¢oHe MaCCUBHOM TIOCTOSTHHOM
cocrassrsoitiedt (DC) ma3epHOTro U3mydeHus Mpe/cTaB/sieT co00M C/I0KHYIO 3azauy. Vcroib30Bancs
KoMMepueckuit guon ADL-65075TL (20 MA, 2.2 B).

Snpom aHanorosoro GpoHT3HAa (AFE) BeICTYNNI NPeLU3UOHHbIN ONepaljuoOHHbIN yCUIUTEb
OPA2134. Wnrterpaiusi BbIcOKOKIacCHbIX OY ¢ coBpemeHHbIMU Edge-MUKPOKOHTpO/I/IepaMUu
JUKTyeT >keCcTKre orpanuueHusi: OPA2134 cnipoeKTupoBaH i BYNOJSIPHOrO nuTanus (+15 B),
torga Kak IloT-ycTpolicTBa paboTaroT Ha OZHOIOJsApHOU Jyioruke 5 B. B pabore peanv3oBaHa
anraparHasi CXeMOTexXHUUYecKasi ONTUMU3aLys: CUHTe3 NPeLM3MOHHOW BUPTyalbHOM 3emyu 2.5 B
MOCpe/ICTBOM Pe3UCTUBHOIO JenuTesisi. CTpaTernyeckoe cMeljeHre MOCTOSSHHOTO TOKa YCTaHOBUIIO
CUMMETPUUHYIO pPabouyi0 TOUKY, YTO TIOJHOCTBIO TIPEJOTBPATH/IO KJIUIIHMPOBaHUe (cpe3)
aCMMMEeTPUYHBIX TTH/I000pa3HbIX CHUTHAIOB TP OTPULIATe/bHBIX (Da30BbIX OTKIOHeHHUsiX. CUrHail
MO/IBepPraeTcss MHOTOCTyINeHuaTod  (uibTpaluuu: (UABTP BBICOKMX  UacTOT  MOZaBsieT
HU3KouacToTHbIe HaBoAkU (50 I'ty) u ycrpansier DC-cMmelijeHre 6a30Boro usnyueHus. [TaccUBHBIM
(GUIBTP HIKHUX YaCTOT BLICTYTIAeT aHTHA/THACHHTOBLIM OapbepoM repez; oL pOBKOH.

AnropurMuueckasi onTHMMH3alusl BbIUMC/IeHUM Ha nepudepuu. AHaANOTOBbIM CHUTHA
ouudposbBaercs 12-6utHeiM AT MukpokoHTposiepa ESP32 ¢ meTepMHUHMPOBAHHOW YacTOTOMN
guckpetnzaiuu 3.7 KI'L. TpaHCSLUS MacCHBOB «ChIPbIX» BPEMEHHBIX DSIOB SHEPreTUYecKu
HEeBLITO/IHA Y BeJIeT K KoJ1arcy cetu [6].

[ns pemeHus 5TOM 3ajjaud aArOPUTMAYECKOW ONTHMMU3aLMM MHUKPOKOHTPOJIZIED BBITIOTHSIET
nokanpHOe ObicTpoe mpeoOpa3zoBanne Pypre (BII®) [7]. 3To mMO3BO/MSET MIHOBEHHO
npeoOpa3oBbIBaTh ~ MHTeppepoMeTpUUYecKre TIOJOChl B YaCTOTHBIM  JIOMeH,  HW30JIUpys
JOMUHUDYIOII[ME pPEe30HaHCHBbIE YaCTOThl TIPSAMO Ha Kpucrtamie. B obGmaunyro B mwmdposoro
JBOMHUKA OTIpABJ/seTCS JIMIIbL JIeTKOBeCHasi CIleKTpasbHasi TeleMeTpusi, CHIDKas o0bem
repeiaBaeMbIX [JaHHBIX Ha MOPSIKY.

JKcnepuMeHTa/IbHasi MeTo/]0/10TUAl U pe3y/ibTaThl. Banujaiys cucTeMbl IPOBO/U/IACH HA
CTeHZle, SMY/IMPYIOIeM KOHBeHepHYI0 JIMHUIO THILeBOro npeanpusatus. OObeKTaMu BBICTYIIANN
MeTa/uInyecKre KOHTelHepbl C pa3/UyHbIM 00beMOM KUAKOCTHU. DJIEKTPOMArHUTHBIA COJIeHOWT
HAaHOCWJI HOPMUPOBAHHBIA MeXaHWUYeCKUN WMITY/IbC, a JaTuuk SMI cumMThiBas MUKpPOBUOpAI[UM
KOpITyca CTpOro TeprieHAUKY/IspHO 6e3 UCTIoMb30BaHus IMH3 WK BHELITHel ONTHKH.

OKcriepuMeHT MoATBepAna 3(p(PeKTUBHOCTD arrapaTHON onTUMHU3alvu: 12-OUTHBIE [JaHHbIe

ALTT moka3sany CUMMeTpUUHbIe KoyiebaHWst MI000pa3HbIX CUTHAIOB OTHOCUTETbHO BHUPTYa/IbHOMN
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3ewsu 2.5 B 6e3 amruuTyAHbIX ucKakeHnid. ESP32 ycnemHo BeimomHua anroputM BI1® 3a Bpems
MeHee 18 Mc nporjeccopHOro BpeMeHu. [laHHast BbIUKC/IUTe/bHAsi CKOPOCTh rapaHTUpyeT 06paboTKy
B JKeCTKOM peasbHOM BpeMeHU 0e3 meperiosHeHus OydepoB. Y3enm Ha[eKHO H30JMPOBA
(yHJaMeHTa/lbHble De30HAHCHble YaCTOThbl, KOTOpble CMeLaJvCh IPONOPLMOHATIBHO YPOBHIO
JKUJIKOCTH, [ieMI(UpYIoLell KOpIyc, 4TO /l0Ka3ario BO3MOXXHOCTb aBTOHOMHOW KjacCU(UKaLUU
00BbEeKTOB.

3akmouenne. PaspaboTaHHas aBTOAVHHAs CEHCOPHAs apXWUTEKTypa YCIIeIIHO pellaeT
KOMITJIEKCHYIO T1po6jieMy arrapaTHO-aIrOPUTMHUYECKOM ONTUMHU3aliuyd BHUOPOJMAarHOCTUUECKOTro
monutopuara B cetsix 1IoT. IlepeHoc crmektpampHOrOo aHanmm3a Ha Edge-y3nel Ha 6ase ESP32
TI03BOJINJI CHU3UTB 3a/lep>KKy 06paboTku o <18 mc. CxemMoTexHUUeCKasi aflanTalysi peL31OHHOI0
ycumurens OPA2134 K OAHOMONISIPHOMY TMUTaHUO 5 B JenaeT MeToj 5SKOHOMHYECKH
MaciITabrvpyeMbIM, YCTpaHsisi TOTPeOHOCTh B C/IOKHOW BHellIHel onTHKe. [1pesiioykeHHOe pellleHue
(opMHUpyeT BBICOKOTOYHBIM, YCTOMUMBBIA K TOMeXaM MOTOK CIeKTpa/bHbIX JIaHHBIX peajbHOro
BPEMEHY, WJealbHO TMOAXOAALMA U1l CUHXPOHM3alMd LU(QPOBBIX [JBOMHHUKOB CJIOXKHBIX
TIPOU3BO/CTBEHHBIX CUCTEM.

BnarogapHocTu. VcciefoBaHve BBINOJIHEHO MPU (PUHAHCOBOM Mojjepykke MuHHCTepCTBa
HayKy U BbIciiero obpasoBanusi Peciybimiku Kasaxcran B pamkax mpoekta MPH BR24992975:
«PaspaboTka 1Lu(poBOro [BOMHMKA IHILEBOTO MPEATIPUSTHSI C HCI0/Ib30BAaHUEM TEeXHOJIOTHiA
HUCKYCCTBeHHOro uHTesiekra u [IoT».
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Abstract. This paper presents a hybrid intelligent architecture for monitoring, diagnosing, and
predicting load in power systems based on pumping units. The proposed method combines a multi-sensor data
mining system with hybrid machine learning models that combine Support Vector Machines (SVM) and
Particle Swarm Optimization (PSO). This article introduces the subject area under study and the basics of
modern methods. It examines modern trends in monitoring electricity and water consumption, aimed at
analyzing technological solutions that will increase the efficiency of pumping systems and allow for optimal
resource management. This study develops a hybrid intelligent architecture that integrates multi-sensor data
acquisition with optimized machine learning for real-time condition monitoring, fault diagnostics, and load
forecasting. The framework combines vibration, electrical , hydraulic , and thermal parameters collected via
a Raspberry Pi 4-based experimental platform. A balanced dataset of approximately 2,000 samples across 10
classes was generated. Time- and frequency-domain features were extracted after preprocessing. Support
Vector Machines with RBF kernel were optimized using Particle Swarm Optimization for hyperparameters C
and y. The PSO-SVM model achieved 93.9% classification accuracy, outperforming conventional grid-search
SVM by ~2%, with strong macro-averaged Precision, Recall, and F1-scores (>0.93). Detailed per-class
metrics confirm robustness, particularly for inner race faults. Integration of diagnostic outputs with time-
series energy consumption modeling enables predictive load forecasting, accounting for degradation effects.
This contributes to predictive maintenance strategies, reduced downtime, and improved energy efficiency in
smart power networks. The proposed approach addresses key challenges of stochastic dynamics, sensor
fusion, and small-sample industrial diagnostics.

Keywords: intelligent information system; hybrid mathematical models; machine learning; load
forecasting; electric power systems; condition monitoring; equipment diagnostics; time series analysis;
predictive maintenance; optimization; PSO—SVM method; multisensor data.

Introduction. The development of an information system and mathematical models for
monitoring and forecasting the load of electric power systems based on hybrid technologies is a
relevant scientific and technical task aimed at improving the reliability and efficiency of energy
system operation. The creation of such a system involves the formation of an integrated architecture
that ensures the collection, integration, and intelligent processing of data on the operating modes of
power facilities. The proposed approach is based on hybrid technologies that combine traditional
mathematical modeling methods with modern machine learning algorithms and time series analysis
techniques. The developed mathematical models are focused on adequately describing load dynamics
while accounting for stochastic factors, seasonal and daily fluctuations, as well as the influence of
external conditions. The information system must ensure adaptability and scalability, allowing model
parameters to be adjusted as new data are accumulated and operating conditions change.

1. Literature review and problem statement Extensive research exists on pump fault
diagnostics using vibration analysis, motor current signature analysis (MCSA), and machine learning.
Classical methods (e.g., FFT, wavelet transforms) provide good feature extraction but struggle with
noisy industrial environments and multi-fault scenarios. ML approaches such as SVM, Random
Forests, and neural networks have shown promise, yet many suffer from suboptimal hyperparameter
selection, limited dataset diversity, or lack of integration with load forecasting.

Key gaps identified: (1) insufficient sensor fusion across domains; (2) reliance on manual or
grid-search tuning leading to local optima; (3) poor scalability to predictive maintenance in power
systems; (4) limited consideration of degradation effects on energy consumption.
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Foreign studies (e.g., using ensemble methods or deep learning on centrifugal pumps) achieve
high accuracy in controlled settings but often lack real-time embedded implementation.

This paper fills these gaps by proposing a modular Raspberry Pi-based platform with PSO-SVM
hybrid modeling, validated on a realistic seeded-fault dataset, and linked to energy load modeling.

Dias et al. [1] proposed a methodology based on machine learning (ML) techniques for
troubleshooting pumps. The study focused on detecting cavitation faults in pump systems. Motor
current data obtained from PROFINET networks via intelligent relays was used for diagnostics. A
support vector machine (SVM) was used for pattern recognition, and MO tools were introduced for
feature extraction and selection. Entropy and maximum value were identified as significant
predictors. The system achieved 88.7% accuracy in fault detection and 100% accuracy in dry run
detection. These results demonstrated its effectiveness for predictive maintenance of industrial
communication networks.

Wang et al. [2] proposed a methodology that combined complementary ensemble of empirical
modes (CEEMD) partitioning algorithms, sample entropy (SampEn) and random forest (RF) methods
for pump diagnostics. CEEMD solved the problem of mode mixing by partitioning the nonlinear and
unstable nature of vibration signals into a series of intrinsic mode functions (IMFs). SampEn was used

to quantify the complexity of IMFs and provide reliable feature vectors. These vectors were fed into
an RF classifier and used to classify pump failure modes. These vectors were fed to an RF classifier
and used to classify pump failure modes. The average diagnostic accuracy of the model reached
97.08%, demonstrating stability in scenarios such as bearing wear and impeller damage under optimal
noise ratios.

Muralidharan et al. [3] conducted a comprehensive study aimed at diagnosing faults in
monoblock centrifugal pumps, which are an important component in wastewater treatment, oil and
gas and food industries. The study focused on the use of vibration-based condition monitoring
methods for fault detection and classification. Among them, the diagnosis of bearing faults and
operating mode disturbances was considered.

2. The aim and objectives of the study Aim: Develop and experimentally validate a hybrid
intelligent system for simultaneous fault diagnostics and load forecasting in pumping units within
electric power systems. The purpose of the study. To create a monitoring information complex that
provides diagnostics of the technical condition of pumping units in irrigation systems by monitoring
the parameters of measuring sensors (water sensor, current/voltage sensor, vibration sensor).

In accordance with the purpose of the research, the following tasks were identified:

1. Analysis and systematization of methods for diagnosing  energy
consumption and faults in pumping systems;

2. Creation of mathematical models characterizing the operation of pumping systems and
adaptation of machine learning methods;

3. Development of the architecture of an intelligent information complex integrating
mathematical models and machine learning;

4. Development of algorithms and software for studying the stability of complex energy
systems;

5. Development of an experimental setup and software development.

6. Conduct experimental studies implementing the proposed approaches based on PSO—
SVM algorithms and compare the results with traditional methods.

Objectives:

1. Design and assemble a multi-sensor experimental testbench.

2. Generate and preprocess a comprehensive labeled dataset for bearing conditions.

3. Implement feature extraction in time/frequency domains and PSO-optimized SVM
classification.
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Integrate diagnostic results with energy consumption and load prediction models.
Evaluate performance using confusion matrix metrics and discuss practical implications.
6.  Analyze limitations and outline pathways for industrial deployment.
3. MATERIALS AND METHODS
Research methods - theoretical and experimental studies, mathematical and computer modeling
and algorithm development. Collection and analysis of sensor measurements, mathematical
modeling, application of machine learning algorithms, experimental research and comparative
analysis of results. In addition, the following research methods are used in this work: analytical
method, heuristic method of universal optimization or particle swarm optimization algorithm (PSO).
EXPERIMENTAL SETUP
The implementation of this development will improve forecasting accuracy, optimize energy resource
management, and reduce the risk of emergency situations in electric power systems. You can see the
diagram in the following figure 1.

o1

Electric motor

Balancing mass

Figure 1 — Experimental Setup

Figure 1 shows the experimental setup. A three-phase induction motor with a rated power of 0.5
hp and a rotational speed of up to 6000 rpm was used as the power source. A frequency converter

(variable frequency drive, VFD) with a nominal frequency range of 0-599 Hz was installed in front of
the motor to control its operation under various working conditions. The motor was supplied with
electrical power from the main source through this VFD. The shaft was connected to the motor by
means of a coupling [4] .

Four pump bearings applied both static and dynamic loads to the shaft. Flexible coupling and
fastening systems were used to facilitate the replacement of the bearing and the shaft. Although
defects could potentially be present in all pump bearings during the experiments, only one bearing was
considered in this study in order to maintain reference conditions. A vibration analyzer based on the
Raspberry Pi 4 platform was used, featuring an AC voltage range of +5 V, a frequency range of 2-10
kHz, and a maximum sampling rate of 25.6 kHz. Vibration acceleration data were measured using a
Ronds accelerometer with a measurement range of +80 g, a frequency range of 0.7-10,000 Hz, and a
resonance frequency of approximately 30 kHz.

Figure 2 presents the hardware—software system implemented for monitoring irrigation pump
parameters and diagnosing its technical condition within the framework of developing an information
system and mathematical models for monitoring and forecasting the load of electric power systems
based on hybrid technologies. You can see the diagram in the following figure 2.
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Figure 2 — Main Sensors and Auxiliary Equipment

The system is built on a modular architecture and consists of the experimental setup, a set of
sensors, and a computing unit based on the Raspberry Pi 4 platform. The installation is equipped with
vibration sensors, water flow sensors, as well as current and voltage sensors, enabling simultaneous
analysis of both the mechanical condition of the equipment and its energy performance characteristics
[5]. The vibration sensors record mechanical oscillations of the pump unit along three axes, allowing
the detection of wear, shaft imbalance, and bearing defects. Water flow sensors measure the volume of
pumped liquid and provide an assessment of system operational efficiency. Current and voltage
sensors monitor electrical load parameters and form the basis for constructing energy consumption
forecasting models [6].

All data are transmitted in real time to the Raspberry Pi 4, where synchronization, time
stamping, and preliminary processing are performed. The data are then transferred to a personal
computer for filtering, normalization, and formation of training datasets. Based on the structured data,
informative features are extracted in both the time and time—frequency domains. Statistical signal
parameters (mean, standard deviation, skewness, kurtosis, etc.) are calculated, and spectral analysis u
sing the Fast Fourier Transform (FFT) is performed to determine dominant frequencies and energy
characteristics [7].

The integration of sensor-based monitoring with hybrid mathematical models and machine
learning algorithms enables not only the diagnosis of the technical condition of pump units but also
the development of predictive load models for electric power systems, thereby improving reliability,
energy efficiency, and resilience under non-standard operating conditions. You can see the diagram in
the following figure 3.

Current and Voltage
Sensors

Water Flow
Sensor
Experimental Setup Raspberry Pi 4

Vibration — > Computation
Sensor Restits

Diagnostic

Dataset Feature Extraction Machine Leaming —» Resulls

Vibration
Sensor

Figure 3 — Connection Diagram of the Experimental Setup

In the above scheme (Figure 3), the current sensor (Acrel Split-core CT (150/200 A) is used to
measure the electrical energy consumption of the pumps; the water flow meters (ABDT-LD Compact
Type Electromagnetic Flowmeter) are used to monitor water discharge; the vibration sensor is used to
diagnose the mechanical condition of the pump units; the temperature sensor (DS18B20) is used
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to monitor the temperature of the pump units; and relay modules are used for automatic pump control

[8].

The data obtained from the current sensor, flow meters, vibration sensor, and temperature
sensor serve as input data to the system. The extracted features were used as input parameters for
machine learning models implemented at the diagnostic and forecasting stages. As a result, the system
not only classifies the technical condition of the pumps (normal/faulty) but also calculates energy and
water consumption parameters and evaluates the overall efficiency of the equipment. Thus,
integrating sensor-based monitoring with intelligent data analysis creates the foundation for the
development of full-scale predictive maintenance systems in agricultural water technology
applications. [9-11].

As noted above, only one pump bearing was considered as the test object. All data related to
both healthy and faulty bearing conditions were collected according to a predefined data generation
plan (as shown in Table 1).

Experimental data were acquired from the setup using an accelerometer (vibration sensor) and
signal converters and were locally stored on the Raspberry Pi 4 platform in the form of time series. To
collect the dataset, four pumps operating under different technical conditions corresponding to the
most common types of faults were used.

Table 1 — Main Equipment Characteristics for the Formation of the Diagnostic Dataset

Condition of Pump Bearing Motor Rotational Speed
Normal (Healthy) 20 rpm Normal (Healthy) 20 rpm
Outer Race Fault 10, 20, 30 Outer Race Fault 10, 20, 30
Inner Race Fault 10, 20, 30 Inner Race Fault 10, 20, 30
Cage Fault 10, 20, 30 Cage Fault 10, 20, 30

For example, Outer_Race_10 (OR-10) refers to the dataset corresponding to an outer race defect
collected at a rotational frequency of 10 Hz. The vibration data were recorded using an accelerometer
mounted on the pump housing. Outer_Race_10 (OR-10) represents a dataset of outer race defects
obtained at a rotational speed of 10 rpm using vibration data collected from an accelerometer installed
on the pump casing. Outer_Race_20 (OR-20) represents the dataset collected at 20 rpm.
Outer_Race_30 (OR-30) represents the dataset collected at 30 rpm.

DATASET

In this study, an initial dataset was used, consisting of vibration signals and additional sensor
measurements describing various technical conditions of the pump units. The dataset structure
includes faulty operating modes (cage, inner race, and outer race defects at 10%, 20%, and 30%) as
well as normal operating conditions. For each class, the data were collected in a balanced manner,
ensuring proper training of machine learning models. The recorded signals were represented as time
series and segmented into windows containing 1024-2048 data points. The primary monitoring was
performed using a vibration sensor, while additional parameters such as current, voltage, temperature,
and water flow rate were also recorded. On average, approximately 200 samples were collected for
each class, resulting in a total dataset size of about 2,000 samples. The data obtained from the
experimental setup are acquired using an accelerometer and signal converters and are locally stored
on the Raspberry Pi 4 platform in the form of time series. These time-domain signals are subsequently
converted into .txt format, while the datasets are prepared in .csv format [12-14].
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Thus, the initial data were divided into 10 classes, with balanced samples collected for each
class. Such a structure provided the foundation for subsequent data preprocessing (filtering,
normalization, segmentation) and the application of machine learning methods (PSO-SVM). Figure 4

presents the structural diagram of the pump unit diagnostic algorithm. It consists of two main
modules: the first module is data preparation and classification (SVM), and the second module is
hyperparameter optimization (PSO).

DATA PREPROCESSING AND FEATURE EXTRACTION

First, the raw signals obtained from the pump units (vibration, current, voltage, water flow, and
temperature) are processed using tools from the Pandas and Scikit-learn libraries. At this stage, data
cleaning, normalization, and feature extraction are performed. The dataset is divided into two parts:
— training set — 70%;

— test set — 30%.

The training set is used to train the SVM model. The main hyperparameters of SVM are the
regularization coefficient C and the kernel parameter y (gamma). The proper selection of these
parameters directly affects the overall performance of the model. Hyperparameter Optimization
Using the PSO Algorithm. Instead of manually selecting the SVM parameters, the PSO (Particle
Swarm Optimization) algorithm is applied. This evolutionary optimization method is based on the
collective behavior of a swarm of particles and enables efficient determination of the optimal
hyperparameter values for the model.

SVM Training

1. The optimal parameters found by PSO are used.
2. The model is trained on the training dataset.
Model Testing

— the classification performance of SVM is evaluated on the test dataset (Accuracy, Precision,
Recall, F1-score, etc.). In summary, this diagram describes a hybrid PSO-SVM algorithm used to
diagnose the technical condition of pump units based on sensor data. The SVM method is effective fo
r small sample sizes and aims to determine the optimal separating hyperplane that maximizes the
margin between classes. Data points located closest to the separating hyperplane are referred to as

support vectors [15-18]. For any given set of data points (us, vi), (Uz, V2),..., (Un, Vo), w;€ R™ are
considered as inputs, where u and v represent the corresponding data points of the feature vectors, and
v;€(-1,+1) are the outputs for each u;.
A hyperplane in feature space is defined as:
flx)=w's+b=0 1)
where:
€R‘ - the normal to the hyperplane; beR - the bias (bias).
For linearly separable data:
yi(w'r; +b) =1,V )
The optimisation problem is to maximise the margin between classes:

1
mimimize lwl2 3)
subject to: -
yi(w'z; +b) > 1 4)

To account for errors (noise in the data), deviation variables & > 0 are introduced. The
optimisation problem then becomes:

yilw'e; +0)21-¢;,& 20 (6)

xi(t + 1) = z4(t) + vt + 1) (7)
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- - inertial coefficient (tendency towards the current direction);
- ¢4, C; — cognitive and social coefficients;

- 11,12€[0,1] - random values (providing stochasticity);

- pi - personal experience (exploration);

- g - social experience (exploitation).

PSO-SVM HYBRID MODEL

The selection of optimal hyperparameters for the Support Vector Machine (SVM) model is a
critically important task that directly affects its generalization capability and classification accuracy.
In particular, the regularization parameter C and the kernel coefficient y in the case of the Radial Basis
Function (RBF) kernel determine the balance between overfitting and underfitting, as well as the
shape of the decision boundary in the feature space. Irrelevant or non-informative values of these
parameters may significantly degrade predictive performance. The most commonly used approach for
hyperparameter tuning is Grid Search combined with cross-validation. However, this method has
several substantial drawbacks: it requires exponentially increasing computational resources as the
dimensionality of the parameter space grows and does not take into account prior information about
the objective function landscape. Moreover, exhaustive search methods tend to become trapped in
local extrema, particularly in problems characterized by multiple local minima [19-21].

For this reason, in the present study, the Particle Swarm Optimization (PSO) algorithm is
employed as a global optimization strategy. PSO belongs to the class of metaheuristic methods and
models the collective intelligence behavior observed in biological populations such as bird flocks or
fish schools. It has demonstrated high efficiency in solving extremum search problems in
multidimensional and noisy spaces. Each particle in the swarm represents a possible combination of
hyperparameters (C,y) and updates its position in the solution space based on both individual
experience and collective information (the global best solution). The objective function used to
evaluate the quality of a particle’s position is the average classification accuracy obtained through k-f
old cross-validation on the training dataset. Thus, the PSO approach provides an adaptive, directed,
and stochastic evolution of model parameters aimed at globally improving predictive performance.
The proposed PSO-SVM approach reduces computational complexity compared to exhaustive search
methods, demonstrates the ability to avoid local minima, and achieves improved classification
accuracy, making it a preferable tool for intelligent diagnostics of technical systems.

EVALUATION METRICS

To objectively assess the effectiveness of the developed classification model, standard
evaluation metrics based on the confusion matrix were applied. The confusion matrix is a

— KxK table (where K is the number of classes), in which each cell M; represents the number of
objects that belong to the true class i but were assigned by the model to class j. Based on the confusion
matrix, the following evaluation metrics are calculated (Table 3):

Table 3 — Confusion Matrix

)Actual Class Prediction

Normal Fault 1 Fault 2 Fault 3 Total
Normal: (7000) 6520 240 140 100 7000
Outer Race Fault: (21000) 380 19550 650 420 21000
Inner Race Fault: (21000) 220 480 19320 980 21000
Cage Fault: (21000) 150 310 720 19920 21000
Total 7270 20580 20830 21420 70100
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RESULTS
The evaluation results of the PSO-SVM model on the test dataset in terms of Precision,
Recall, and F1-score are presented in Table 4.
Table 4 — Classification Metrics for Each Class

Class Precision Recall F1-Score Support
Normal 0.97 1.00 0.98 15
Outer Race Fault 0.95 0.92 0.93 13
Inner Race Fault 1.00 1.00 1.00 12
Cage Fault 0.89 0.85 0.87 20
Macro average 0.95 0.94 0.94 —
Weighted average 0.95 0.95 0.95 60

The high F1-score values across all classes (>0.90) confirm the strong diagnostic capability
of the developed model in identifying bearing defects of pump units. The achievement of perfect
Precision and Recall values (1.00) for the Inner Race Fault class indicates the robustness of the
algorithm to input data variability and its ability to reliably extract discriminative diagnostic
features associated with this defect type.

DISCUSSION OF RESULTS

These results are considered within the broader scientific objective of the development of an
information system and mathematical models for monitoring and forecasting the load of electric po
wer systems based on hybrid technologies. In the proposed architecture, the PSO-SVM diagnostic

module is integrated into an intelligent information platform responsible for data acquisition,
synchronization, preprocessing, and multimodal sensor data analysis [26].

This integrated approach enables a transition from local equipment diagnostics to system-
level analysis, where the technical condition of pump units is treated as a factor influencing the
energy characteristics and load dynamics of the power system. The combination of hybrid machine
learning methods with global optimization algorithms establishes a foundation for predictive
energy consumption models that account for equipment degradation, operational regime
variations, and stochastic external influences. Thus, the proposed PSO-SVM model fulfills a dual

function:

1. providing high-accuracy fault diagnosis of pump bearings;

2. forming the informational and analytical basis for load forecasting and operational
optimization of electric power systems.

Some experimental data are presented in Figure 6. Figure 13 illustrates time-domain signals:
sensor 1 corresponds to a healthy bearing, whereas sensor 2 corresponds to a faulty bearing. For the
healthy bearing, the maximum vibration amplitude reached 0.0035 m/s?, while for the defective

bearing it increased to 0.006 m/s?, reflecting elevated dynamic loads and changes in spectral
characteristics. [27, 28].

In Figure 12, the horizontal axis represents the time index corresponding to discrete signal
samples, while the vertical axis shows normalized vibration amplitude values. The absence of
pronounced impulsive peaks and the statistical stability of the signal within the range of —0.5 to
+0.9 indicate normal operating conditions. In contrast, defective conditions are characterized by
increased amplitudes and impulsive components typical of contact surface damage [29].

Overall, the obtained results demonstrate that the hybrid PSO-SVM architecture is an
effective tool for intelligent diagnostics and can be scaled within an integrated information system
for monitoring and forecasting the load of electric power systems. You can see the diagram in the
following figure 4.
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Figure 4 — Vibration Data from Sensor 1 (Raw Signal of the Operating Pump)

The presented data illustrate the time-domain vibration signal of a defective bearing. As
shown in Figures 5 and 6, the maximum amplitude for a healthy bearing reaches 0.0035 m/s?,
whereas in the presence of a defect the amplitude increases to 0.006 m/s?, indicating elevated
dynamic loads and altered energy characteristics of the unit. In Figure 13, the horizontal axis
represents the time index corresponding to discrete signal samples, while the vertical axis shows
normalized vibration amplitude values. In contrast to the signal under normal operating conditions,

this waveform exhibits increased irregularity, pronounced local impulsive peaks, and anomalous
fluctuations, which indicate degradation of the bearing contact surfaces. These results are
considered within the broader scientific and technical objective of the development of an
information system and mathematical models for monitoring and forecasting the load of electric po
wer systems based on hybrid technologies. In the proposed architecture, sensor data—including
vibration, current, voltage, temperature, and water flow—are integrated into a unified intelligent
information platform where advanced data processing is performed using hybrid machine learning
and optimization algorithms [30].

Thus, vibration-based diagnostic analysis not only enables the detection of bearing defects
but also provides the informational foundation for forecasting variations in the electrical load of
pump units. This approach makes it possible to account for the influence of equipment technical
condition on energy consumption parameters and to enhance the accuracy of load prediction
models in electric power systems. You can see the diagram in the following figure 5.
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Figure 5 — Vibration Data from Sensor 2 (Faulty Pump)

Pronounced impulsive oscillations are clearly observed, indicating impact interactions
between the rolling elements and the damaged sections of the bearing ring. In certain regions, the
amplitude values reach critical levels, and the signal structure loses its uniformity and statistical
stability. Such signal characteristics are typical of developing defects, such as outer race or cage da
mage, and confirm the presence of mechanical faults. This signal was used during the training and
testing phases of the diagnostic model, which enhanced its capability to detect defective conditions
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at early stages of fault development. After the filtering procedure, the obtained signals are
subjected to standardization. The standardization process of vibration signals acquired from
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— Sensor 1 {Raw Data)
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— Sen standardized)

Values

-2

o 1000 2000 5000 5000 7000

sensors (Sensor 1 and Sensor 2) is presented in the following figure. As shown in the graphs, the
standardized signals preserve the shape and dynamic behavior of the original oscillations;
however, they are scaled so that their values predominantly fall within the range from -2 to +3
(Figures 6 and 7).

Figure 6 — Standardization of Sensor 1 Data
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Figure 7 — Standardization of Sensor 2 Data

The preprocessing stages include filtering, handling missing values, feature extraction,
normalization, scaling, and selection of an optimal subset of features. The presented signal
represents the raw data directly acquired from the sensor and contains short-term fluctuations
reflecting dynamic system vibrations, as well as possible variations in current or pressure [6].
Long-term gradual changes are described by the trend component of the time series. In the
considered case, a decreasing trend is observed (after mid-February 2025), followed by partial
recovery and subsequent stabilization. This behavior may indicate a gradual change in the
technical condition of the pump system (e.g., progressive wear or variations in hydraulic
parameters). You can see the diagram in the following figure 8.
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Figure 8 — “IK Monitoring”

195



The image shows the interface of the information system “IK Monitoring”

— a visualization and reporting system designed for operational control of electricity
consumption parameters. The monitoring dashboard is displayed with a navigation panel (sections:
dashboard, trends, devices, events, reports), as well as options for selecting devices and the time ra
nge for analysis (in this case — 24 hours). At the top of the screen, a summary indicator for the
selected period is presented: total electrical energy consumption — 18,265.3 kWh. Below, there is

an interactive chart titled “Energy Consumption and Grid Parameters (24 hours),” which allows
analysis of the dynamics of key electrical parameters: energy (kWh), voltage (V), and current (A).
The graph reflects load variations over time, identifies voltage fluctuations and consumption
peaks, and enables operational analysis of the grid condition and detection of anomalies. Thus, the
presented interface is part of a digital monitoring system that provides data collection,
visualization, and analytical processing of electricity consumption in real time, improving the
efficiency of power system management and the reliability of its operation. Development of an
information system and mathematical models for monitoring and forecasting the load of electric
power systems based on hybrid technologies. The integration of time-series analysis methods,
intelligent sensor data processing, and hybrid machine learning algorithms (PSO-SVM) enables
not only reliable equipment condition diagnosis but also the incorporation of equipment
degradation effects into the energy characteristics of the system. Thus, the diagnostic module
becomes part of a comprehensive intelligent information platform that supports operational
parameter monitoring, load variation forecasting, and improvement of energy efficiency in
electric power systems. The obtained results can be used to quantitatively evaluate the predictive
capability of the classification algorithm. The Accuracy metric represents the ratio of correctly
predicted states to the total number of observations.

Table 5 — Classification Metrics by Class (PSO-SVM)

Tun Precision Recall F1-Score
Cage_Fault_10 0.9359 0.9733 0.9542
Cage_Fault_20 0.8955 0.8000 0.8451
Cage_Fault_30 0.8462 0.8800 0.8627
Inner_Race_10 1.0000 1.0000 1.0000
Inner_Race_20 1.0000 1.0000 1.0000
Inner_Race_30 0.9600 0.9600 0.9600
Normal_20 0.9740 1.0000 0.9868
Outer_Race_10 1.0000 0.9867 0.9933
Outer_Race_20 0.8267 0.8267 0.8267
Outer_Race_30 0.9474 0.9600 0.9536
Accuracy - - 0.9387
Macro Average 0.9386 0.9387 0.9383
Weighted Average 0.9386 0.9387 0.9383

The constructed feature matrix was used in the PSO-SVM model. As a result of
hyperparameter optimization using the Particle Swarm Optimization method combined with the
Support Vector Machine algorithm, a classification accuracy of 93.9% was achieved, which is
approximately 2% higher than that obtained with a conventional SVM tuned using grid search and

cross-validation. The best results were observed when hybrid optimization strategies were
applied. In particular, the combination of Support Vector Machines with Particle Swarm
Optimization (PSO-SVM) demonstrated a classification accuracy of 93.9%, outperforming the
traditional SVM approach. This confirms the high effectiveness of the proposed method in
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diagnosing pump bearing faults. The achieved performance is attributed to the adaptive s
election of optimal hyperparameters, which ensures a balance between accuracy, recall,
and robustness to noise.

Conclusions. These findings are examined within the broader scientific objective of
developing an information system and mathematical models for monitoring and forecasting the
load on electric power systems using hybrid technologies. The integration of the PSO-SVM
diagnostic module into an intelligent information architecture makes it possible to account for the
influence of pump equipment technical condition on the energy characteristics of the system. This

creates a foundation for predictive energy consumption models that incorporate equipment
degradation, operational regime variations, and stochastic external factors. Thus, the proposed
approach combines intelligent fault diagnosis with elements of energy load forecasting, which is
particularly relevant for the development of predictive maintenance systems in agricultural water
technologies. The obtained results confirm the practical applicability of the proposed solution and

provide a basis for further extension of the model to a wider range of faults and operating
conditions within electric power systems.
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NUMUTAIIMOHHOE MO/IE/TMPOBAHUE 1 OITUMU3AIINSA JIOTUCTUYECKIX
IIPOIIECCOB ITPEIIPUATHSI HA OCHOBE KOHUENIUM «I[I®POBOT'O
IBOMHUKA» B CPEJIE JAAMSIM

Amwnkanosa C.A.', ®apyskpissl E.', Avupxanosa I'.A.', Huanyu Liu', Hyprase: T.H.'
I Kazaxckuil HayuoHa/bHbIll yHUgepcumem umeHu anb-Papabu, Aamamni, KazaxcmaH
’Modern Agricultural Equipment Research Institute, Xihua University, Chengdu, Sichuan, China
*E-mail: elnura.dauletkhan@gmail.com

AnHomayus. B cmambe paccmampuedaemcsi npobiema OyeHKU U MUHUMU3AYUU (PUHAHCOBBIX
PUCKO8 NpU peuHX CUHUPUH2e yenell noCmasoK U npou3eo0cmeeHHbIX MowHocmell. JIns pewieHus 3a0auu
npumeHeH nooxo0 HA OCHoge KoHyenyuu «Llucpposozo OeoliHuka» (Digital Twin), noseoasowuli
npoeooumb 8UpPMyd/abHOE MmecmuposdHue /A02UCMUYecKUX 2unome3 C Hy/ae8biM pUckoM. B kauecmee
UHCMpyMeHmapusi UCNOAb308aHA cpedd OucKpemHo-cobbimuliHo2o ModeaupogaHusi JaamSim —
npozpammHoe obecneueHue ¢ OMKpPbIMbIM UCXOOHbIM KOOOM. PaspabomaHa apxumekmypa eupmyanbHou
Molenu pacnpedeneHUss MPAHCNOPMHbIX NOMOKO8 C NpUMEHeHUeM an20pummos mamemamuyuecKoll
mapwpymuszayuu. IIpogedeH cpasHume/bHbIll SKCnepumMeHm 08yX cmpameeuli: OeyeHmpanu308aHHO20
npou3godcmea (5 /N0KAAbHbIX MA/AbIX 3a80008) U YeHmpanu3oeaHHozo (1 mee2a-3aeod). Pe3yabmambl
cumyasyuu  0oKazaau SKOHOMUUECKYl0 UeaecoobpasHocmb 68Hympu20poOCcKol OeyeHmpanu308aHHOU
/102UCMUKU, NpOOeMOHCMPUpPo8as cHuiceHue 3ampam Ha 31,5%.

Knioueeble c108a: umumayuoHHoe modeaupogaHue, yugpoesoli 080LUHUK, 102UCmuKad npeonpusimus,
onmumu3zayusi  3ampam,  OUCKpemHO-coObimuliHoe  ModeauposeaHue, JaamSim,  aazopummbl
ducnemuepuzayuu.

BBegenue. B yc/ioBusix coBpeMeHHOU IIU(PPOBOII SKOHOMUKHU U Tepexo/ia K Tapajurme
WNupyctpun 4.0 koHuenuus «LludpoBoro geoitHuKa» (Digital Twin) cTaHOBUTCS K/tHOUEBBIM
WHCTPYMEHTOM /I/I1 ONMTUMHU3aluu OusHec-miporjeccoB [1]. ITpou3BoaCTBeHHbIE TPeIIPUATHSI
€KeZJHEBHO CTaJKMBAIOTCSI C HeoOXOAMMOCTBIO aJanTal[id CBOUX LIeMoYeK TOCTaBOK TIOJ
MeHsttoiecs yciaoBus. OfHOM 13 Haubosiee C/IOXKHBIX CTpaTerMuecKUx 3afiay sIB/IsSIeTCS OLjeHKa
1]es1ec0006pa3HOCTH PeCTPYKTYpH3aL[iK MPOK3BO/ICTBEHHBIX MOLI[HOCTEN — HarpumMep, 3aKpbITHe
HECKOJIbKMX MaJIbIX JIOKa/bHbIX 3aBOJIOB PaJiv epexo/ia Ha OZWH KPYMHbIWA pacrpee/TuTeTbHbIA
1eHTp (Mera-3aBoj]). TecTupoBaHUe TOAOOHBIX THUIOTE3 MyTeM HaTYPHBIX 3KCIIeDUMEHTOB B
peasibHbIX YCIOBUSIX COTPSDKEHO C KOJ0CCaZbHbIMU (PMHAHCOBLIMM pHCKaMu. HeBepHoe
yrpaBjeHuecKoe pelleHde, OCHOBAaHHOE Ha CTaTUUYeCKHMX pacueTax, MOKeT TPUBECTU K
MUIJTAOHHBIM YOBITKaM, CO0SIM B TIOCTaBKaxX M YBEeJTMUEHUIO CTOMMOCTH KOHEUHOTO MTPOZAYKTa 13-
3a BO3POCIIMX JIOTUCTUUECKUX U3fep>keK. TpaJuliMOHHbIe METO/bl TJIaHUPOBAHUS, TaKhe Kak
WCTIONb30BaHHE CTaTHUECKUX JJIEKTPOHHBIX Tab/MIl, He CroCOOHBI aZIeKBaTHO OTPa3UTh
CTOXAaCTUUYECKYH0 U JMHAMUUECKYO TIPUPO/y JIOTUCTUUECKHX MPOLIECCOB: BPEMS B ITyTH C YYETOM
peanbHOTO TpadukKa, GopMHUpOBaHKe ouepesiell B 30HaX pasrpy3KH U MPOMYCKHYIO CTIOCOOHOCTh
cknagoB [2]. Kommepueckue cuctembl (Harmpumep, AnyLogic) o006sa7am0T  MOIIHBIM
(GyHKI[MOHA/IOM, OJHAKO WX 3aKpbiTasi apXUTEKTypa U BBICOKas CTOMMOCTb JIMLIEH3UM 4acTo
CTaHOBSITCsI OapbepoM /i/1si BHeJIpeHUs Ha MpeATNpUATHSIX Majioro U cpefiHero 6u3Heca. B cBsi3u ¢
5TUM BO3pacTaeT TMOTPeOHOCTH B HCMOMb30BaHWM CBOOOZHO PpacIpOCTPAHSIEMBIX CHCTEM
VMUTALMOHHOTO MOJle/MpoBaHusi. OJHUM W3 TakWX pelleHui sBiseTcs cpefa JaamSim [3],
MO3BOJIAIONIAS  CTPOWTh  TOYHBIE  /TUCKPETHO-COOBITHMHBIE MOZEI C  TIPOABHHYTOMN
JycrneTuepusaruei.

Llefpfo  JAHHOTO — WCC/IEIOBAaHUS — sIBIseTCS  pa3paboTka LUQPOBOTO  ABOMHKKA
MPOM3BO/CTBEHHO-TIOTUCTUYECKUX TIPOLIECCOB B cpejie JaamSim ¥ MpoBe/ieHre CPAaBHUTEbHOTO
WMUTAI[MOHHOTO MOJIeJTMPOBAaHUs [iT 00OCHOBaHUSI BbIOOpa MEXY I1I€HTpaJU30BaHHON U
JleLleHTpaIM30BaHHOM MO/le/ISIMU ITPOU3BO/ICTBA.
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Teopernueckre ocHOBbI KoHuenuuu «Il{udpoBoro pBoiiHMKa». KoHuemnius
«udpororo apoiinrka» (Digital Twin) 6n11a BriepBeie copMysirpoBaHa Maiikiom ['puBcoM B
2002 romy B paMKax KOHLEMLMM yMpaB/JeHUs >XKU3HeHHbIM LukioM u3genud (PLM). Ilo
orpeziesiennio ['puBca, I[MGPOBON ABOWHUK TpeACTaB/sseT €000 BUPTYalbHYIO KOIHIO
¢usnueckoro o00beKTa, OOMAJAMOIIYI0 BCEMH €ro XapaKTePUCTHKAaMM U  CIOCOOHYHO
BOCIIPOM3BOJUTHL €ro ToBe/leHHWe B peanbHOM BpeMeHH [1]. B oTiuuue OT TpaAWLMOHHBIX
CUMY/JISILUOHHBIX MoZesiel, 1[udpoBOii ABOMHUK SIBMSIETCS AUHAMAYECKOW CUCTeMOM, TTOCTOSTHHO
0OHOB/IsIEMOI Ha OCHOBe peaslbHbIX JaHHBIX.

B konrekcre Wuayctpum 4.0 TexHosnorusi mudpoBBIX JBOWHUKOB TpHOOpesia HOBOe
u3MmepeHure. CornacHo kiaaccuukauyu Tao W coaBTOpoB [7], LMdpoBble ABOWHUKU B
NPOMBIIIJIEHHOCTA peau3yloTCsi Ha TPEX YPOBHSX: YPOBHE OT/eNbHbIX KOMIIOHEHTOB
(component-level), ypoBHe cuctembl (system-level) u ypoBHe cucTembl cucteM (system of
systems). Hacrosiiiee ncciefioBaHue peanu3yeT TOAXOJ Ha CHCTEMHOM YDOBHe, OXBaThbiBast
B3aUMO/IEMCTBHE TIPOU3BOZACTBEHHBIX MOII[HOCTEM, TPaHCIIOPTHOM WH(PACTPYKTypbl U TOUeK
peanu3aliy MpoAyKiuu. KiroueBbIM TIpPeUMYIeCTBOM TIpUMeHeHHsl LM(POBBIX ABOWHHUKOB B
JIOTUCTHUKE SIBJISIETCSI BO3MOXKHOCTh TIPOBE/IEHUS] BUPTYa/IbHBIX KCIIEPUMEHTOB 0e3 OCTaHOBKHU
peasbHbIX TIPOW3BO/CTBEHHBIX TpoljeccoB. MccnenoBanusi Kpuctodepa [5] B obmactu
yropaB/ieHusl 1jeloYKaMy II0CTaBOK [OAUEDKMBAIOT, YTO CKOPOCTb MPUHATHS peLIeHUN WU
YCTOWUMBOCTb K  BHEIIHUM  BO3MYIIEHUSIM  SIBJSIFOTCS ~ KPUTHUUECKUMU  ¢aKTopaMu
KOHKypeHTOCocobHocTh.  LludpoBoili  [ABOWHWUK  TI03BOJISeT  TECTHPOBATh  ClIEHAPUH
DPEeCTPYKTYpU3al[ii B peXWMe «4TO eC/h», UTO TMPUHLUIHAIBHO HEBO3MOXKHO TIpU
VICTI0/Ib30BaHMU CTAaTUUYECKUX aHATMTUUECKUX UHCTPYMEHTOB. [IprMeHuTeNbHO K NpeAnpUsTHUsIM
TIUILIEBOM MMPOMBIIIJIEHHOCTH JAHHBIN TTO/IX0/, pean30BaH, B YaCTHOCTH, B paboTax [13, 14], rae
upoBble JBOWHUKU WCMOMb30BaJUCh [/l ONTHMH3ALMKA pacluCaHus W yIpaBJieHUs
TIPOM3BO/ICTBEHHOM JIMHUEH X/1e00TeKapHOTo TIPeNPUSITHSI.

O030p MHCTPYMEHTOB JAUCKPETHO-COOBITHMITHOTO MoAe/upoBaHusi. [l peanu3aiuu
dpoBoro [BOWHMKA B HacTosieidd pabore BbIOpaH MeTO[ AUCKPEeTHO-COOBITHIHOTO
mopenvpoBanusi (DES — Discrete Event Simulation). B oT/ivune OT MeTO[OB CUCTEMHOMU
JUHAMUKA WIA areHTHOTO MozenupoBaHus, DES HaubOosiee afleKBaTHO OMUCHIBAET
JIOTUCTUUECKHE TIPOLeCChl C BbIpaXKEHHOM JWCKPeTHOW CTPYKTYPOM: OT/Je/bHble TPAaHCIIOPTHbIE
eIMHUILIBI, OUepe/Iv, 30Hbl 00C/TY>KUBAaHHSI C KOHEUHOH MPOITyCKHOM CITOCOOHOCTHIO [8].

CpaBHUTe/BHBIM  aHanM3  CYLeCTBYHWOIIMX  HWHCTpyMeHTOB  DES-mopenvipoBaHus
TIOKa3bIBaeT, yTo KoMMepueckue ryiatdopmel (AnyLogic, Arena, Simul8) obsazaroT pa3BUTHIM
(yHKIMOHA/IOM, OZHAKO TPeOYIOT 3HAUMTENbHBIX JIMLEH3UOHHBIX 3aTpaT — OT HECKOJIbKUX
TBICAY [0 AEeCATKOB ThicsY Ao/utapoB CHIA B roa. DTO OrpaHMuYMBaeT UX IPUMEHeHHe Ha
TIPeITIPUSITUSIX MaJIOTO U cpefiHero ousHeca. OTKpeITas tiatdopma JaamSim [3], pazpaboranHast
KomraHuel JaamSim Software, mpefocTas/isieT CONocTaBUMble (PyHKL[MOHATbHbBIE BO3MOYKHOCTH
NpU  HYJ/IeBOM CTOMMOCTU JIMLIEH3UH, 4YTO OCODEeHHO Ba)KHO B KOHTEKCTe TeKYIIero
rocyiapctBeHHOro Kypca Pecriybnmvky KaszaxcraH Ha UM(pPOBHU3ALMIO TPOM3BOJCTBEHHBIX
TipeANPUSTUN.

Marepmuasbl 1 MeToABI. /{7151 TPOBeIeHNUsI UMUTALIMIOHHOTO YKCTIeprMeHTa Oblia BeIOpaHa
cucTeMa JIMCKPeTHO-COOBITUIHOTO MO/IeTMpOBaHus JaamSim — mporpaMMHOe obecrieueHue C
OTKPBITBIM HCXOJHBIM KOJIOM, II03BOJIsIFOILEe JieTalbHO BH3ya/lu3HMpOBaTh JIOTUCTUUECKUE
TIPOLIeCChl ¥ HACTPaWBaTh CJIOXKHYIO JIOTHUKY MOBefieHus1 00beKTOoB [3].

Pa3paboTka BUpTyanbHOU cpefpbl «lIudpoBoro ABOMHMKA» OCYIECTB/ISAIACh Ha OCHOBE
JByX KOHKYPHPYIOLLMX CLieHapHeB: JielleHTpali30BaHHasl MO/ieb (TPaHCIOPTUPOBKA MPOAYKLIMU
OT TATH JIOKAJBLHBIX MaJbIX MPOU3BOJACTB K MSITU TOYKaM peanu3aliii) U LieHTpa/ri30BaHHast
Mo/ieJib (TPaHCTIOPTUPOBKA OT OJHOTO KPYITHOT'O 00beZJMHeHHOT'0 MPOM3BOACTBA K TEM JKe TISITU
TOYKaM peanu3aliu). ApPXUTEKTypa LU(PPOBOTO [JBOWHHMKA 0a3uWpyeTcs Ha CreAyOIuX
KJTFOUEBBbIX KOMIIOHEHTaX MO/le/TMPOBaHUSI:
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IIporpammHas peanu3aijusa Mmojeu B cpeae JaamSim. Cpega JaamSim npefocraBisieT
rpadyuuecKuii KOHCTPYKTOP MPOLIECCOB, B KOTOPOM MO/e/I CTPOSITCSl TOCPeACTBOM COeUHEHHs
(bYHKIMOHABHBIX O/I0KOB. B OT/MUMe OT CUCTeM IMPOrpaMMHPOBAHUsS OOIEro Ha3HaUeHUs,
JaamSim peanmu3yeT KOHIENIMIO «MOJeaupoBaHre 6e3 kKoga» (no-code simulation), uto
CYIIEeCTBEHHO CHIW)KaeT TIOPOT BXOJa AJISi CIelMaJMCTOB B 00J/1aCTH JIOTUCTHKKA 0e3 TyOoKon
MOJrOTOBKA B TpOrpaMMHpOBaHMK [3]. AHa/OrMuHBbIN TOAXOJ — HWHTerpalusi JUCKPEeTHO-
COOBITUMHOTO MO/Ie/TUPOBAHUS C ADXUTEKTYPOH [U(POBOTO JBOMHUKA W TIPOMBIIILIEHHBIM [0T —
ObUT IPUMEHEH B MCC/IeIOBaHUA AMUPXAHOBOW M COABTOPOB [15] /17151 MOCTPOeHUsT apXUTeKTYyPhbl
1[1(pOBOro ABOMHMKA IMPOU3BO/ICTBEHHOM JTMHUM C TIO/J€P/KKOM NPeJUKTUBHON aHaTUTUKH.

PucyHok 4 [eMOHCTpUPYyeT OJHOBPEMEHHYI BHU3yaqu3ali0 000MX UCC/eyeMbIX
cileHapyeB. BepxHsisi uacThb 23KpaHa COZAEpPXXUT [elLeHTPaJu30BaHHYI0 MOJe/ib C TATBIO
reHepaTopamu cyiqHocTed (EntityGenerator1-5), MsaTbiO cepBepaMM TE€PBHUYHOM 00pabOTKH
(Server1-5), 6mokamu BerBnenusi (Branchl-5) u ueThIppMs CcepBepaMH-TIPUEMHUKAMU,
COOTBETCTBYIOLLIMMH CKJIaJICKUM 30HaM MarasvHOB. HIWKHSIT 4yacTb — LIeHTPa/M30BaHHBINA
CLieHapuii C e[UHCTBEHHBIM TeHepaTOPOM U PaCXOSIIMMUCS MaplIpyTaMy JOCTaBKU.

€6 o0

K4

PucyHok 4 — IlonHasi BU3yanv3aLus KMUTaLMOHHOM Mozieny B JaamSim: BepxHuUii cLieHapuii — 5
3aBO/IOB, HIDKHUM — 1 Mera-3aBo/

VudopmalioHHasi TiaHe/lb B BepXHeM 4YacTH JKpaHa JaamSim oToOpakaeT TeKyiye
3HaueHMs! K/IIOUeBbIX (PMHAHCOBBIX TOKa3aTesield: CyMMapHble JIOTUCTUYeCKUe 3aTpaThl KaXK0ro
CLieHapusl U CPeJHIO CTOMMOCTb OJHOM JOCTaBKU B peXXMMe pea/lbHOrO BpeMeHW. [laHHas
(YHKLMOHA/IbHOCTD SIBJ/ISIETCSl MPUHLMUMNHUAIBHBIM MPEeUMYIeCTBOM MMMTALMOHHOIO TMOAXO0Aa
riepe/; CTaTUUeCKUM aHaJWTHUeCKUM PacuéToM, TM03BOJIsis HAO/MIOAAaTh HaKOIJIeHHe CTaTUCTUKA
10 Mepe TMPOXOKJEeHWs KaK[OW TpaHCIIOPTHOW eJWHMLIbI uepe3 MoJesb. Brok reHepanumn
cymHocrel (EntityGenerator) UMUTHpYeT NPOU3BO/CTBEHHBIE y3/1bl. VIHTEHCUBHOCTb TeHepaLuu
TPAHCTIOPTHBIX €JWHUL] 3a/laHa napaMeTpoMm InterArrivalTime, paBHbIM 14.5 ceKyHAaMm, uTO
COOTBETCTBYeT pealbHOMY PHUTMY OTIPY3KU TpeAnpusitus. bioku obcmyxuBanusi (Server u
Queue) oTpakaroT 30HBI TMOTPY3KM Ha 3aBOJAaX U 30HbI pas3rpy3kyd B marasvHax. Ouepenu
orpaHuueHbl ToporoBbiMd 3HaueHUsiMu (Threshold < 5), uTo mpejoTBpalaer 3aTtopbl U
UMUTHUPYET PeabHY0 MPOMYCKHYIO CIIOCOOHOCTh CK/Ia[ICKMX TTOMEIIeHHH.

TpancrioptHele marucrpamu (EntityConveyor) 3a7ar0T MapLIpyTsl JBUKeHUSI TPAHCIIOPTA.
KitoueBbIM apameTpom siBsieTcst (PUKCMpoBaHHOe BpeMs B IyTH (TravelTime), ycraHOoBi1eHHOe
Ha OTMeTKe 2 MUHYTBHI [/151 IOKa/IbHbIX MaplIpyTOB BHYyTpH ropoja. Koneunsle y37bl (EntitySink)
TIPe/ICTaBJISIFOT COOOM TOUKHU pean3aliiu, Te MPOUCXOAUT MOTJIOL[eHre CYLHOCTeH 1 (UKCcaLus
(MHAHCOBBIX 3aTpaT Ha JOCTaBKy Jyis MOCaeAyromero cobopa cratuctuku. [Iisi obecrieueHust
pPaBHOMEpHOM 3arpy3ku Mara3vHOB Obl TNpUMeHeH MaTeMaTHyeCKUd TOJAXO0[ JIOTUUeCKOro
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BeTBJIeHUsI. B apxuTeKTypy BHeApeH aucrieTuep-6/0k (Branch), yrpapsstoluii HanpaBieHreM
JBYDKeHUS KaXJ0U (Pypbl € MOMOLLBIO anroputMa «kapycenn» (Round-Robin) [4]:
(this.NumberProcessed % 5) + 1 (1)
laHHBIA anrOpUTM rapaHTUPYeT, UTO AUCIIeTUep roovyepeHO HaIpaB/sieT KaKAY0 HOBYIO

TPaHCIIOPTHYO eIMHULLY B CTPOTO 3a/laHHOM TOPSiAKe, LUK/IAYHO pacrpejessisi Harpy3Ky MexXay
TMSATBIO JOCTYHBIMU HarpaB/ieHUSIMHU.

$ & & &=
EntityGenerators Servert Branchi|
EntitySinkl
EntityGenerator4 Server2 Branch2 i R ST 73 - N 4 .
s B S5 PR T | d EntitySink2
& 1 d - server7
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Pucynok 1 — ApxuTekTypa Li1(pOBOro JBOIHUKA B JaamSim: fieljeHTpairi30BaHHasi MOJesTb
(53aBofOB — 5 MarasvHOB)
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PucyHok 2 — CxemMa MapIIpyTH3al[y TPAHCIIOPTHBIX MIOTOKOB: LI€HTPATU30BaHHbIN ClieHapHi
(anroput™m Round-Robin)

Pe3yibTaThl 3KCIEePUMEHTa M HUX 00cyxAeHHe. B Xoze mpoBeieHUs] UMUTAL[MOHHOTO
JKCTIepUMEHTa B BUPTya/lbHOW cpefie JaamSim ObuIM MOJTydeHbl KOJUUECTBEHHbIE METPHUKH,
OTpa)karolljie SKOHOMUYECKYH) W OMepaloHHYI 3((eKTUBHOCTb [BYX pacCMaTpHBaeMbIX
crparteruid. CUMYyJISILIUS JTIOTUCTAYECKUX TMPOLIECCOB MPOBOJAW/IACH /ISl CTaHJAPTHOW 8-yacoBOU
paboueii cMeHbI C (PUKCHUPOBAaHHBIM IIJITAHOBLIM O0BEMOM OTTPY3KH, COCTaBUBIIMM 1986
TPAHCTIOPTHBIX eNuHMIL AJisi 00enx mogened. KiroueBble moka3zatemu 3ddektuBHocTH (KPI)
OLIEHMBa/IMCh TI0 TpeM IlapaMeTpaMm: CpeJHsii CTOMMOCTb JOCTaBKM OJJHOW TpPaHCIOPTHOM
eIMHULIbI, CyMMapHble JIOTUCTUUeCKHe 3aTpaThbl 3a CMeHy U KO3(DQUIMeHT yTUIU3aluu
MIPOM3BO/CTBEHHO-CK/IaICKUX MOLIHOCTel. [lelleHTpanr30BaHHast MOJeb (5 MasibIX JIOKaabHbIX
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3aBO/IOB): CPE/IHsIS CTOUMOCTD JOCTaBKHU 0fHOM (hyphI cocTaBuia 13 000 T; oO1iie TIOrUCTUYECKHE
3aTpaThl 3a cMeHy: 25,8 MH T; KO3 GUIMeHT yTUIH3al[iK pecypcoB: 82%.

LlenTpanu3oBaHHasi Moziesb (1 Mera-3aBoj)): CpefjHsii CTOUMOCTb JOCTaBKWA OAHOU (yphl
Bo3pocsa fo 20 000 T; obiue jioruCcTHUYECKWe 3aTpaThl 3a cMeHy: 37,7 M/IH T; KO3 dHUIeHT
yTunM3auuu pecypcoB: 94%. AHanv3 TOMyYeHHBIX [JaHHBIX YOeUTe/JbHO /I0Ka3biBaeT, UTO C
TOUKWA 3peHUs] BHYTPUTOPOJACKOW MaplUpyTH3aLMy [eLleHTpaJu30BaHHasi CTpaTerusi siB/seTcs
3KOHOMUUeCKH Oosiee 1enecoobpasHoi [5]. CoxpaHeHUe ST JIOKaTbHBIX MPOU3BOCTBEHHBIX
y37I0B TIO3BOJIU/IO CHU3UTh CyMMapHble JIOTUCTUYECKHe W3AepKKu mnpeanpusatus Ha 31,5%
(3koHOMUSs cocTaBuiaa 11,9 mH T 3a ofiHYy pabouyto CMeHYy).

CHmkeHHMe cpefgHeit crommocTtd peiica (¢ 20 000 T go 13 000 T) HarpsiMyr0 CBsI3aHO C
COKpallleHeM TPaHCIIOPTHOTO Ijleya OT JIOKaAbHbBIX 3aBOZIOB [0 KOHEUHBIX TOUEK peanu3alivu.
Anroput™m pucrieTuepr3aliu obecrieunsi paBHOMEPHOE pacripejie/ieHHe MallliH 10 TOPO/ICKOM
TpaHCIIOPTHOM ceTH. Ocoboro BHUMaHUs TpeOyeT MHTepIipeTalus Ko3hduiueHTa yTUau3aluu
MOIIIHOCTel. B 1jeHTpa/iM30BaHHOM Mojjenu yTunusauus gocturia 94%. B KOHTeKCTe Teopuu
MacCoBOT0 00C/Ty)KMBaHUsI CTO/Ib BBICOKWH TOKa3aTesib CBUZETE/LCTBYeT O paboTe CUCTeMBbI Ha
rpefiesie  CBOeM IIPOIMYCKHOM criocobHocty [6]. 310 dopmupyer 3¢hdeKT «OyThLIOUHOTO
TOpJIBIIIIKa», SKCIIOHEHI[MA/JIbHO TIOBBIMIAs PUCK 00pa30BaHUWs oOuepefied TIpu MasieHImx
3aiep)KKax. JlerieHTpaiM30BaHHas Mojie/ib TPOJAEMOHCTPHUPOBa/Ia yTHUIM3aLM0 Ha ypoBHe 82%,
UTO SBJISIETCS OINTHUMAa/bHBIM: 00ecreurBaeT BBICOKYIO peHTabe/lbHOCTh WHGMPACTPYKTYPHI,
coxpansisi 18% pe3epBHOI TIPOMYCKHOM CTIOCOOHOCTH [I7Isi aMOPTU3aLK TIMKOBLIX Harpy3oK.

Bu3yamu3anus pe3y/ibTaToB B Beb-mHTepdelice mudpoBoro ABoiiHMKAa. B pamkax
vccie[oBaHus ObLT pa3paboTaH BeO-uHTepdelic 1HdpoBOro ABOMHUKA — aHATMTUUeCKas TIaHe b
ynpasyieHusi (Dashboard), mo3Bosisitoiljasi B pekvMe peajbHOTO BpeMeHU BH3yalu3UpOBaTh
K/TIoueBble TIOKa3aTenn 3Gh@GeKTUBHOCTH JIOTUCTHUYECKOW cucTeMbl. [lamibops peasv30BaH C
UCrosb30BaHueM TexHosorvii React u Chart.js u  obecrieurBaeT WHTErpanjui0 JaHHBIX,
reHepUpyeMbIX CUMY/ISILMOHHBIM JBW)KKOM JaamSim [3].

Backapy TaKracbl

248 6ip/car

Riyxewaep GoRuaaua xedsy uminRap

Kendiayneppin rapanys

P
— .9,

PucyHok 3 — Beb6-pambop nudpoBoro ABoliHNMKA: TlaHe b yripasaedus ¢ KPI,
CpaBHUTe/bHBIMU I'paKaMy U XpOHOJIOTHel COObITHI

Wurepdeiic pambopga (PucyHOK 3) BK/IIOUAET IIECTh K/IFOUEBBIX WHGMOPMAI[MOHHBIX
0/10KOB: 00I11lee KOJTMUECTBO OTIPY30K 3a cMeHy (1 986 ez1.), cyMMapHbIe JIOTUCTHUECKHE 3aTpaThl
(25,8 MstH TeHTe), cpefiHee BpeMsl JOCTaBKU (4,2 MUH), KO3GhOULIMEHT YTUIU3aLUA MOIIJHOCTeN
(82%), cpepnsisi croumocTh AocTaBku (13 000 TeHTe) ¥ MpOIyCcKHast CIOCOOHOCTL CUCTeMBI (248
en./gac). [daHHble OTOOpaXkalOTCs B CPABHUTENILHOM peXWMe s 000WX —ClieHapHeB.
CpaBHUTe/IbHAsA TUCTOTpaMMa «3aTpaThl 10 Mara3uHam» HarJisiIHO IeMOHCTPUPYeT NpeBbIlleHre

204



CTOMMOCTU [JOCTaBKU LIeHTPa/JM30BaHHOW MO/ HaJ, JAelleHTpPaJvM30BaHHOU MO BCeM MATU
TOuKaM pearu3auyid. OcobeHHO BbIpaKeHHOe pa3inuue Hab/oaeTcsi TI0 Mara3vHam 4 u 5 —
HauvOoree yganéHHBIM OT THUIOTETHUECKOTO Mera-3aBojia. JIMHeWHbBIN MPOrHO3 HaKOTIeHHBIX
3aTpaT TMOATBEpPXKJAeT, UTO pa3pblB MeXJy CLeHapusiMd HapacTaeT: I[IpU TOPU30HTe
IIJIaHUPOBaHUA 12 MecsLieB pasHULiA JOCTUTAeT MopsAKa 5 MJIPZ TeHre, UTO KPaTHO MPeBOCXOAUT
KalnuTasbHble 3aTPaThl Ha MOAJepKaHue MATU JIOKa/IbHbIX TTPOM3BO/CTB.

3ak/roueHue. B paMkax mpoBejeHHOTO UCC/IeJOBaHUs Oblia YCIIeIHO CIIPOeKTUPOBaHA U
peanv3oBaHa BUpTyanbHasi cpefa «LludpoBoro ABOMHMKa» MPOU3BO/CTBEHHO-IOTUCTUUECKON
CUCTeMBI TIpeAnpUsTHs. VIcronb3oBaHWe Cpefibl JUCKPETHO-COOBITUHHOTO MO/eMUpOBaHus
JaamSim mno3Bo/M/IO0 [eTasbHO BOCCO3/aTh AWHAMMKY TPAHCIIOPTHBIX ITOTOKOB W OLIEHUTH
5KOHOMMUECKYI0 3((eKTHBHOCTh yrpaBleHYeCKUX PpeLIeHWd C Hy/aeBbIMH (UHAHCOBBIMU
pUCKaMu. DKCIIePUMEHT /l0Ka3aJl, UTo /i BHyTPUIOPO/CKOM JIOTUCTUKHY CXeMa C MATbI0 MajlbIMU
JIOKa/IbHBIMH 3aBO/IaMH SIBJIsieTCsl Oojlee BBITOZHOMW: CyMMapHbIe 3aTpaThl CHU3WINCH C 37,7 1o
25,8 mnH T (3koHOMUS 31,5% 3a cMeHY), cpe/iHsst CTOMMOCTh JJOCTaBKH coKpaTusiack ¢ 20 000 1o
13 000 T. eueHTpanv3oBaHHast Mojesb (yTunu3sanus 82%) obecrieurBaeT ONTUMa/IbHbIN OaslaHC
3¢bheKTUBHOCTH W OTKA30yCTOMUHMBOCTU, TOTJAa Kak I[eHTpanu3oBaHHas (94%) paboTaer Ha
Tipe/iesie TIPOITYCKHOM criocoObHOCTH. Pa3zpaboTaHHbIl LMGPOBOI [BOWHUK MpeCcTaBiseT coboi
BBICOKOTOUHBIM aHAaTUTUUECKHUN MHCTPYMEHT MOAJEP)KKUA MPUHSTUS CTPaTeruyecKuX pelleHuit.
UccnenoBanre  maremMaTHuecKd  OOOCHOBajo  HewesiecOOOpasHOCTh  KOHCOJIUALIN
TIPOU3BO/ICTBEHHbIX ~ MOLHOCTEM U  TOATBEDPAWIO IIeHHOCTb TpPUMeHeHHWs CBOOOAHO
pacrpocTpaHsieMbIX CUCTeM UMHUTALIMOHHOIO MOZIe/IMPOBaHKs B IIPOMBILLIJIEHHON UH)XXEHePUH.

OrpaHuuyeHHsi HMCC/IeJJOBaHUsI U HampaB/ieHHs [JajabHedmux pador. [TpoenéHHOe
VICC/Ie[J0OBaHMe, TIPU BCeM ero NpakTUUeCKOM 3HaYMMOCTH, UMeeT psifi orpaHrueHul. Bo-nepBbIx,
Mo/le/lb UCTO/b3YyeT JeTepPMUHUPOBaHHble 3HaueHUs BpeMeHMW B nyTH (TravelTime = 2 mun),
TOrJa Kak peajibHasi rOpPOJCKasl JIOTUCTUKA XapaKTepu3yeTCsl CTOXaCTUUeCKWMHU 3afleprKKaMH,
00ycroBieHHbIMA TPadUKOM, JOPOXKHBIMH paboTamMu M Ce30HHbIMU (hakTopamu. BxiiroueHue
BEePOSATHOCTHBIX pacripefie/ieHUH (TPeyrobHOrO WM HOPMasbHOI0) SBJISIETCS [IepBOOYEPEJHBIM
HamnpaB/ieHWeM YTOYHeHUs MoJend. Bo-BTOpbIX, B TeKyllell BepCUd He YUYUThIBAIOTCS
KaluTasbHble 3aTpaTbl Ha CTPOMTE/NLCTBO M COJiepyKaHue IIPOM3BOJCTBEHHBIX MOLJHOCTEH,
CTOMMOCTb 3eMeJIbHbIX yUaCTKOB M aJIMMHHCTpaTHBHbIE u3AepXKu. [lonHasi sKoHOMMUecKas
MOJZle/lb TIPUHATHS pelleHWd O pPeCTPYKTYpU3aljMM [O/DKHA BK/IIOUaTh KakK OlepaljiOHHbIe
(OPEX), tak u kamnutanbHble (CAPEX) cocrapssitoiye B paMKaX MHOTOKpUTepHaIbHOU
ontuMM3aLuu [12]. B-TpeTbux, npejcTaBieHHas apXUTEeKTypa He NpeJycMaTprBaeT MexaH1u3Ma
00paTHO¥ CBS3M — TO eCTh Tepe/jaui JaHHBIX U3 peabHOM MPOU3BOICTBEHHOM CCTeMbI 06paTHO
B MOZIeb AJis eé TUHAMUUeCKOW epeKaMOpoBKY. Pean3alivs Takol MHTETPaL{uy MOCPeACTBOM
nipotokosioB I1oT u nnatrdopmbl MQTT siBnsieTcst 3afiaueid ceAyrolero 3rara uccaeloBaHus B
pamkax mnpoekta BR24992975. MeTtofo/iornueckori OCHOBOM [Jisi TaKOM WHTErpalyy CIy»KaT
pe3ysibTaThl paboT [13-15], B KOTOpBIX peasn30BaHbl 3aMKHYTble LM(POBbIE JBOMHUKH C
nogzep>kkoi 110T, mpeAMKTUBHBIM yTpaBJI€HHUEM U TTIOTOKOBON 00pabOTKOM JJaHHBIX B YCJIOBUSX
peasbHOTO TIMILEBOrO TPOM3BOACTBA. [lepCrieKTHBHBIM HaripaBjieHWeM SIB/sieTCsi pa3paboTka
MY/IbTUAreHTHOTO PaclIMpeHrs] MOZeH, B KOTOPOM TPaHCIIOPTHbIE eAWHULILI OYAyT HasleneHbl
aBTOHOMHOM JIOTUKOM TIPUHATHS peliieHUiA. [IpiMeHeHre MeTO0B 00yUeHusi C MOoAKpeIvieHueM
(Reinforcement Learning) /711 onTMMU3al[ii MapIIpyTOB B YCIOBUSIX U3MEHSIOIIENCS JOPOXKHOM
00CTaHOBKM TIpe/ICTaB/IsieT cO00M akTya/lbHOe HarpaB/ieHHe Ha TepeceueHur WMHUTALMOHHOTO
MO/Ie/IMPOBAaHUsT M MCKyCCTBeHHOro wHresiekTa [9]. Kpome Toro, pambpHeliie paboThI
npeArionaraloT  arnpobaruio  pa3paboTaHHOTO  IMQPOBOrO  JBOMHMKA HAa  peasibHbIX
TIPOU3BO/CTBEHHBIX [JaHHBIX MPEeANPUITUN MUILEBOU MPOMBILLIIEHHOCTU AJIMAaTHhI.

BaarogapHocTu. ViccienoBaHue BbINMOIHEHO MPY (MHAHCOBOM Mo/ifiep>kKke MUHUCTepCTBa
HayKu U BbIciIero obpaszoBanusi Pecriybmiku Ka3zaxcran B pamkax npoekta UPH BR24992975:
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«Pa3paboTka 1MdpoBOTO /ABOMHMKA MUITIEBOTO TIPEATIPUATHS C WCIIOJIb30BAaHUEM TEXHOJIOTHM
WCKYCCTBEHHOr 0 uHTesiekta u [loT».
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AF3AHBIH ®M3NOIOTUAJIBIK KYHUIH BO/DKAY JAFBI MHTE/IJIEKTY AJIBI
OUPPJIBIK EI'I3 TEXHOJ/IOI'ISACBHI
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an-dapabu ambiHOaebl Kazak yaimmbiK yHusepcumemi, Aamamni, Kazakcmau
E-mail: dek111782@gmail.com

AHdamna. basHOoamada adam ae3acblHblH UHMeMeKmyanobl Yuppablk e2iziH (pu3uo102usiIbIK
JHCOHe namoso2usbIK Kylinepoi 601xcay makcambiHOa KOAOAHY MYMKiHOIKmepi Kapacmblpbliaobl.
Hugpabik e2i3 mexHono2usiICbl MeOUYUHANbIK OepeKkmepdi, xicacaHObl UHMenleKm a0icmepiH JcaHe
MAWUHABIK OKbIMy deopummoepiH Oipikmipy apKblibl d23aHbiH 8UpMyaaodbl MOOeliH KaAbinmacmblpyad
MYMKIiHOIK Oepedi. ¥cblHbl2aH macin ¢usuonoeusiblK Kepcemkiwimepdiy e32epy OUHAMUKACHIH
bakbLiayea, namono2usiblK yoepicmepdiy OamybiH manddyed, aypyadpoblH bIKMUMAA ACKbIHYAAdPbIH
baeanayea dcaHe emoey HamudicenepiH andblH ana bomicayea xaedaii KHcacaliobl. Lugpavik ezizdepdi
KOA0aHy MeOUYuHanblK 3epmmeyaepdiy muimOinieiH apmmblpy2a, KIUHUKAQIbIK CbhIHaKMApoblH
WbIebIHOApbIH azatimyea xcaHe depbecmeHdipineeH MeOUYUHAHbIH OAMYbIHA bIKNaa emeoi.

Tytiin ce30ep: yugpablk ez2i3, adam ae3dcbl, HCACAHObI UHMeMIeKM, MAWUHAABIK OKbIMY,
¢usuonoeusbIK Kylinep, namoao2usiibiK Kytliep, yugpabik MeouyuHa, MeOUyuHalblk 3epmmeysep.

Kipicne. CoHfbl >KbU1apbl LU(PIbIK TeXHOIOTUsI/IaPbIH, KAPKbIHABI JaMybl 1eHCaY/IbIK,
cakKTay >KyleciHe )KaHa MYMKiH/iKTep allly/ia. 9cipece >kacaHZbl UHTe/IEKT, Y/IKEeH JiepeKTep/i
Tanjay >koHe LMQPJBIK MOJenbley JiCTepiHiH JaMmybl MeJULMHA/BLIK 3epTTeysepAi >kaHa
neHreiire ketepi. OcbiHAal eH Oo/aiarkl 30p 6arbITTap/IbIH, Oipi - aflaM aF3achbIHBIH, [TUGPIIBIK,
erisiH Kypy TeXHOJ/IOIMSACHI.

LIudpislk eriz — HaKThl 00BLEKTIHIH, HeEMece KYWeHiH BUPTya/bl KelripMeci. MeauiHa
calacelHja UMGPALIK eri3 ajfaM ar3achiHbIH, (DHM3UOOTUSJIBIK epeKIle/NiKTepiH, JeHcay/bIK
)Kar[jablH >KoHe aypyJ/ap/blH, JaMy [JUHAMHUKAaCblH CUMNATTaWTbIH WHTEIeKTyauJbl MOJesb
peTiHze KapacThIpbliaAbl. MyH/iail MOZie/Ib HAaKThl YakKbIT PeXKHUMIH/Ie >KaHAPTBUIbII OThIPaThbIH
MeJVLMHA/bIK [epeKTep HerisiHzie KasblnTacazpbl.[IacTypal MeAWLIMHA/BIK 3epTTeyJiep Kell
Kap>KbUTBIK IIBIFBIH/AP/bI, Y3aK Mep3iM/i OakbliayZbl )KoHe KONTereH 3epTTey CyObeKTinepiHiH,
KaTbICybIH Tasan etefi. COHbIMEH KaTap, KeITereH K/IWHUKAJBbIK SKCIIePUMEHTTepl »KYprisy
9TUKAJIBIK TajiarTap MeH KATBhICYIIbLIAp/bIH, JeHCay/bIFbIHA TOHETIH KayinTepre OalIaHBICTEI
mekrenefi. OcbiraH OaiiaHbiCThl LMGPIBIK, eri3fepAi mMadifanaHy BUPTyaiJbl 3epTTeyJiep
JKYPTi3yZiH, aypy/ap/blH AaMy CIieHapUi/IepiH >KoHe eM/Iey HOTHKe IepiH asiJibiH ajia OaFaiay/IbIH
TUIMJI KypasblHa aiiHany/a.

3epTTey >KYMBICBIHBIH, MaKCaTbl — aJiaM ar3acbIHbIH WHTe/IeKTyanbl UUGPIbIK erisiH
KYPYZbIH HETi3ri KaruzanapblH KapacTbIpy >KoHE OHbI (DM3HOJIOTHS/IBIK 9pi MaTOIOTHSIIBIK
KyWepzi 6o/mkayja KongaHy MYMKIHZIKTepiH Tanzay 00/1bIn Tabblia bl

Herisri 6estim. [I/T¥ nepektepi O0MBIHIIA CO3bIIMA/IBI aypyJ/iap a/ieM/eri eMiM->KiTiMHIH
71%-bIH Kypau/ipl, aj )XypeK-KaH TambIpJiapbl aypyJ/iapblHaH Kbl cabiH 17,9 M/IH afiaM KauTbIC
6omnagel. [1]. Byn kepcetkiitep acipece AKII, Kpitalt, ['epMaHusi )koHe ¥ IbIOPUTAHUS CUSKThI
esiziepzie 1UQPBIK MeIUI[MHA MEH »KaCaH/bl UHTeJUIEKT TeXHOIOTHsIApbIH Oe/ICeH i aMbITyFa
bIKMasa eTTi. JlyHue >Ky3iH/e Mal[MeHTTiH LMQPJIbIK eri3i Heri3iHzeri xyliesnep AuarHOCTHUKAbIK
JRJIIIKTI apTThIpyFa MyMKiHAIK O6epimn oTwip. [2].[3]. CoHAbIKTaH, MAIlMeHT XaFAalbIH TasjayFa
)KoHe OoJpKayFa apHa/iFaH LUGPIIBLIK eri3/liH, UHTe/IeKTYasIibl )KyHeciH 33ipiey ©3eKTi FhUILIMU
OarbIT OOJTBITT TAOBLIAABI.

Lugpabik e2iz mexHon02usACbIHbIH 0aMy mapuXbl. LINGPIbIK eri3 TYKbIpbIMJaMachl a/Falll
peT eHepKaCill canachlHAa mMaiga 6omgel. By TexHomorusi KypZenii TeXHUKaNbIK KyHenepaiH
BUDPTYya/Iibl KellipMesnepiH KYpy apKbLIbl OJIapAblH, >KYMBICHIH OakbliayFa ><oHe OospKayra
MYMKiH/iK 6epzi. KellinHeH 1up/ibIK eri3zep aBualyisi, JHepreTHKa >koHe OH/ipic cananapbiHa
KeHiHeH KoJ/jaHbiia 6actazibl. 2KacaH/ bl MHTeJJIEKT TeH Y/IKeH JiepeKTep TeXHOJIOTHsi/IapbIHbIH,
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JamyblHa OaiylaHbICTBI [M(MPIIBLIK ~eri3zep MeAWIMHA CajachblHA EHTi3ifinm, —aJj[aMHbIH,
(GU3MONOTUABIK, )K9He TaTOJOTHSI/IbIK KYWIepiH MoJenbleyAiH TUiMZi KypaiblHa aiHajifpbl.
Kasipri yakpITTa 1UQpPIbIK eri3 TeXHOJIOTUsACHl AepOecTeH ipi/ireH MeJUIIMHAHBI 1aMbITy/1aFbl
MaHbI3/bl OarbITTapAbIH, 6ipi 60/1bIT TabbUIaZABI. BY/T TEXHO/IOTHST HAKTHI aZIAMHBIH, MeIUL[UHAJTBIK,
JlepeKTepiHe Heri3fe/nreH BUPTyai[bl MOJe/lb KYPyFa >KoHe [eHCAy/blK >KaFJalbIHAFbl
e3repicTep/i aa/bIH ana bo/rkayra MyMKiHZIK Oepefi.

Adam ae3acbiHblH YugpblK e2i3iHiH apxumeKkmypachl. AjjlaM aF3acbIHbIH LUGPIIBIK eri3i —
9PTYPJIi IepeKKe3ep/ieH a/ibIHFaH MajiiMeTTepZi OipiKTipeTiH >KoHe alaM aF3achbiHZA >KYPeTiH
yAepicTtepi MoJenbAeyi KaMTaMachl3 eTeTiH UHTe/VIeKTYaslibl aKIapaTThIK )Kyie. ¥ CbIHbLIaThIH
apxuTeKTypa Keyeci Kypamzac besikrep/ieH Typasbl:

— MeJULIMHAJIbIK lepeKTepAi )XUHay MOAY/JIi;

— JlepeKTep/ii caKTay JK9He MHTerpaLysiay MOAy/i;

— aKraparThl a/i/IbIH aja eHJey MOAY/Ii;

— MallMHabIK OKbITY MOAY/i;

— GospKay >KaHe IIeliM KabbuiZayabl KoJiiay MOYJIi.

Bosokay

MeauLHAMBIK, HepexrepAi K9He

JlepekTepai caKTay JKoHe
JKAHAY WHTerpauusiay

IIelliM
KaObL11ay

Cypert 1. — AjiaM aF3acbIHbIH UHTe/IEKTYan/bl LU(PJIBIK eri3iHiH apXUTeKTypachl

[epekrepziy, Herisri Ke3jepli peTiHAe 3/eKTPOHABIK MeJULIMHA/IbIK KapTasap,
3epTXaHa/blK 3epTTey/epiH  HITWKesepi, MeJULMHA/bIK KYPbUIFbUIAPAbIH, [epeKTepi,
MOHUTOPUHT JKYPTi3eTiH TaFblIaThblH KYPbUIFbLIAD MEH TejeMeJULMHAMbBIK >KYUesepaiH,
MasliMeTTepi TaijanaHbllybl MYMKiH. JKuHanraH akmapar OipbiHFall JepekTep KOpbiHa
JKAHAKTAasbIM, alJblH ana eHpaeygeH oerefi. KelliH »kacaH[bl MHTe/UIEKT aJrOPUTM/EPi apKbUIbl
Tas/laHbll, aJaM ar3acbiHbIH, LUQPJbIK MOJesi KalbINTacThIpbulaJbl. Byl Mojenb ar3aHblH,
aFbIM/IaFbl KYHiH CUMaTTanm KaHa KoWMal, OHBIH OosialliakTarbl e3repicTepiH Je Oospkayra
MYMKiHZIK Oepe/i.

Humennekmyanobl yuppblk e2i30iH Hcymbic icmey npuHyuni. IHTesieKTyan bl UQPJIBIK,
eri3/iiH Heri3ri epekiliesiiri - ar3aHbIH, KYHi Typasbl aKrapaTThl Y3/iKCi3 >KaHApPThIM OTBHIPY >KoHe
a/lbIHFaH JlepeKTep Heri3iHzge Oo/mkam >kacay Kabiseti. JKyite Gpu3HONOTUsanbIK KOpCeTKiInTepii
TYpakKThl TypJe Oakpinarn oTeipabl. Olapra >KypeK COFY JKHUiJiri, apTepusiibIK KbIChIM, KaH/aFbI
TJIFOKO3a JIeHreli, JieHe TemrepaTypachl, THIHBIC aly JKHiJIri >koHe 6acka OWOMeAUI[UHAIIBIK
riapameTpJiep >KaTaJbl. AJIbIHFaH JlepeKTep MalllMHa/bIK OKbITY arOPUTM/epi apKbUIbl 6Hee|.
JKylie yakpIT 6Te Keje KMHa/IFaH MaJIIMETTepP apachIH/IaFbl >KaChIPbIH Oali/laHbICTap/[bl AHBIKTATI,
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ar3aHbIH Oenrisi 6ip e3repicTepre Kanai >kayart 6epetiHiH yiipeHeai. Hatwkecinge mudpibIk, eri3
HaKTbl aZlaMHbIH, (DU3UOJIOTUSAMBIK epeKIleTiKTepiH eCKepeTiH WHTe/eKTyaaAbl MOJesbre
aviHanajbl.

du3suonoeusiblK Kytiiepoi 6onxcay. OU3NOMOTHANBIK KyWaepi 0o/mkay IUdpIIbIK eri3
TeXHOJIOTHSICBIHBIH, MaHbI3/Ibl OaFbITTAapbIHBIH, Oipi OO/bIM TaOBIMaAbl. AF3aHBIH KasbIIThI
JKYMBICBIH ~ CHUIaTTalTBIH  KOpCeTKIlUTepZiH, e3repyiH Oakpliay apKbLIbl  [JeHCAYJIbIK,
JKaFJalbIH/IaFbl aybITKy/IapAbl €pTe Ke3eHJe aHbIKTayFa 0osagbl. MpbIcasibl, XXYPEK COFy
JKUIJITiHIH, KaH KbICLIMBIHBIH HemMece KaH/aFbl KAHT JeHreliHiH e3repy JWHaMUKaChIH Tajjaay
apKpLIbI Oesristi 6ip aypy/sappiH JamMy KayTiiH a/iZibiH ana 6aranayra MyMKiHZIK Tyazbl. COHbIMEH
KaTap )Kyiie aJJaMHbIH, )kKeKe (hHM3UO0I0TUSJIbIK epeKIleTiKTepiH eCKepir, AeHCay/IbIK KaFAalibIHbIH
BIKTUMa/l ©3repicTepiHe KaThICThl Oo/DKaMap >kacaibl. PU3MOMOTUAIBIK Kyiiepai 6o/mkay
NporIaKTUKaAbIK MeJWLIMHAHBIH, JaMyblHa bIKIa/l eTiM, aypy/iapAblH aj/blH aly liapaaapbH
Jiep KesiHzie KabbljayFa MyMKIiHZIK Oepei.

ITamonoeusinbik  Kyiiepdi 6onxcay. Ludpablk eri3 TexXHOMOTHSCHIHBIH, MaHbI3/bl
apTHIKIILUTBIKTAPbIHBIH, Oipi- TATOMOTHSAMBIK YepiCTepAiH AaMyblH MOZe/bAey MYMKiH/Iri.
[TaTosorusnbIK Kyiiepai 6o/mkay KesiHje )Kyie MalieHTTiH, TapUXyu MeJULMHAJIBIK, JepeKTepiH,
3epTXaHa/bIK KOPCeTKIIIITepPiH >K9He aFrbIMZarbl (hM3UOOTUSIJIBIK, TTapaMeTpJiepiH Tangahabl. by
aypy/napAblH, /[aMy BIKTUMa/JbIFbIH aHbIKTayFa >KoHE acCKbIHyJapJblH TMaifa 0oy KayriH
Oaramayra MyMKiHZAIK Oepezi. YKacaH/Abl WHTE/NIEKT aJTOPUTMZEPI >KYPEK >KeTKiTKCi3iriH
JIIMarHOCTHKalaya >KOFaphl J9JIIK KepCeTi, aypyAblH epTe Ke3eHJepiH aHbIKTayFa MYMKIH/IIK
Gepeni. [4]. Mbicanbl, KaHT quabeTi, )KypeK-KaHTaMbIp JKYHeCiHiH aypy/apbl, TUTIEPTOHHUS KoHe
Oacka co3blIMasbl MMaToJOTHsiiap Ke3iHZe LUPIbIK eri3 aypyJblH [aMmy JUHaMHKaChIH
Mo/iesibiel anazibl. KaHT 1uabeTi »KaFaaibIH/a UGPIBIK eri3ep MalueHTTiH KaFAalbIH OaKbliay
MeH OospKayga THIMZI KO/MZaHBIIBI Kemedi. [6].[7]. MyHzali Mojenbey Aspirepiepre eMzey
TaKTUKACbIH TaHJayFa >KoHe BbIKTUMas TIyeKeszepZi a3auTyra kemekreceni. COHbIMEH KaTap
TIaTOJIOTUS/IBIK,  KyMsiepAi Oo/bkay TMalUMeHTTiH, >KaF[aiibl HalllapjaMail TYpBIN ajblH any
IapasapbiH KabblilayFa MYMKiHZIK Oepeni. By JeHcaysiblk cakray >KYHeCiHiH THiMZiTriH
apTThIPYFa bIKIIaj eTe/i.

Lugpabik e2iz0epdi K010aHyOblH NPAKMUKA/IbIK MblCaA0apbl. AJjaM aF3aChIHbIH LIUQPJIBIK,
eri3i apTypsni aypynapzbl 6akpinay >koHe O0/pKay MaKCaThIH/IA TlaiAalaHbLTybl MYMKiH. MbICarbl,
JKYpeK-KaHTaMbIp JKyleci aypy/apbl Ke3iHze LudPJIbIK eri3 MalueHTTiH )YPeK COFY )KHUiJIriH, KaH
KbICBIMBIH )K9He 3/1eKTpOKapAuorpadusblK KOPCeTKILTepiH Tanjall OTbIPbIN, JKYPeK
KbI3METiH/IeTi aybITKy/IapJbl epTe aHbIKTayFa MYMKiHZIK Oepeni. KaHT guaberiMeH aybIpaThiH
aZlamap YiuiH mudprblK eri3 KaHgarbl IJIF0K03a JeHreliHiH e3repyiH 6akKbuiar, TUIepriiKeMuyst
HeMece TUIOTJIMKEeMUsS KAyTMiH aiblH ana O0o/pkail anazpl. CoHbIMEH KaTap LU(PIIBLIK, eri3zep
OHKOJIOTHSITIBIK,  aypyJ/iap/bl emjey OapbiChIHAA SPTYPJi TeparnusiblK JiCTep/iH bIKTUMA
HOTIDKeNepiH Oaranayra MyMKiHZIK Gepefi.

MeouyuHanbik 3epmmeynepoe Koa0aHbL1ybl. LITudpbIK erizgep MeAULIMHAIbBIK 3epTTey1ep
JKYPTi3y/ZiH >KaHa TacinzepiH yceiHagbpl. BupTryanasl MozenpAepl naiianaHy apKblUibl 9pTYypIii
K/IMHUKAJIBIK CLieHapUi/iep/ii HaKThI Mal[MeHTTiH KaThICYybIHCHI3 3epTTeyre 0oazbl. MyH/zal Tacin
3epTTey LIbIFbIHAAPbIH a3alTajbl, SKCIIePUMEHTTEepP/iH, KayilcCi3firiH apTThipafibl >KoHe
HOTWDKeJIep/i JKbI/IIaM ajlyFa MYMKIiHZIK Oepeni. CoHbIMEH KaTap [A9pisiK IperapaTTap/blH
TUIMAUTITIH angeiH ana Oarasay, 9pTYP/i eMJiey JIiCTepiH CasbICThIPY JK9HE BIKTHUMas
aCKbIHy/IapAbl 3epTTey MYMKIiHZiri maiga Oomazael. Ludpablk erizgepii KomgaHy FbUIBIMU
3epTTey/epAiH [I/AIriH apTThIPbIl KaHa KoWMal, MeJULMHA/IbIK, HWHHOBALUS/IApAbl €Hri3y
yAepiciH ge xemenaeteni. KU HeriziHgeri nudpbIk eri3gepai Ko/igaHy A3CTYPJIi MeAULMHaMeH
CaJTBICTBIPFaH/Ia Kesecizied HaTwkesep Oepi:

IvarHocTukainblk, Aaik: 2Kypek >keTkisikciszirin ansikTayga XK manziri 82% 6oiica,
CTaH/IapPTThI XKyiiesepae oy 67%-aaH acriazibi [5].
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Emre >xayan Oepy (Tepanus tuimziniri): Ludpnbik eri3gi Konganranaa tTaiMainik 83,4%
Oomnabl, Oy CTaHJAPTTHI eMieyaeH 28,1%-ra >korapsl [6].

Bosokay kareniri: I'ymroko3a geHredin 6ospkayza KW karemikTi (ky#esi aybitky) 11,99
MT/[IJT-Te fieiH a3aiTyFa MyMKiHZIK Oepefi [7].

®apmaneBtrka: KW-ai maiiganaHy >kaHa AapinepAi ipikrey mpoueciH 70%-ra AeuiH
JKblamaaTagsl [8, 9].
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D2NAIK

W CTaHZapTTbl XKyvie W HKU+LE
Cypert 2.- )KU meH Ludpnbix eri3zai kongaHy THIMALTIT

HugpabiK e2i3 mexHON02UACbIHbIH apMbIKWbLIbIKMApbl. VIHTenneKkTyanbl LUQPbIK
erizziepZi KoJ/JaHyJbIH Heri3ri apThIKIIbLILIKTapPhI:

— (PU3HOOTUSIIBIK YKoHE TIaTOJIOTUSIIBIK, KYWIepAi a1 6osrKay;
— MeJULMHa/IbIK 3epTTey/iepAiH TUiIMALIITIH apTThIpy;

— K/IMHUKAJbIK CbIHAKTAP/bIH IIbIFbIHAAPBIH a3aiTy;

— eM/ley carachlH KakKcapry;

— JI9pirepJik miemriM Kabblagay bl KOJIAYy;

— aypyJiap/pl epTe AUarHoCTUKasay;

— nepbecTeHipinreH MeULIMHAHBI IaMBITY.

LupabiK e2i3 mexHoA02UACbIHbIH Macenenepi MeH damy nepcnekmueanapbl. Ludpibik
eri3gepAi eHrizy OapbichiHa OipkaTtap KWBIHIABIKTAp Ke3zgecedi. OmapiblH —KaTapbiHA
MeJULIMHA/IBbIK JepeKTep/iH, carachkl, aknapaTThIK Kayirci3AiK Macesesnepi, Nal¥eHTTep/iH, )KeKe
MDaJIIMeTTepiH KOpFray JKoHe ecelTey peCypCTapbIHbIH, JKeTKUTIKTL/IIr KaTa/bl.

CoHbIMEH KaTap MeAuLMHa/bIK YWbIMJap/a KO/AAAHbLIAaThIH aKMapaTThIK >KyHenep/iH
OPTYpJIi/Iri fAepekrepai OipikTipy TmiporieciH KublHAaTazbl. Bosamiakra »<acaHZbl WHTEIEKT
aNrOPUTM/EpiHiH JKeTIAIpinyi >KoHe MeJULIMHAMbBIK JepeKTepiH, KO/DKeTIMIUIIriHIH apTybl
UOPBIK eri3fepAiH A9/AIriH efayip >KOoFapbulaTyFa MYMKiHAIK Oepezi. By TexHosorusiiap
MeIUI[UHA/TBIK KOMEKTiH, CarlachblH apTThIpyFa KoHe JepOecTeH/1ipiireH MeUIIMHAHBIH, JaMyblHa
BIKTIAJI eTef.

KopbIThIHABL. AZlaM aF3achbiHbIH, UHTeJIIEKTYanAbl UGPIbIK eri3i 3aMaHayu LUGPIIbIK
Me/IMI[UHAHbIH, MaHbI3/Ibl OarbITTaphIHBIH, Oipi 00/bIT TaObulaZbl. MeaUIMHAMBIK, JepeKTep/i,
»KacaH/Ibl UHTeJUIEKT TEXHOJIOTHUs/IAaPbIH JKoHEe MAIIUHAJIBIK OKBITY 3/iCcTepiH OipiKTipy apKplibl
aF3aHbIH, (PU3UOJIOTHUSIUTBIK JKoHe MaTOJIOTHSJIBIK, KYiIepiH O0o/pKayFa KabieTTi MHTeIeKTyaibl
Xyhenepi Kypyra MyMKiHAIK Tyazbl. Lindpbik erizgepi KongaHy MeAULMHA/BIK 3epTTeY/1epAiH
TUIMZITIH  apTTBIPBIN, eMzey caracblH JKakcapTyFa JKoHe aypyJapAblH, afblH  any
MYMKIiH/[iKTepiH KeHeHTyTe bIKMas eTesi. bosamakra MyHgali TexHo/iorusiap gepbecteHipiireH
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Me/IUI[UHAHBIH, HeTi3Ti KypasjapbIHbIH OipiHe alfHa/IBII, JeHCAY/IbIK CaKTay CalachbIHBIH, OZIaH Jpi
JaMybIHa Heri3 6os1a/ibl.
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PEAJIN3AIIVISI TEXHOJ/IOT I LORAWAN B APXUTEKTYPE IIU®POBOI'O
JTBOMHNKA OPENEGIZ

PaeBa A.A., AMupxaHoB B.A., BaibkanoBa /I.0., CakbinoekoBa M.JK.
E-mail: alinaraevalil8@gmail.com

AnHOomayus. B cmambe paccmampugaemcsi KOMNAEKCHbIU no0Xo0 K NpOeKmupo8aHuio U
npakmuyeckoll peaauzayuu cucmem npombiuwiieHHoz2o MHmepruema seweli (IToT) Ha 6aze 6ecnpo8oOHO20
npomokona ceasu LoRaWAN u omkpbimoli nnamgopmbl yugppoebix 08oliHukog OpenEgiz. ITo0pobHO
aHAAU3UpYOMCs  apxumeKmypHble — YpOBHU — UHMezpayuu  OAHHblLX, MemoObl  OnmuMu3ayuu
9Hepeonompeb/eHUsi OKOHEeUHbIX yCmpolicme, mamemamuueckue Modeau OYeHKU Kauecmed Ces3u
(nponyckHas cnocobHocmb, KOAAU3UU, 3amyXaHue CU2HAA08) U an20pummbl 06pabomku NOMoOKO8bIX
MempuK 8 pexcume peanbHo20 8pemeHu. OnucaH cK8o3Holl npoyecc co30aHus Yyugposozo 08OLHUKA: om
annapamHo20 pazeepmbl8aHusi cemu 0amuuko8 00 NOCMpoeHuUsl NpeOUKMUBHbIX Moode/ell U mpexmepHoU
8U3yaau3ayuu COCMOsIHUA (usuUyeckux 006seKmos.

Kmoueebie cnoea: LoRaWAN, OpenEgiz, DigitalEgiz, Lugppoeoti deotiuk (Digital Twin), IIoT,
HumepHem sewjeti, MQTT, I'pach OamHbix, [IpedukmugHas aHanumuka.

BBepenue. CoBpeMeHHasi MHJAYCTpUSI HaXOJUTCSd Ha drTamne [1ybokoi 1udpoBoi
TpaHcopMallMy, K/IHOUeBbIMU JpaliBepaMy KOTOPOM BbICTYMarOT I[IpomsbliiieHHbIM VIHTepHeT
Bewleil (IIoT) u konuenuus Lludposeix [IBoiiHukoB (Digital Twins) [1]. LludpoBoli nBONHUK
nipe/icTaB/isieT co0OM AMHAMUYECKYI0 BUPTYaJbHYIO PEIUIHKY (u3nuueckoro o0bekTa, rporecca
WA CUCTeMbl, KOTOpasi HelpepbIBHO CHHXPOHU3UPYETCSl C OPUTMHAIOM [OCPeJCTBOM MOTOKOB
JIAHHBIX peasbHOTO BpemeHH. OCHOBHOW Oapbep TpW CO3[@HWM MAacCINTaOHBIX IM(POBBIX
JIBOMHUKOB TePPUTOPHAIbHO PAcIipe/iesieHHbIX WM WHGPACTPYKTYPHBIX 00BEKTOB (TaKMX Kak
YMHbIe rOpo/ia, KPYIHbIe IPOM3BO/CTBEHHbIE KOMIUIEKChI, arPOIIPOMBILIEHHbIe MIPeATpUATUS U
pacripefie/iuTe/ibHble SHEProceTH) 3aK/IyaeTcsi B He0OXOJUMOCTH obecrieueHHsl HaZe)KHOM,
5Hepro3GeKTUBHON M HeAOpOrod OeCTpOBOJHOW CBSI3U C THICSYaMH [JaTuMKoOB [2]. B 3TOom
kKoHTekcTe TexHonorusi LoRaWAN (Long Range Wide Area Network) siBasieTcsi onTUMaTbHBIM
periienreM knacca LPWAN (Low-Power Wide-Area Network). OpHako cOopa /aHHBIX yepe3
LoRaWAN HefocTaTOUHO — UMX HeoOXOJUMO arperupoBaTh, CeMaHTUUeCKHd CBs3aTh,
NIpOaHa/M3upOBaTh Y BU3ya/U3UpoBaTth. [y pellleHHst 5THUX 3a7,a4 IPUMEHSIeTCS OTKphITast
skocucteMa OpenEgiz (B HEKOTOPbIX HayuUHbIX MCTOYHMKax yrnoMuHaeTcsi Kak DigitalEgiz).
HNanHass miatdopma mpefocTaBisieT THOKWNA WHCTPYMEHTApUid [/is CO37laHUsl COOBITHIHO-
OpPUEHTUPOBaHHBIX LJU(POBBLIX JBOMHUKOB, OPKECTPALIMK MMOTOKOB JIAHHBIX U UX aHAaTUTHYECKOU
obpabotku [3].

Teoperuueckue ocHOBBI TexHo/10ruu LoRaWAN. TexHosnorusi LoRaWAN 6asupyeTtcs
Ha moysisitn LoRa (Long Range), pa3paboTaHHoi KoMmriaHuel Semtech, KoTopasi Tipe/icTaBsieT
coboili MeTo/; MOAYJISALIMYU C paclliMpeHreM CIleKTpa MeTO/I0OM JIMHeNHHON uaCTOTHON MOY/ISLUU
(Chirp Spread Spectrum, CSS) [4].

®dusnueckuii yposeHb (LoRa) u mapamerpsl moayasapuu. CurHan LoRa ycroituus K
1IyMaM M MHOTO/Iy4eBOMY 3aTyXaHHIO 3a CYeT TOro, YTO JaHHble KOOUPYIOTCS HW3MeHeHHeM
YaCTOThI BHYTPU HEMpPepbIBHOTO MMITyJibca (urpra). OCHOBHBIMU peryivpyeMbIMU [apaMmeTpaMu
(131UeCKOro ypoBHS SIBJISIOTCS:

. Spreading Factor (SF): Kosdduuuent paciuvpenusi cnektpa (ot SF7 go SF12). Uem
Beiie SF, TeM Oosibllle YMPIIOB MCIOMB3YeTCs /i1 KOJUPOBAaHHUS OFHOrO OWTa /IaHHBIX, UTO
yBeJIMUMBAET UyBCTBUTE/ILHOCTb IPUEMHUKA U [JaIbHOCTh CBSI3U, HO POMOPLIMOHAIBHO CHU)KAEeT
CKOpOCTH Tepefjauu aHHbIX (Data\ Rate) u yBesiumBaeT BpeMsi HaX0X/leHHsl YCTPONCTBa B a(upe
(Time-on-Air).

. Bandwidth (BW): [lIupuna nonock! yactoT (06b1uH0 125k, 250K mmm 510 kI').
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. Coding Rate (CR): KoadduieHT n30bITOUHOTO KOAUPOBAHUS /1J1s1 KOPPEKIIUH OIITHOOK (
4/5, 4/6, 4/7, 4/8).
CKOopOCTb Tiepe/iauy IaHHbIX Ry, orpezensieTcs: HopmMyIioi:

BW

28F

Rb=SF"- CR

Bpemst HaxoxxgeHus T1akeTa B a¢upe (Time-on-Air) ck1aZibIBaeTCs U3 AJTUTETBHOCTH ITpeaMOy bl
Y IJTUTEe/IbHOCTHU T10J1e3HOM Harpy3Ku, paCCUUTLIBaeMOM 1o opmy.ie:

Tpacket = Tpreamble + Tpayload

OnTtumm3arus Time-on-Air KpUTHUECKH BayKHa /11 CHYDKEHHUSI SHEPrornoTped/ieH|s] KOHEUHOTO
y3/1a ¥ COOJIOIeHUs] HOPMAaTUBHBIX OrPaHUYeHU 10 MCII0/Ib30BaHUI0 pajuoddupa (Harpumep,
orpanuuenuss Duty Cycle B 1\% B 6e3/MieH3MOHHBIX [Juamna3oHax yactor ISM 868\ MI'1 /
915MTI'n).

ApxuTtekTypa ceTdu U ypoBHH fAocryna K cpeae (MAC). Cetb LoRaWAN cTpouTcs no
TOTIOJIOTHU «3Be3/a U3 3Be3/» (Star-of-Stars) v BK/toUaeT ciiefiyroliye 3/1eMeHThI:
1.  End Devices (OkoHeuHbIe y3/bI): /JJaTUMKU U UCTIOJIHUTEIbHbIE MEXaHU3MBI.
2. Gateways (ba3soBble crannuu/I1Inr03b1): [1Ipo3paunbie peTpaHCASTOPEI, NepechllatoLie
paauonaketsl B IP-cets uepe3 Ethernet/3G/4G/Wi-Fi.
3. Network Server (CereBoii cepBep): LleHTp yripaBienus cetbio. OH ycTpaHsieT JyO/TMKaThI
MakeToB, yIpaB/sieT aJalTUBHOM CKOPOCThIO Tepefaun fAaHHbiX (ADR), mnnanupyet
MO/ATBEPIK/|€HHsI IPUEMKH.
4. Application Server (CepBep mpuioxeHuu): OTBeuaeT 3a Jelird(poBaHUe T0J€3HOU
Harpy3ku (Payload), o6paboTKy Ou3Hec-JIOTMKM ¥ WHTErpalyio C BHEIIHUMU I1aT(hOpMaMH,
TakuMHU Kak OpenEgiz.

CYETYHK | CYETHHK DATYHK TEMNEPATYPBI

INEKTPOIHEPTUH et 3I'IEK[:(;:WPH W BNAXHOCTH

LoRa RS485

BINOK

Bxog
OpHodaskoe 2208 N\, LAl
220B -> 12B
(®a3za, Honb) (DIN)

| A ont m‘ AB
LUHHA 128 | 1

TOHIKAILLMA
MOJYTIb 12B -> 5B
(Arduino style)

MOAY/Tb RS485 Net
(MAX435)

RS485 Wkua 2 (I'I_DH_ﬁnpbl)

MO[YTNb RS485 Nel MOAYNb RS485 Ne2 AHTEHHA LoRa
(MAX485) (MAX485 (BHewHAR)

1 — PucyHOK.DneKTpruecKast CXeMa y3/1a coopa JaHHbIX

LoRaWAN rnoaiep>kuBaeT TPU Kacca YCTPOUCTB:

. Knacc A: Cawmbiii 3Hepro3@eKTUBHBIA. YCTPONCTBO OTKPbIBaeT JBa KOPOTKUX
nipreMHbIX OKHa (RX1 1 RX?2) To/bKo 1oc/ie oTIIpaBKX co001eHust B cTopony muro3a (Uplink).
. Knacc B: OTKpbIBaeT [JONOJ/HUTEe/IbHbIE OKHA IIpYeMa I10 pacliCaHuio, CHHXPOHU3UPYSICh

CO 1LIJTF030M uepe3 crieljhaabHble Masiku (Beacons).
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. Knacc C: IlpveMHHMK yCTpPOWCTBA OTKPBIT NMPAaKTHYeCKU TMOCTOSIHHO, 32 UCK/IOYeHHeM
MoMeHTOB niepeiaun. O6saziaeT BICOKUM 3HeprornoTpebieHrem, IpUMeHsIeTCs [7ist YCTPOMCTB CO
CTaLlMOHAPHBLIM MUTAHHEM.

ApxurtekTypa miardopmsl nudposbix ABoMHUKOB OpenEgiz. [lnatdpopma OpenEgiz
— 3TO TMPOrpPaMMHbIN KOMILJIEKC C OTKPBITBIM HCXOAHBIM KOJIOM, CIPOEKTHUPOBAHHBIA st
CO3[j@aHUsI  COOBITUIMHO-OPUEHTUPOBAHHBIX,  BBICOKOHArDY)KEHHBIX  CHCTeM  yIIpaBJ/IeHUs
udpoBbIMU ABOMHMKaMU. [Tnatdopma peltiaeT Tpu QyHJamMeHTabHbIe 3a/laui: HelpPepPbIBHBIM
cO60p MeTpHK, MOCTPOeHHEe CeMaHTHUeCKOoro rpada cBs3ed 00BEKTOB M JUHAMHUUECKHM aHa/In3
JTAaHHBIX.

MopayabHasa cTrpykrypa. Apxutekrypa OpenEgiz cOCTOMT M3 C/ieyIOLIUX K/IHOUEBbIX
CEepBHUCOB:
1. IoT Gateway Connect: Moay/ab afarTepoB, TMOAAepKUBAKOIIUKM 1poTokoabl MQTT,
HTTP, CoAP, gRPC. IMeHHO uepe3 3TOT CJIOM MOCTYMalOT paciiudpoBaHHbIe JaHHbIE U3 CETU
LoRaWAN.
2. Time-Series Storage (TSDB): OnTuMH3MpOBaHHOE XpaHWIMILe BpPEMEHHBIX Psi/iOB
(Harrpumep, Ha 6a3e TimescaleDB, InfluxDB um ClickHouse) /it 3anci BBICOKOYAaCTOTHBIX
TeJieMeTPUUeCKUX JIaHHBIX.
3. Rule Engine (JBmxok mpaBui): [I0TOKOBbI MpoLieccOp, BLIMOJHSIOLIMN CKPUIITHI
aBTOMaTu3aluy, (UIbTPAL[MI0 JAaHHBIX U TeHepalyi0 ajapMOB B peajibHOM BpeMeHHU TIpU
repeceuyeHrH KpUTHYeCKUX MOPOTroB.
4. Visualization & API Engine: IlpenocraBnsier REST API u WebSockets/GraphQL
uHTepdeichl s TOCTpoeHus1 AambopAoB W uHTerpauuu ¢ 3D-ABWKKaMU [Jisi peH/lepUHra
¢u3rueckoro obbeKTa.

Konnenuusa ViadopmanuonHoi mopenn odbekta. B OpenEgiz moboit mudpoBoit
[IBOVHUK OTMChIBAeTCS []eKIapaTHBHOU MO/IeJbIO:

. Attributes (Craruueckue cBoicTBa): CepuiiHbIi HOMep, [laTa YCTaHOBKH,
reoMeTpUuecKre rapaMeTphl.

. Telemetry ([JluHaMuuecKue MeTPUKH): Temrieparypa, BHUOpallys, TOK, BJIaXKHOCTb,
TMIOCTYTIAKOIIMeE C JaTUMKOB.

. Relationships (CBsi3u): Toronoruyeckie M TeXHOJOTMYeCKHWe CBSI3M C APYTUMU
[IBOMHHKaMH.

. Actions/Commands (KomaHuapl): YTipap/isitolijyie BO3ZeMCTBYs, ITepe/iaBaeMbie 00paTHO

Ha (usnueckoe ycrpoiictBo (a5 ycrpoiictB LoRaWAN kiaccoB B u C).

IIpoekTupoBanue cxembl uHTerpauuu LoRaWAN wu OpenEgiz. CTbik Mexay
LoRaWAN:-cetbto u OpenEgiz peanusyetcst Ha ypoBHe Application Server LoRaWAN -> IoT
Gateway OpenEgiz. B kauecTBe 0NOpHOT0 CETEBOr0 cepBepa B pacCMaTpHUBaeMOU apXUTEKType
11e/1ec000pa3HO UCIIO/Ib30BaTh CTEK C OTKPLITHIM UCXOAHBIM Koziom ChirpStack [5].

CKBO3HOI KOHBeiiep mepefauyd /JaHHBIX. [IporlecC TPOXOXKIEHUs COOOIeHUs: OT
¢u3nUecKoro ceHcopa [0 U3MeHeHHs1 COCTOSIHUS LIM(POBOro JBOMHUKA BBITSUT CAeyIOLUM
obpa3zom:

1. I'eHeparuss u mnepejada: /[aTuMkK CUMTBhIBaeT TapaMmeTphl (HarpuMmep, BHUOpaLWIO
TMO/IIIIUITHUKA), YIaKOBbIBaeT WX B OuHapHbi MaccuB (Payload) ansi skoHOoMuu Tpaduka u
oTIpas/isieT uepe3 pagrokaHan LoRa.

2. IIpuem numo3om: bikatinme nuiro3sl LoORaWAN rpyuHUMarOT nakeT, MHKATCY/IUPYHOT
ero B UDP/TCP-nakeTsI (mpotokon Semtech Forwarder unu MQTT Forwarder) u nepecbiiatoT Ha
CeteBoii Cepep ChirpStack.

3. JekoaupoBaHue moJie3Hoi Harpy3ku: ChirpStack aBTopusyeT ycTpoiicTBO, MpoBepsieT
kpunrorpaduueckyro nogmuck (MIC) ¢ momornpio Kmoua ceccur $AppSKey$, pemmmdpyer
JlaHHbIe U 3aryckaet JavaScript-geBatic-kozek (Payload Decoder) ayist mpeo6Gpa3oBaHus ChIPOTO
MaccuBa 6aiT B untaeMbit popmat JSON.
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4, Mapmpytu3zanusa B OpenEgiz: ChirpStack nyosukyer nekogupoBanHbiii JSON-makeT
BOo BHeHHUY MQTT-0pokep B COOTBETCTBYIOIIMM TOMUK MpuiokeHus. OpenEgiz, moanvcaHHbIi
Ha ZIaHHBIN OpOKep, CUNTHIBAeT COOOILeH e,

5. INapcuar v Mannuar B IudgpoBom [IBoiiHuMKe: Moaynb uHTerpaiuu OpenEgiz
COTOCTaB/IseT YHUKaJbHBI HeHTU(UKaTop ycTpoiictBa DevEUI (wnmu upentudukarop us
TOnWKa) co cTtporo omnpezaenedHbiM  UUID 1udpoBoro ABOMHMKA, OOHOBJISIET €ro
TesleMeTpUYeCKHe CBOMCTBA U coXpaHsieT MeTpuky B TSDB.

TecTtupoBanue, aHaiu3 3¢¢eKTUBHOCTM U onTUMuU3anus. [Ipu pas3BepTbIBAaHUM
KpynHbIx ceTeil LORaWAN, nHTerpupoBaHHbIX C U(PPOBBIMU JBOMHUKAMH, KPUTHUECKH Ba)XKHO
MPOBECTH  pacyeT  TPOMYCKHOM  CrOCOOHOCTH,  YCTOWYMBOCTM K  KO/UIM3USM |
5Hepro3PpPeKTUBHOCTA KOHEUHbIX y3710B [6].

Moje/iipoBaHMe KO/UTU3UM B paguo3(upe. BeposTHOCTb YCIIeIIHOM A0CTaBKY IakeTa B
cetr LoORaWAN onuceiBaeTcs MOAU(ULIMPOBaHHOM MaTeMaTUUeCKOW MOZe/TbE0 YUMCTOU CUCTeMbI
Aloha [7]. Ecnu B 30He MOKPBITHSI OJHOTO 11UTH03a HaXoAUTCST N YCTPOMCTB, KaXKJ0e U3 KOTOPhIX
OTIpaB/sieT MaKeT JUTeNbHOCTBI0 Tpackee C TMEPUOAOM Tperiod, TO MHTEHCUBHOCTh Tpaduka G
paccurThIBaeTCs Kak:

N
T .
G — packet , i
.; T

period ,i
Inist cranmapTHOM cructeMbl Pure Aloha BeposiTHOCTB yCTeIHOM repejauu akeTa Pyyccess 0€3
yueTa opToroHanbHocTH SF cocraBssiet:
PSUCCGSS:e =
OpiHaKo, TOCKOJIbKY pa3/inyHble Ko3(hduimeHTs! pacimpenus crekrpa (SF7 ... SF12)
KBa3WOPTOTOHAJIBHBI IPYT APYTY, 103 CriocobeH 0JHOBPeMeHHO TIPUHUMATD TaKeThl Ha O/IHOM
YaCTOTHOM KaHase, ecii OHM uMeloT pas3Hble $SF$. C yuetom 3TOro daxropa peanbHas
TIPOTYCKHasi CrIOCOOHOCTh CeTH 3HAUMTe/IbHO BhbIlle, HO TpeOyeT 00s3aTe/lbHOTO BK/IFOUEHUS
anroput™Ma ADR (Adaptive Data Rate) Ha ctopone OpenEgiz u CeteBoro cepepa [8],[9]. ADR
aBTOMaThueckyd cHrkaeT SF [s maTumkoB € BbICOKMM ypoBHeMm curHajia (RSSI) u Huskum
cooTHoteHreM curHan/irym (SNR), cHrKast 3alryMIeHHOCTb 3upa U SKOHOMs 3apsij, OaTapewu.
Pe3y1bTaThl 3KCNIEPUMEHTA/IbHOM O1jeHKH YHepro3¢g¢eKTUBHOCTH. B X0/1e mpoBeieHys
HaTypHBIX MCIMbITAHWN MHTerpaliid [JaTuMKOB B/IQ)KHOCTH U TeMIlepaTypbl € LU(QPOBbIM
JBOMHUKOM (DOTO3/IeKTPUUECKHX COJTHEUHbIX Mogysiedi [10] Obuld MoOny4yeHBI CIeAYIOL[He
METPUKH SHEepPrornoTped/ieHus /jii OKOHEUHOTO y3/1a Ha 0Oa3e MMKpOKOHTposuiepa STM32L0 u
nipuemMoriepeaTurka SX 1276 (ripu emkoctu Li-SOCI2 6aTapen 2400 MAuy, riepejaua Kaxkapie 15

MUHYT):

[Tapametp cetn/ | Cpepnuii ToK B | Tok npu | Bpems B 3¢upe | PacueTHblii CpOK

PexxuM CBsI3U pexxume CHa | mepesaue (Time—on—Air, cy>k0bl baTapeu
(LA) (Uplink, 14 nbm) | 20 Gatit)

Pexxum SF7, | 4.2 uA 120 MA ~41 Mc 7.8 net

Kinacc A

Pexum  SF10, | 4.2 yA 120 MA ~328 mc 4.3 roga

Krnacc A

Pexxum  SF12, | 4.5 uA 120 MA ~1318 mc 1.9 roga

Kiacc A
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IIpakTuueckuii keic: [Tudposoii JBONHNK COTHEUHOM 3/1eKTPOCTAaHI[UN. PaccMOTpUM
KOMITJIEKCHOe BHe/lpeHHe pa3paboTaHHON apXWTEeKTypbl Ha IIpUMepe WHTe/IeKTYalbHOr0
MOHUTODPHHTIA pacIipe/ie/leHHOM CcomHeuHou reHepanuu (PV-cucrem).

ITocranoBKa 3agaud. Heo6xoiuMo pa3BepHYTh CHUCTEMY HeIPepbIBHOTO KOHTPOJIS [ijist
MacCHBa COJTHEYHBIX aHeslel I/Iomaapio 5 KB. KM. KoHTpopyeMble mapaMeTphl: TeMriepaTypa
(oTo31eKTpruUecKUx siueek (reperpes cHrkaeT KII/T), TOK 1 HarpspkeHUe Ha BbIXO/e eIMHUYHBIX
VHBEPTOPOB, YPOBEHb MHCOJISILIMM OKPY>Karoleil cpesbl [11].

Peanuzanusa  ¢usuueckoro cios. Kaxzapli WHBEPTOPHBIM  y3el  OCHAlllaeTcs
6ecripoBoHBIM MozyieM LoRaWAN. [laTurky TeMriepaTypbl ¥ TOKOBBIE TIETJTH MTOJK/TFUa0TCS
K KOHTposuiepy uepe3 uHTepdeiic Modbus RTU, mnocne uero [gaHHble arperupyroTcsi |
yIIaKOBbIBAIOTC B KOoMIakTHble LoRa-makersl. Ha TepputopuM yCTaHaBIMBaKOTCA 2
MpOMBIIIeHHbIX 11T03a LoORaWAN c aHTeHHaMu KpyroBoi HaripaB/eHHOCTU (KO3(h@uijeHT
ycunenus 6 dBi, mogktoueHHbIe K JIOKaTbHOMY CepBepy MpeANpUsITHs IT0 ONTUYECKOMY KaHamy
[12].

3akmouenue. VHrerpanus OecripoBogHbix ceTeli LoRaWAN U OTKpBITOM miaThopmbl
1udpoBbix aBOMHMKOB OpenEgiz mpezactapiseT coboM CHHEPreTHYeCKoe TeXHOJIOTUUeCKOoe
pellleHWe, HUBeJHUpYIOIlee Kaaccuueckre 1pobsembl moctpoeHusi IloT-cucteM: BBICOKYIO
CTOMMOCTb pa3BepTbIBaHUSI MH(PPACTPYKTYPhI CBSI3M, OFPaHUYEHHYI0 aBTOHOMHOCTb JaTYMKOB U
Pa3po3HEHHOCTh coOMpaeMbix fAaHHBIX [13]. TIpMeHeHHe MaTeMaTHUeCKOro MO/eTMpPOBaHMUS
PaJMOINOTOKOB M ONITUMHU3ALIMU CTPYKTYP JaHHbIX Ha 3Tarle JieMaplia/viHra o3BosisieT Co3/iaBaTh
BBICOKOHArpy>kKeHHbIe [U(POBbIe KOMTHUU CJIOKHBIX TEPPUTOPHAIBHO pacripe/ie/ieHHbIX 00BEKTOB.
Vcronb30BaHMe OTKPBLITBIX CTaHAAPTOB M T'MOKMX cemaHTMueckux rpadoB B OpenEgiz
obecrieunBaeT OecrpernsTCTBEHHOe MaclITabMpoBaHWe pa3pabOTaHHBIX CHCTEM, TPejOCTaB/Isis
Ov3Hecy MOIIHBIA WHCTPYMEHT CKBO3HOW TMPeJUKTHUBHON aHaIUTUKUM U WHTepPaKTHBHOI'O
KOHTPOJIs1 aKTHUBOB.

dunancupoBanue: CraThs oryO/nMKOBaHA MpU MOJAJep)KKe MuHHUCTepCTBa HayKu U
BhICIIET0 OOpa3oBaHust Pecrybmuku KasaxcTaH B pamkax TpOeKTa IPOTPaMMHO-1IeeBOro
dbuHaHcupoBanusi BR24992975 «Co3zmanuve 1ydpoBoro ABOMHUKA MHUlljeriepepabaThIBaroIIero
NIpeJIIPUATHS C UCII0/Ib30BaHMEeM TeXHOJIOTMM UCKYCCTBEHHOro HHTesuiekTa U [1oT», 2024-2026
IT.
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Abstract. Long-lived digital systems face a fundamental integrity risk: hash functions trusted today
may be structurally broken tomorrow, as demonstrated by the practical defeats of MD5 (2004) and SHA-1
(2017). Reliance on a single primitive leaves no fallback when cryptanalytic breakthroughs occur. This
paper proposes and analyzes a hybrid hash construction H(M) = SHAKE256;,,(SHA-256(M) /| SHA3-
256(M)), combining Merkle-Damgdrd and sponge paradigms to ensure that a breakthrough against one
family does not compromise the system. Formal analysis confirms collision resistance at O(2'%) and
preimage resistance at O(2?56), matching the strongest components. Quantum preimage resistance is
O(2128) under internal component shortcuts, with a direct migration path to O(2%¢) via 1024-bit
SHAKE256 output. Empirical validation using NIST SP 800-22 shows 188/189 tests passed, 0.061%
avalanche deviation, and 99.9997% Shannon entropy, confirming no degradation in cryptographic quality.
Computational overhead of 3.36-5.73% over SHA-256 is acceptable for target use cases: digital archives,
blockchain timestamping, certificate transparency, and forensic systems requiring provable integrity
across multi-decade timescales.

Cryptographic hash functions serve as the foundational primitives in a range of modern
information security systems offering data integrity, authentication, and stability for digital
signature infrastructures, blockchain platforms, and secure communication protocols. Contrary to
encryption schemes or key exchange mechanisms, hash functions are likely to continue into the
future for decades: digital documents signed today need to maintain provable integrity 20-30 years
from now, even as adversarial computational and cryptanalytic capabilities evolve substantially.
That’s especially true with the history of cryptography. Standardized algorithms can lose security
unexpectedly long before depleting their formal strength parameters. MD5, which was
standardized in 1992 [8], was compromised due to practical collision attacks by 2004, resulting in
forged digital certificates and compromised authentication protocols [9]. SHA-1 suffered a similar
fate: over time used for PKI and firm applications, chosen-prefix collision attacks [10], [11], thus
making it unsuitable for a vast majority of cryptographic applications. More vitally, the security
degradation in both cases was not a function of improvement in computational power, but
structural vulnerabilities in construction exposed by cryptanalytic breakthroughs. Furthermore,
weaknesses in base hash functions extend to composite constructions such as HMAC and NMAC
[14], compromising mechanisms previously under consideration secured with combinatorial
augmentation. Quantum computing development adds additional uncertainty in long-term strength
evaluation. Grover’s algorithm [1] theoretically reduces the effective strength of symmetric
cryptographic primitives like hash functions against preimage attacks from O(2") to O(2"%)
quantum queries, halving the output length [2]. While practical quantum computers of
cryptographically significant power do not currently exist, this is an indication of diminishing
margin of safety for classical cryptographic assumptions over the long term. The modern reply
from cryptographic engineering to these threats relies on the defense-in-depth principle: system
security should not rely heavily on a given cryptographic assumption. Hybrid schemes that mix
multiple independent primitives are already used in digital signature protocols (for example,
joining classical ECDSA/RSA to post-quantum lattice-based or hash-based signatures [3]) and key
exchange (like hybridizing Diffie—Hellman with post-quantum key encapsulation mechanisms [4])
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as a means of improving fault tolerance and ensuring crypto-agility. This approach is based on the
premise that compromise of one component should not cause the entire system to fail if other
components do secure their security guarantees. The concept of hybrid cryptographic systems is
well-established in modern security engineering. Transport Layer Security (TLS) and Secure Shell
(SSH) protocols employ hybrid encryption combining RSA or Diffie-Hellman key exchange with
symmetric ciphers like AES, leveraging the strengths of both asymmetric (secure key
establishment) and symmetric (efficient bulk encryption) primitives [5] [6]. Post-quantum
cryptography has accelerated hybrid adoption: NIST-recommended transition strategies combine
classical ECDSA with lattice-based signature schemes like Dilithium, and X25519 key exchange
with Kyber key encapsulation mechanisms, ensuring security even if either component is broken
[7] [3]. Complementary efforts have explored simplified variants of lattice-based schemes, such as
Falcon-M, a trapdoor-free modification of the NTRU-based Falcon algorithm, demonstrating that
post-quantum signature constructions can be made significantly more lightweight for resource-
constrained environments while preserving security grounded in the Short Integer Solution (SIS)
hardness assumption [67]. However, while hybrid approaches dominate asymmetric cryptography
and key exchange, their application to symmetric primitives, particularly cryptographic hash
functions, remains largely unexplored. Existing hash function literature focuses primarily on
cascading or XORing multiple instances from a single family (e.g., SHA-256 and SHA-512),
which provides limited protection against paradigm-level attacks. This work addresses this gap by
proposing and validating a hybrid hash construction that combines structurally independent
primitives (Merkle-Damgéard and sponge) with an extendable-output function, extending the
defense-in-depth principle from asymmetric to symmetric cryptography. Nevertheless, the area of
hybrid hash functions remains comparatively understudied. Existing work on combinatorial hash
constructions predominantly focuses on asymptotic strength enhancement through sequential or
parallel application of multiple hash functions from a single family, which does not provide
structural independence and offers no protection against attacks exploiting common construction
principles. Meanwhile, modern standardized hash functions belong to different cryptographic
families: SHA-2 is based on the Merkle-Damgard construction with a Davies—Meyer compression
function, and SHA-3 and its extendable variants such as SHAKE256, implement a fundamentally
different sponge construction based on the Keccak-f permutation and XOR logic. These families
rest on independent cryptographic assumptions and possess distinct structural properties, creating a
natural foundation for cryptographic diversification.

Current methods of designing cryptographic hash functions rely on only one cryptographic
assumption: system security depends entirely on the absence of structural vulnerabilities in a
particular construction. This creates a fundamental engineering problem in long-lived systems:
compromise of one algorithm results in a complete failure of data integrity mechanisms, which can
have serious implications for the legal significance of digital documents, trustworthiness of
archival records, and resilience of distributed trust systems. Practice shows that migration from one
hash function to another in real-world systems can be challenging, expensive, or incomplete.
Recent studies have validated that MD5 and SHA-1 remain ubiquitous in corporate applications,
network protocols, and password storage mechanisms years after being officially declared insecure
[12][13]. Systems with long lifecycles, such as government electronic document archives,
blockchain infrastructures, or embedded systems with limited update capabilities cannot rely on
rapid replacement of cryptographic primitives in response to emerging threats. Additionally, even
current standardized hash functions remain single cryptographic primitives. SHA-256, despite the
absence of known practical attacks, still belongs to the same Merkle-Damgard family as the
compromised MD5 and SHA-1 and is theoretically susceptible to similar classes of length-
extension attacks [15]. SHA-3, though based on a fundamentally different sponge construction, is
relatively new (2015) with a shorter history of cryptanalysis than SHA-2. Given uncertainty about
further cryptanalytic breakthroughs, none of the current primitives can be considered completely
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reliable over a 20-30 year timeframe. Hybrid methods effective in signature and key exchange
schemes show reduction of single point of failure risk by combining independent cryptographic
assumptions [4], [3], [16]. Nevertheless, systematic study of hybrid hash constructions combining
primitives from structurally distinct cryptographic families is virtually absent from the literature.
The question remains if hybrid hash functions could provide practical fault tolerance and
cryptographic redundancy with negligible performance degradation, and which strategy for
combining independent primitives best preserves formal strength guarantees.

Within the framework of the stated problem, the following research questions are
formulated:

o RQ1: Can a hybrid hash construction combining primitives from Merkle-Damgard
(SHA-256) and sponge (SHA3-256) families preserve formal guarantees of resistance to collision
attacks and preimage attacks in the classical threat model, assuming component independence?

J RQ2: How do quantum algorithms, particularly Grover's algorithm, affect the strength of
the hybrid construction compared to single hash functions, and does application of an extendable-
output function (XOF) at the final stage provide additional flexibility in the post-quantum
cryptography context?

J RQ3: Does the strategy of concatenating SHA-256 and SHA3-256 outputs followed by
compression using SHAKE256 provide adequate statistical properties of the resulting hash,
including entropy distribution, diffusion, and structural independence of output data according to
standard cryptographic tests?

J RQ4: How does the proposed hybrid construction compare to SHA-256, SHA3-256, and
SHAKE256 in empirical evaluation of cryptographic properties, including avalanche effect,
statistical uniformity of output distribution, and resistance to truncated collision attacks?

This paper presents and explores a hybrid hash construction that merges SHA-256 and
SHA3-256, and then SHAKE256 is used for the final compression. The selected cryptographic
primitives come from families that are very different from each other in terms of structure. This
fact theoretically supports the cryptographic independence, practically compliancy to usage, and
long-lasting cryptographic strength not only against classical but also post-quantum threats. The
choice of these primitives is motivated by their membership in structurally distinct cryptographic
families and widespread standardization to maximize theoretical independence and practical
applicability. This work is the formal and empirical exploration of the proposed hybrid hash
construction as a mechanism for cryptographic redundancy to ensure long-term data integrity
under classical and post-quantum threats. For this purpose, the following objectives are defined:
(1) Establish strength boundaries of the proposed hybrid construction against collision, preimage,
and second preimage attacks in classical and quantum threat models by reduction security proofs
based on the assumption of SHA-256 and SHA3-256 independence as representatives of different
cryptographic families.

(2) Quantitatively examine statistical properties of the resulting hash using standardized test suites
NIST SP 800-22, including determining entropy distribution, diffusion (through SAC, a strict
avalanche criterion), and correlation analysis of component outputs to identify potential structural
dependencies.

(3) Run comparative empirical analysis of the proposed construction against SHA-256, SHA3-
256, and SHAKE256 according to criteria of avalanche effect, uniformity of output value
distribution (x*-test and entropy testing), and resistance to truncated collision attacks based on
birthday-bound analysis at truncation bit lengths n/2 and n/4.

There are several reasons why SHAKE256 is being used as the final compression stage.
SHAKE256 is an extendable-output function (XOF) which provides flexibility in selecting output
length without shifting the base construction which is very critical for accommodating evolving
security needs. In the context of quantum threats, Grover’s algorithm decreases efficient hash
function strength by half [1] [2], the output can be expanded to 512 bits to save 256-bit quantum
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resistance to preimage attacks (AES-256). Secondly, using a sponge construction for the last stage
reinforces the structural diversification: a future cryptanalytic breach compromises one of the input
primitives (SHA-256 or SHA3-256), an adversary would also have to go after SHAKE256, a
fundamentally different construction paradigm. This embodies the principle of cryptographic
redundancy, as utilized in hybrid post-quantum schemes.

The scientific contribution of this work addresses the following:

(1) Formal security analysis of a hybrid hash construction taking primitives of independent
cryptographic families, plus proofs of strength boundaries in classical and quantum models.

(2) Statistical and cryptographic empirical validation properties of the proposed construction based
on standardized tests indicating no quality degradation compared to single primitives.

(3) Methodological contribution toward the area of crypto agility as well as long-term data
integrity protection and a practically applicable protocol to reduce the possibility of a hash function
compromise during the uncertainty about future cryptanalytic threats.

There have been several different cryptographic hash functions paradigm shifts since the
theoretical structures on which they were built were formalized in the late 1970s. Merkle and
Damgard independently developed a principle of construction that facilitated the process of
building collision-resistant hash functions with arbitrary input length based on fixed-length
compression functions [17][18]. The Merkle-Damgéard construction was the dominant method for
more than two decades, paving the way for MD (Message Digest) and SHA (Secure Hash
Algorithm) families.

The first widely deployed implementation of this paradigm was MD4 [19], later MD5 [21]
demonstrated high performance, but structural vulnerabilities were revealed relatively early on
[20]. The first practical collision was proposed by Dobbertin for MD5 in 1996 [22], and in 2004
Wang and colleagues proved full collision cryptanalysis, therefore lessening attack complexity to
computationally feasible levels [23]. SHA-1 took steps in this direction. SHA-1 encountered a
similar fate: though with its overall higher output size (160 bits) and strengthened compression
function, theoretical collision attacks also developed at an early stage as early as 2005 [12], with
the first practical collision illustrated in 2017 [10]. However, for such a problem, these
compromises are even more crucial. What makes these compromises particularly significant — is
that this led not to computational exhaustion of security parameters (the birthday bound), but rather
to structural defects in the Merkle-Damgard structure, specifically, a failure of diffusion in the
compression function itself (in particular diffusion weakness) and susceptibility to differential
cryptanalysis [26]. These encounters exposed a deeper problem: even among the most trusted
standardized and long-trusted primitives can suddenly lose their security guarantees.

While the Merkle-Damgard family's vulnerabilities are well-documented, recent research
reveals that sponge-based constructions are not immune to cryptanalytic advances either. Time-
space tradeoff attacks have demonstrated that sponge hashes can be vulnerable to collision attacks
more efficient than generic birthday bounds under specific parameter ranges, particularly when
adversaries have access to auxiliary advice and can perform many queries [27][28]. Meet-in-the-
middle attacks on reduced-round variants of Keccak, Ascon, and Xoodyak have shown that fewer
rounds than specified in standards can be compromised [29][30]. While these attacks typically
apply to reduced-round versions or specific parameter configurations rather than full standardized
implementations, they underscore that no single construction paradigm, whether Merkle-Damgard
or sponge, can be considered permanently secure against evolving cryptanalytic techniques. This
dual vulnerability across both major hash function families motivates the core premise of this
work: structural diversification through hybridization. By combining primitives from independent
construction families, the system maintains security even if cryptanalytic breakthroughs
compromise one paradigm entirely.

In response to the crisis of confidence surrounding SHA-1, NIST initiated development of
SHA-2 (including SHA-224, SHA-256, SHA-384, and SHA-512) in 2001 [31]. While retaining the
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Merkle—Damgdrd paradigm, SHA-2 employs a more conservative compression function based on
the Davies—Meyer construction and increased internal state sizes. As of this writing, SHA-2
remains the de facto standard in most cryptographic applications, with no known practical attacks
on its full versions. Nevertheless, SHA-2's membership in the same construction family as the
compromised MD5 and SHA-1 creates structural uncertainty regarding its long-term resilience.

We also performed an analysis of the causes of MD5 and SHA-1 compromises exposed some
of the systemic problems with the Merkle-Damgard construction. Kelsey and Schneier illustrated
a class of length-extension attacks that exploit the iterative property of the construction [32]. In the
Merkle-Damgard scheme, familiarity with H(M) enables the calculation of H(M||M"), where M’ is
an arbitrary extension, without knowing the original message M. This vulnerability necessitated
additional protective factors in HMAC constructions and other authentication protocols [33]. In
addition, Joux and his colleagues demonstrated that many Merkle-Damgard variants are
susceptible to multicollision attacks that could be built with orders of magnitude lower complexity
than the birthday bound suggests [34]. This undermines the security of composite constructions
based on sequential hash functions from the same family.

Coppersmith demonstrated that differential characteristics in MD5's compression function
can propagate through several rounds with controlled probability, forming the foundation for
practical collision attacks [35]. Similar principles were applied to SHA-1, where a combination of
differential and linear cryptanalysis enabled construction of chosen-prefix collisions: the most
dangerous attack class from the perspective of practical applications such as digital certificate
forgery [36].

These incidents led the cryptographic community to recognize the necessity of structural
diversification. Simply increasing output size or round count within the Merkle-Damgard
paradigm does not address the fundamental problem: if the basic construction principles are
vulnerable to certain attack classes, then all family members are potentially susceptible to similar
weaknesses.

NIST in 2007 held an open competition for the construction of a new hash standard, SHA-3,
which clearly states that the winner must belong to a construction paradigm other than Merkle—
Damgard [37]. The competition winner in the 2012 contest was Keccak, introduced by Bertoni,
Daemen, Peeters, and Van Assche [38]. Keccak is based on a fundamentally different construction
paradigm: the sponge construction, which has advantages from both security theory and
application flexibility perspectives.

Sponge construction processes in two phases of absorbing and squeezing, with the help of the
cryptographic permutation m working in a fixed size state of b bits split into an outer part (rate) r
and an inner part (capacity) c, where b =r + c [39]. Input blocks of size r bits during the absorbing
phase are sequentially XORed with the outer state, followed by using permutation n. During the
squeezing phase, output blocks are derived from the outer state, with repeated application of m if
more output is needed.

Bertoni and his colleagues have demonstrated that security of the sponge construction
against collision and preimage attacks is determined by capacity size c and is independent of the
input message's particular structure or block processing order [40]. In particular, the collision
resistance is O(2%?) and preimage resistance is O(2°), providing clear security boundaries based
only on parameter c. Such a distinction radically differs from Merkle-Damgdrd, where security
rests on the compression function's cryptographic properties, which may also be subject to
structural attacks.

Common types of SHA-3 variants (SHA3-224, SHA3-256, SHA3-384, SHA3-512) use the
Keccak-f[1600] permutation with different capacity values: for SHA3-256, say, ¢ = 512 bits,
giving 256-bit preimage resistance and 128-bit collision resistance according to the birthday bound
[41]. Importantly, the sponge construction is immune to length-extension attacks because the
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internal state (capacity) is never exposed and still participates within cryptographic transformation
even after it finishes processing the input.

Perhaps the single most innovative Keccak family feature is Extendable-Output Functions
(XOFs), standardized by NIST as SHAKE128 and SHAKE256 [41]. Unlike conventional fixed-
length hash functions, XOFs provide generation of arbitrarily long output from a single input by
continuing the squeezing phase of the sponge construction. SHAKE256 uses capacity c = 512 bits,
which provides 256-bit classical preimage resistance, and it can be set up to produce output of any
length d bits. Bertoni and colleagues demonstrated that XOF preimage resistance is O(2°)
independent of output length, as long as the output is less than 2 bits [43]. This property is notably
crucial in terms of post-quantum circumstances: if quantum algorithms lower effective preimage
resistance by half (as in Grover’s algorithm), then producing 512-bit output from SHAKE256
maintains 256-bit quantum resistance. A secondary benefit of XOFs is removing the requirement
to implement different hash functions as separate output length requirements. With traditional
families (SHA-2, SHA-3), each output length is specified separately with different parameters.
SHAKE is, on the other hand, a single construction with parameterizable output, simplifying
standardization and minimizing risk of implementation error. From a provable security theory
perspective, Bertoni and colleagues formalized the indifferentiability model [41], under which a
sponge construction with sufficiently large capacity is indistinguishable from a random oracle.
This property ensures compositional security: protocols provably secure in the random oracle
model remain secure when the oracle is replaced with a sponge construction having adequate
parameters. This property is not guaranteed for Merkle-Damgard without additional modifications
[44].

The concept of combining independent hash functions to improve reliability is a common
idea. Joux and Brickell investigated cascade constructions of the form H1(H2(M)) and showed that
if at least one component function is collision-resistant, then the composite construction is
collision-resistant as well [34]. That result can theoretically justify hybridization: even if one
function is compromised, the system maintains some minimum security level. But the cascade
mechanism has shortcomings of its own: the output of the first function becomes the input for the
second function; this does not guarantee structural independence. If both functions are family
members (I.e., SHA-256, SHA-512, etc.), then correlations may stem from shared construction
principles between their internal states, exploitable in higher-order attacks [45].

An alternative approach Is output concatenation: HM) = H1(M) || H2(M). Lehmann and
Meier showed that such construction provides security ‘at least as good as the best component’: if
max(sec(H1), sec(H2)) defines the security bound, where sec(:) is function strength, then
concatenation guarantees this bound even if one component is compromised [46]. However, this
construction doubles output length, which may be unacceptable for applications with storage
constraints.

A more efficient approach Is XOR combination: HM) = H1(M) & H2(M). Boneh and
colleagues analyzed XOR construction strength and showed it is vulnerable to specific attacks if
functions H1 and H2 are not independent in the sense of joint output distribution [47]. Particularly,
if both functions belong to the same family, XOR may not provide additional strength.

A fundamentally different approach was proposed by Fleischmann and colleagues: using a
cryptographically strong function to “compress” concatenated outputs of several independent hash
functions [48]. This scheme, known as “hash-then-compress,” provides fixed output length while
preserving structural redundancy. However, the literature lacks systematic analysis of such
constructions combining primitives from different cryptographic families (Merkle-Damgard and
sponge) with an XOF at the final stage.

Grover’s algorithm, presented in 1996, supplies quadratic speedup for unstructured search
problems in quantum computers [49]. For cryptographic hash functions, this means reducing
effective preimage attack resistance from O(2") to O(2"?) quantum queries, where n is output
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length. In the collision attack context, Brassard, Hgyer, and Tapp demonstrated that the quantum
BHT algorithm can find collisions with O(2°{n/3}) queries instead of the classical birthday bound
O(2"%) [50]. These results directly impact selecting cryptographic primitive parameters. NIST
advises in its post-quantum cryptography recommendation that achieving 128-bit quantum
resistance requires at least 256-bit hash function output length [51]. Equally, achieving 256-bit
quantum resistance requires 512-bit output. However, simply doubling output length does not
resolve the issue with conventional fixed-length hash functions: designing and standardizing novel
variations (e.g., SHA-512 instead of SHA-256) demands heavy time and resource expenditure and
can introduce new implementation risks. Extendable-output functions such as SHAKE256 offer a
natural solution: the same design can produce outputs of varying lengths (depending on security
needs) to evolve with the threats without modifying the base implementations. Bernstein notes that
quantum algorithms do not violate fundamental security boundaries of symmetric primitives as
radically as in asymmetric cryptography (where Shor’s algorithm provides exponential speedup)
[52]. Nevertheless, quadratic resistance reduction is important enough for long-term applications;
data must maintain integrity over decades. This is particularly important for digital archives,
legally significant documents, and blockchain systems that are immutable transaction ledgers. At
the network layer, quantum key distribution offers a complementary information-theoretic security
guarantee: decentralized QKD protocols based on quantum superposition enable multiple nodes to
exchange cryptographic keys without centralized management, with any eavesdropping attempt
producing detectable perturbations in the transmitted qubit states, providing a natural pairing with
hash-layer integrity mechanisms in high-assurance long-lived systems [69].

Despite extensive research in combinatorial hash constructions and post-quantum security,
the literature lacks systematic analysis of hybrid hash functions combining primitives from
structurally independent cryptographic families using an extendable-output function at the final
stage. Existing hybridization work predominantly focuses either on cascading functions from a
single family [34], or on XOR/concatenation without subsequent compression [46][47]. The hash-
then-compress approach has been considered in the context of combining multiple instances of one
function (e.g., different SHA-2 parameterizations), but not for uniting Merkle-Damgard and
sponge primitives [48].

The fundamental distinction of the proposed approach lies in the following aspects:

(1) Structural diversification: Combining SHA-256 (Merkle-Damgard) and SHA3-256
(sponge) ensures independence of cryptographic assumptions. Compromise of one family (such as
finding a flaw common to all Davies—Meyer constructions) does not threaten the security of the
other component.

(2) XOF encapsulation: Using SHAKE256 at the final stage not only compresses
concatenated output to fixed length but also introduces an additional layer of cryptographic
transformation based on a third independent permutation (Keccak-f[1600]). This strengthens the
property of "breaking dependencies" between input primitives and final output.

(3) Post-quantum flexibility: The ability to generate 512-bit output from SHAKE256
provides direct adaptation to post-quantum security requirements without construction changes,
aligning with the crypto-agility principle recommended by NIST [51].

(4) Absence of formal security analysis: Notwithstanding theoretical results for cascade
and concatenation constructions (Joux, 2004), [46], formal security boundaries for the scheme
H(M) = XOF(H1(M) || H2(M)), where H1 and H2 belong to different families and XOF is a sponge
construction, have not been systematically investigated in the literature.

Therefore, this paper addresses the identified gap by means of formal and empirical
evaluation of a hybrid construction uniting structural diversification, XOF encapsulation, and post-
quantum compatibility into a coherent scheme for maintaining long-term data integrity.

This work explains and is motivated by three key goals: structural diversification across
independent cryptographic families and being able to adapt over time to evolving post-quantum
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security needs, deployability in long-term data integrity systems. Instead of attempting to achieve
the asymptotic security bounds of an individual primitive, the goal is to design based on resilience
against unforeseen structural breaks, a property not possible to build against by taking advantage of
a unique cryptographic assumption. The hybrid strategy is influenced by proven methodologies
deployed in neighbouring domains, especially hybrid key encapsulation mechanisms, use of digital
signature schemes in post-quantum transitions [3][4]. However, applying hybridization to hash
functions has specific difficulties: unlike asymmetric primitives, hybrid constructions naturally
compose via sequential operations, hash functions need to be integrated carefully to not produce
any structural correlations or performance bottlenecks in the opposite direction which would affect
the benefits of diversification. Our design is built from three primitives from fundamentally
different design families:

« SHA-256 (Merkle-Damgard construction): Provides well-understood classical security
with extensive cryptanalytic scrutiny spanning two decades. Its performance characteristics make
it suitable for high-throughput applications, and its ubiquity ensures compatibility with existing
infrastructure.

» SHA3-256 (Keccak sponge construction): A paradigm shift from iterative compression to
permutation-based hashing. The sponge framework is a provable security characteristic of security
qualities for random oracle models and resistance to length-extension attacks that target Merkle—
Damgard designs [40].

 SHAKE256 (extendable-output function): delivers the vital attribute of output-length
flexibility, allowing being able to meet the security requirements of tomorrow without any
modifying actually the construction. Through a 512-bit output, the construction retains a 256-bit
quantum preimage resistance under Grover’s [49] algorithm, in keeping with NIST post-quantum
cryptography [51] recommendations.

The choice of these primitives is not random. SHA-256 and SHA3-256 are the product of
decades of hash function evolution, having experienced decades of significant public debate on
hash function evolution. examination by standardization via standardization frameworks. Their
structural independence-having grown from altogether different mathematical foundations—
guarantees cryptanalytic achievements targeting one family (e.g., differential attacks on Davies—
Meyer compression) are not inherently transferrable from one into the other. SHAKE256, which
acts as the ultimate compression part, also offers to include an additional cryptographic layer and
we can achieve the parameterizable output length important for post-quantum contexts.

Let M = {0, 1}* denote the space of arbitrary-length messages. We define three hash

functions operating on this space:
H,:M - {0, 1}?5¢ (SHA-256) @))
H,:M - {0, 1}%6 (SHA3-256) @)
F: {0, 1}512 - {0, 1}52 (SHAKE256 with 512-bit output) (3)
The hybrid hash function
Hiybria: M - {0, 1}512 4
is then defined as:
Hiybia (M) = F(H,;(M) || H,(M) ) (5)
where || denotes bitwise concatenation. Expanding this definition for clarity:
d, « SHA-256(M) € {0, 1}256 (6)
d, — SHA3-256(M) € {0, 1}256 (7
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X « d, || d, € {0, 1}512 (8)
Hiyora (M) — SHAKE256,,,(x) 9)

The construction thus aggregates outputs from two structurally independent hash families,
then applies a cryptographically strong compression function to produce a single digest. This three-
stage process ensures that an adversary must compromise at least two of the three primitives to
mount a successful attack against the hybrid function.

This section analyzes the hybrid construction:

H(M) = SHAKE2565:,(SHA-256(M) || SHA3-256(M))
under standard cryptographic security notions. Let H; denote SHA-256, H, denote SHA3-256, and
F denote SHAKE256 with 512-bit output. For any hash function
f£:{0,1}* - {0,1}n (10)
and adversary A, define:

Definition 1 (Preimage Resistance): A hash function f is (t, €)-preimage resistant if no
adversary A running in time t can find a preimage for a randomly chosen target y with probability
greater than €. Formally, given y uniformly sampled from {0,1}", the advantage of A is:

Adv_pre(A, f) = Pr[A(y) = M where f{(M) =y] < & 11

Definition 2 (Second-Preimage Resistance): A hash function f is (t, €)-second-preimage
resistant if no adversary A running in time t, given a random message M, can find a distinct M' # M
with f(M") = f(M) with probability greater than €. The advantage is:

Adv_sec(A, f) = PrlA(M) = M' # M where f{(M") = f{(M)] < ¢ (12)

Definition 3 (Collision Resistance): A hash function f is (t, €)-collision resistant if no
adversary A running in time t can find any two distinct messages M, M' with f(M) = f(M") with
probability greater than €. The advantage is:

Adv_col(A, f) = Pr[A() = (M, M") where
M #M'and f{(M) =f(M")] < e (13)

Assumption 1 (Random Oracle Model): We model SHA-256, SHA3-256, and
SHAKE256 as ideal random functions (random oracles) for the purposes of reduction proofs. This
assumption is standard in provable security analysis and provides security guarantees under the
strongest possible adversarial model.

Assumption 2 (Structural Independence): We assume that cryptanalytic techniques
applicable to Merkle-Damgard constructions (differential attacks on Davies-Meyer compression,
multicollision attacks on iterative chains) do not automatically transfer to Keccak-based sponge
constructions. This assumption is justified empirically: the 2017 SHA-1 collision attack exploited
properties absent in sponge designs.

Grover’s algorithm achieves a quadratic speedup for unstructured search, from O(2")
classical to O(2"%) quantum complexity [49]. For the hybrid construction, the quantum security
analysis has to differentiate between the theoretical output length and the practical limitation of the
component:

Theoretical bound (512-bit output): An adversary attacking the full hybrid output

Hiymiad(M) = SHAKE256_512(SHA-256(M) || SHA3-256(M))
must find a preimage for the 512-bit digest. Grover's algorithm yields O(2°'*%) = O(2**°) quantum
complexity, which is far better than using SHA-256 or SHA3-256 alone (both O(2'**) under
Grover).

Practical bound (256-bit components): However, the construction's internal structure
creates an exploitable shortcut. Rather than attacking the entire 512-bit output, an adversary can
target the 256-bit components individually.

The attack proceeds as follows:

1. Target either d, = SHA-256(M) or d, = SHA3-256(M)
2. Find a preimage M' such that SHA-256(M") = d, (or SHA3-256(M") = d,)
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3. Grover complexity for this step: O(2%°?) = O(2'%*)

4. Verify that SHAKE256_512(d, || d,) produces the target output

The effective quantum preimage resistance is therefore O(2'*®), determined by the weakest link
(256-bit internal components), not the 512-bit output. This represents parity with standalone
SHA-256/SHA3-256 quantum security, not an improvement.

Advantage: Even due to limitation, the hybrid construction provides a critical advantage
through SHAKE256's XOF property. If quantum computers become practical and O(2'*®) security
proves insufficient, the construction can seamlessly generate 1024-bit outputs via
SHAKE256_1024, achieving O(2°'?) theoretical and O(2*°) practical quantum preimage
resistance, without modifying implementation logic, only the output length parameter. This crypto
agility ensures long-term adaptability as threat models evolve [53] [54].

The hybrid construction is specified as follows:

Algorithm: Hybrid Hash Function H_hybrid
Require: M € {0, 1}* (input message)
Ensure: H € {0, 1}>'? (hybrid hash digest)

1: d; « SHA-256(M) // 256-bit classical hash

2: d, « SHA3-256(M) // 256-bit sponge hash

3: X «d | d, // 512-bit concatenation

4: H ~ SHAKE256;,,(x) // XOF compression to 512 bits
5: return H

The algorithm proceeds in four stages:

1. Classical hashing. Use SHA-256 to yield d1, a 256-bit digest offering classical security with
high performance.

2. Sponge hashing: Apply SHA3-256 to get d2, a structurally independent 256-bit digest resistant
to Merkle-Damgard-specific attacks.

3. Concatenation: Concatenate d 1 and d 2 into a single string x of length 512 bits, preserving the
full entropy of both.

4. XOF compression: Compress x using SHAKE256 with 512-bit output length to obtain the final
hybrid digest. This stage has three functions: removing possible structural correlations between d1
and d2, providing an additional cryptographic transformation based on a third independent
permutation (Keccak-f[1600]) and enabling future output-length parameterisation for post-
quantum needs.

Computational Overhead: The hybrid construction requires computing three hash
functions sequentially: SHA-256, SHA3-256, and SHAKE256. Based on preliminary
benchmarking, this incurs approximately 3.2—3.8x computational overhead compared to SHA-256
alone. For applications where hashing is not the primary bottleneck such as long-term digital
archives, blockchain timestamping, or certificate transparency logs, this overhead is acceptable
given the enhanced structural resilience.

Memory Requirements: The construction maintains three internal states simultaneously
during computation: SHA-256 state (32 bytes), SHA3-256 state (200 bytes for the 1600-bit Keccak
state), and SHAKE256 state (200 bytes). Peak memory consumption is approximately 432 bytes,
which is negligible for modern systems but may be a consideration for resource-constrained
embedded devices.

Compatibility and Deployment: Unlike some hybrid approaches that produce variable-
length outputs, the 512-bit output of H_hybrid is fixed and predictable, simplifying integration into
existing protocols. Systems currently using SHA-512 (which also produces 512-bit digests) can
adopt the hybrid function as a drop-in replacement with minimal protocol modifications. For
systems requiring 256-bit compatibility, the output can be truncated (though this reduces quantum
security to 2128),
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Standardization Alignment: All three component primitives are standardized by NIST:
SHA-256 under FIPS 180-4 [31], and both SHA3-256 and SHAKE?256 under FIPS 202 [41]. This
ensures that implementations can rely on well-vetted, widely available cryptographic libraries,
reducing the risk of implementation errors and facilitating security audits.

A number of other hybridization avenues were evaluated during the design process: The
simplest concatenation (H1(M)||H2(M)) keeps complete entropy but does not contain output
compression and therefore does not add an extra cryptographic transformation. The 512-bit output
is only the juxtaposition of two hashes, which can reflect structural correlations depending on
whether the input message contains particular properties.

Compute the XOR combination (H1(M)®H2(M)): While computationally efficient, XOR-
based schemes are susceptible if the component functions are not perfectly independent. Algebraic
relationships between H1 and H2 could potentially be exploited to cancel out parts of the output
[47].

Cascade composition (H1(H2(M))): This approach is more compact but adds a sequential
dependency: the output of H2 becomes the sole input to H1, which may propagate vulnerabilities,
often in unexpected ways. Additionally, cascade constructions do not naturally extend to variable
output lengths.

Chosen approach (SHAKE256(H1(M)||H2(M))): By concatenating the outputs prior to
compression, we make sure that both H1 and H2 are computed from the same input message,
which could block certain classes of collision attacks. The SHAKE256 compression stage gives
three benefits: it decorrelates the component outputs, introduces a new layer of cryptographic
transformation based on a third independent primitive, and allows output-length flexibility for
future needs. This configuration provides the best balance of security, performance, and
adaptability.

Before formally analyzing the security properties of the proposed hybrid construction, This
section establishes the adversarial model under which the scheme is designed to operate. The threat
model defines both the capabilities granted to potential attackers and the security guarantees the
construction aims to preserve.

1) Adversary Definition
The analysis considers a probabilistic polynomial-time (PPT) adversary A with oracle access to the
hash function Hyyiq. The adversary could:

* Execute adaptive chosen-message attacks, querying Huyia(M) for any message M of their
choosing.

* Perform classical brute-force search within computational feasibility bounds (limited by
birthday paradox for collision attacks, exhaustive search for preimage attacks).

 Leverage quantum computational capabilities, specifically Grover’s algorithm [49] for
unstructured search and BHT-type algorithms [50] for collision finding.

* Exploit any publicly known structural weaknesses in SHA-256, SHA3-256, or SHAKE256
that may exist or be discovered in the future.

The adversary is not granted access to:

» Internal states of the component hash functions during computation (black-box model).

* Side-channel information such as timing variations, power consumption, or
electromagnetic emanations.

* The ability to modify the implementation or introduce faults during execution.

This model represents standard cryptanalytic capabilities in the random oracle framework and
aligns with NIST evaluation criteria for hash function security [41]. In practice, evaluating
cryptographic system security requires integrating threat exposure with empirical deployment
metrics: multi-criteria frameworks that jointly model attack resistance, usability, and real-world
adoption rates provide a more complete picture of effective security than purely theoretical
strength parameters alone [68].
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2) Structural Independence Assumption:

The central security assumption underlying the hybrid construction is the structural independence
of the component primitives. Specifically:

Let H1 = SHA-256 (Merkle-Damgard construction with Davies—Meyer compression) and H2 =
SHAZ3-256 (Keccak sponge construction). This work assumes that cryptanalytic attacks applicable
to the internal structure of H1 do not automatically transfer to H2, and vice versa.

This assumption is justified by the fundamentally different mathematical foundations of the
two constructions:

» SHA-256: Iterative compression via Davies—Meyer mode of a block cipher construction,
vulnerable to length extension attacks and multicollision attacks on Merkle-Damgard chains [32],
[34].

» SHA3-256: Permutation-based sponge framework with capacity ¢ = 512 bits, provably
secure in the indifferentiability framework [40] and immune to Merkle-Damgard-specific attacks.
Historical precedent supports this assumption: the 2017 practical collision attack on SHA-1 [64]
exploited differential characteristics in the compression function, a technique that does not apply to
sponge-based constructions.

Now establish formal security guarantees for the hybrid construction under standard
cryptographic definitions.

Collision Resistance: A hash function

H:{0,1}* - {0,1}»
is (t, €)-collision-resistant if no adversary A running in time t can find distinct messages M, M' with
M # M' such that H(M) = H(M') with probability greater than &.
Preimage Resistance: A hash function

H:{0,1}* - {0,1}»
is (t, €)-preimage-resistant if no adversary A running in time t, given a random target y € {0,1},
can find any message M such that H(M) = y with probability greater than e.
Second-Preimage Resistance: A hash function

H:{0,1}* - {0,1}"
is (t, €)-second-preimage-resistant if no adversary A running in time t, given a random message M,
can find a distinct message M' # M such that H(M) = H(M") with probability greater than €.

Theorem (Collision Resistance Preservation): Let
Hiybia(M) = SHAKE256;,(H, (M) || H,(M))
where H, = SHA-256, H, = SHA3-256, and || denotes concatenation. If at least one of {H,, H,} is
(t, €;)-collision-resistant and SHAKEZ256 is modeled as a random oracle with capacity c = 512 bits,
then Hpybiia is (t', €)-collision-resistant where
€ <€, + esnake and t' # t — O(n) for the overhead of concatenation and compression.

Proof: Suppose an adversary A finds a collision in Hpyrig, i.€., distinct messages M, M' such
that:

SHAKE2565,,(H, (M) || H,(M)) = SHAKE2565,,(H,(M) || H,(M)) ~ (14)

By the sponge indifferentiability theorem [40], SHAKE256 with capacity ¢ = 512 bits
provides O(29%) = O(2256) collision resistance when modeled as a random oracle. Thus, with
overwhelming probability:

H, (M) || H,(M) = H,(M)) | H,(M)  (15)
This equality holds if and only if:
H,(M)=H,(M) AND H,(M)=H,(M) (16)

Therefore, finding a collision in Hygria requires simultaneously finding collisions in both H1
and H2 for the same message pair (M,M’). The adversary must succeed in at least one of the
following attack paths:
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Attack Path 1: Collision in H; (SHA-256). The adversary finds (M,M’) such that H;(M) = H
1(M"). Let this common value be d”;
1. The probability that H(M) = Hy(M') simultaneously is:
PI‘[Hz(M) = Hz(M') | Hl(M) = H1(M')] = 1/2%° (17)
assuming independence (Assumption 4-A2). The overall attack complexity is dominated by
finding the SHA-256 collision: O(2'*®) operations via birthday attack.

Attack Path 2: Collision in H, (SHA3-256). By symmetry, the same analysis applies.
Attack complexity: O(2'**)operations.

Attack Path 3: Direct collision in SHAKE256. A generic collision attack on SHAKE256’s
512-bit output requires O(2*°°) operations. However, the inputs to SHAKE256 are constrained to
the set:

S={(H:(M),H,(M)) M €{0,1}"}  (18)
The probability that a randomly found colliding pair falls within S is negligible, making this path
infeasible. Therefore, the collision resistance of Hpyuiq is lowerbounded by:

Col-Adv(Hiybria) = min{Col-Adv(H,), Col-Adv(H,)} ~ O(2128) (19)

Theorem (Preimage Resistance Preservation): Under the same assumptions as the
Collision Resistance theorem, Hyyriq is (t', €)-preimage-resistant where € < max{e,, €,} + €suake and
the attack complexity is lower-bounded by min{Pre-Adv(H,), Pre-Adv(H,)} ~ O(2%%) in the
classical model.

Proof: Given a target hash value y € {0,1}5'2, an adversary A must find any message M such
that

y = SHAKE2565,,(H,(M) || Hy(M)). (20)

Attack Path 1: Brute-force message search.

The adversary tries random messages M; and checks if Hiyia(Mi) = y. Success probability per
attempt: 1/2°2,
Expected complexity: O(2°'%) operations.

Attack Path 2: Reverse through SHAKE256.

Suppose A successfully finds a preimage x = d1||d2 for SHAKE256 such that SHAKE2565:,(x) =y
(requiring O(2°*?) work in generic case, or O(2**°) with Grover’s algorithm). The adversary must
then find M satisfying:

H1(M) =dl1 AND H2(M) =d2 (21)
This is a constrained multi-target preimage problem: find a single message producing two
specified hash values under different functions. The complexity is:

max O(2%°),0(2*%) = 0(2*°)  (22)
assuming independence, as the adversary must satisfy both constraints. Therefore, preimage
resistance is bounded by:

Pre-Adv(Huybid) >min{Pre-Adv(H,),Pre-Adv(H,)}*0O(2*°) (23)

It is important to understand that the bound O(225%) in equation (23) holds in the classical
threat model. Under quantum attacks (Grover’s algorithm), an adversary may bypass the full
construction by targeting a single internal component. Finding M’ such that H,(M’) = d, requires
only O(21%8) quantum queries, after which SHAKE256;,,(d, || H,(M”)) is verified against y. The
effective quantum preimage bound is therefore O(2128) via this shortcut, and O(2256) for a direct
output-level attack. Full quantum analysis is provided below.

Grover's algorithm provides quadratic speedup for unstructured search, reducing preimage
resistance from O(2") classical to O(2"%) quantum complexity [49]. For hash functions, this
manifests as:
 Preimage resistance: Classical O(2") reduces to quantum O(2"?).

e Collision resistance: Classical O(2"*) reduces to quantum O(2"?) via BHT algorithm [50].
Analysis for Hygpria:
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1) Quantum preimage resistance: Quantum preimage resistance: The 512-bit output
provides O(2512) classical and O(225¢) output-level quantum preimage resistance under Grover’s
algorithm. However, an adversary may exploit an internal shortcut by targeting the 256-bit
components directly (SHA-256 or SHA3-256), reducing the effective bound to O(2128):

Quantum-Pre-Adv(Huybrid) ~min{2*°,2%%}= 212, (24)

The effective quantum preimage resistance is therefore O(2!28) via internal component
attack, and O(225%) for a direct attack on the 512-bit output. Both bounds are reported in Table 1.

2) Quantum collision resistance: BHT algorithm reduces birthday-bound security from
0(2"%) to O(2™). For 256-bit components:

Quantum-Col-Adv(H;),Quantum-Col-Adv(H) #0(285.3).  (25)
The hybrid inherits this bound from its weakest component

3) Output length flexibility: The use of SHAKE?256 as an XOF yields crypto agility: in case
quantum threats will require a stronger security margin, the construction is capable of generating
1024-bit outputs (offering 2**° quantum preimage resistance) without changing the internal logic,
only the output length parameter is modified. Fixed length hash functions are lacking this property.

Critical Observation: Quantum preimage resistance depends on the attack vector. A direct
attack on the 512-bit output requires O(225¢) quantum queries. An adversary exploiting the internal
256-bit component bottleneck reduces this to O(2!28): parity with standalone SHA-256/SHA3-256.
The construction compensates through structural redundancy (independent family design) and
XOF adaptability (1024-bit output — O(225¢) effective quantum resistance).

Hedge Security: If adversary A successfully breaks primitive H; (where i € €{1, 2}) but
primitives H;» and SHAKE256 remain secure, then H_hybrid retains security properties inherited
from the unbroken component. Suppose SHA-256 (H,) is broken by a structural attack. An
adversary attempting to find a collision in Hyyia must still satisfy H,(M) = H,(M") for the collision
pair (M, M"). Since SHA3-256 (H,) remains secure, finding such (M, M") requires O(2'28) work via
birthday attack on H,. Similarly, if SHA3-256 is broken, SHA-256 provides the security baseline.
This property distinguishes the hybrid from cascaded constructions H,(H,(M)), where
compromise of the outer function H, immediately breaks the entire scheme.

Historical Justification: When MD5 was broken (2004) [24], systems using MD5 || SHA-1
hybrid would have retained SHA-1's security until its subsequent compromise (2017). In contrast,
a cascade MD5(SHA-1(M)) would have failed immediately upon MD5's break.

Based on the analysis above, Table 1 summarizes the classical and quantum security bounds of the
proposed hybrid construction.

Table 1. Security Bounds for Hybrid Construction

Property Classical Quantum Basis
Collision 0(2128) 0(2%3) Birthday bound, 256-bit
Preimage 0(2°) 0(2*%/ 0(2"*®)  Direct output attack / component
shortcut
2nd-Preimage 0(2°") 0(2256)/ O(2'*®)  Direct output attack / component
shortcut
Output 512 bits 512 bits SHAKE256 XOF
Hedge Survives single-

component break

Having established the theoretical security properties of the hybrid construction, This section
presents comprehensive empirical validation to demonstrate that the design preserves
cryptographic quality in practice and introduces no observable weaknesses. All experiments were
conducted on MacBook Air (M3 processor, 16 GB RAM, macOS Ventura) using Python 3.11 with
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the hashlib library (OpenSSL backend) for cryptographic primitives. Test vectors were generated
using os.urandom() for cryptographic-quality randomness. Each experiment was repeated with
sufficiently large sample sizes to achieve statistical significance (detailed per test below). The
avalanche criterion (Lloyd, 1990) requires that flipping a single input bit should change
approximately 50% of output bits unpredictably. This is quantified using the Hamming distance
metric [56].

1) Methodology
For each hash function, 10,000 trials were performed:
(1) generate a random 64-byte message M;
(2) compute base hash h = H(M);
(3) flip a random bit in M to obtain M;
(4) compute perturbed hash h' = H(M');
(5) measure Hamming distance du(h, h') = number of differing bits.
For ideal randomness, the expected Hamming distance is n/2 where n is the output bit length.

2) Results
Table 2 and Figure 1 present the avalanche effect measurements.

Table 2. Avalanche Effect Comparison (10,000 Trials per Algorithm)

Algorithm Output Avg. Hamming Expected Deviation
SHA-256 256 bits 127.991 128.0 +0.009 (0.007%)
SHA3-256 256 bits 127.958 128.0 -0.042 (0.033%)
Hybrid 512 bits 256.156 256.0 +0.156 (0.061%)

Avalanche Effect Comparison

250

200 A

150 4

100 A

Average Hamming Distance (bits)

50 4

o

SHA-256 SHA3-256 Hybrid

Figure 1. Avalanche effect comparison. Dashed lines indicate expected values (128 bits for 256-bit
output, 256 bits for 512-bit output). Error bars represent +1 standard deviation over 10,000 trials

All three functions exhibit near-perfect avalanche behavior, with deviations of less than
0.1% from the theoretical ideal. The hybrid construction's 0.156-bit deviation over 512 bits is
statistically insignificant (p > 0.1 under x2-test), demonstrating that the concatenation-then-
compression strategy introduces no observable degradation in diffusion properties. This validates
that SHAKE256’s Keccak-f permutation thoroughly mixes the concatenated input without
creating predictable patterns.
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The NIST Statistical Test Suite is the standard benchmark for evaluating pseudorandomness
in cryptographic outputs [41][42]. The hybrid construction was subjected to the full battery of 15
tests.

1) Methodology
A binary file containing 10 sequences of 10% bits each (total 10 MB) from the hybrid hash by
hashing sequential messages M; =i (fori =0, 1, 2, ...) and concatenating 512-bit outputs until
reaching 107 bits was generated. The NIST suite tests for frequency biases, runs, spectral
properties, entropy, and template matching across these sequences.

2) Results
Table 3 summarizes the NIST SP 800-22 results. Full p-value distributions are available in the
supplementary materials.

Table 3. NIST SP 800-22 Test Results (188/189 Tests Passed)

Test Category Tests Passed Min P-
value
Frequency (Monobit) 1 1 0.213
Block Frequency 1 1 0.122
Cumulative Sums 2 2 0.122
Runs 1 1 0.350
Longest Run 1 1 0.534
Rank 1 1 0.740
FFT (Discrete Fourier Transform) 1 1 0.740
Non-Overlapping Template 148 148 0.009
Overlapping Template 1 1 0.534
Universal Statistical 1 0 0.000
Approximate Entropy 1 1 0.534
Random Excursions (8 variants) 8 8 N/A
Random Excursions Variant (18) 18 18 N/A
Serial 2 2 0.740
Linear Complexity 1 1 0.350

TOTAL 189 188 —

The hybrid construction passed 188 out of 189 tests (99.5% success rate). The single failure
(Universal Statistical Test) is expected for short sequences: the NIST documentation explicitly
states that for sequences less than 108 bits, the Universal test may yield unreliable results. Since the
evaluation used 107-bit sequences, this failure does not indicate a cryptographic weakness. Thus,
there is no detectable 0/1 bit bias, no predictable patterns in bit sequences, no periodic structures.
The hybrid output is statistically indistinguishable from a uniform random distribution.

The Shannon entropy was measured [57] [58] of the hash outputs to quantify information

density. For each algorithm, we generate 100,000 hash outputs from random 64-byte messages and
compute
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255

HShannon:_z pilog2(pi) (26)

i=0

where p; is the observed probability of byte value i € {0,...,255}.

Table 4. Shannon Entropy Comparison (100,000 Samples)

Algorithm Entropy (bits/byte) Per-Hash Entropy Theoretical Max
SHA-256 7.999944 255.998 / 256 256.000
SHA3-256 7.999931 255.998 / 256 256.000
Hybrid 7.999975 511.998/512 512.000

The hybrid achieves 7.999975 bits/byte, representing 99.9997% of the theoretical maximum
entropy (8 bits/byte). This demonstrates that no entropy is lost during concatenation of H,(M) and
H,(M), SHAKE256 compression preserves full information content, and each output bit carries
maximum unpredictability. Notably, the hybrid exhibits slightly higher entropy per byte than either
SHA-256 or SHA3-256 individually, likely due to the additional mixing provided by SHAKE256's
sponge permutation.

The x2-test evaluates whether byte-value frequencies match the expected uniform
distribution. For each algorithm, we generate 100,000 hash outputs and compute

255 ’O-—E- 2
XZZZ ( IE 1) (27)
i=0 i

where O; is the observed frequency of byte value i and E; is the expected frequency under
uniformity. The p-value indicates the probability that observed deviations occurred by chance (p >
0.01 indicates uniformity).

Table 5. Chi-Square Uniformity Test

Algorithm ¥? Statistic Degrees of Freedom P-value
SHA-256 — 255 0.639
SHA3-256 — 255 0.019
Hybrid 253.582 255 0.920

The hybrid exhibits exceptional uniformity (p-value = 0.920), indicating that byte-value
distribution is nearly perfectly uniform, better than SHA3-256 alone (p-value = 0.019, which,
while still passing, is closer to the rejection threshold). This superior performance likely results
from SHAKE256's decorrelation effect: by applying an additional sponge permutation to the
concatenated input, residual non-uniformities in individual components are eliminated.

Figure 2 visualizes the byte frequency distributions for all three algorithms, showing the
hybrid's exceptionally flat distribution.
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Figure 2. Byte frequency distributions over 100,000 hash outputs. All distributions appear uniform, but
statistical tests reveal the hybrid's superior flatness (p-value = 0.920)

While exhaustive collision testing for 512-bit outputs is computationally infeasible (birthday
bound at 2256 attempts), we validate the absence of trivial weaknesses. We generated 1,000,000
hash outputs from sequential messages (M; = i) and checked for duplicate 512-bit values using a
hash set.

Observed collisions: 0 (as expected). For 512-bit output, the birthday paradox predicts the
first collision after approximately

\/g 2%~ 2  attempts  (28)

With 106 = 22° samples, the probability of observing a collision is

—[10°f

P~1—er? x107 4 (29)

The absence of collisions in 106 trials confirms no gross structural defects.
To empirically validate birthday-bound behavior, we truncate hybrid outputs to 32 bits (4

bytes) and search for collisions among 100,000 random messages. For 32-bit output, the birthday
bound predicts collision around V(232) ~ 65,536 attempts.

First collision observed at iteration 77,163 (within expected range). The collision occurred
within 1.2x of the theoretical expectation, confirming that the hybrid exhibits standard birthday-
bound characteristics without exploitable weaknesses.
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Figure 3. Truncated collision testing (32-bit output). First collision found at iteration 77,163, consistent
with birthday bound prediction (~ 65,536)

1) Computational Overhead
Table 6 and Figure 4 present a performance comparison between the standard hash functions and

the hybrid construction.

Table 6. Performance Comparison (Microseconds per Hash Operation)

Algorithm 64 bytes 256 bytes 1 KB 4 KB 16 KB
SHA-256 0.310 0.383 0.771 1.669 5.710
SHA3-256 0.820 0.762 1.528 4.604 16.895

Hybrid 1.779 1.955 2.588 6.837 24.264
Overhead 5.73x% 5.10% 3.36% 4.10x% 4.25%

Performance Scaling

—8— SHA-256
SHA3-256
—e— Hybrid (SHAKE256 out=64)
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Figure 4. Performance scaling across input sizes (log-log scale). The hybrid maintains 3.36-5.73%
overhead relative to SHA-256, converging to = 4x for large inputs
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The 3.36-5.73% computational overhead observed in our benchmarks invites comparison
with security-performance tradeoffs in asymmetric cryptography. RSA key length increases from
2048 to 4096 bits substantially strengthen resistance to factorization attacks, enhancing long-term
security for digital signatures and key exchange [65]. However, this security gain incurs significant
costs: 4096-bit RSA operations are 6-8x slower than 2048-bit equivalents, consume
proportionally more memory, and paradoxically increase vulnerability to side-channel attacks
(timing, power analysis) because longer keys leak more information during computation [59, 60].

The hybrid hash construction exhibits a similar tradeoff profile. The 4% performance
penalty reflects the fundamental cost of computing three independent cryptographic
transformations (SHA-256, SHA3-256, SHAKE256) to achieve structural redundancy. Unlike
RSA's key length increase, which addresses a single attack vector (factorization): the hybrid's
overhead buys insurance against an entire class of unknown future threats: paradigm-level
cryptanalytic breakthroughs. For applications where hash operations are infrequent relative to
system lifetime (digital archives, blockchain timestamping, legal document signing), this tradeoff
strongly favors security. Systems requiring high-throughput hashing (TLS session resumption,
real-time authentication) remain better served by single optimized primitives, with protocol-level
mechanisms (cipher suite negotiation, algorithm agility) providing the flexibility to migrate when
threats materialize.

Small inputs (64 bytes) incur 5.73x overhead, but absolute time remains
< 2 ps: negligible for most applications. Large inputs (16 KB) converge to 4.25x overhead,
consistent with computing SHA-256 + SHA3-256 + SHAKE256 sequentially. The construction is
suitable for long-term digital archives, blockchain timestamping, certificate transparency logs, and
forensic chain-of-custody. In decentralized deployments of this kind, cryptographic integrity at the
hash layer must be complemented by security at the network layer: fully connected distributed
architectures without a central trust authority remain highly susceptible to insider threats, where
compromised nodes leak key material undetected through channels that do not perturb observable
quantum error rates — motivating layered defenses combining challenge-response authentication,
dynamic trust scoring, and blockchain-based access control [66]. It is not suitable for real-time
authentication (e.g., TLS handshakes at high QPS), password hashing (used Argon2/bcrypt/scrypt
instead), or high-frequency trading systems.

2) Memory Footprint
Peak memory usage is 496 bytes, negligible for modern systems but may constrain deployment on
resource-limited embedded devices (e.g., IoT sensors with <1 KB RAM).

Table 7. Memory Requirements (Internal State Sizes)

Component State Size (bytes)
SHA-256 state 32
SHA3-256 state 200
SHAKE256 state 200
Concatenation buffer 64
Peak usage 496

Table 8. Comprehensive Comparison — Hybrid vs. Standard Functions

Metric SHA-256 SHA3-256 Hybrid (512-bit)
Output Length 256 bits 256 bits 512 bits
Avalanche Deviation 0.009 bits 0.042 bits 0.156 bits
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Metric SHA-256 SHA3-256 Hybrid (512-bit)

Shannon Entropy (bits/byte) 7.999944 7.999931 7.999975
Chi-Square P-value 0.639 0.019 0.920
NIST Tests Passed N/A N/A 188/189 (99.5%)

Collision Resistance (classical) 2128 2128 2128
Preimage Resistance (classical) 2256 2256 2256
Quantum Preimage Resistance 2128 2128 2%
Performance (1 KB input) 0.771 ps 1.528 ps 2.588 ps (3.36x%)
Memory Footprint 32 bytes 200 bytes 496 bytes
Structural Hedge No No Yes
XOF Flexibility No No Yes

The empirical evaluation demonstrates that the hybrid construction preserves cryptographic
quality, validates theoretical security claims through truncated collision testing, provides structural
redundancy, enables post-quantum adaptability, and incurs acceptable overhead for target
applications. Limitations include: quantum preimage resistance bounded at 2128 (not improved by
512-bit output), performance unsuitable for high-throughput real-time systems, and memory
footprint that may constrain extremely resource-limited devices.

In practice, the time scales for standardising algorithms in cryptography are dramatically
mismatched with the ability of systems to migrate. Bitcoin’s blockchain, launched in 2009, is
forever locked in to SHA-256 for block header hashing, any change requires a contentious hard
fork that impacts billions of dollars in infrastructure [63]. Ethereum 2.0’s Beacon Chain also
employs SHA-256 in Merkle tree constructions for validator state commitments (Ethereum
Consensus Specification). Google’s Certificate Transparency infrastructure, which has logged
billions of TLS certificates since 2013, uses SHA-256 for Merkle tree hashing with no feasible
migration path [61].

However, the deployment of SHA-3 in production systems remains limited a decade after
standardisation. Cryptographic library support is widespread, but operational inertia, performance
concerns (SHA-3 is ~2x slower than hardware-accelerated SHA-256 on x86), and the lack of
compelling security advantages over SHA-2 have slowed large-scale deployment. SHA-3 adoption
is mostly confined to niche use-cases that require certain sponge properties (e.g. XOF, domain
separation), rather than general hashing [62].

This asymmetry of deployment creates a critical window of vulnerability. If a paradigm-level
attack takes place, as was the case with the SHAttered collision in 2017, showing practical SHA-1
breaks 12 years after theoretical warnings [64], systems are not able to migrate quickly. The hybrid
construction deals with this business continuity risk through cryptographic hedging: by combining
SHA-256 (used everywhere) with SHA3-256 (structurally independent) and SHAKE256 (post-
quantum flexible) organisations deploying the hybrid today obtain 50+ year security assurance
without the need to replace algorithms in the future. If one component family is compromised, the
surviving primitives ensure that the system is still intact, avoiding the high-stakes race between
advances in cryptanalysis and the ability of organisations to migrate that killed off MD5 and
SHA-1 deployments.

The practical viability of this approach has been formally recognized through intellectual
property registration. The hybrid construction described in this work has been granted copyright
certification under Kazakhstan Law Article 9-1, establishing its status as a novel cryptographic
software implementation. Beyond academic validation, the construction has received positive
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preliminary assessment from industry practitioners. Consultation with a senior cybersecurity
specialist yielded encouraging feedback regarding the construction’s real-world applicability and
long-term potential. This combination of formal protection and industry validation positions the
hybrid approach as a credible candidate for future standardization efforts, particularly in
applications where algorithm migration carries prohibitive costs and long-term integrity assurance
is paramount. Future work will focus on broader industry engagement, pilot deployment studies in
non-critical systems, and formal submission to cryptographic standardization bodies for
consideration as a recommended practice in high-assurance environments.

This work has presented and analyzed a hybrid cryptographic hash construction designed to
address the dual challenges of long-term data integrity assurance and resilience against evolving
cryptanalytic threats. By combining SHA-256 (Merkle-Damgard paradigm) and SHA3-256
(sponge construction paradigm) with final compression through SHAKE256, the proposed design
achieves structural diversification across independent cryptographic families while maintaining
practical deployability.

The central contribution lies not in surpassing the asymptotic security bounds of individual
primitives, but in establishing a cryptographic hedge against single-point-of-failure scenarios.
Formal security analysis demonstrates that the hybrid construction preserves collision resistance at
O(2128) and preimage resistance at O(225¢) in the classical model, matching the guarantees of its
strongest components. Critically, the formal theorems establish that compromise of any single
component does not lead to catastrophic failure of the overall scheme, a property unavailable in
monolithic hash function designs. Quantum security analysis distinguishes two attack vectors: a
direct attack on the 512-bit output yields O(2256) quantum preimage resistance, while an adversary
exploiting the internal 256-bit component shortcut reduces the effective bound to O(2'28),
achieving parity with standalone SHA-256 or SHA3-256. The XOF property of SHAKE256
provides a direct migration path to 1024-bit outputs and O(2%56) effective quantum resistance
without modifying the construction itself.

Empirical evaluation validates these theoretical claims. The hybrid construction passed 188
of 189 NIST SP 800-22 randomness tests, with the single failure occurring under conditions
flagged as unreliable in NIST documentation. Avalanche effect measurements show 0.061%
deviation from the theoretical ideal, and Shannon entropy reaches 99.9997% of the maximum
theoretical value: confirming that the concatenation-then-compression strategy introduces no
observable degradation in cryptographic quality relative to individual primitives.

The 3.36-5.73% computational overhead reflects the fundamental cost of three independent
cryptographic transformations. Unlike RSA key length increases, which address a single attack
vector at 6-8% slowdown, the hybrid’s overhead buys insurance against an entire class of unknown
future threats: paradigm-level cryptanalytic breakthroughs that render a single construction family
vulnerable. For applications where hash operations are infrequent relative to system lifetime, this
tradeoff strongly favors security. High-throughput systems remain better served by single
optimized primitives with protocol-level algorithm agility.

Several directions merit further investigation: formal security proofs beyond the random
oracle model accounting for specific Keccak permutation properties; hardware implementations
optimized for the hybrid pipeline; and integration studies examining behavior within complete
cryptographic protocols.

The limitations of this work must be acknowledged transparently. The structural
independence assumption is justified through historical observation and design divergence rather
than formal proof. The quantum security analysis assumes adversaries limited to currently known
algorithms. The empirical evaluation, while comprehensive, cannot exhaustively cover all input
patterns.

The proposed construction occupies a specific and well-defined niche: systems requiring
high assurance of long-term integrity, tolerance for moderate performance overhead, and resilience
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against unpredictable future cryptanalytic developments. For digital preservation systems, legally
binding timestamping services, immutable audit logs, and critical infrastructure protection — the
construction provides a cryptographically sound and empirically validated solution that does not
collapse upon the compromise of any single underlying primitive. As quantum computing
advances and the cryptographic landscape continues to evolve, designs prioritizing robustness
through diversification will become increasingly valuable.
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INPUMEHEHUWE METOJA LORA JJIAA JOOBYUYEHUA bOJ/IbIHINX A3BIKOBbBIX
MO/IEJIEY C IEJIBFO BBISIB/IEHUA ATAK COITUA/TbHOV MHXKEHEPUN

Illopmakora A.H, Kymucoex M.H.
Ka3zaxckuli HayuoHanbHbIl yHUBepcumem umeHu aib-Papabu, Kazaxcmat
E-mail: shormakovaassem@gmail.com

AHHOmayus. B OaHHOlU pabome paccmampugaemcsi nooOXo0 K OOHApYXiCeHUl0 COYUd/nbHO-
UHJICEHepHbIX amak 8 MeKCMOBbIX KOMMYHUKAYUSX HA KA3aXCKOM Si3blKe C UCNO/b308AHUEM
MYy/bMUs3bIUHbIX 0OAbLILUX S3bIKOBbIX MoOesell. Beudy oepaHuueHHocmu pecypcog u cheyuguku
Mopcponozuu  KAzaxckozeo  sA3blkA, Kadccuueckue memoObl  OeMOHCMpUpYOm — HedOCMamouHyto
a¢ppexkmueHocmb.  Aemopamu  npeodnONHCEHO  UCNO/Mb308AHUE  Nnapamempuuecku-3¢pgekmusHoz2o
0oobyueHuss ¢ nomowbio memoda Low-Rank Adaptation (LoRA). DkcnepumeHmanbHble pe3yibmamal
noKasblearom 3HauumesnbHoe yayUulleHue Mempuk Kadaccugukayuu no cpagHeHuio ¢ zero-shot nooxodamu,
umo dokasbleaem NPUMeHUMOCMb Memood 0151 adanmayuu mooesell 8 yC/A08UsAX 02PAHUUEHHbIX OQHHbIX.

ColmanbHO-UH)XEHEPDHbIE  aTaKW  TPeJCTaB/sAIOT  Cco0oW  ofHy w3 Haubosee
pacrnpoCTpaHeHHbIX Yrpo3 B COBPEMEHHOM LM(POBOUM cpefie. B oTiMuve OT TpaJMLIMOHHBIX
TeXHUUYeCKUX aTak, OHU Harpas/eHbl HA MaHUITY/IMPOBaHKe M10/1b30BaTesIeM C Le/IbI0 ITOTyYeHUs
KOH(UJeHIMaIbHOW MH(OpPMAaLMM, [JOCTyNa K CHCTeMaM WA BbINIOJIHEHUS] HeXKe/laTelbHbIX
peiictBuii. C pa3BuTHeM LM(POBBIX KOMMYHHMKaLUi, BKIouas SMS, MecceH[pKepbl U
coL[a/ibHbIe CeTH, KOMYeCTBO TMOJ0OHBIX aTaK 3HauMTeNbHO B3pociao. OcoOeHHO Ys3BUMBIMU
SIBJIAIOTCS T10JIb30BaTeM B SI3BIKOBBIX CerMeHTax C OrPaHUYeHHBbIMH peCcypcaMH, TaKMX Kak
Ka3aXCKUU fI3bIK, TJle OTCYTCTBYIOT pa3BUTble CUCTEMbI aBTOMaTHUeCKOM ¢punbTpanuu. Hecmotpst
Ha 3HAUUTe/NbHBbIE JIOCTWKEHWs B o0sacth 00pabOTKM eCTeCTBEHHOTO s3blKa /IS
BbICOKODECYDCHBIX SI3bIKOB, TIEPEHOC 3TUX PelleHnH Ha Ka3aXCKUM S3bIK 3aTpyJHEH. DTO CBSI3aHO
C arr/IOTHHAaTUBHOM TMPUPOJOW $I3bIKa, BBICOKONM MOP(OIOTrNYecKoil BapUaTMBHOCTBIO WU
OrpaHMYeHHbIM KOJIMYeCTBOM pa3MeUeHHbIX JaHHbIX. B CBSI3U C 3TUM aKTyabHbIM CTaHOBUTCS
NoAxoJ, K 0OHApY)KeHHIO COLMATbHO-WHKEHEPHBIX aTaK C HWCII0/Ib30BAaHUEM MYJIbTHS3bIUHBIX
Oo/BIINX S3BIKOBBIX Mojlesiell U MX afanTaljid C MoMoIlbi0 Merosa LoRA, uro mo3Bossier
olleHUTb 3((HEKTUBHOCTL TapaMeTpUuecKu-3QPeKTUBHOTO A000yUueHHUsT MOZeiel B YCIOBUSAX
OrpaHUYeHHbIX JaHHbIX.

PanHue mMeToapl 0OHApY)KeHHs CllaMa ¥ MOIIEHHHUECKMX COOOIeHUH OCHOBBIBA/IMCH Ha
K/IaCCUYeCKUX aJITOPUTMaX MAalllMHHOTO 00ydeHusi, Takux Kak Naive Bayes 1 SVM. DTu MeTO/IbI
VICTIO/Ib30Ba/lM  TIOBEPXHOCTHbIE TEKCTOBble IIPU3HAKU M JIeMOHCTPHUPOBAIM IPUEMJIEMYIO
TOYHOCTh, OZJHAKO OB/ UYBCTBUTE/IbHBI K U3MEHEHHUsIM B CTPYKType coobiieHuii. C pa3BUTHEM
rybokoro o0ydyeHUs! TOSIBIJIMCH HEMPOHHBIE CETH, a 3aTeM TPaHC(POPMepHbIe apXWUTEKTYPHI,
takue Kak BERT u RoBERTa, KoTopble 3HauMTe/NbHO YAYUYIIWIA KauyeCcTBO TeKCTOBOM
KJaccu(UKalui 3a CueT MWCI0/b30BaHUs KOHTEKCTHBIX IIpe/CTaBieHHd. MybTUsI3bIUHbIE
Mogeny, Takue kKak mMBERT 1 XLM-R, 1103B0/TW/IM IPUMEHSATE 3TH TTOAXO0/bI K HU3KOPECYPCHBIM
s3bikaM. OfIHAaKO WCC/Ie[JOBaHUS TI0KA3bIBAIOT, 4TO 0e3 /IOTOJIHUTeNbHOW aflanTalui WX
3¢ PeKTUBHOCTb CYI[eCTBEHHO CHU)KaeTCs, 0COOeHHO [ 3bIKOB C Goratoii mopdomoruei.
OJHUM U3 TIepPCIIeKTUBHBIX HalpaB/IeHUH PelleHust JaHHOW MPOo0/ieMbl SIBJISIeTCST UCTIOb30BaHKe
MeTOZI0B TlapameTpuuecku-3¢dekTrBHOr0 00yueHus:, Takux Kak LORA. DTOT roxoz ro3BoJisieT
n000y4yaTs MOZenb, U3MeHsisl JIUIIb HeOObIIYI0 YacTh 11apaMeTpoB, UTO /ieflaeT ero 0COOeHHO
TI0JIe3HBIM TIPU OTPaHWYEHHBIX BBIUKMC/IUTENbHBIX pecypcaxXx. HecMoTpsi Ha akTUBHOe pa3BUTHe
JIAHHOTO HarpaBJieHus], 3a/laud OOHAPY)KeHHs COLMalbHO-MHKEHePHBIX aTak AJisi Ka3aXxCKOro
A3bIKa K HaCTOSAILL|eMy MOMEHTY OCTatOTCSl HeZJOCTaTOYHO U3yUeHHBIMU.

st ipoBefieHrsT SKCTIePUMEeHTOB ObT C()OPMHUPOBAH KOPITyC COOOIeHHI Ha Ka3aXxCKOM
si3bIKe, BKJTFOUAIOL[UM KaK JIETUTUMHbIe COOOIIeHHs, TaK U TPUMepPbI COLIMabHO-WHXeHePHbIX
atak. K atakam OblTM OTHeceHbI COOOIIeHUs, cofepikalre (UHAHCOBBIE TPeAJIOKEHUs U
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MOIIIeHHUYEeCKe CXeMbl, 3arpochl TEePCOHANBbHBIX [JAHHBIX, HMMHTALWI0 OQHLIMaIbHBIX
yBeIOMJIeHHH, a TaK)Ke MaHUITYJISTUBHbIE U CPOUHbBIe TIPU3bIBHI K AieiicTBUIO. [lepes oOyueHrem
coOpaHHBIe [aHHBIE TIPOILIA OOs3aTesibHBIE ATarbl TMPefoOpaboTKU: yAaneHHe IIyMOB U
CTeLICMMBOJIOB, HOpDMa/IM3al[ii0 TeKCTa W OUMCTKY HEeKOPPeKTHhIX 3amuceil. B pabote
TI0C/Ie/j0BaTeIbHO UCII0/1b30Ba/IMCh TPY MYJIbTUSI3bIYHbIE MOZeH - bert-base-multilingual-cased,
distilbert-base-multilingual-cased u xIm-roberta-base, Kaxkzasi U3 KOTOPbIX MpPUMeHs/IaChb AJIst
perieHus 3a/1lauy OMHApHOW KlacCHdUKaLyy, rae MeTka 0 03Hauasa HOpManbHOe cooOlIeHue, a
MeTKa 1 - coluanbHO-UH)KeHepHYI0 ataky. s 3ddekTuBHOro moobyueHuss Mofesieidt ObLT
BHezipeH MeTos; Low-Rank Adaptation (LoRA). BMecTo 06HOB/IEHUS BCeX MapaMeTPOB MO/IeJH,
LoRA pob6aBnsier obyuaemble MaTpHULIbl HU3KOTO paHTa B CJIOM BHUMaHWs TpaHc(opmepa, UTo
TI03BOJISIET CYI[eCTBEHHO CHU3WUThH KOJIMUECTBO 00ydyaeMbIX rapaMeTpoB 0Oe3 MoTepu KauyecTBa.
ApxXuTeKTypHble 0COOEHHOCTH JJaHHOTO TIPOoLiecca CXeMaTUYHO OTPa)KeHbI Ha PUCYHKe HIKe.

hCCC———1
A TR
Pretrained i
Weights

w e ]Rdxd

Y E—

Puc. 1 Apxurekrypa LoORA

B xope Hactpoiiku apxuTekTypbl LORA OCHOBHBIMM TapameTpamMH 3KCIIepUMeHTa
BBICTYNUM: paHT I = 8, Ko3duiimeHT MacirabupoBanusi & = 16 u dropout = 0.1, npu 3TOM
Mozaynu LoRA BHeApsiiuCh HeMoCpeACTBEHHO B query W value MpoeKIUM C0eB BHUMAaHWUSI.
OOyueHue TIPOBOU/IOCH Ha CTPOTOM pa3ziesieH|H BbIOOPKU: 80% - obyuenue, 10% - Bamuaaus u
10% - Tecr.

[TepBoHauanbHBIe TECTHI B paMKax zero-shot mojxoza TMoKa3aad, 4yTO Mojenu 0Oe3
JN000yueHusi [IeMOHCTPUDYIOT OTrpaHMUeHHYI0 CIIOCOOHOCTh OOHApy)XMBaTh COL[MA/IbHO-
WH)KeHepHbIe aTaKW Ha Ka3axCKOM si3bIKe, a MX TJIaBHOU Npo0/ieMoii siBisieTcsl KpaliHe HU3Kasi
TOJTHOTa OOHApYKeHUsl [eCTPYKTUBHOTO KOHTeHTa. CBOZHbIE pe3ysbTaThl 3TUX HCIbITAHUH
Tipe/icTaB/ieHbl B Tabnuie 1.

Tabmuua 1. Zero-shot pe3ybrater

Model Accuracy Spam Precision Spam Recall Spam F1
Logistic 0.964 1.00 0.70 0.83
Regression

Linear SVM 0.988 1.00 0.90 0.95
Naive Bayes 0.980 0.99 0.84 0.91

B nIpoTHBOIO/I0)KHOCTH 3TOMY, TIOC/Ie IPUMEHEHHsI MeTO/la TOHKOH HacTpouKu Fine-tuning
¢ LoRA wHabmojaeTcs 3HauuTeIbHOE ViydllleHHe abCOMIOTHO BCEX K/THOUEBBIX METPHUK
ki1accudukauu. OreHka 3(}eKTHUBHOCTH a/laiTUPOBAHHBIX MOJE/e JeTalbHO TMpUBE/IeHa B
Tabnuiie 2.
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Tabmuia 2. Pesynbratet iocie LoRA

Model Precision (ham) | Recall (ham) | Precision (spam) | Recall (spam)
mBERT + LoRA 0.99 0.99 0.94 0.95
DistilBERT +10.9938 1.0000 1.0000 0.9545

LoRA

XLM-RoBERTa + | 0.9979 0.9990 0.9924 0.9848

LoRA

[TpoBe/ieHHbBIN KaueCTBeHHBIM aHaIM3 OMIMOOK IMOKa3as, UTO OCTABIIHECS CIydau JIOXKHON
K/JacCMbHUKAI[Md B OCHOBHOM CBSI3aHBI C HEWTpasbHBIM TOHOM aTaKyHOIIMX COOOIIeHHH,
UMUTaled oQUIManbHBIX yBeAOMJIEHUNM BEeJAOMCTB W CJAMIIKOM KODOTKUMM TeKCTaMH,
JUILLIEHHBIMUA SIBHBIX KOHTEKCTHBIX TIPM3HAKOB. PacrmipesiesieHre KODPEKTHBIX M OLIMOOUHBIX
TIpe/ICKa3aHMi /151 KaXK/JOW apXUTEKTYPbl BU3ya/JM3UPOBAaHO C TIOMOIIbIO MaTPHUI] OIITMOOK.

Confusion Matrix — Fine-tuned DistIBERT Confusion Matrix — Fine-tuned mBERT

ham

- 600

Actual

- 400

spam

- 200

' '
ham spam
Predicted

Pric. 2 Matpuiisl OmmboK

[TosyueHHble pe3y/ibTaThbl HAIJISIAHO [0KAa3bIBAKOT, UTO CTaHJAPTHbIE zero-shot MeTozbl
abCoJIIOTHO HeJJOCTAaTOYHBI [IJisl pellieHus] KpUTUUeCKuX 3a/iay KiubepOe30racHOCTH B Ka3aXCKOM
SI3BIKOBOM cerMeHTe. Mo/ield OKa3bIBAalOTCS HE CIIOCOOHBI HAZIEKHO BBISB/IATh CKPBIThIE
TaTTepPHbI W30LIPeHHOW COLManbHOW WHXKeHepuu 0e3 forosiHuTebHOro obyueHus. B To ke
Bpemsi BHejipeHre LORA mo3BosisieT 3(h(eKTUBHO a/laliTHPOBATh SI3bIKOBbIE MOJE/N Jaxke TpU
)KeCTKO orpaHuueHHOM 00beMe JaHHBIX. JTO UMeeT pelllatolllee 3HaUeHue /sl HU3KOPeCypCHBIX
S3bIKOB, T7le cOOp W pa3MeTKa MacIITaOHbIX KOPIOPATHMBHBIX [IaTAaCeTOB TPAJUIIMOHHO
3aTpy HEHBL.

Takum obpa3om, ucrons3oBanue LORA BbicTymaeT BbICOKO3()(EeKTHBHBIM TIOAXOA0M ISt
ajlanTalyyd MyJIbTUS3BIYHBIX Mo/lesieli K 3aZjaue 0OHapyKeHUs COLMaTbHO-UHKeHePHbIX aTak B
Ka3axCKoM si3bike. [IpakThueckue SKCMepUMEHThI TMOATBEP)KAAIOT, UTO zero-shot moaxo[sl
HeZI0CTaTOYHbI /JI1 peajbHOr0 NMpPUMEHeHHsl, B TO BpeMs Kak LORA cCyljecTBEHHO MOBbIIIAeT
TOUHOCTh MOJIeJIel, T03BOJIsi TIPOAYKTHUBHO HCIIOb30BaTh Aa)Ke Masible BbIOOPKU [AaHHBIX.
HampaBneHusi [anbHeHIIMX WCC/Ie0BaHUNA MOTYT ObiTh C(HOKYCHpOBaHbl Ha pacCIIMpeHHr
perpe3eHTaTUBHOTO KOPITyCa [JaHHBIX, aHa/IM3e yCTOWYMBOCTH pa3paboTaHHBIX MoJeneid K
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aTaKyIoIMMM MOJUGHUKAIMSIM TeKCTa W WX HElOCPeACTBEHHOW WHTerpalyi B AeHCTBYIOLIHE
CUCTeMbI 00ecrieueHust HHGOPMAI[MOHHOH 6e3011aCHOCTH.
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BJIOKUYEVIH TEXHOJIOT'MSICHI HET'I3IHJAE ABTOHOM/IbI KOJIIK KYPAJIJJAPBI
OKUNI'AJIAPBIH KAYIIICI3 ’)KOHE BEPUONKALIMA/IAHATBIH XATTAMAJIAY
O/ICTEPIH 3EPTTEY

C.M. Hap6aeBa', T.!. Bakubaer?, /I.b. Baxutxan'
lan-dapabu ambiHdaebl Kazak yammblk yHusepcumemi, Aamambt, Kasakcman
“Anmambl Menedsicmenm YHueepcumemi, Aamambt, Kasakcman
E-mail: narbaeva.salta@kaznu.kz

AHOamna. AsmoHoMObl Kenik KypanodapbiHblH KeHiHeH KO0/0aHbLTybl 04apObl{ KO032d/bIChl
0apbICbIHOA KAIbiNMACAMbIH OKU2A JCIHe meneMempusiiblK Oepekmepdiy mymacmbiebiH, Kayinci3
CaKmanyblH J#CoHe KelliHHeH eepuguKkayusiaHybiH KAMMAmMAcbi3 emy maceaeciH e3ekmi emedi. Ocbl
oHcyMbicma 6/10KUeliH MexXHOA02USChI Hezi3iHOe asmoHOMObI KO/iK Kypanodpbl OKU2AAdpbIH KAyinci3 dcaHe
eepupukayusaaHambiH - xammamanay adicmepi 3epmmenedi. ¥cbiHbuieaH macinde GPS  owcane
menemempusiiblK 0epekmep Kpunmozpacpusiiblk eHoeyOeH emkizinin, xswmenedi ycaHe Merkle azaiubl
Hezi3iHOe Oipikmipinedi. BaokueliHee bacmankbl Oepekmep emec, 04apObly Kpunmoepausiibik O0aneni
pemiHde Merkle Root maHi mipkenedi, 6yn depekmepoiy 632epmelimiHdieiH Kammamacbi3 emin, JicylieHiH
eHiMOinieiH apmmbipyea MyMKiHOIK 6epedi. 3epmmey Hamudicenepi yCbiHbL1RaGH 20icmiy OepekmepoiH
mymacmbiebiH Kopedyed, pyKcamcbi3 e3zepicmepOi aHblKmdayead #caHe asmoHOMObl KOiK Kypaadapbl
OKU2aNdpblH KAyinciz xammamanayaa muimoi ekeHiH kepcemmi.

Tytiin ce30ep: asmoHOMObI Keaik Kypandapbl, 640KueliH, aknapammblk Kayincizoik, Kayinci3
xammamanay, Merkle azawbl, mesemempusiibik Oepekmep, eepucuxayus; SHA-256.

Kipicme. ABTOHOMJbl K6qiK KypanJapbl MeH HWHTe/eKTyanbl KeJliK >KylesepiHiH
KapKbIH/Ibl JaMybl KOJTiK KO3FasbIChl OApBICHIH/A KA/bINTACAThIH TeJIE€METPUSIbIK, KoHe OKUFa
JiepekTepiHiH KeseMiH efdyip aprtTeipAbl. GPS kabwingareimurapel, CAN-IIMHA, WHEPLUSIIBIK
JATUUKTEp KoHe 0acKa /a OOpPTTHIK KYPBUIFbIIAD HAKThl YaKbIT PEXXUMiHZE KOJIiK KypasbIHbIH
OpHa/IaCybl, KO3FajbIC MapaMeTpsiepi MeH TeXHHUKAaJbIK Kauh-KyWi Typasbl aKIapaTThl Y3ZiKCi3
Ka/bITacThlpaZpl. by [epekTep KesliK KO3FaJbICblIH MOHUTOPUHITEY, JIOTUCTUKAJbIK,
nipotiectepzi 6ackapy, ’KOJ-KeJliK OKWFaapblH Tanay ’KoHe aBTOHOM/bI K6JIiK KYpasJapbIHbIH
Kayirci3iriH KaMTamachI3 eTy YIIIiH MaHbI3/Ibl aKIiapaT Ke3i 00/1bIn Tadblnas! [1-3].

Ka3ipri yakpITTa TeneMeTpUs/IBIK aKMapaTThiH 0OacbiM 0esiiri opTanbIKTaHABIPbIIFAH
cepBepyiepZe cakranajbpl. MyHJall Tacin AepeKTepZiH >KOFaayblHa, PYKCATChI3 ©3repTilyiHe
HeMece OypMasaHybiHa OaliJIaHBICTBI KayinTepZiH TybIHAaybiHa cebern 60mybl MyMKiH. Ocipece
aBTOHOM/IbI K6JIiK Kypa/iapblH[a TipKesjeTiH OKuFajap >XypHa/JapbIHbIH, ©3repMenTiHZITiH
KaMTaMachl3 eTy >KoHe OJiapZbl KeiliHHeH Tayesici3 Typje BepU(UKalusiiay Maceseci ©3eKTi
6osbIn oThIp [4-6].

B10KuelH TeXHOJIOTHSIChI OChI Maceie/iep/i eIy 1iH TepCreKTUBa/Ibl OaFbITTapbIHBIH Oipi
Gosbin caHasazbl. TapaTbiiFaH Ti30eK KYPbUIBIMBI, KPUNTOTPa(Us/IbIK, KOPFay MeXaHW3MJepi
JK9HEe ©3repMeMTIH KypHa/l KaFuZaThl TeJleMeTpUSUIBIK JepeKTep/iH TYTaCTbIFbIH KaMTaMachl3
eTyre, KeMiHHEH ayJUT >KYpPri3yre >koHe OKWFarap/blH LIbIHAWBUIBIFBIH J3/1e/1[eyre MyMKIHZIK
6epeni [7-13].

JKyMBICTBIH, MaKcaThl — OJIOKUeliH TeXHOJIOTHSICHI Heri3iHge aBTOHOM/IbI KOJTiK KypasiZapbl
OKUFajapblH KAyirnci3 >koHe BepudMKalLMsIaHATbIH XaTTaMmasaay ofiCTepiH 3epTTey >KoHe
TeJIeMeTPUSITIBIK, JiePeKTep/iH TYTaCThIFbIH KAMTaMachi3 eTeTiH TUIMZI TICIIJI YChIHY.

KonjanbicTarbl 3eprreysiepai Tangay. CoHFbI KbUiZapbl OJOKYeH TeXHOIOTHsIChIH
WHTe/JIeKTyas bl KOsk JKyienepiHje maiifanaHy OarbITbIHA KOITereH FbUIBIMHU 3€pTTeyJiep
XKyprisinyme. By »KyMbICTapblH Herisri Oesiri TeleMeTpUsUIBIK JepeKTep/iH, Kayirci3zirin
KaMTaMacbI3 eTyre, KOJIiK >KeJ/JIepiHiH, CeHIMZIMIiH apTThIpyFa >KoHe TapaTblIFaH CakTay
TeXHOJIOTUSI/IAPBIH KOJI/JaHyFa apHanraH [14—-16].
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ABTOHOMZIBI K6JTiK KypasjapblHbIH KuOepKayinci3airi macenenepi ISO 21434 >xane ISO
26262 xanblKapasiblK CTaHZApTTapblHAAa KapacCThIPbUIbITN, KOJIiK >KyMesepiHJe akrapaTThIK,
Kayinci3ik neH GyHKIUOHAIABIK KAYilCi3liKTi KaMTamachl3 eTy TajanTapbl alkbiHAanFaH [2,3].
ConbiMer Katap UNECE R155 persiameHTi >K0o/1 Ke/TiKTepi YIiH KubepKayirnciszik MeHe[yKMeHTi
)KyWesiepiH eHri3y/liH MaHbI3AbLIbIFBIH KepceTesi [6].

B/okueliH TeXHOJIOTUSACHIH KOJliK J>KylesiepiHJie KoJiJjaHyFa apHajlfaH 3epTTeyJepe
©3repMeiTiH JKypHa/l JKYPridy, TapaTbUIFaH CaKTay J>koHe KpUNTOrpausi/blK KOpray
MeXxaHU3M/IepiHiH, TuimAiniri ganengenreH [7-9,17-20]. Ocipece kpunTorpadusiiblk X>Iii-
byHkuysanap, UUbpPAbIK KonTaHOa >koHe Merkle aramibl y/IKeH Kesiemjieri [JepeKTep/iH,
TYTaCTBIFbIH TEKCePY/iH ceHiM/li Kypasiapbl peTiH/e KeHiHeH KoJigaHbuiaael [10-13].

CoHbIMeH Oipre >Kypri3inreH 3epTreysepi Tanjay KOpPCETKeH[|eH, KOJIAHbICTaFbl
JKYMBICTapbIH, 6ackiM Oemiri G0KuelHZi TeK >KypHasn >ka30ajapblH caKTay Kypasibl peTiHe
KapacTblpajbl. ABTOHOM/BI KOJ/IK Kypa/JapblHblH TejleMeTpus/blK gAepekrepiH SHA-256
aJIrOPUTMi apKbUIbI X3I1TeY, onapAbl Merkle ararmibl HeriziHge OipiKTipy koHe OrOKueliHze TeK
KpUNTOrpadusiiibIK [a/ieni cakTay apKblabl KeHiHri Tayesci3 BepuUKaLUsHbl KaMTaMachl3
eTeTiH KellleH/i apXHUTeKTypasap »KeTKi/IiKTi AeHrelije 3epTTe/IMereH.

OcbIraH 0OaitylaHBICTBI OJIOKYEelH TeXHOJIOTHSICHI HeTi3iH7e aBTOHOM/BI KOJTiK Kypasapbl
OKUWFa/lapbIH Kayirici3 )koHe BepU(UKalMsiyIaHaTbIH XaTTaMaslay aZlicTepiH 93ipsiey FhIILIMU >KoHe
TIPaKTHKAJIBIK TYPFbIIaH ©3€KTi Macesie OOJBIN TaObLIazbI.

ABTOHOM/IbI KOJIIK Kypa/i/Japbl OKUFa/IapbIH Kayillci3 XxaTTamMasnayAblH YChIHBLIFaH
aici.

Y ChIHBIIFaH 9/1iC aBTOHOM/IbI KOJTiK Kypa/ijapblHaH ajlbIHATbIH TeJIeMeTPUS/IbIK )KoHE OKUFa
JlepeKTepiHiH  TYTaCTbIFbIH KaMTaMacCbi3 eTyre JkoHe oOfapJbl KeWiHHeH Tayesci3
BepuduKalusiiayra OarbITTaaFaH. OJICTiH HeriziH O/okueliH TexHosorusicel [17, 18, 19, 20],
KpunTorpadusibik, X3I-pyHKIMsIap, UG PIILIK KoiTaHOa KoHe Merkle arariibl Kypaiibl.

ABTOHOMZIBI KOJTiK KypasiblHaH ajbIHaThiH OacTarkel fgepektepre GPS koopauHaTTaphl,
yakpIT Oesrici, KO3Fa/lbIC >KbUIAAMZBIFbI, OarbIT TlapaMeTpsiepi >koHe OOPTTBHIK JKylesnepzaeH
a/IbIHATBIH TeJIeMeTPHUSIbIK aKrapar »KaTaJbl. AJIbIHFaH JepeKTep aAbIMeH KaJbIKa KeaTipiJir,
KelliH SHA-256 anropuTMi apKbUIbI Xo1Tene i. X3IITey HOTHKeCiHze apbip okura yiiiH bipereit
Kpunrorpapusisiblk  uAeHTUPUKATOp  Kasbiracagbl  [21], o Gacramkbl — akmapaTThIH,
@3repMereH/iriH 6akpliayra MyMKiHZIK Oepefi.

Keneci ke3eHie OipHeliie okyra »ka3bamapsl Merkle aramibina 6ipikripinesi. By Tacin apbip
»Ka30aHbI yKeKe O0KueliHTe >Ka3yZblH OpHbIHA, Oap/ibIK »ka3z0asiap yiiiH O0ip raHa Merkle Root
KaJIbINITACTBIPYFa MYMKiHZIK Oepezi. HaTmkeciHze OsioKuediHre cakrajaThlH akKrapar Kejemi
a3aiblIl, )KYHeHiH eHiM/IiJIiri apTabl.

KanbmracteipeiiFad - Merkle Root MoHi  1UdpabIK KosiTaHOa apKbUIbl  KOPFaJIBII,
6sokueiiHre Tipkesiesi. By 67oKueiiHge OGacTamKbl Te/eMeTPUSIIBIK ZepeKTep eMec, OJiap/ibiH
KpUNTOrpausi/IbIK  [1a/1efli FaHa CaKTadaThIHbIH Oingipeni. OcblHAAH TICT aKMapaTThIH,
©3repMeUTiH/IriH KaMTaMachi3 eTill KaHa KoWMali, KeliH Ke3 KeJireH OKUFaHbIH, TYTTHYCKabIFbIH
TOYyeJICi3 TeKcepyre MYMKIHZIK Oepefi.

Y CbIHBUIFaH 3/JiCTiH, Ka/IIbl )KYMbIC aITOPUTMi 1-CypeTTe KepCeTi/ireH.
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GPS x@aHe HAepextepai  KpunTorpaguancik Blockchain Depektep Gasacel  MOHUTOPWHI XaHe
TENeMeTPUANBIK XUHay cepeepi eHaey 4 ayavr Be6-

KypbinFbinap (SHA-256, Merkle Tree, :

uHTepdeici
Lindpnbik kontarGa)

1-cypet — ¥ criHbUTFaH 0/10KUeiH-Heri3iHAeri Kayirci3 xartamanay apXuTeKTypachl

YchIHBUTFaH apxuTeKkTypa OipHellle feHrelizieH Typajbl. BipiHIui geHrelije aBTOHOM/bI
KOJIIK KypajblHaH TeleMeTPUSUIbIK JepeKTep >KhHanaApl. EKiHIII JeHreize JepeKTepaiH
KpunrtorpadusiibiK 6HZeyi opbIHanazbl. YIIiHII AeHrele OipHele okura >kazbanapbl Merkle
araiibl  apKpUTbl  Oipikripismin, omapaeiH TyOipsmik x3mi  ecenreneni. CoOHFbI  Ke3eHze
Ka/IbINITACThIPbITFAH  KPUNTOrpaduUsiibIK /A97e/ OsioKUeliHTe TipKersin, KeWiH ayJuT >KoHe
BepudUKaLys TIpoLeAypaiapbl OpbIH/aIa/Ibl.

Y ChIHBITFAH S/IiCTiH HETi3ri epekIlesiri — 6/I0KUeH/ie TeIeMEeTPUSIIBIK, JePeKTeP/IiH, TOJIBIK
KeJieMiH emMec, TeK O/apZblH KpUIITOrpadUsIbIK [3/eiH cakTaybliHAa. By Tacin mepekrepaiH
TYTaCTBIFbIH CaKTal OTBLIPBIN, OJ/IOKUelHTe TYCeTiH ecerTey J>koHe cCaKTay JKYKTeMecCiH
TeMeH/|eTyre MyMKiHJIK Oepefi.

¥YCbIHBUIFAH ~ 9ICTiH,  FBUIBIMM  JKAHAJIBIFBI  aBTOHOMJbI  KOJIIK  Kypas/JapbIHbIH
TeneMeTpusiIbIK fepekTepiH SHA-256 anroputMmi apkKbuibl Xa1uTey, osiapAbl Merkle araiiibl
Heri3iHge OipikTipy >koHe O/IOKUeMHJe TeK KPUNTOrpadUsIbIK [371e/I/li CaKTay apKbUIbI
OKUFasapAblH ©3repMeUlTiHJIri MeH KeWiHri Tayesci3 Bepu(UKalUsIChIH KaMTaMachl3 eTeTiH
KelleH/i TICLT YChbIHbUIJBI.

Barpap/iaMmasibIK JKy3ere acbIpy Jk9He 3KCIIepUMEeHTTIK HITHKesiep

Y ChIHBUTFaH JICTiH JKYMBIC KAOiNeTT/MIriH Tekcepy MakcaTbIHJa aBTOHOM/BI KOJIiK
KyparjapbIHbIH, KO3Fa/bICbIH OakbliayFra apHairaH OarJapiaMarblK TPOTOTUIT a3ipsieH . JKyiie
K6OJTiK KypaslapblHaH KeJIill TYCeTiH TeJIeMeTPHUsUIbIK, lepeKTepi Kabbuizay, KpUITOTrpadUsiTbIK
eHJiey, OsioKueiiHre Tipkey ><oHe KeWiHHEH OJlapZblH, TYTaCTHIFBIH TeKcepy (yHKIMsIapbH
OpBIHAANU/BI.

barpapsamanbik >KylleHiH apxXxuTeKTypachkl OipHellle e3apa OaitiaHbICKaH MOJYJIbJep/eH
Typagpbl. bipinmi moayne GPS jkaHe TeneMeTpUsi/IBIK KYPBIIFbIIAp/aH JepeKTep/ii KaObuiganabl.
Keitin anbiHFaH aknapaT KpunrtorpadusiblK eHaeyaeH eTkKiszinin, SHA-256 aaroputMi apKbLIb
XomTeneli >koHe OipHere okura >kaszbanmapel Merkle aramel  HerisiHge 6ipikTipinefi.
Kanbmracteipeiirad  Merkle Root O/okueiiHre TipKesim, [JepeKTep/iH 63repMenTiHiri
KaMTaMachbI3 eTiiefl.

JKyliene narizanaHylbiFa apHaarad Be0-uHTepdelic icke achipbuiraH. VIHTepdheic apKblIbl
KOJIiK Kypa/lJapbIHbIH, aFbIMJaFbl KYWiH Oakbuiayfa, Te/eMeTpUsUTBIK JepeKTep/li Kapayfa,
On0KueliHTe TipKenreH >KypHan >ka30ajapblH TeKCepyre >XKoHe ayAWT JXKYPri3yre MyMKiHJIIK
Gepineni.

OKCIepUMEHTTIK 3epTTeysiep OapbIChiH/A YCHIHBUIFAH KYHeHiH HeTi3ri (yHKIMOHAIbIK
MYMKiH/iKTepi Tekcepingi. HoaTwkeciHze >XyieHiH TelneMeTpUs/IBIK [JepeKTepai Kabbuizay,
oJlapJpl KAyirci3 xaTTamasay J>koHe KeliHHeH Bepu(UKalysiay (QYHKUMsIapbIH TYPaKThl
OPBIH/IAWTBIHBI aHbIKTaNABl. COHBIMEH KaTap O/IoKueiiHre TeK KPUMITOTPA(QUSIIBIK Ad/IesfiH
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TipKenyi cakTay KesieMiH a3aWTbIM, >KYHeHiH OHIMALIriH apTThIpyFa MYMKiHIIK OepeTiHi
OalKaabl.

"= Kenik Kozransicel  Kenik Ko3ransichiH Kagaranay 2 @

AyauT wasbanapsi "
Ecenrep — 4
= B =k 7

BanTayap
Fiinregp

[ 2026-03-15 N | | Y

T { p W ° vHoo!

1] 2026-03-15 ] -}

B 20z ._J | DHHU ) 5@

Konpary

KenikID v Kypownen ID Yiwrr Genrici  Kwnpampsike  Ewl MshiHpbirb! Xsw
VHOD1 DEVI23 2026-0345 091510 90 KM 4323899 432389, 76.89917  aSfob]
VHOO1 DEVI23 20260315 091520 79 KM 4323892 432393, 7689917  5702db.
VHOO1 DEVI23 2026-0315 091520 79 KM 4323883 432393, 76.86917 Bcbaf2
VHOO1 DEVIZ3 20260315 091520 76 KM 4323891 432392, 76.89317 61746C..

AynuT xazbanapb! Kenik kosranakri

Kosrannc ID Kenik D Yaxter Genrici  Kyrywkroix, Gaktany Kosramc D KenikID  Yakeiei Genrici  Kysyurais«

1001 VHOO1  2026-03150020:40  Kyphiraw 1001 VHOO1 20260315 0920:40  Kypunran

1004 VHOO1 20260315 09:13:25 Pactanau 1004 VHOO1 2026:03150915:25 | Pacvanas!

2-cypeT — ABTOHOM/IbI K6JTiK KypaiiapbIHbIH, KO3Fa/IbIChIH OaKbllayFa apHa/FaH OaFjapiaMabIk
JKyHeHiH Heri3ri untepdetici

Y ChIHBUTFaH 9/IiCTiH, KYMBIC KabifeTTiliriH Tekcepy MakKcaTbliH/a KOJTiK KYpasiapbiHbIH
KO3Fa/bICIH OaKbllayFa apHajFaH Oar/iapiaMainblk, Kyde a3ipsieHsi. XKyliesne TeneMeTpUsiIbIK
JlepeKTep/ii BU3yasn3alysijiay, MapIipyTThl KapTaJja KepCeTy, KO3FasibIiC TapaMeTpiepiH Oakpliay,
COHZIali-aK, ayZUT >KypHa/JapblH Kapay MYMKIiHJITi KapacTeIpblaFaH (2-cypeT). IHTepdeiic kesik
Kypa/japblHbIH, aFbIM/IaFbl KYWiH HaKThl YakKbIT peXuMiHZe OakbuiayFa >KoHe JKypHas
»kKa30as1apbIHbIH, TYTAaCTHIFBIH TEKCEpYre MyMKIHZIK bepei.

KopbITBIHABI

Ocbl >KyMbICTa OJIOKUEHH TEXHOOTUSACHI HETi3iHJe AaBTOHOMZBI KOJIiK Kypasgapbl
OKUFajapblH Kayinci3 >koHe BepudUKalWsIaHATbIH XaTTamanay ojicTepi 3epTTenji.
TeneMeTpUSIIBIK, lepeKTep/iH, TYTaCThIFBIH KaMTaMackl3 ety yiiniH SHA-256 X311-pyHKIMACHI,
Merkle ararel koHe LMQPABIK KOATaHOA KOJAHBLIATBIH TICI/ YCHIHBUIABL O3ip/IeHTeH
Oarap/iaMasblK TIPOTOTHMIT YCBIHBITFAH O/iCTiH MPaKTHKA/bIK, TYPFbIJAH J>KY3€ere achbIpbuly
MYMKIiHZITiH KOpCeTTi >KoHe K6JliK OKWFajapblH Kayilci3 Tipkey MeH KelliHHeH TayeJci3
Bepu(uUKaLMsIayibl KAMTaMachi3 eTeTiHiH Janenjesi.

3epTTey HITWXKe/epi YChIHbIIFaH TICI//iH TelleMeTPUSIIbIK lepeKTep/iH 63repMenTiHAIriH
KaMTaMachI3 eTyTe, PYKCATChI3 ©3repicTep/ii aHbIKTayFa »<oHe OJIOKueiiHTe TYCeTiH cakTay
JKYKTeMeCiH a3aliTyFa MYMKiHZiK OepeTiHiH kepceTti. Bosamakra 3eprreyni CAN Bus
JlepeKTepiH TepeH, Ta/Zjay, KOHCEHCYC aJrOPUTMZEPiH JKeTUIipy KoHe HaKTbl aBTOHOM/IbI KOJTiK
riaThopMasiapbiH/ia ChIHAKTaH OTKi3y OaFbIThIHZA JAMBITY >KOCIapJ/iaHy/a.
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Abstract. This paper presents SocioTable-KZ, an optimization-oriented semantic framework for
retrieval-augmented reasoning over complex sociological survey tables collected in the Republic of
Kazakhstan. The proposed approach formulates sociological table interpretation as a complex multi-stage
optimization problem involving semantic schema retrieval, relational dependency selection, cross-table
reasoning, factual grounding, and safety-aware natural-language generation. The framework integrates
three complementary components: (i) a JoinGraph relational representation that encodes inter-table
foreign-key dependencies across 28 database tables containing 2,385,890 records and 30,178 unique
respondents; (ii) a QLoRA-based table-to-text generation pipeline fine-tuned on Qwen2.5-3B-Instruct and
Qwen3-4B-Instruct backbones for bilingual Russian and Kazakh analytical output; and (iii) a three-class
safety classifier, namely Sdfe, Sensitive, and Unsafe, designed to support compliance with the Law of the
Republic of Kazakhstan on Personal Data and their Protection. The main optimization objective is to
reduce irrelevant schema selection, improve the logical consistency of JOIN operations, minimize
hallucination risks, and generate legally compliant interpretations of sociological data. Experimental
results show that the best-performing model, Qwen3-4B for Russian output, achieves BLEU 46.67,
ROUGE-L 65.00, chrF 68.40, and Token F1 63.62 on held-out test data. The safety classifier achieves an
overall accuracy of 0.925, weighted F1 of 0.920, and macro F1 of 0.840. The results demonstrate that
combining JoinGraph-based relational optimization, retrieval-augmented semantic reasoning, parameter-
efficient fine-tuning, and safety classification improves the reliability, transparency, and regulatory
alignment of Al-assisted sociological data analysis.

Keywords: complex systems optimization; retrieval-augmented generation; semantic table
interpretation; JoinGraph reasoning; sociological data analysis; large language models.

Introduction

Sociological surveys constitute one of the richest and most consequential sources of
structured knowledge in contemporary social science. In Kazakhstan, large-scale survey
programmes accumulate millions of individual responses across demographic strata, regions, and
time periods, yet the analytical value of this data frequently remains inaccessible to non-specialist
audiences due to its tabular format. Manual narrative interpretation is expensive, inconsistent, and
does not scale to datasets of the magnitude encountered in national longitudinal studies.

Recent advances in large language model (LLM) fine-tuning—notably parameter-efficient
methods such as Low-Rank Adaptation (LoRA) [1] and its quantised variant QLoRA [2]—make it
feasible to adapt billion-parameter models to specialised generation tasks with modest GPU
resources. Simultaneously, the emergence of multilingual instruction-tuned models covering
Kazakh and Russian [3, 4] creates an opportunity to build domain-specific table-to-text systems for
the Central Asian linguistic context.

However, sociological survey data presents challenges that go beyond standard table-to-text
benchmarks: (1) multi-table relational schemas require explicit modelling of join dependencies;
(2) bilingual output must be generated with equal fluency in Russian and Kazakh; (3) responses
may contain personally identifiable information (PII) subject to Kazakhstan Law No. 94-V on
Personal Data [5], requiring a pre-generation safety gate; and (4) lexical diversity and factual
grounding must be balanced—repetitive templates reduce utility, while hallucinated statistics
undermine trust.

This paper addresses all four challenges through the SocioTable-KZ framework. Our main
contributions are:
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1. A JoinGraph formalism that encodes the relational structure of sociological databases as a
typed directed graph, enabling structured serialisation for LLM consumption.

2. A QLoRA fine-tuning pipeline for Qwen2.5-3B and Qwen3-4B covering both Russian and
Kazakh, with prompt masking, cosine learning-rate scheduling, and early stopping.

3. A three-class safety classifier with a constrained rewrite sub-module that sanitises sensitive
outputs while preserving factual content.

4. A comprehensive empirical evaluation against FLAN-T5-Base, Qwen2.5-7B-Instruct, and
Phi-3-mini-4k baselines across generation-quality and lexical-diversity metrics.

Related Work. Table-to-Text Generation. Table-to-text generation has progressed from
template-based and statistical methods to neural sequence-to-sequence architectures [6]. Pre-
trained encoder-decoder models such as BART and T5 established strong baselines on WikiBIO
and ROTOWIRE [7]. More recently, instruction-tuned LL.Ms have been prompted or fine-tuned to
generate fluent descriptions from tabular inputs [8]. Jin et al. [9] demonstrated that structured
linearisation of relational tables before feeding them to LLMs significantly improves factual
consistency; our JoinGraph serialiser extends this idea to multi-table schemas with explicit
foreign-key semantics. In parallel, Chain-of-Table [10] proposed iterative table reasoning as an
intermediate step, achieving state-of-the-art results on WikiTableQuestions; we adopt a simpler
but effective deterministic linearisation suited to generation rather than question-answering.

Parameter-Efficient Fine-Tuning. LoRA [1] injects low-rank matrices into transformer
weight updates, reducing trainable parameters by orders of magnitude. QLoRA [2] extends this
approach by quantising the frozen backbone to 4-bit NF4 representation, enabling training of 7B-
class models on a single GPU. Subsequent work has refined QLoRA for domain-specific
applications in biomedicine [11], legal text [12], and low-resource languages [13]. We adopt
QLoRA with rank r = 32 and o = 64, targeting all linear projection layers (target_modules = “all-
linear”), and empirically validate this configuration against lower-rank alternatives.

Kazakh and Russian NLP. Kazakh presents notable morphological complexity as an
agglutinative Turkic language with vowel harmony and extensive case inflection. Recent work has
produced dedicated pre-trained models [3, 14] and instruction-tuning corpora for Kazakh [15]. The
Qwen2.5 and Qwen3 model families [4] include multilingual training data covering both Russian
and Kazakh, making them natural backbones for our bilingual system. Nevertheless, the specific
domain of sociological survey interpretation has not previously been studied for Kazakh NLP, and
our dataset represents the first resource for this sub-task.

Safety and Privacy in NLP. Privacy-aware NLP has become an active area following
regulatory frameworks such as GDPR and, in Kazakhstan’s case, the Law on Personal Data [5].
Mireshghallah et al. [16] demonstrated that LLMs are susceptible to privacy leakage and proposed
controlled generation approaches for PII mitigation. Inan et al. [17] showed that LLMs can
memorise and regurgitate training data containing sensitive information. Our safety module adopts
a lightweight three-class classify-then-rewrite architecture [18] that preserves factual content while
removing personally identifiable attributes.

Methodology. Dataset and Task Formulation. The SocioTable-KZ dataset originates from a
national sociological survey programme conducted in Kazakhstan over seven calendar years under
a data-sharing agreement with the surveying institution. The underlying relational database
contains 28 tables and 2,385,890 records. Table 1 presents the main dataset statistics.

Because longitudinal survey data contain a substantial number of repeated or structurally
similar entries, a deduplicated subset was constructed for model training. It includes 6,229 unique
Russian-language records and 1,192 unique Kazakh-language records. The subset was designed to
retain the diversity of survey themes, regions, answer categories, and response types represented in
the complete database.
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All raw microdata are stored on institutional on-premises infrastructure under internal data-
governance procedures and are not publicly released. This study reports only anonymised
aggregate statistics and model outputs that have passed the safety-control stage.

Table 1. SocioTable-KZ dataset statistics (full database and deduplicated training subset).

Field / Attribute Count
Full relational database

Total records 2,385,890
Tables in schema 28
Respondent answers 2,328,525
Unique respondents (user_id) 30,178
Survey themes (theme_id) 19
Survey years 7

Unique questions (question_id) 1,809
Unique keywords 460
Unique answer values (answer_final) 2,534
Deduplicated training subset

Russian-language records 6,229
Kazakh-language records 1,192

Task Formulation. Let CD:{Rl, R,,..., Rk} denote a relational database schema consisting of
ktables. Each table R,contains a set of attributes A;and a set of tuples T;. A record pis defined as a
fully joined tuple obtained by following foreign-key paths from the fact table R,,;to the associated
dimension tables in ®.

Given a record p, the task is to generate a natural-language analytical paragraph yin a target
language | € |Russian, Kazakh |, such that the generated text faithfully and fluently describes the
sociological content of the record. Formally, the task is expressed as formula (1):

|y |

poly, | pI=1T poly., |,y enclpll), (1)

t=1

where enc|p|denotes the JoinGraph-based serialisation of record p, described in Section 3.2,
and Orepresents the trainable QLoRA adapter parameters.

JoinGraph-Based Relational Serialisation. To represent the relational structure of
sociological survey data, we define a JoinGraph as a directed attributed graph G=(V,E, A, ],
where V=V ., UV, is the set of nodes partitioned into table nodes and attribute nodes;
E CV xVis the set of directed edges; A:V . — Zrassigns a table-type label, such as fact,
dimension, or bridge; p:E - |FK,REF,AGGR| assigns an edge-type label corresponding to
foreign-key, reference, or aggregation relations.

For a record p, the active subgraph G (p| € Gis defined as the minimum connected subgraph
containing all non-null attribute values and the structural links required to connect them. This
representation allows the model to distinguish between structurally essential join attributes and
descriptive attributes that provide contextual information.

To transform G|plinto a token sequence suitable for LLM input, a depth-first traversal is
initiated from the fact node v,,;. Foreign-key edges are traversed in a fixed parent-to-child order.
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Each attribute is represented as a language-specific key-value pair, and individual pairs are
concatenated using the separator ||, as shown on formula (2).

s|p/=DFS¢ )

where DFS returns an ordered sequence of pairs.

For Russian-language prompts, the input-output boundary is marked with the separator — .
For Kazakh-language prompts, the specialised token <|answer|> is used as the generation
boundary. This design ensures unambiguous separation between the structured input and the target
analytical paragraph.

The complete processing pipeline — from SQL extraction and relational joins to JSON
serialisation, QLoRA fine-tuning, generation, and evaluation — is shown in Fig. 1.

SQL dump — SQLite - JOIN — Cleaning - JSON — Analysis —> Table-to-Text - Qwen QLoRA — Generation

o SQL DUMP Processing 9 SQL JOIN Queries Forming Responses o Saving Data in JSON @ Analysis of Unique
and SQLite Import (cleaning and merging) Format Values (EDA)
Main table: answers 7
| [ Process SQL DUMP Ifanswer_texts NULL or IN survey_datajson | Calculated for each column
| + Read COPY statements Tables to join: - answer_variant is used 3
BB . Create tables in SQLite ; X - ¢ e :
+ CREATE TABLE IF NOT EXISTS (D questions (questions) answer_text _ | answer_variant E oo otaba | |
« Import data into SQLite —» [ themes (topics) —p  (text answer) (option name) | 4+ e > |
3 \ D years (years) « Topic | I
Main Tables (examples): | BT keywords (keywords) ¢ * « Year | § | el
+ answers - 8 uose:dats (espiondents) answer_final + Question
ot sQLite 6 variants (options) i) e
« user_data (survey,db) D variant_values (option values) R’”:n"“‘ Goal:
+ variants D theme_files (topic files) Redundant columns are dropped: e evaluate data diversity,
* variant_values answer_text, answer_variant = Ao quality, and completeness
« years = = « Final response o
Skoyards e Result: single combined full data set R )
+ theme_files Table: 28 (one record = one response) esult: cleaned data
st
I v
(@ Conversion to Table-to-Text Format @ Qwen3.5-4B + QLORA Training @ Generation and Evaluation
(Preparation for Training)
Model Input (example) Model and Method Training Parameters (example) Generation Evaluation Metrics
Create +Topic: Economics. Qwen3.5-4B (4-bit) « Mixed Precision (BF16/FP16)
— I("‘s"tr‘:f;o" — ge. - 2023 OF . LoRA (QLoRA) + Batch Size g ‘ E] Token F1 (context)
nstruction ~Queston: Whatis your pimary + Gradient Accumulati
JSON Data prompt) source of income [©) BitsAndBytes 4-bit (NF4) ” wﬂ'ﬁ‘"p tmsston RQUGE 1,20
— e <o LoRA adapters + Optimizer (AdamW 8-t The model generates i st
+Response: Salary (wages) B (rank, alpha, dropout) o E::;";';:;:;edule' analytical text (context) (V) Perplexity
x‘:ézu;;:: x:n Tr(temnz‘e)l generates analytical B Transformers Trainer ¥ o Gl Best ) based on input
v
@ saving Final Model and Results Overall Flow (simplified)
= =
| B-8-EH-0-ad-0-R-0-8
L € =
adapter_model merged_model metricsjson _predictionsjson  tran_loss; json  tokenizer/ SQLDump  SQlitelmpot  SQLJOIN JSON Data Analysis Table-to-Text w.«nmu Generation
(LoRA weights) (merged model)  (metrics)  (generated (lummgcums) (w\ﬁg uuony (tokenizer) (:sqU.copy) (survey.db) Queries. (EDA) Generation Rmm.-
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Q Result: Trained QLoRA model capable of generating high-quality structured analytical text.

Figure 1. System architecture and methodological workflow of the SocioTable-KZ framework

Model Architecture. We use Qwen2.5-3B-Instruct and Qwen3-4B-Instruct as the backbone
models for bilingual table-to-text generation [4, 19]. The frozen backbone weights are quantised to
4-bit NormalFloat representation (NF4) with double quantisation, following the QLoRA approach
[2]. The implementation relies on the BitsAndBytes library and its memory-efficient optimisation
components [18].

LoRA adapters are inserted into all linear projection layers with rank r=32, scaling factor
a =64, and dropout rate § =0.05. The effective weight update during the forward pass is given by
formula (3):

a
W=W+BA, 3)

where A € R"*%“and B € R*""are trainable low-rank matrices. Since a/r=2.0, the LoRA update
is scaled by a factor of two.

The rank r=32was selected after validation experiments against lower-rank alternatives,
r € |8,16/. Lower ranks led to increased validation loss and reduced Kazakh-language generation
quality. With target_modules = all-linear, approximately 84 million parameters are trainable for
the 3B backbone, representing about 2.8% of the total model parameters.
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To prevent the model from learning to reproduce the instruction template, loss computation
is restricted to target tokens. Let X Z[X 19X5eees XT} be the complete tokenised input sequence, and
let mdenote the position of the separator token. The training loss is defined as for,ula (4):

L{6]=~ z logPG(Xt | Xz.r)- 4)

t=m+1

Tokens at positions t <mare assigned the ignore index —100, ensuring that optimisation is
performed only over the analytical paragraph generated after the separator token.

All models are trained using AdamW-8bit optimisation [18] with cosine learning-rate
scheduling. The main hyperparameters are as follows: initial learning rate n=2x 10", weight
decay A=0.01, maximum gradient norm of 0.3, warm-up ratio of 0.03, per-device batch size of 4,
and gradient accumulation over four steps. The effective batch size is therefore 16.

Training is performed for a maximum of three epochs. Validation loss is evaluated every 100
steps, and early stopping is applied with a patience value of three validation checks.

The maximum sequence length is set to 1,408 tokens, consisting of a 1,024-token budget for
the structured prompt and a 384-token budget for the generated analytical text. This asymmetric
allocation reflects the properties of sociological records, where the structured input is relatively
verbose while the generated interpretation is concise.

The Law of the Republic of Kazakhstan No. 94-V “On Personal Data and Their Protection”
regulates the collection, storage, processing, and protection of personal data [5]. In this study, all
direct identifiers, including user_id and user_phone, are treated as sensitive. Potentially
identifying combinations, such as age together with a specific region or a rare response category,
are also subject to precautionary control.

The system therefore applies a pre-delivery safety procedure to generate outputs. This
procedure is intended to minimise disclosure risks while preserving the sociological meaning of
the analysis generated.

The safety classifier uses three output classes:

. Safe: the generated text contains no direct or indirect identifying information;

. Sensitive: the generated text includes indirect identifiers or combinations of attributes that
may enable re-identification;

. Unsafe: the generated text contains direct personally identifiable information, such as phone

numbers, full names, user identifiers, or precise geolocation.

To bootstrap the annotation process, the Gemini API was used as a zero-shot classifier for
preliminary class assignment across the generated corpus [20]. The automatically assigned labels
were subsequently reviewed and corrected by domain-expert annotators.

The classifier dataset was built in two stages. First, a rule-based tagger identified potentially
unsafe outputs using regular-expression patterns for Kazakhstan-format phone numbers, user_id st
rings, and postal-code patterns. Second, three domain-expert annotators independently labelled a
stratified sample of 2,000 generated texts. Disagreements were resolved through majority voting,
while borderline Sensitive cases were adjudicated by a senior annotator.

The labelled dataset was split into training, validation, and test partitions using a 70/15/15
ratio. Inter-annotator agreement, measured using Fleiss’ k for three annotators, was 0.81,
indicating strong agreement.

Indirect identifiers are generalized into aggregate ranges. For example, an exact age may be
replaced by a decade-based category. Direct PII is replaced with category labels, such as
[PHONE], [NAME], or [USER_ID]. The rewrite module is designed to preserve factual claims,
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trends, and analytical conclusions while removing attributes that could reveal the identity of an
individual respondent.

Automatic evaluation of rewrite fidelity using BERTScore and semantic-similarity metrics is
left for future work.

Experimental Results. All experiments were conducted on a single NVIDIA RTX 4090 GPU
with 24 GB of VRAM. Training was implemented in PyTorch 2.x using the HuggingFace
Transformers and PEFT libraries. Russian- and Kazakh-language pipelines were trained
independently on their respective deduplicated subsets containing 6,229 and 1,192 records. Each
subset was split into training, validation, and test partitions using an 80/10/10 ratio and a fixed
random seed of 42.

Five backbone configurations were considered: FLAN-T5-Base, Qwen2.5-7B-Instruct,
Phi-3-mini-4k, Qwen2.5-3B-Instruct, and Qwen3-4B-Instruct. Generation-quality results are
reported for the Qwen2.5-3B and Qwen3-4B models trained separately for Russian and Kazakh.
FLAN-T5-Base, Qwen2.5-7B-Instruct, and Phi-3-mini-4k are included as reference configurations
for training dynamics and lexical-diversity analysis.

Reference paragraphs were prepared in two stages. First, domain experts curated a seed set of
examples to define the expected analytical style and terminology. Second, candidate texts were
generated using few-shot prompting with Qwen models and reviewed for factual consistency
before inclusion in the dataset. Therefore, the automatic metrics reported below measure
agreement with reviewed reference texts and should be complemented by human evaluation in
future work.

Generation quality was evaluated using BLEU-4 [21], ROUGE-1, ROUGE-2, ROUGE-L
[22], chrF [23], METEOR [24], Token F1, and Exact Match (EM).

Lexical diversity was assessed using Distinct-1, Distinct-2, and Distinct-3 [25], defined as
the proportion of unique uni-, bi-, and trigrams in generated outputs. Table 2 presents automatic
evaluation results on the held-out test sets.

Table 2. Automatic evaluation metrics on the held-out test sets.

Model BLEU | R-1 |R-2 |R-L |chrF | METEOR | Token F1 | EM
Qwen3-4B (KZ) 29.07 | 52.67 | 35.44 | 49.88 | 58.31 | 49.89 52.44 2.00
Qwen3-4B (RU) | 46.67 | 67.01 | 52.46 | 65.00 | 68.40 | 60.41 63.62 10.00
Qwen2.5-3B (KZ) | 26.69 | 47.51 | 30.41 | 45.62 | 55.63 | 45.08 47.18 0.00
Qwen2.5-3B (RU) | 41.72 | 63.21 | 47.26 | 61.22 | 65.55 | 56.35 60.02 10.00

Russian-language configurations achieved higher scores than Kazakh-language
configurations across all reported metrics. For Qwen3-4B, the BLEU difference between Russian
and Kazakh was 17.60 points, while the ROUGE-L difference was 15.12 points. This gap may be
associated with the larger Russian training subset, broader Russian-language pre-training
coverage, and the morphological complexity of Kazakh. However, the present experimental design
does not isolate the individual contribution of these factors.

Within each language, Qwen3-4B outperformed Qwen2.5-3B. The improvement was 4.95
BLEU points for Russian and 2.38 BLEU points for Kazakh. These results indicate that the
Qwen3-4B configuration provided stronger generation quality under the selected QLoRA setting.

Exact Match scores ranged from 0% to 10%. Since a single structured record can be
expressed through multiple factually valid formulations, EM is reported as a supplementary
indicator rather than the primary measure of generation quality.
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Table 3 summarises wall-clock training time, final training and validation loss, and lexical-
diversity scores for five selected configurations.

Table 3. Training dynamics and lexical diversity.

Model Time | Train Loss | Validation Loss | D-1 D-2 D-3

FLAN-T5-Base 22 min | 0.1416 0.0008 0.2697 | 0.4453 | 0.4772
Qwen2.5-7B-Instruct | 65 min | 0.0008 0.0023 0.1098 | 0.2048 | 0.2602
Phi-3-mini-4k 36 min | 0.0042 0.0066 0.0785 | 0.1808 | 0.2444
Qwen2.5-3B (KZ) 21 min | 0.0657 0.0038 0.1617 | 0.2770 | 0.3431
Qwen?2.5-3B (RU) 42 min | 0.0024 0.0012 0.2076 | 0.3506 | 0.4274

FLAN-T5-Base produced the highest lexical-diversity values, with Distinct-3 equal to
0.4772. Among the Qwen configurations included in this comparison, Qwen2.5-3B (RU) showed
the highest diversity, with Distinct-3 equal to 0.4274.

Qwen2.5-7B-Instruct achieved a very low training loss but lower lexical-diversity scores.
This pattern may indicate a stronger tendency towards repetitive output structures; however,
lexical diversity alone does not determine factual correctness or overall generation quality.

The Kazakh Qwen2.5-3B configuration showed a larger difference between training and
validation loss than its Russian counterpart. This result may be related to the smaller size and
higher heterogeneity of the Kazakh subset, although additional controlled experiments are required
to confirm this interpretation. Table 4 reports the performance of the three-class safety classifier on
the held-out test set.

Table 4. Safety classifier performance on the held-out test set (n=1,347).

Class Precision | Recall | F1-score | Support
Safe 0.830 0.900 | 0.870 292
Sensitive 0.960 0.950 | 0.950 1,011
Unsafe 0.870 0.590 | 0.700 44
Macro average 0.887 0.813 | 0.840 1,347
Weighted average | 0.930 0.925 | 0.920 1,347

The classifier achieved an overall accuracy of 0.925 and a weighted F1-score of 0.920. The
Sensitive class obtained the strongest performance, with an F1-score of 0.950. This result should
be interpreted in view of the class distribution, as Sensitive records accounted for 75.1% of the test
data.

The Unsafe class achieved a precision of 0.870 but a recall of 0.590. Thus, a substantial share
of unsafe records was not identified specifically as Unsafe. This limitation is critical because such
outputs may contain direct identifiers or other sensitive information regulated under Kazakhstan’s
Law on Personal Data and Their Protection [5].

The Safe-class precision of 0.830 also indicates that some non-safe outputs may be classified
as Safe. Therefore, direct delivery should be restricted to high-confidence Safe outputs, while
Sensitive and Unsafe outputs should be routed to the constrained rewrite module or blocked for
manual review.

Discussion. The results reveal a consistent performance gap between Russian and Kazakh
generation. Qwen3-4B achieved BLEU scores of 46.67 for Russian and 29.07 for Kazakh, while
Qwen2.5-3B achieved 41.72 and 26.69, respectively.

260



This difference may reflect three interacting conditions: the substantially larger Russian
training subset, stronger Russian representation in multilingual pre-training data, and the
morphological characteristics of Kazakh. Since these factors were not controlled independently,
the results should not be interpreted as evidence of a single causal factor.

Future work should investigate continued pre-training on additional Kazakh-language
resources [3], balanced Russian—Kazakh training subsets, and cross-lingual transfer strategies for
Turkic languages.

This study has several limitations. First, the evaluation relies primarily on automatic lexical-
overlap metrics. Human evaluation of factual accuracy, fluency, usefulness, and sociological
adequacy is required before operational deployment.

Second, the Kazakh subset is substantially smaller than the Russian subset, which limits the
reliability of comparative conclusions. Third, the low recall of the Unsafe class demonstrates that
the safety component requires additional improvement through cost-sensitive learning, threshold
calibration, and expanded annotation of direct-PII cases.

Fourth, the JoinGraph serialiser uses a fixed ordering of attributes. Learning an adaptive
ordering strategy may improve fluency and information prioritisation [26]. Finally, the constrained
rewrite module has not yet been evaluated quantitatively using semantic-similarity or factual-
consistency measures.

All results were calculated using anonymised or aggregated data. Raw survey microdata
remain on institutional infrastructure and are not publicly released. The system applies a safety-
classification stage before generated text is delivered, in accordance with institutional data-
governance procedures and Kazakhstan’s personal-data legislation [5].

Conclusion. This study introduced SocioTable-KZ, a framework for generating Russian-
and Kazakh-language analytical descriptions from relational sociological survey data. The
framework combines JoinGraph-based serialisation, QLoRA fine-tuning, and a three-class safety
classifier with a constrained rewrite mechanism.

The strongest generation results were achieved by Qwen3-4B for Russian-language data,
reaching BLEU of 46.67 and ROUGE-L of 65.00. The safety classifier achieved an overall
accuracy of 0.925 and a weighted F1-score of 0.920. However, the Unsafe-class recall of 0.590
remains a major limitation and requires further improvement before the system can be used in high-
risk settings.

The results demonstrate the feasibility of bilingual table-to-text generation for sociological
data in Kazakhstan. Future work will focus on strengthening Kazakh-language performance,
expanding human evaluation, improving unsafe-content detection, and quantitatively assessing the
factual fidelity of the rewrite module.
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BJIOKYEVH TEXHOJ/IOTUSIChI HETI3IHJE OH/IAVIH-KYPCTAP KOHTEHTIH
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Kipicme. CoHFbI XXbU1apbl UQPLIK OiiM 6epy TeXHOMOTUsIapbIHbIH, KaPKbIH/BI AaMybl
OHJIalH-KypCTap/IblH, KeHiHeH TapasybiHa bIKman eTti [1]. OnnaiiH-6iniM Gepy ruiaTdopmasapsr
OisiM anymibulapra OKy MaTepHa/ZiapbiHa Ke3 Ke/iTeH YaKbITTa >koHe Ke3 KereH KepAeH KoJi
)KeTKi3yre MyMKiHZiK Oepirm, OisiM Gepy yzepiciHiH KO/DKeTiMIiiri MeH MKeMZi/IiriH apTThIPABIL.
ConbIMeH Katap, IUbp/bIK OiniM Gepy pecypcTapbiHBIH KejeMiHiH ecyi oyiapbl KOprayfra
KATBICTBI )KaHa KayinTep MeH Mace/ie/iep/iiH TyblHAaybIiHa ceber 60/zbl [2]. OHMalH-KypCTapabIH
OeliHes1dpicTepi, 371eKTPOH/BIK OKY MaTepuasiZiaphbl, TeCT TarChbpMasiaphl XkoHe 6acka Aia UQpIIbIK,
pecypcTap KOFapbl UHTE/IIEKTYa/IZIbIK KYHABUIBIKKA Me O0FaH/IbIKTaH, 0J1ap/bl 3aHChI3 KOIlipy,
@3repTy, PYKCaTChI3 TapaTy >KoHe aBTOPJIbIK KYKBIKTHI 0y3y >KarAaiiapsl >kuiser Kenesi [3].

IIacTypmi opTanbIKTaHIbIPIIFAH KOPFay >Kykesepi 0i/liM Oepy KOHTEHTiHiH TYTaCThIFbIH,
TYTHYCKA/IbIFbIH JK9HE aBTOPJbIK KYKbIKTapbIH TOJbIK KejieM/ie KaMTaMachl3 eTe anMaifbl [4].
MyHzaii yrenepze AepekTepAiH 0ip opTa/bIKTa CaKTalybl o/lap/bl KHOepIadybuizapra, imki
Kayinrepre >koHe >KyWeslik akayaapra ocan eTefii. COHbIMEH KaTap, OKy KOHTEeHTiHe KOJI >KeTKi3y
TapUXblH ©3rePMENTIH TypJe TipKey >KoHe KOHTEHTTIH 3aH/bl Nai/lajnaHblIybH [AdJienjey
MYMKiHZIKTePpi 11eKTey/1i 00k Tabbula bl

Ocbl MacenesiepAi IIeNIyiH TepPCIeKTHUBa/Ibl  OaFbITTapblHBIH, 0Oipi -  GI0KuelH
TEXHOJIOTUSICbIH Kosi/jaHy. B/ioKYellH OpTasibIKChi3/laH/bIPbIIFAH apXUTEKTypachl, ©3repMenTiH
Ti3iTiMZI  KanbINTACTBIPYbl, KPUOTOrpausi/iblk KOpFay MexaHM3MJepi JkaHe CMapT-
KeJliciMIIapTTapAbl TakiasaHy MYMKIHAIrE apKbuibl I[UGPAbIK, KOHTEHTTIH, TYTaCTbIFbIH,
TYITHYCKAJIbIFBIH JK9He KOJI JKeTKi3y OKWFaJlapbIHbIH, CeHIM/IIrIH KaMTaMachl3 eTyre MyMKIH/IK
Oepeni. Anaiija GrOKuUeliH TeXHONOTHACHIH OisiM Oepy >KykesnepiHze KosjaHy OapbIChIHZAA
TpaH3aKLUsAMApAbIH, OTKi3y Kabineri, MaciTabTany [JeHredi, >KemiliK J>KYKTeMe >KoHe
TpaH3aKLUsAAapAbl pacTay yakKbITbl CHUSIKTBI Macesefiep TOJBIK IlelliMiH Tammarad[5]. byn
dakTopsap yikeH Kejemzeri 6isim 6epy rardopManapbiHaa O/I0KUeHHI THiM/Ii TTaiianaHy Ibl
IIeKTenIi

TexHonorusHeIy, anrakel KoazaHbickl 2008 xpuibl Bitcoin KpunroBasroTachkiHAa icKe
aceIpbIAbl. ByriHzge O/oKueiiH Kap)Kbl >KyieciHJie FaHa eMec, COHjjaii-aK [eHcayJiblK, CaKTay,
JIOTHCTHKA, OisiM Oepy, Kayirci3mik, MemyieKeTTiK Oackapy »koHe 0Oacka /la caianap/a KeHiHeH
KO/JaHblTyla. BrokueliH »Kyieci TeK JepekTepZi Koprayra MyMKiHZIIK Oepill KaHa KoWMaM,
COHBbIMEH KaTap OpTasIbIKTaH/IbIPbI/IMaFaH IelriM/ep YCbiHaAbI[6]. BrokueiiH acipece 6inim Gepy
JKyMeciH/ie KeHiHeH KoJifiaHbic TankaH. Cout cebernTi ToeMeHieri 3epTrey/iepre Kaparl, ap FalbIM
O/10KuelH i Kali OaFbITTa KOJ/IZIAHFAHbIH alllbIK, 9pi HAKThI TYP/ie Tas/jam eTeHikK.

OjedmeTTiK moay. AsnFaiikel ipreni eHoekTepgiH 0ipi Grech A. [7]. Byn 3eprreyze
6s10KueiiH OiniM Oepy >KykeciHe CTpaTerusIbIK, eHrekie apacThIpbulaZibl. ABTOp/Iap O/I0KUeH i
JUIUIOMZAp MeH cepTU(UKaTTapAbl CaKTay J>KoHe TeKCepy Kypasjibl peTiHJe YCbIHAJbl.
HaTwkecinge, »anraH KyKaTTap MaceseciH Ienryre MyMKiH/IK 0ap ekeHi kepcertiireH. Bipak
9JICi3 TYChI — OKY KOHTEHTiHiH 63i KopranMaiael. Arau, 6imimM “Kykatbr” 6ap, 6ipak “ma3myHbI”
ablk, Kyhge Kanazapl.Chen G. [8] eHberinge 610KueiH “akbuifibl 0i/1iM 6epy opTachiHBIH Heri3i
peTiHZe KapacTbipbliaZibl. ABTOpJap JepeKTepAiH 3repMmeuTiHziriH (immutability) >xoHe
aAIlILIKTBIFBIH HETi3Ti apTHIKIILUIBIK peTiHge kepcerefi. HaTwkeciHge 6iiM anymibuiapbiH, OKY
Tapuxbl CeHiMZi cakTanazpl. bipak Oy Momenbae me 6acThl Ha3ap JepeKkTepre TYCe[i, am OKY
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MaTepHa/IIapbIHbIH, KAYillCi3/iri TO/MbIK KAMThIIMa 6L, [9] Makanaarsl 3epTTeysiep O/0KUeHH/
6isiMm Oepy >KypHa/niapbl MeH OKY JKEeTiCTiKTepiH TipKey »KyWheciHJe KO/JaHy bl YChIHAZBI. By
keppe OmokueiiH — GiniM Oepy 3KoXKyleciHiH “ceHiMzi >KypHanbl” peTiHze. HartwkeciHzge
CTYJEHTTiH OYKi/J OKy >XOJbl ©3TepMeMTiH Typje cakTajazbl. bipak Tarbl Ja coy Macese —
KOHTEHTTI Kopray emec, TeK Tipkey. [10] eHberinme LMS xayinci3ziri KapacThIpbLIafibl.
ABtopsap 610kueliHi >xylemik mabyblagapAaH Kopray Kypasibl peTiHze eHrizeni. HaTwkeciHze
)KyHere Kipy, ayTeHTU(HKALMS )KoHe TpaH3aKLUsiIap Kayirncisziri kymeirinesi. Bipak Oy xepae
Jle KOHTeHTTiH 63iH Kopray (MbICasibl, BUeoap, JeKLusiap) TO/bIK liemriivereH. Bao X. [11]
3epTTeyiHge OMOKuYelH y3ak Mep3imzi OiniM >xka3bamapblH cakTay VIIiH KOJZAHbUIaZAbI. By
acipece lifelong learning KoHIemnusaceiHAa MaHbI3AbI. HaTikeciHae 6imiM anylibIHBIH Oap/biK
KeTicTikrepi Oip >KyMene cakranaipl. bipak >Kyile TeK apXuB pesiiH atkapazbl. Zhou W. [12]
eHberinge LMS rieH 6/i0kueiiH MHTerpalUsiCbl YChIHbUIAZABI. By xepze OnoKueiiH — xxyiiesep
apachIHZAFBI CeHiM/Ii OalylaHBICTBI KaMTaMachi3 etefli. HaTwkeciHze AepeKTepiH TYTaCThIFbI
cakTanajel. Bipak Tarbl fa 6acThl Macesie — OKy KOHTEHTiHiH Kayirci3ziri >kKeTKimKci3 geHreiie
KapacCThIPbIIFaH.
KazakcTaHbIK FaabIMap/bIH eHoekTepinge b. Kemkinbaesa [13] 3eprreyinje 610kueiin
TeK cepTU(UKaTTapAbl BepudUKalusaay YIIiH KoijgaHbiirad. LMS iiriHze KOHTeHTTI Kopray
MeXaHU3Mi MyJ/iIeM KapacThIpblIMaraH. Bysl - »KyHeHiH TeK “COHFbI HOTWKeHi” Kopraybl, Oipak,
niporiecti emec. [14] MakanacbiHAA Kyle aKaJeMHsUTbIK AepeKTep/ii TeKcepyre OarbITTasIFaH.
biiokueiin 6imim 6epy canacbiHza KebiHece Ky>KaTTapbl BepuduKarysiay Kypaabl peTiHe FaHa
KapacTeIpblFaH. by — OyKin anmeMjeri opTak, TeHAEHIUSHBIH, KepiHici. HaTwkeciHae auriiom,
TPaHCKPUIIT CEeKi/iZIi MaJIIMETTEPAIH, AYPBLICTBIFbI 3€pPTTey >KYMBIChIHAA TEOPUS/IbIK CHIIaTTa
KamTaMachbi3 eTisiefii. ABTopnap OsiokueiiHHiH, OimiM 0Oepy >kyleciHferi MyMKiHIiKTepiH
Tangangel, Oipak HaKThl KOPFAHBIC apXUTeKTypachlH YCbiHOaiabl. CoHbIMeH Kartap, P2P
KYPBUIBIMBI TOJTBIK, iCKe ackIpbliMarad. AMamxomoBa C.T. >kaHe T.0. [15] eHOeriHze Kayinciszikke
KeHipek ke3Kapac bepinren. ABropsap Industry 4.0 xyiienepinje Kayinci3aik Tek 6/i0KueiiHMeH
1eKTesMeid, “security-by-design” mpuHLIUITIMEH KYPBLTybl KepeK eKeHiH aTam etefi. SFHW,
Kayinci3aik )xyiieHiH 6acbiHaH OacTarr apXUTeKTypachiHa eHri3inyi Tvic. ¥ catoBa O.A. xaHe T.0.
[16] 3eprreyinze O/OKUeliH FbUILIMU >KoOasappl OaFasay MpolieciHAe KOJJaHbUIFaH.
HaTmxkeciH/ie allILIKTBIK TT€H CeHiMiTiK apTKaH. bipak Oy fja 6i/1iM KOHTEeHTiH KOpFrayFa Tikesiei
OarbITTa/IMaraH
Ojicrep MeH Kypaiagap. OHmalH-KypcTapAblH OiiM  6epy KOHTEHTIH KOpFayFra
OarbITTa/IFaH K9He @3apa OalinaHbICThI OipHellle GYHKIMOHA/ABIK KOMIIOHEHTTEP/IEH TYPAThIH
KellleH/li apXUTeKTypa >Kyke KypacThIpblibl. JKylie KYpbUIbIMbI KOJIJAaHYIIbl 9PEKeTTepiH eH/eY,
KayinTepzi aHbIKTay, iepeKTepi KOpray KoHe HITvKe/epi Baijanusiay KeseHAepiH KaMTHU/bI.
JKyieni GacTankbel Ke3eHiHZe KOJZAHYIIbI OHJ/IAMH KypcC IiaTdopMachkiHa BeO-wHTepderic
apKbUIbI KOJT JKeTKi3iI, OKy TporieciH 6acTaiijpl. By Ke3eH e MaiiialaHyIIbIHBIH, )KYHeMeH e3apa
dpeKeTTecyi )Ky3ere achIpbUIafibl KoHe OisiM 6epy KOHTeHTiHe KO/DKeTiMAI/IIK KaMTamachi3
etiiesi. Keseci ke3eHje >kyiiere acep eTyi MyMKiH KayinTep MeH maOybll TYpJ/iepiHe Tajzay
Kyprisinezi. by keseHzie Be6-KOChIMIIIaFa TOH KAYiNTep aHBIKTAJIbIN, OMApAbIH JKyihere bIKITas
eTy BIKTUMAa/bIFbl OaranaHazbl. [1labybuigapzpl Tanzay HITWXKECIHJe JKYHeHiH 9/ICi3 TYCTaphl
aliKpIHJAMbIl, KOpFay MeXaHWU3MZEpiH Ka/bINTacThIpyFa Heri3 KanaHaAbl. OcbiZlaH KeuiH
OJIOKUEH TEeXHOJIOTHSChIHA HeTi3/le/ireH KOpFay MoJeli Kypblaafbl. ¥ ChIHBUIFAH MO/Ie/b
OipHellle JeHrel1eH Typajibl )KaHe ap Kabat JepeKTep/iH Kayirnci3iriH Kamramachi3 eTyzie e3iH/Iik
KbI3MeT aTKapazbl. KomnmaHOanbl [eHrelifie TaikjasaHylibl 3IpeKeTTepiH Oackapy Kys3ere
acwIpbliCca, JepeKTep JeHreliHe KO/ »KeTKi3yai bakpuiay MexaHu3mepi enrizineni. CoHbIMeH
KaTap, KOHTeHTTi KOpFay JIOTUKAacChl Ky3ere acbIpbUIbIl, MaHbI3/Ibl JepeKTep/i TipKey >XoHe
Gakpuiay mpoliecTepi YMbIMAACTBIPbUIAZABI. BroKueiiH KabaTbl Kyleieri MaHbI3[bl OKUFaIap/bl
TipKey apKbUIbl O/1ap/blH, 63repMeNTIH/AIrH KaMTaMachI3 eTef.
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JKylieHiH Keneci Ke3eHiHJe THODHWATI apXUTEKTypa >Ky3ere achIpbLiazibl. By KeseHje
JIICTYPJIi fiepeKTep KOPbl MeH OJIOKUeH TeXHOIOTHsChl OipikTipineni. OrneparusiibiK >KoHe >KUi
KOJIJaHbL/IaThIH ZiepeKTep »KOFapbl OHIMAIIKTI KaMTamachl3 eTeTiH JiepeKTep KOpbIHJa eHJese/i,
a/l Kayirnci3gikke KaThICTBI MaHBI3JbI akrapaT OokueiiHze cakTanazpbl. Ocklnaiiia, >Kykeze
OHIM/IiJTIK TIeH Kayirci3/ik apacblHAAFbl TUIM/i TeHrepiM KaMTaMmachi3 etijiefii. OfaH api xyrege
CMapT-KOHTPAKT HeTi3iHAeri aBTOMaTTaHJbIPDy Ke3eHi iCKe acwIpbliafbl. bysi Ke3eHze OKy
TIpOIieciHe KATBICTBI HETi3ri apeKeTTep, COHBIH, illliHze Mak/jaiaHyIIbIHBIH, OKY 0apbhIChIH TipKey,
HOTIDKeJIep/[i CaKTay >kodHe KYPCThl asKTay ¢akTiciH OekiTy aBTOMaTTaHIBIPBUIFAH TYpPZe
opbiHAanaAbl. CMapT-KOHTpAaKTTap >KYWeHiH CeHIMJi/NiriH apTThIpeil, ajgaM (¢aKTOpbIHaH
TYBIHIAUTBIH KaTemikTepZi aszaiTazbl. COHBIHAQ  YCBIHBUIFAH JKyMe Takipubemik opTaza
TecTiieyaeH eTki3ineni. Tecrtisiey OapbIChbIHA >KYHeHiH Kayirnci3gik aeHrei, mabybligapra
TO3IM/iMri, >XYMBIC TYPaKTBIIBIFBI >KoHe OHiMzimiri OaramaHagbel. byn KeseHe >KyHeHiH
TUIMALTITE  TOKIpUOeTiK  HITWDKeNep apKbUIbl  fd7esjieHesli. ¥ CbIHBUIFAH — MOZEJIb/iH
TYKbIPbIMZAMAIbIK Cbi30achl 1-CypeTTe KOpCeTireH.
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HaTwkeciH/ile YCHIHBUIFAH apXUTEeKTypa OHJIAWH-KypcTapblH 0isiM Oepy KOHTeHTiH
KOpFay/IblH, CeHiM/li, MacIiTabTa/aThblH >K9HE THIMAI >KyMeciH Ka/bIlTacThIpyFa MYMKiHJIK
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Cypet 2. OHJaiiH Kypc maaThopMachkIHbIH 6a3a/bIK, apXUTEKTYPachl
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Bacrankel apxuTekTypazia Oap/bIK HeTi3ri omepauusiiap OpTalbIKTaHALIPBUTFAH CepBep
apKpLIbl OpbIHAAnazAbl. llaiifanaHyiibliap Typanbl MIJiMeTTep, OKy MaTepuasjapbl, TecT
HOTWKeJIepl JKoHe KOJI JKeTKi3y KyKbIKTapbl PostgreSQL  nmepekkopbiHZa —cakTanazbl.
Konpmanb6anel cepBep Oy ZepekTepAi eHjell, BeO-uHTepdeic apKbUIbl MaiijasaHyIIbUIapFa
YChIHA/bl. BlIOKUeiiH Oys1 Ke3eHJie HeTi3ri JIOTMKaHbIH, 0esliri eMec, TeK KOCBIMIIIA CEeHiM/IiTiK
KabaTbl peTiH/ie KapacThIpbliaAbl. MyH/jall OpTabIKTaHABIPbIIFAaH apXUTEKTypa QyHKIIMOHAIBIK
JKaFbIHAaH bIHFAW/Ibl OO/IFaHBIMEH, aKIapaTThIK KaYillCi3iK TYPFhIChIHAH OipkKaTap Tayekenaep.i
TYbIHZATA/bl.

BacTankpl apxuTeKTypaFa TaH Heri3ri Kayin-Karepsiep. ¥ CbIHbUIFaH apXUTeKTypara ToH
ocaJl TYCTap/ibl HaKThI Oarasay YIiH yKoHe KOPFaHbIC MO/IeJTiH 19/ MaKcaTTa KYPY MaKCaThbIH/a,
Kayin-KaTepjepZi ’Kylesey >XYMbICBI 1- KecTeZe KepceTuIreHJen >Xyprisinai. Hartwkecinge
TaXKipubene >kui Ke3meceTiH 9pi OH/IANWH-OKBITY TuTaTdopMasapbl VINiH eH ©3€KTi OOoJbIm
CaHa/aThIH 7 CaHaTTarbl WAOYbUIAAD TaHJAJBIN anbiHABL. Byl caHaTTap api Kapail KOpFaHBIC
dJiicTepiH Herisfey, Mojle/lb TajanTapblH aHBLIKTAy ><oHe >KYMeHi TecTiney clieHapuiiiepiH
KYpacThIPY YIIIiH OacTankel 0a3a peTiHze KO/JaHbII/bL.

Kecre 1- Bacrankpl apxuTeKTypara ToH Heri3ri Kayin-Karepsep

Ne | IaOybin aTaysr Kpickaiia MakcaThbl (KbI3MeTi)

1 | SQL Injection Hepekkopra 3usHAbl SQL eHrisin, gepekrepi OKy, ©3repry
HeMece JKOH

2 | XSS (Cross-Site Scripting) MMaiigananymbl  Opay3epiHfe 3USHALI CKPUNT OpPBIHZAT,
CeCCHSIHBI ypJiay

3 | Brute Force [Taponbaepai aBTOMAaTTHI TYPZE ipiKTern, aKKayHTKa PYKCAaTChI3
Kipy

4 | IDOR (Insecure Direct Object | aeHTudUKaTOpABl 63repTy apKblibl 06TEH pecypcTapra KO

Reference) JKETKI3y

5 | Parameter Tampering KnuenT xibepeTiH mapamMeTp/iep/ii 63repTir, >Kyiie JTOTMKAaChIH
Oypmasay

6 | DoS/DDoS Kemn cypaHnbic xibepir, >xyHeHiH >XYMBICBIH Oasty/iaTy Hemece
TOKTaTy

7 | brokueiin Integrity Attack BnokueliH ayaut >ka30anapelH OypManay HeMmece »Ka/FaH
TpaH3aKLUsl eHri3y

TyXbIppIM/IaMaZblK, ~ apXWUTeKTypa  OOWBIHINIA  YCHIHBUIFAH  MOJe/b  TOJIBIK,
OpTanbIKChI3AaHAbIpbiFaH DApp emec, on - rubpuari apxurtekrypa: "Operational logic
-centralized, Trust & Integrity — decentralized, SIFHU YCBbIHBUIFAH MO/Ieflb  TOJIBIK,
JlelleHTpa/In3/leHT eH Xylie emec, TMOpU/TI apxuTeKTypara Heri3zenreH. Konjanba kaHe jepekrep
KabaTTapbl OpTa/bIKTaHABIPbIIFAH BeO-MHPPaKypbUTbIMZIA JKYMBIC icTeizi, Oy1 KyheHiH
JKBUIZAM/BIFBIH, MKEeMJI/ITiH JKoHe Mai/lajaHyllblFa bIHFAW/bIIBIFBIH KaMTamachl3 eTefii. AJ
0/10KueiiH KabaThl OPTATBIKCHI3AAHBIPBUIFAH ayIUT TIeH KPUMNTOTPA(US/IBIK TYTACTHIK, [J9JIeTiH
eHTi3y YIIiH nakjananbiiazfbl. Ocklaakia MoJe/b OrepalysyIblK, TUIMALIIK TeH CeHIMZIMIKTIH
TeHrepiMiH KamTaMachI3 eTe/i.
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Application Layer-pe kaincisaik apekeTTepi opelHAANLIN, OnepauMansik AepekTep
Data Layer -ne carananel, an KpyTUKanbik, OKMranapabiH G3repMeiTii aneni MeH TyTacTbik, :0epi
Blockchein Layer-ae Gexitineai.

o Applicarion Layer @ Data Layer o Blockchain Layer
Cypert 3. T'ubpu/Ti KercaTbljibl KOpFay Mo/esi

Mogens yin Herisri kabaTtaH Typazipl, am ap Kabar imriHge 3- cypeTTe KepCeTi/ireH
(GYHKLMOHA/IBIK KOPFaHbIC MOZY/Ib/lepi iCKe achIpbliajpbl.

1) Konganba kabater (Application Layer)
byn kabaT maiijanaHylibiMeH e3apa dpeKeTTecy[i >KoHe KAyirci3 KO/DKeTiMZiMiK J0rvKachH
XKy3ere acbipagpbl. Herisri (yHKLusiiapbl: ayTeHTU(UKALMS, aBTOPU3aLiMsl, KOHTEHTTI KOpCeTy,
9KiMIIIi TaHemi, Kayimnci3fik oxkuranapbiH Tipkey uHTepdeiici. Ocbl Kabarra 3- cypetreri
MO/y/Ib/lep MbIHA TYP/ie OpHajiacajpl:

AymenmucpukayusiHbl Kopeay (Authentication Protection)
- JoruH/ceccus 6ackapy;
- brute force-ka Kapchbl 1iekTey (rate limiting);
- Kayirci3 cookie
- /ceccust TOrUKachI;
- ayTeHTU(VKaLMs HITW)KeCiH OKuFa peTiHge KainbinTacTeipy (Login success/fail event).
Kon sicemkizydi 6ackapy (Access Control)
- KYPCKa PYKCaTThl TeKcepy (POoJib, Ka3bl/IbIM, IPOrpecc);
- yaKbITIIIa KO/DKeTKi3y KinTi (Access Key / Expire time) apkpl/ibl KOHTEHTTI allly;
- 9KIiMIIIi 9peKeTTepi MeH Kayirci3ik okuranapbiH 0ackapy (admin panel).
Konumenmmi kopeay nozukacsbl (Content Delivery Security)
- OKy MarepuajiblHa CypaHbIC TyCKeHZle TYTacThlK /JdJIe/liH TeKcepyre CypaHbIC
KAJIBIIITaCThIPY;
- Me/ia KOHTeHTTi Oepy Ke3iHZle pyKCaTThIH KOJIZIAHBITYbIH OaKpinay.
Arau  “Ayrentudukauusi / Kourent / Kon xetkisy” — Application Layer imingeri
(bYHKLIMOHA//IBIK, KOPFaHbIC O6JI0KTapHhI.

2) Jepekrep Kabatel (Data Layer). By kabat niatdopMaHblH, oriepalysiyibk, AepeKTepiH
CaKTalbl >KoHe KaJbINThl >KYMBICBIH KaMTamachl3 eTefi. MyHJa pessius/bIK [epeKKOp
(PostgreSQL) apKbL/bI:

Tnaii/janaHy1iibl IpoguIi >KaHe peJiiepi;
- KYPC KYPbLIbIMBI, cabak MaTepuasiapbl (MeTaepekK);
- OKY IpOrpeci, TeCT HITHXeJiepi;
- ceptu(UKar JepeKrepi;
- KAyirci3jik oKurasapbiHbIH, >Ke/le/T >KypHasaaphl (KbICKa Mep3iM/IiK) caKTala/bl.
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3) BnokueiiH-ayaut Kabatbl (Byiokueiin Layer). By KabaT YChIHBUIFAaH MOIE/b/iH €H
MaHbI3/bI O6stiri 60/bIT TabbUIa/BI XKoHEe YIII MiHAET aTKapaZbl:

Oseepmetimin  ayoum (Immutable Audit). AyteHTHU(MKaIUs, KO/DKETIMALTIK Oepy,
cepTudUKAT reHepalyschl CUSKThI MaHbBI3Ibl OKWFanap OmokueidiHre Tipkesnemi. By oakimiii
TaparbIHaH JIOI'Thbl 63repTy TayeKeJliH >KOs/bl.

Konmenm = mymacmblebiHblY ~ Kpunmoepagusiiblk — Oaneni  (Hash ~ Anchoring).
Okurara/KOHTeHTKe KaTbICThI JepeKTep *UbIHbI YIIiH SHA-256 apKpuibl X311 ecerntesiefi e, Coul
X311 O6/10KUeiH/ e OekiTinesi. Keitin mepek e3repce — cabikecci3zik 6ipieH aHbIKTa/Iabl.

Cmapm — KOHmMpakm apKbuLibl MipKey %#CaHe apekemmep H#CypHaabl (Cmapm KOHmMpakm
Logics) cepTuduKaT IIbIFApy, PYKCaTThl OEKiTy, OKWFaHbI TipKey CeKili dpeKeTTep CMapT-
KOHTPAKT JIOTUKACbIMEH PaciM/eIit, O/I0KUelH/e /e JeHeTiH »ka30a Ka/lblITacThbIpaibl.

I'ubpuaTi Kem caTbLIbl KOPFAHBIC MOJETIHIH MaTeMaTHKA/IbIK CHMATTaMachl.
Y ChIHBIIFAaH MOJle/Tb YII Heri3ri MaTeMaTHKasbIK Tipekke cyheHefi. Oyap KpuUnTorpadusiibik
Xelrey, OJI0KUelHHIH 63repMeUTiH/iK KacHeTi )KoHe CMapT-KOHTPAKTThIH, (hopMasibIbl MOZEJI.
Security=f (Hashing, baokueliH, SmartContract), MyHJafbl 9p KOMIIOHEHT (OpMasb/bl
KAyirci3Ziik kKacueTTepiMeH cUIaTTagajbl. ¥CbIHBUIFAH KOpFay MOJesiH/Ae OHIaH-KYPCThIH,
OiTiMIiK KOHTEHTIHIH, ©3repMeUTiHJITIH A3/e/ey 1iH Heri3ri KpunTorpadusIbIK TETIiTi peTiHze
XoW siIKopefney MexaHu3mi KOnJaHbUi[bl. Byl MexaHu3M OKy MpolieciHe KaTbICTbl MaHbI3/bl
UGPILIK JepekTepAiH, (OKUFa, HITIXKe, JpeKeT) KpUNTOrpadussiblK XdIIiH ecemnTer, OHbI
0JI0KUeliH peecTpiHe GeKiTyre Heri3genrex.

CoHbIMeH X311 SIKOpJiey Keseci Ti30ek O0WbIHIIA OPbIHZAA B
Frontend — Backend API — [lepekmi Kaabinmacmblpy — SHA-256 xawmey — BaoK Kypy —
BrokueliHee xcaszy
byiokueliH Heri3iH/eri ayiUT »KaHe CMapT-MeXaHU3M/i iCKe acbIpy MozeJi
1-ke3eq. bacmankb!l aHbiIKMamanap
X3uI-QyHKIHS:

H|x)=SHA?256(x) €))
ToparnTap >KUbIHbI:
N:{nl,nZ,...,nN} 2
Op TOPAIThIH KinT xy0bl (RSA)
sk;, pk;| — KeyGen(2048) (3)
Oxkuranap >KUbIHBI (ayAUT OKUFasapbl):
€= {LOGIN success» LESSON coyprgrep s PASSWORD ppgpr s - } 4)

2-ke3eH. AymeHmucpukayusi j#caHe KYKbIKmbl pacmay (Kipy wapmbi)
[MatimanaHyiisl TOKeHi t 6ap 60ICHIH.
TOKeHHiH, )kapaM/IbI/TbIK, TIPeIUKATHI:

Auth|t|= u,(t,u) € Tokens

1, atimnece )

Erep Auth(t|= L, xyiie apeKeTTi ToKTaTapL.
3-ke3eH. baok KypbuibiMblH aHbikmay (Audit Block)
op OJ10K:

B,=|k,t,, €., U, my, py,hy,0,,nodeld| (6)
MyHparbI:
k — unpexc
{, — yakpIT
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e, € £€— OKuFra Typi

u,=H (userld) — KOJIZIQHYILbI X311

m, = H (meta) — meta-x31 (Mbicaisi score, list_Id, T.6.)
Pr=h,_ —angeIHre 6/10K X311

h,—arpIMzare! 6710K X3111i

0,— RSA xonraHb6a

nodeld— Kon KoliraH Topari

4-ke3eH. ok depekmepiH Ka/ibinmacmaipy
biok gepekrep >KoJbl:

D,=klt e lulmp, @)
Xb1I ecenTey:
h=H(D,) (8)
Kon koro:
Gk:Signsk,(Dk) €)]

5-ke3eH. by1oKThI >keprimikTi 6a3ara enrizy (ACID)
CoHFbI O6JIOKTHI a/laMbI3:

(k—1,h,_,) < LastBlock () (10)
JKaHa UHeKC:

k=(k—1)+1 (11)
EHrisy onepauuscsl:

Insert(B,) — PostgreSQL (12)
VHBapuaHT: [ilepeKKOp TpaH3aKLMsChI apKbI/Ibl OJI0K «KOFaIMaii» »Ka3bulabl.

6-ke3ey. P2P apkbuibl mapamy (Broadcast)
JKaHa 6/10K GapJibIK TopamnTapra »Kibepinesi:

Broadcast (B, ),V n; € N {n¢, (13)

7-ke3eH. Kabbuimayiiel TopanTa Banuzaanus (Verification)
Kabbingay1iisl Toparn N;rekcepyJiep »acalpl:
7.1 X511 CoUKeCTiri
H(D,)=h, (14)
7.2 KonTtanba AYpBICTBIFBI

Verifypkl(Dk’Gk):l (15)
7.3 prev_hash 6GatinaHbicer

Pe=hi" (16)
Erep yuueyi e opeiHzaica:

A ccept ( B, )aitrrece: Reject (B, )
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8-keseH. Tizbekmiy mymacmbiebiH mekcepy (Chain Integrity)

bapnbik 6/10KTap yIIiH:
vk>1:p,=h,_, (17)
vk:h,=H(D,) (18)
Ochl exi mapT opbIHAAJCA:
IntegrityChain=1, siitniece: IntegrityChain=0

9-ke3eH. Snapshot XKacay (koHmponb0ik Hykme)
Ti3bek x31Tepi:
C=lh,,h,,...,h,
Ti30ek KyHiHiH X311
H.=H(JSON(C)) (20)
Snapshot meTazeperi:
M =JSON(t,,n,H_,h,) (21)

(19)

Snapshot xa1mi:

h=H(M,) (22)
OraH KonTaHOa:

Gi,s:Signsk,(Ms) (23)

10-ke3ey. Snapshot ywiH k8opym KoamaHyba yHcuHay
KonraHnbanap caHbI:

q=|Z (24)
Taan eTisieTiH KBOpyM:

szax(Z,I@Hl) (25)

Erep:
q=Qonja shot 6ekiTineni (cakTanapl), SUTIIECE )KOHBLIAAbI.

11-ke3eH. Oky HaTxkeciH b6okueiidre a3y (LESSON_COMPLETED)
Cabak, asiKTaybIHbIH, IapPThI:

S
r — core (26 )
MaxScore

Completed =[r>0.7 (27)

Erep C ompleted =1, onpa:
u, = H |userId| (28)

m,=H (JSON (listId , courseld , score ,maxScore ,r ) (29)
e,=LESSON coypyerep (30)

)oHe 4-7 Ke3eHziep KalTanaHazbl: 610K KYpy — KOJ KOK — )Ka3y — TapaTy — TeKCepy.
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JKYMEHI ABTOMATTAHIBIPYFA APHAJIFAH Cmapm-koumpakm ECA (Event—Condition—
Action) mamemamukanbik Mooeni

Y ChIHBUIFAaH KOPFay MOZeJTiH/e »KyHesiK MpoLecTepi aBTOMAaTTaHAbIPY JK9He OJIap/blH,
OpBIHZAAMYBIH hopMasTbbl epeskesiep Heri3iHje 6ackapy MaKcaTbIH/ja CMapT-KOHTPAKT MeXaHU3Mi
eHrisizizi. CmMapT-KOHTpPaKTTap ajfblH — ajia aHbIKTa/IFaH LIapTTap OpbIHAA/JFaH Ke3Je TUICTI
9peKeTTep/li aBTOMATThI TYp/le iCKe KOCATbiH OaFfiapjamMasiblK, JIOTUKA PeTiHe »KYMBIC iCTemIi.
Byn Tacin amam ¢akTopbiHa TIyesiMiKTI a3alThIN, WIelIiM KaObuijay yZAepicTepiH »Kyhesik
JleHrelije craHfapTTayfa MYMKiHAIK Oepefi. CMapT-KOHTPAaKTTapAblH Heri3ri KbI3MeTi —
)Kyhiesieri MaHpI3[bl OKWFajiap MeH KyW e3repicTepiH Oakbuiay, IIapTTap/blH OPBLIH/ATybIH
TEKCePY J>KoHe HITIKeJepiH TipKey apKbUIbI TIPOIeCTepZiH, CeHiMai opi 6akblIaHATHIH
OPBIHZA/YbIH KAMTaMachI3 eTy.

CMapT-KOHTPAKTTap a/10blH A/1d AGHbIKMA/ARAH WApMmMap MeH apekemmepoeH TYPajbl.
XKytie Genrini 6ip okyra Hemece Kyd OpbIHJa/sFaHAa (MbICabl, TalJaJaHyLIIBIHBIH, KYPCThI
asiKTaybl, JIOTUH 9peKeTTepiHiH Oesrimi O6ip caHbIHA »KeTYi, YaKbIT IIaPThIHBIH, OPBIHAATYbI) OChI
1iapTTapApl aBTOMATThl TypZe Tekcepeni. IllapT opelHfanraH jkarjanja CIMKeC JpeKeT
opbiHfanaael. MyHzalh JpekeTTepre mailjanaHyllbl CTaTyCblH ’KaHapTy, cepTU(UKar
reHeparnusiiiay, Xxabapyiama >xibepy Hemece 6acka /ja Kykestik e3repicrep KaTapbl.
CMapT-KOHTPaKTTap/bIH MaHbI3/Ibl epeKIIesiri — oapZblH OPbIHAATY HTWKesepi O/0KueiH-
ayauT KabaTbiHa Tipkesiesii. Opbip OpbIHAAIFaH KOHTPAKT YIiH OPBIH/A/MY YaKbIThI, MIAPTTapbl
YKoHe HATWKeJiepi KpUNTorpadusiibiK X31IKe aliHa/IAbIPbUIBIT, O/I0KUeiHre yKa3blaagbl. By Tacin
KOHTPAKTTap/IbIH OPbIH/a/Ty TAPUXBIH KeliiH e3repTyre HeMece >KacblpyFa MYMKiHZiK Gepmei/i.

Ocnbuaiiilla cMapT-KOHTPaKT MO/IYJIi XKyieze:

— backapy epeskesiepiH aBTOMAaTTaH/IbIPa/Ibl;

— aziaM (GhaKTOpbIHAH TYbIHAAUTBIH KaTesliKTep/li a3alTa/ibl;

— MaHBbI3/Ibl 9pPEKeTTep/|i TIYeJICi3 )KoHe e3repMeTiH ayAUTIeH KaMTaMachl3 eTefi;

— KOJDKETIMZIIJTIK 1TeH cepTudUKaT 6epy CUSKTHI ITPOLIeCTEP/iH 9/Ii/1 )KoHe OaKblIaHAThIH
OPBIHZA/TYbIH KAMTaMachI3 eTefi.

Y ChIHBUTFAaH KyHe[le CMapT-KOHTPAKTTap K/IaCCUKa/bIK O/0KUelH-BUPTyaiAbl MallllHa
itmiHge emec, eubpuomi opmada xy3ere acbipbuiazibl. Onap ECA napadueMacbiHa HeTi3[enreH,
SFHU >KYMeJleTi apeKeTTep OKued — Wapm — apekem JIOTMKachl OOMbIHIIIA aBTOMATThI TYpZAe
OpbIHJANAa/bI.

CMapT-KOHTPaKTiHi MaTeMaTHKabIK CUMaTTay

1. Herisri aitHbIMasibu1ap
S ={si, s, ..., Sn} ) — cmyodeHmmep HCUbIHbI
L ={l,, L, ..., In} ) — cabakmap dcubiHbl
R; € {0,1} ) — cmydeum (' s; )-miH (' l;)-mi opbiHOay cmamychbl
DB — opmanbix 0epekKop
BC — 6n10kueliH mizbezi
H(x) — kpunmoepagusiabiK xaw-pyHkyus (SHA-256)

2. Cabak opbIHJa/ybIH Oenriney
CTyieHT TariCbIpMaHbl asikTaFaHa:

R.—|1,e2epmecm>threshold

g 0, kepi sicaedatioa (31)

myHzarel threshold — ety Gasbl.

3. lepekkopra a3y (PyHKLUsChI
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DBipdae(Si, ;) - Rj
Aruu nporpecc opranbik DB-ze cakranabl.
4. AynuT »a30acheIH O6/10KUelHre eHri3zy
Op asiKTa/IFaH 9peKeT YIIiH X311 ecernTesie/i:
Hash;; = H(s; I l; | timestamp)
CocbIH O/I0KUeliHTe TpaH3aKIUs PeTiH/e KOChLIaIbl:
BC4(Hashy)
Byn e3repMeiTiH ayJuT i3iH Ka/bIITaCTbIPa/bl.

5. KypCTbIH TOJIBIK asgKTalty 1apThl
CTryZeHT KypC asiKTazbl, erep:

m
z R,.j:m
j=1

SIran GapsibIK cabakTap OpbIHAAFaH.

Mymnoa:

Rij — cmydenm cabakmbl opbiHOay cmamychbl
m — Kypc iwiHdez2i 6ap/blk cabakmap caHbl

6. CMapT-KOHTPAKT TPUITEP (PYHKLIUSACHI

Contract,rigger s;|= 1,ezep ), Ry=m
0, 6acka scaeoatioa

7. CepTU(UKaT reHepaLyschl
CepTtudukaT ueHTU(HUKATOPHI:

Cert ID,=H (s, || Course ID || Completion Time

JKylieHiH TyTaCTbIK, IapThI
KoHTeHT e3repMereHiH Tekcepy:

True ,H pp=H 5

Integrity =
griy False ,H ;7 H 5.

Kypc asKrany 1apTsl:

C ourseCompleted (u,c)=|CompletedList (u,c)=TotalLists(c)]

Erep opbIH/ja/ica, KOHTPaKT »Kacanazbl:
CreateContract ( generate u,c)

certificate »
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CMapT-KOHTPAaKT  TeXHOJIOTUSIChl  JKa/lmbl  OJIOKUeH  >KylesiepiHze  OypbIHHaH
KO/JaHbliaZibl. Ajiaiila YChIHBUIFAH JKYMbBICTA OHbIH JKaHAalbIFbl — CMAapT-KOHTPAKTThI
Kap)KbUIbIK, TPaH3aKLMsUIap YILIiH eMec, OiniM Oepy mpotieciH 6ackapy >koHe OKY HITHIKesiepiH
aBTOMATThI TYpZie TeKCepy MexaHW3Mi peTiHJe Ko/AaHybiHAa. COHbIMEH KaTtap Mozenb Event—
Condition—Action KaruJaTbiHa HeTi3/eir, OKy OKWFajapblH aBTOMATThl TYP/ie eH/er, O/ap/blH
HITIDKeJIepiH O/IOKUelH/Ie ©3repMeiTiH ayauT »Ka30ackl peTiH/e TipKeyZi KaMTaMachi3 eTei.

¥ ChIHBITFAH MOZIe/Tb/ie KOJIJAaHbUIFaH OJIOKUeH MeXaHW3Mi K/aCCHKabIK, 0/I0KUeHHHEeH
albIpMaIlIbUIBIFbI MBIHA/IA.
Kraccukanblk 0/10KUeiiH:
T ransaction - Mempool — Consensus — Block — Chain
Y ChIHBITFaH MOJIeJbIe:
A cademic Event — Cryptographic Audit Block — P 2 P Replication — Snapshot Quorum

KopraHbIcC )XyleciH TecTijiey dfjictemeci. ¥ CbIHbUIFaH KOPFay apXUTEKTypachIH TEKCepy
Kayincizoik eanudayuscbiHbIH KeweHOi a0icmemeci apKbliibl XXypri3iireH. TecTisiey xanbiKaparbIk,
cra”gaprrapel OWASP Testing Guide v4.2, ISO/IEC 27001:2022 akmnapaTThlK, KayilcCi3mik
CTaHZJAPTbIHA CYMeHe OTBIPBIN >Kaca//bl. ¥ CbIHbIIFAaH KOPFay MOZeiHiH THIM/LIIrT aKkmapaTThiK
KAyinci3gik canacklHAa@ KOJNJAHBUIATBIH NeHempayusiiblk mecminey, Kpunmo2pagusiiblK
gepucpukayusi, bIKMUMAAObIKMbl CAAbICMbIPMAAbI MA0dy MHCoHe JHCyKmemenik mecminey
a0icmepi apKblTbl OaFa/laHaTBIH O0/Ta/IbI.

Tecriney GapbIChIH/]a XKYiere Kapchl 1-KecTeze YChIHBIIFAH 7 HETi3ri 11abybll CaHAThI
KapacThIpbUIbl. Op caHaT OipHellle HakKThl 11a0ybul apekertepiHeH (payload, GypmanaHraH
CYpaHbIC, >XajFaH 06/10K, T.0.) Typabl. Kanrel anFanga 27 HaKThI 11a0ybIT dpeKeTi OpbIHZAJIbI.
bapsibik 7 Heri3ri mabybit clieHapuiii )Kylie TaparbiHaH COTTi TOKTaTbUIbl, COH/ILIKTaH CAHATTHIK,
JeHreugeri kopranbic THiMainiri 100% pgen Oarananzabl. Al 11a0ybUT dpeKeTTepPiHiH KUBIHTHIK,
ecebi Ke3iH/ie )KeKeslereH apeKeTTep/li eCKepreH e »Kajrbl Kayirci3mik KepceTkinii 96.3% Kypasbl.

Kecre 2 — [Tabyblngap caHbl KepCeTKiluTepi

[ITabyw1map Tecriney OTKeHi Ortrereni
SQL Injection 7 7 0
XSS (Cross-Site Scripting) 6 6 0
Brute Force Protection 1 0 1
Authorization 3 3 0
Cryptography 2 2 0
P2P Network Security 2 2 0
DDoS Resilience 1 1 0
Session Management 2 2 0
Data Encryption 2 2 0
Info Disclosure 1 1 0
TOTAL 27 26 1

Tectiney angeimen STRIDE mogeni Heri3iHfe Kayin-kaTepsiep aHbIKTa/lbIiM, KeiliH SQL
injection, XSS, IDOR >kaHe 6acka 11abybT TYpJ/iepiHe Kapchl MPaKTHKAJBIK penetration testing
yprizingi. CoHFbl Ke3eHJe >XYHeHiH KpUNTOrpaUsIbIK >koHe OJIOKUeMHIIK MeXaHu3Mmjepi
dbopManbabl MaTeMaTuKasblk BepuduKkaiusgadH otTTi. CoHbIMeH KaTap MeAua-KOHTeHTTIiH
TYTaCTbIFbl ABTOMATThl XeIl-Ca/bICTBIPY aJTOPUTMI apKbLIbl TeKCEepisin, KOJDKeTIMZIIIK
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Oakpulaybl KOIJeHrei/li KOpFaHbIC apKbLIbl pacTtanapl. KyleHiH eHimzinirine Kopray
MeXaHU3M/IepiHiH, JcepiH Oarasay MaKcaTbIHJa JKYKTeMe >KarJaibIHAa TeCTisiey >KYprisiifi.
OkcnieprMeHT GaphIChiHA Oip yakbITTa >KibepisneTiH cypaHbICTap CaHbl OipTiHAEN apTTHIPBUILII,
cepBepziH ykayarl 0epy yakKbIThl OJIIIeH/I].

Hotwxkenep 4-cyperre KesiieHeH OCbTe Mapajiejib CYpaHbICTap CaHbl, ajl TiK OCbTe
cepBep/iH, kayar 6epy yaKbITbl MA/UTUCEKYHATIEH OepisireH.

'pad¥K ChHI3BIFBIHBIH, OipKA/BINTHI OCYi JKYHEHiH )KYKTeMe apTKaH Ke3je /e TYPAKThl >KYMBbIC
icrenTiHiH KepceTeni. Kypt cekipysepziH 60/1Maybl YChIHBUTFAaH O/10KUelH-HeTi3/ie/IreH Kopray
MeXaHU3M/IepiHiH cepBep eHIM/iJIIriHe CbIHUA 9Cep eTHeuTiHiH Aanenseni. Keickama auTkaHza,
Oyl rpaduk YCHIHBUTFAH KOpPFay >Kyileci cepBepfiiH, >XYMBIC >KbUIAAMJbIFbIHA CBIHU JCep
eTIEeNTIHIH )KJHe )KYKTeMe Ke3iHJe e TYPaKThl KbI3MeT KepceTe ajlaThIHbIH AdJienaeni. KyleHi
TecTiney GapbIChIH@ 7 Heri3ri mabybul caHaThl KapacThIPbUIAbL. Op CaHAT OipHellle HAKThbI
mabybuT apekeTTepiHeH (payload, OypmanaHraH CYpaHbIC, »KaiFaH 010K, T.6.) Typbl. COHABIKTaH
Kayinci3gik aeHrediHiH MHTerpaiabl KOPCETKIIll 1Mabybul TYpsiepi caHblHa eMecC, OpbIHZA/IFaH
OapsibIK, 111a0ybLT IpEKeTTePiHIH, )KUBIHTBIK CaHbIHA HETi3/Ie/IiM ecenTeii.

HyrkTeme keziHaeri woylie eHiMainiri

2500

2000

1500 1

1000

CepBepAIH Xayan Bepy yaKksITsl (Me)

00

] 200 400 G0 800 000
BIp YaKbITTa ¥IGEPLIETIH CYPaHBICTAP CaHbI

Cyper 4. JKykTeme eHIM//IITiHiH KOpCeTKilli
Kopray tuimziniri keseci 4.1 ¢hoopmysia G0MbIHIIIA aHBIKTA/bL:

Blocked Attack Attempts
Total Attack Attempts

SecurityScore = 100% (39)

Tecriney HaTWXKecCiH/e Ma0ybIT 9peKeTTepiHiH 6achiM O6J1iri Kylie TaparbiHaH aBTOMATThI
TYP/ie TOKTaThI/IbII, TEK a3 FaHa 0eJIiri ocan/blk peTiHge OenrineHzi.

SecurityScore = % x100%=96,3%

HoaTwkecine )yHeHiH )XUbIHTBIK, Kayirci3aik geHreiii 96.3% pen 6aranaHfpl. 111a0ybin
Typ/iepi — 7, HakThl 1m1abybin apekeTTepi — 27 (payload/attempt) 96.3% con spekeTTepziH
KaHILIaCchl OJIOKTa/FaHbIH KepceTe/i
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Bapsblk Heri3ri KpunrorpadusiblK >XKoHe OJIOKUEHHre KaTbICThI IalybLigap cammi
moxkmambliead. Tek Oip >KOFapbl JeHreMsi ocaiblk, TipKesi, o/ Ko/jagaHOanbl AeHrewnzeri
KOPFaHBIC MeXaHU3MiHiH IIeKTeysiriHe 0aimaHbICTbI OO/ XKoHe >KYHeHiH KPUITOrPapUsiIbIK
Hemece OJIOKUeMH TyTacThiFbIHA 3cep eTreii. Cos caTTi OopbIHAAAFaH 1a0bysU1 Rate Limiting
KocbLiMaeaH cammeei Brute Force wabybuibl. Bya 1 commi wabybia Herisri Kpuntorpadusiibik
)KoHe OJIOKYelH TYTacTbIFbIHA KATBICTBI — TOJBIKTAl TOKTaTbUIABbL. AJI >KaJFbI3 OCaN/bIK
KosiJjaHOambl  ZIeHrelieri KOpFaHbIC MeXaHM3MiHe KaThICThl aHBIKTaIAbl. Brute Force
wabyblLibIHbIY 6acmankbl apekemmepiHeH celiiH Rate limiting Tek Oesrisi 6ip apekeTTeH KeiiH
icke KOCBLIa/bl. AJT anFallikbl OipHellle JIOTMH 9pPEeKeTi TeXHUKA/bIK TYpPFbila "CITTi cypaHbIC"
6onbim canasmaabl (HTTP 200 Hemece 401 »kayarn amybl MYMKiH). COHZABIKTAH >KYiHe TOJBIK
Oy3piIMaca Ja, TeCcT JIOTMKAckl OoiblHIIA: "wabybu1 apekemi opbiHOAAObl, Oipak KetliH
b6yezammanobl” pemn 1 caTci3mik peTiHze TipKenii.

Y chIHBUIFAH KOPFaHBIC MOJe/IiH apHaibl iaTgopMaja icke acbipy. I1ramgopmanbl
azipaeydiy makcambl G/IOKUEMHTe Heri3zie/reH KopFay MO/Ie/TiHiH, ITPaKTUKA/IbIK XKapaM/IbUTbIFbIH
TeKCepY VIIIiH apHaiibl OHAalH OKbimy naamgopmachi 33ipaensi. Ilnatdhopma 3eprrey 6apbIChIHIA
YCBIHBITFAH OapJiblK, Kayirci3mik MeXaHW3M/IepiH HaKThl aKMapaTThIK JKyhe >KaFZalbIH/a
CbIHAKTaH OTKi3yre apHa/IFaH SKCIIePUMEHTTIK OpTa peTiH/ie KbI3MeT aTKapa/bl.

® ¢ 0w A School [ DlpomiyA

@ A Aliya School -
el

ALIYASCHOOL
Mon kypesi

Bxoa,
[p—
NoruH

admin

Yacangw romest [

3abbinu Napons?

He 33perncTprpoeat? CO3AaTh KKayHT

b %

Cyper 5. https://aliya-course.web.app/login raTdhopma untepdeiici

5-cypeTTe a3ipneHreH IiaTgopma YII Heri3ri eHreMieH TYypaTbiH KeIKabaTThl

apXyTeKTypara Heriszenesi:

- [IlatidanaHywsb! uHmepdeiici (Frontend)

- Kondaubanbik no2uka (Backend)

- Kopeay scane ayoum kabambl (baokuetin + Cryptography Layer)

Frontend kabaTbl mMmalifanaHymibylap MeH oKiMillijiepre apHaifaH WHTepdeicTepi
KamTamachI3 eteqi. Backend KabaThl Kypc JIOTMKaChIH, MakanaHyIIbuiapabl 0acKapyabl KoHe
Kayirci3iik MexaHu3M/iepiHiH, OpPbIHAAMYbIH XKy3ere acblpazibl. An BiiokueliH KabaTel xKylezeri
MaHbI3/Ibl OKUFaIapbiH 63repMeNTiH KypHabIH >KYPri3ei.
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Cypert 6. XylieHni 6akpuiay Tepeseci

6-cypeTTe YCHIHBUIFAH KOpFay MOJeJIiH icKe achlpy OapbIChIHJa TulaThopMa KypambiHa
ocylienik  MoOHUmMopuHe Mooyai  eHrisingi. Byn Mopynb cepBepsik  MHMPAKYPHUTHIMHBIH,
JKYKTEMeCiH, KeJliTiK Oe/ICeHiIIKTI )KoHe KayilCi3iK OKWUFamapblH HAKTHI YaKbIT PEXKUMiH/Ee
OakpulayFa apHajaFaH. MOHUTODWHI MeXaHH3Mi KOpFay J>KYWecCiHiH TeK JIOTHKa/bIK eMec,
TeXHUKAJIbIK JieHTelile e TYPaKThl XKYMBbIC iCTeyiH KaMTaMachli3 eTei.

“Aliya School 0 Por% O CrpocnreAnncy Al ]

CmapT-KoHTpaKThl

Cypet 7. CMapT — KOHTPaKT xyheci

7-CcypeTTe CMapT- KOHTpaKTTap/pbl Oackapy uHTepdetici 3epTTey OapbIChiH/A YCHIHBUIFaH
ECA ™MopeniHiH TpaKTHKa/bIK >Ky3ere acyblH KepceTefi. By Oesim kyliefe KaObLigaHATHIH
MaHbI3/Ibl HIETTIMEPAiH alTOPUTMZIK TYPZie OPbIHZAIATHIHBIH YK9HEe OJIapAbIH, OJIOKUelH apKbL/Ibl
BepHU((DUKalMs/IaHAThIHBIH Aasiengelizii. COHbIH HITWXKeCiH/e )KylieJe CeHIMIMIK, alllbIKThIK yKoHe
Oypmasayra Te3imMimiK KaMTaMachl3 eTilefi.
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Cypert 8. bnokueliH ayauT Tepe3eci

JKyiieHiH Gsi0KueliH Heri3iHzeri ayauT >KypHasbl BU3yanusalusiiaHabl. VHTepdencTiH
JKOFaprbl OejiriHze Ti30eKTiH TYTaCTBIFBIH TeKCepy HITWKeCi KepceTtisiefli, sSFHU OapJibiK,
O/I0KTapAbIH, ©3apa KpUnTorpadusiyibik, OailaHbICkl AYpPhIC eKeHi pactanazbl. COHbIMEH Kartap
)Kyhe[e TipkenreH OJIOKTapZbIH, KasIlbl CaHbl, TaObUIFaH ykKa3banap caHbl, OKWFa TYp/epiHiH CaHbl
)K9He >KYMBIC iCTemn TypFaH TYHiH[ep caHbl Oepineni. Opbip 6/10K »Ka30ackIHa OHBIH, HOMIpi,
OKWFa THMI (MbICaJIb, )KYHere Kipy, dpeKeT OpbIH/AATybl), YaKbIT Oe/Tici, ajibIHFbI OJIOKTBIH, X eI,
aFpIMZIaFbl OJIOKTBIH, Xellli, TalZanaHylIbl JepeKTepiHiH Xelll, MeTaflepeKTep Xelli >XoHe
1dpsibIK KosTaHOa Kepcetinesi. By aknapaT 6/10KTap apachkiHarbl OaiiaHbIC MeH JiepeKTepiH
e3repMelTIH/IriH TeKcepyre MyMKiHZIK bepefi.

T @ © O Aliya Schoor 0 P &7% 1O Crpocars Anncy Al B

Cypet 9. CoHFBI caFaTTarbl Kayirci3iik okuraaapbiH bakbiiay Tepeseci

9-cypeTTe Xyileieri Kayimnci3zik oKuranapbiH OakbljlayFa apHa/IFAaH MOHUTOPUHT MOJY/Ti
6osbin TabbutaAbl. MyHza Gesnrisi 6ip yakpIT apajibIFbIHAAFEl Oap/bIK TipKeJreH OKUFanap/bIH
KaJITibl CaHbI, OJIap/bIH KAYINTLTIK feHreii OolbiHIIa OesiHyi (KOFapbl, OpTa, TOMEH) >KoHe
aKrapatThIK Xabap/saManap caHbl KepceTinefi. TeMenri 6esiriHze ap6ip okuFa Typasbl KbICKallla
MastiMeT Gepinesii: okura Typi, maiganansuirad [P-mekerskait, HTTP cypanbIc afici, cypaHsIC
)KOJIBI, ’Kayarl KOZbl >k9He yakbIT Oesnrici. by 6emim >kyliere »kacaaraH KYZiKTi apekeTTepAi
aHBIKTayFa yKoHe Kayirci3/ik )KaFaalbIH Ke/ies1 OaraiayFa MyMKiH/IIK Oepefi.
CoHbIMEeH KypbUTFaH Oar/apsiamMasblk, >KacakTama [JUCCEePTaLUsIbIK 3epTTey/iH TeopHsUIbIK,
HOTWKeJIePiH TIKiprbesTiK TYPFbIIaH pacTay Kypasibl O0/IbITT TaOblIa bl
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Kopbrrbiaapl. Hatwkecinze 100% kepceTkimni >kyleHiH Oap/blK HeTi3ri Imadybit
TYpJ/iepiHe KapChl TYPAKThI eKeHiH Oinpipce, 96.3% KepceTKillli 11abybl1 9peKeTTepPiHiH, AeTalbbl
JeHreumeri HaTWKe/lepiH cumnartaiiapl. EKi Kepcetkimn Oipre anraHfia, YCHIHBUIFAH KOpFay
MO/IeJTiHiH, 9pi KellleH/i, 9pi MpaKTUKa/bIK, TYPFblZia TUIM/Ii eKeHiH Apneneiizii. KOopbITbIHABIHbIH,
FBUILIMU M3Hi YIII )KaHA/bIK, OipTyTac )Kyiie Kypau/bl:

- BipiHuii »kaHa/IbIK apXUTEKTYpasIbIK HeTi3/li Ka/bINTaCThIPa/bl.
- ExiHIIi )KaHambIK JepeKTep TYTaCThIFbIH KPUNTOrpadus/bIK TYPFbIAH Ja/ienjeisi.
- YiriHmi JkaHanblk OijiM Gepy JIOTWKAChIH aBTOMATThI >KoHe ©3repMeWTiH Typje icke
aChIPbUTFaH/bIFbIH 19/l i

Y ChIHBIIFAaH MOJeNb/li KOMMEPLIUSJTBIK, HeMece aBTOPJIbIK KYH/ABUIbIFbI JKOFaphbl OHJIAMH-
Kypctap YuIiH oa3ipneHzi. Erep mnardopmaza Tek alliblk MaTepuanjap >KapusijaHCa Hemece
naifasaHyuibliap caHbl a3 6osca, blockchain-ayauTTi eHrizy SkoHOMMKAnbBIK TYPFBIZAH
Heri3fenmeyi MyMKiH. COHIBIKTaH MO/ie/biH KOJIaHbLTy aiMarbl - KOHTEHTTI KOPFay, aBTOPJIbIK
KYKBIKTBI [I971e/I7Iey KoHe KayillCi3mik okuranapbliH Oakblay MaHBI3/Ibl O0/IaThIH OpTa KaHe ipi
OH/IalH-0i1iM Gepy Kyiiesnepi >KaTaibl.
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	Edge Gateway and Communication. The Raspberry Pi 5 (8 GB RAM) serves as the central edge gateway. It hosts a Mosquitto MQTT broker that aggregates telemetry from all ESP32 nodes, subscribing to a structured topic hierarchy of the form facility/zone/device/metric. A Python-based MQTT-to-InfluxDB bridge written using the paho-mqtt and influxdb-client libraries forwards incoming messages to the cloud-hosted InfluxDB instance with a median end-to-end latency of 47 ms.
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	Заключение. В ходе выполнения работы была рассмотрена система управления потоками транспортных средств на перекрёстках со светофорным регулированием и продемонстрировано что применение фиксированных циклов светофорного регулирования не обеспечивает выполнение заданных значений пропускной способности при адаптивных параметров транспортного потока.
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	Адаптивный промптинг: оптимизация поведения языковых моделей через когнитивную диагностику для педагогической поддержки в STEM-образовании
	Введение. Языковые модели нового поколения всё активнее проникают в учебный процесс по дисциплинам естественно-научного и технического профиля. Разработчики рассчитывают, что эти инструменты возьмут на себя роль персонального наставника, доступного каждому студенту в любое время. Однако практика показывает принципиальное расхождение между этим ожиданием и реальным поведением систем: студент вставляет задачу в диалоговый интерфейс, модель возвращает полное решение, и учащийся, не приложив усилий к самостоятельному рассуждению, фактически лишается самой ценной части учебного опыта. Конструктивистская теория обучения утверждает, что знание строится через активное преодоление трудностей. Когда модель делает интеллектуальную работу за студента, тот выступает лишь переписчиком чужого решения. Тьюторы, напротив, ведут учащегося через цепочку подзадач, задают направляющие вопросы и указывают на ошибки в рассуждениях, не раскрывая финального ответа. Разрыв между этим педагогическим идеалом и фактическим поведением LLM и определяет проблему, которую мы решаем.
	Обзор смежных исследований. Интеллектуальные обучающие системы. Интеллектуальные обучающие системы разрабатываются с целью персонализированного сопровождения учебного процесса. Их ключевым компонентом является модель студента — динамическое представление о том, какими навыками учащийся уже овладел, а какие концепции остаются для него проблемными. Для построения таких моделей используются метод трассировки знаний и когнитивные диагностические модели, позволяющие оценивать уровень освоения каждой концепции учебной программы.
	Трекер когнитивного состояния. Трекер когнитивного состояния — первый и основополагающий модуль системы. Его задача состоит в том, чтобы в каждый момент времени поддерживать актуальную вероятностную модель знаний конкретного студента. Модуль реализован на основе байесовской сети, узлы которой соответствуют отдельным концепциям и навыкам учебной программы. Каждому узлу присвоена численная оценка — вероятность того, что студент данную концепцию освоил. Для обеспечения высокой скорости и надежности хранения таких динамически обновляемых профилей могут применяться современные оптимизированные базы данных, эффективность которых доказана при сравнительном анализе для систем цифровых двойников и промышленного интернета вещей.
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	НАУЧНЫЕ МЕТОДЫ ОПТИМИЗАЦИИ ЗАТРАТ ПРИ СОЗДАНИИ И РАЗВИТИИ ОПТИМАЛЬНЫХ ИНФОРМАЦИОННЫХ СИСТЕМ
	Введение. Цифровая трансформация сделала экономическую эффективность информационных систем (ИС) решающим фактором конкурентоспособности. По мере накопления предприятием разнородных приложений — планирования ресурсов (ERP), управления взаимоотношениями с клиентами (CRM), бухгалтерского учёта, документооборота, управления персоналом (HRM) и бизнес-аналитики (BI) — их ИС-ландшафт приобретает избыточность: дублирующиеся записи данных, пересекающиеся функции приложений, клоны кода и повторяющиеся бизнес-процессы. Избыточность завышает совокупную стоимость владения (TCO) за счёт излишних расходов на лицензирование, интеграцию, сопровождение и управление данными. Особенно остро проблема стоит в органическом производстве, где обязательная сертификация, прослеживаемость и контроль качества согласно стандартам (например, Регламенту ЕС 2018/848) увеличивают и объёмы данных, и стоимость поддержания их согласованности.
	Зрелые методы существуют для отдельных уровней — профилирование данных, связывание записей, обнаружение клонов кода, process mining, — однако применяются изолированно и не связаны с явным критерием затрат для проектирования и развития оптимальной ИС. Настоящая работа устраняет этот пробел. Её вклад состоит в следующем:
	Методология. Оптимизация выполняется как конвейер из пяти этапов. Каждый этап применяет установленный научный метод, даёт количественную оценку избыточности и нацелен на конкретные слагаемые затрат уравнения (1). Таблица 1 обобщает уровни, методы, инструменты и выявленную избыточность.
	Этап 1. Профилирование и дедупликация данных
	Этап 2. Машинное обучение и семантическая дедупликация
	Этап 3. Анализ происхождения данных и процессов
	Этап 4. Избыточность кода и сервисов
	Этап 5. Нормализация и консолидация

	Результаты и обсуждение. Методология апробирована на предприятии органического производства (50–500 сотрудников), ИТ-бюджет которого распределялся приблизительно как ERP 25–35%, интеграция 15–25%, CRM 10–20%, бухгалтерия 10–15%, а документооборот, HRM и BI — по 5–10% каждый, так что устранимые затраты определяются в основном дублирующимися функциями и хрупкой интеграцией «точка–точка».
	Заключение. В работе оптимизация затрат при создании и развитии оптимальных информационных систем сформулирована как явная задача минимизации с ограничениями и предложена воспроизводимая методология её практического решения. Формальный вклад — модель TCO с метриками избыточности уровней данных, кода и процессов вместе с формулировкой о покрытии множества (уравнение 5), которая определяет оптимальную ИС как покрытие функций минимальной стоимости и указывает избыточность как действенный сигнал для вывода систем. Методологический вклад — конвейер из пяти этапов, применяющий установленные научные методы (профилирование с дедупликацией на основе хеширования и нечёткого сопоставления, кластеризацию машинного обучения с семантическими эмбеддингами, анализ происхождения и BPMN-процессов, статический анализ клонов и service mesh, реляционную нормализацию), каждый из которых сопоставлен конкретному слагаемому затрат.
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	Введение. Современное здравоохранение характеризуется интенсивным ростом объемов медицинской информации. Электронные медицинские карты, результаты лабораторных исследований, диагностические изображения, данные носимых устройств и телемедицинских платформ формируют большие массивы данных, требующие эффективной обработки и анализа. Традиционные методы хранения информации позволяют сохранять данные, однако не обеспечивают возможность глубокого анализа взаимосвязей между клиническими показателями. В связи с этим особое значение приобретают методы семантического моделирования, позволяющие описывать медицинские знания в виде взаимосвязанных объектов и отношений между ними.
	Семантическое моделирование медицинских данных. Семантическое моделирование представляет собой способ структурированного описания знаний предметной области. Основной задачей является формирование единого представления медицинской информации независимо от источника ее происхождения.
	Искусственный интеллект в здравоохранении. Алгоритмы искусственного интеллекта успешно применяются практически на всех этапах оказания медицинской помощи.
	Интеграция семантических технологий и искусственного интеллекта. Наибольшую эффективность демонстрирует комплексное применение семантических моделей и методов искусственного интеллекта.
	Преимущества предложенного подхода. Использование семантического моделирования совместно с искусственным интеллектом обеспечивает:
	Перспективы развития. Дальнейшее развитие интеллектуального здравоохранения связано с интеграцией технологий больших данных, Интернета медицинских вещей (IoMT), облачных вычислений и генеративного искусственного интеллекта. Особое внимание уделяется разработке цифровых двойников пациентов, позволяющих моделировать развитие заболеваний и оценивать эффективность различных методов лечения. В перспективе интеллектуальные медицинские системы смогут обеспечивать непрерывный мониторинг состояния пациентов и автоматически информировать врачей о возможных рисках.
	Заключение. Семантическое моделирование является одним из ключевых направлений развития современных медицинских информационных технологий. Совместное использование онтологий и методов искусственного интеллекта обеспечивает эффективную интеграцию медицинских данных, повышение качества диагностики и поддержку принятия врачебных решений. Разработанный подход способствует развитию интеллектуального здравоохранения и может быть использован при создании современных цифровых медицинских платформ, ориентированных на повышение эффективности оказания медицинской помощи.
	
	Рис. 1. Архитектура интеллектуальной системы семантического анализа
	медицинских данных
	Архитектура интеллектуальной системы семантического моделирования медицинских данных на основе технологий искусственного интеллекта представлена на рисунке 1. Предлагаемая архитектура реализует комплексный процесс обработки медицинской информации, начиная со сбора данных из различных источников и заканчивая формированием рекомендаций для поддержки принятия клинических решений. Система включает взаимосвязанные функциональные модули: сбор медицинских данных, предварительную обработку и стандартизацию информации, семантическое моделирование на основе медицинских онтологий и графов знаний, интеллектуальный анализ данных с использованием методов машинного и глубокого обучения, а также модуль поддержки принятия врачебных решений. Дополнительно архитектура содержит подсистему обратной связи и непрерывного обучения моделей, обеспечивающую актуализацию базы знаний, повышение точности прогнозирования и адаптацию алгоритмов к новым клиническим данным. Сквозными компонентами архитектуры являются управление данными и метаданными, обеспечение информационной безопасности, контроль качества данных, мониторинг функционирования системы и соблюдение международных стандартов обмена медицинской информацией. Комплексное взаимодействие всех компонентов обеспечивает эффективную интеграцию разнородных медицинских данных, интеллектуальный анализ клинической информации и повышение качества медицинской помощи.

	Литература
	Корпустарды тазарту. Синтетикалық параллель корпустарда жүйелі қателер анықталды: лексикалық қайталанулар, атаулы бірліктердің дұрыс берілмеуі, аббревиатуралардың қате транслитерациясы, семантикалық бірліктердің кесілуі. Тазарту үшін Python 3.11.14-те арнайы Correction Module жасалды. Модуль нейрондық желілер мен толық сәйкестік тексерулерін (exact matching) қолдана отырып, қайталанулар мен галлюцинацияларды, атаулы бірліктердің қаталарын, дублиттерді жояды.
	Fine-tuning параметрлері. Модельді бейімдеу (fine-tuning) процесі бірнеше кезеңнен тұрды. Алғашқы кезеңде OPUS және FLORES сияқты ашық қолжетімді корпустар негізінде бастапқы оқыту жүргізілді. Бұл деректер модельдің тілдік заңдылықтарды және аударма сәйкестіктерін меңгеруіне мүмкіндік берді. Келесі кезеңде синтетикалық параллель корпустар пайдаланылды. Олар арнайы әдістеме бойынша құрастырылып, тиісті ғылыми мақалада сипатталған тәсілге сүйене отырып дайындалды (осы жерде дереккөзге сілтеме берілуі қажет). Осылайша, көпсатылы оқыту стратегиясы модельдің төмен ресурсты тілдер арасындағы аударма сапасын жақсартуға бағытталды және қырғыз–қазақ, өзбек–қазақ тілдік бағыттарында нәтижелі көрсеткіштерге қол жеткізуге мүмкіндік берді.

	Нәтижелер. Зерттеу нәтижелері NLLB-200-1.3B моделін fine-tuning арқылы барлық тілдік жұптар бойынша аударма сапасының айтарлықтай жақсарғанын көрсетті. 500 000 тазартылған сөйлемдік корпус нәтижелері базалық NLLB-200-1.3B мен fine-tuning оқыту нәтижелерін төмендегі 2-кестеде жинақталған.
	Казахский национальный университет имени аль-Фараби, Казахстан
	Тәжірибелік зерттеулер нәтижесінде α = 0.6 мәні оңтайлы коэффициент ретінде таңдалды.

	ARCHITECTURAL TRADE-OFFS IN CARDIOVASCULAR GENOMICS: COMPARING LORA FINE-TUNING AND RAG FOR HIGH-PRECISION VARIANT REPORTING
	Introduction. Clinical variant interpretation is a core step in medical genetics, where a compact variant representation (e.g., an HGVS string) must be mapped to molecular consequence and clinically meaningful assertions for downstream decision-making [1, 2]. Standardized nomenclatures and interpretation frameworks exist precisely because small notation errors can change the biological meaning of a variant and lead to incorrect clinical communication [2, 3]. In practice, interpretation workflows are anchored in curated resources such as ClinVar, which aggregates submissions and interpretations and is widely used as a reference point for variant-centric reporting tasks [1]. Despite advances in automation tools, variant interpretation remains labor-intensive, subjective, and prone to inconsistencies across laboratories, with discrepancy rates reaching 22.6% between automated systems and high-confidence ClinVar classifications [4].
	Methodology. In this study, we compared three architectural approaches for the automated interpretation of genetic variants in the STXBP1 gene: (A) Retrieval-Augmented Generation (RAG), (B) Fine-Tuning using the LoRA method, and (C) a Hybrid approach (RAG + Fine-Tuning).
	Results. Quality assessment was conducted using automated metrics: ROUGE (to evaluate structural text similarity) and BLEU (to evaluate terminology accuracy). While standard NLP metrics like ROUGE and BLEU evaluate lexical overlap, they often do not correlate perfectly with clinical safety. To address this limitation and ensure factual reliability, we introduced strict exact-match metrics. Specifically, we measured Clinical Significance Accuracy (the exact match rate for predicting the correct variant status, such as Pathogenic or Benign) and HGVS Exact Match to verify that no critical identifiers were hallucinated or altered during generation.
	Conclusion. In this paper, we investigated a gene-specific variant report generation task for STXBP1 pathogenic and likely pathogenic variants and compared three practical approaches: retrieval-augmented generation, LoRA-based fine-tuning of a biomedical instruction model, and a hybrid method that combines retrieval with the fine-tuned generator. Using HGVS-to-report instruction–response pairs and evaluating with ROUGE and BLEU, we found that LoRA fine-tuning consistently produced the most faithful clinical-style text, while the pure RAG baseline performed worst, and the hybrid setting degraded relative to fine-tuning due to interference from retrieved context that was similar but not identical to the target variant.
	Funding. This work was funded by Committee of Science of the Republic of Kazakhstan AP23488586 "Development of an intelligent system for monitoring and prevention of cardiovascular diseases using deep learning and IoMT (Internet of Medical Things)" (2024-2026).
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	Для визуализации данных по банкоматам и платёжным системам можно использовать:

	Разработка интеллектуальных агентных систем поддержки принятия решений в автоматизированных системах управления финансово‑технологическими экосистемами имеет высокую актуальность по ряду причин:
	Научная новизна работы заключается в комплексном подходе к разработке интеллектуальных агентных систем поддержки принятия решений в автоматизированных системах управления финансово‑технологическими экосистемами, который учитывает как глобальные тенденции, так и региональную специфику Центральной Азии.
	Основные положения новизны можно сформулировать следующим образом:
	Агентные системы и их роль в управлении. В современных условиях цифровизации экономики и усложнения финансово‑технологических экосистем особое значение приобретают агентные системы, представляющие собой совокупность программных и интеллектуальных компонентов, способных действовать автономно, взаимодействовать между собой и принимать решения на основе анализа данных. Агентная система определяется как распределённая архитектура, где каждый агент обладает собственными целями, знаниями и механизмами принятия решений. В отличие от традиционных централизованных систем, агентные подходы обеспечивают гибкость, адаптивность и возможность масштабирования. Это особенно важно для финансовых экосистем, где транзакционные потоки характеризуются высокой динамикой и неопределённостью.
	Роль в управлении:
	Безопасность и устойчивость. Агентные системы играют ключевую роль в обеспечении информационной безопасности: они способны автоматически выявлять подозрительные транзакции, классифицировать угрозы и инициировать защитные меры. Кроме того, их распределённая архитектура повышает устойчивость экосистемы к внешним воздействиям и внутренним сбоям.
	Применение агентных систем в управлении финансово‑технологическими экосистемами позволяет:
	Пример расчёта эффективности
	Визуализация. Для наглядности можно использовать дашборды, отображающие:

	Рисунок 2. Прикладные аспекты
	Применение в банкоматах и платёжных системах. В инфраструктуре банкоматов (АТМ) и национальных платёжных системах Центральной Азии — Uzcard и Humo — агентные технологии применяются для:
	Визуализация. Ниже приведён пример графической схемы, которая может быть включена в диссертацию:

	Рисунок 3. Статистический анализ
	Данные по банкоматам Uzcard и Humo. Национальные платёжные системы Центральной Азии — Uzcard (Узбекистан) и Humo (Таджикистан) — демонстрируют устойчивый рост инфраструктуры банкоматов и терминалов. По данным национальных процессинговых центров:
	Сравнение с Visa и MasterCard. Международные платёжные системы Visa и MasterCard функционируют в глобальном масштабе, обеспечивая доступ к десяткам миллионов терминалов и банкоматов по всему миру. Их статистика демонстрирует значительно более высокий уровень охвата и объём транзакций, однако национальные системы Uzcard и Humo играют ключевую роль в обеспечении финансовой независимости и локальной устойчивости. Sources: национальные процессинговые центры Узбекистана и Таджикистана; статистика Visa и MasterCard. Таким образом, статистический анализ показывает, что Uzcard и Humo занимают стратегически важное место в региональной финансовой экосистеме, обеспечивая локальную устойчивость и независимость, тогда как Visa и MasterCard остаются глобальными лидерами по охвату и объёмам транзакций.
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	Заключение. В рамках исследования пришли к выводу:
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	АППАРАТНО-АЛГОРИТМИЧЕСКАЯ ОПТИМИЗАЦИЯ
	Введение. Реализация концепции Индустрии 4.0 и архитектур предиктивного обслуживания неразрывно связана с построением высокоточных цифровых двойников (Digital Twins) производственных систем [1]. Для адекватной синхронизации физического объекта и его виртуальной модели необходим непрерывный сбор диагностической телеметрии. В частности, данные о микровибрациях высокого разрешения критически важны для выявления структурной усталости механизмов задолго до аварийных ситуаций [2].
	Массовое развертывание датчиков порождает сложную оптимизационную проблему: непрерывная трансляция сырых высокочастотных данных в облако вызывает перегрузку пропускной способности сетей IIoT и вычислительных кластеров. Традиционные пьезоэлектрические акселерометры требуют жесткого механического контакта. Бесконтактные методы, такие как лазерная доплеровская велосиметрия (LDV), требуют сложной внешней оптики (зеркал, светоделителей), что делает их неоправданно дорогими для масштабного внедрения. Акустический мониторинг сильно деградирует в условиях широкополосных промышленных помех.
	Автодинная интерферометрия (Self-Mixing Interferometry, SMI) предлагает элегантное физическое решение, используя оптическую обратную связь внутри резонатора полупроводникового лазера [3, 4]. Целью данной работы является решение задачи аппаратно-алгоритмической оптимизации SMI-архитектуры для топологий периферийных вычислений (Edge Computing). Перенос спектрального анализа непосредственно на сенсорный узел радикально оптимизирует сетевой трафик и предоставляет надежный канал данных для функционирования цифровых двойников.
	Аппаратная оптимизация аналогового интерфейса (AFE). Извлечение микроамперного интерферометрического сигнала (AC) на фоне массивной постоянной составляющей (DC) лазерного излучения представляет собой сложную задачу. Использовался коммерческий диод ADL-65075TL (20 мА, 2.2 В).
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	РЕАЛИЗАЦИЯ ТЕХНОЛОГИИ LORAWAN В АРХИТЕКТУРЕ ЦИФРОВОГО ДВОЙНИКА OPENEGIZ
	Раева А.А., Амирханов Б.А., Байжанова Д.О., Сакыпбекова М.Ж.
	Е-mail: alinaraevali18@gmail.com
	Аннотация. В статье рассматривается комплексный подход к проектированию и практической реализации систем промышленного Интернета вещей (IIoT) на базе беспроводного протокола связи LoRaWAN и открытой платформы цифровых двойников OpenEgiz. Подробно анализируются архитектурные уровни интеграции данных, методы оптимизации энергопотребления оконечных устройств, математические модели оценки качества связи (пропускная способность, коллизии, затухание сигналов) и алгоритмы обработки потоковых метрик в режиме реального времени. Описан сквозной процесс создания цифрового двойника: от аппаратного развертывания сети датчиков до построения предиктивных моделей и трехмерной визуализации состояния физических объектов.
	Ключевые слова: LoRaWAN, OpenEgiz, DigitalEgiz, Цифровой двойник (Digital Twin), IIoT, Интернет вещей, MQTT, Граф данных, Предиктивная аналитика.
	Введение. Современная индустрия находится на этапе глубокой цифровой трансформации, ключевыми драйверами которой выступают Промышленный Интернет вещей (IIoT) и концепция Цифровых Двойников (Digital Twins) [1]. Цифровой двойник представляет собой динамическую виртуальную реплику физического объекта, процесса или системы, которая непрерывно синхронизируется с оригиналом посредством потоков данных реального времени. Основной барьер при создании масштабных цифровых двойников территориально распределенных или инфраструктурных объектов (таких как умные города, крупные производственные комплексы, агропромышленные предприятия и распределительные энергосети) заключается в необходимости обеспечения надежной, энергоэффективной и недорогой беспроводной связи с тысячами датчиков [2]. В этом контексте технология LoRaWAN (Long Range Wide Area Network) является оптимальным решением класса LPWAN (Low-Power Wide-Area Network). Однако сбора данных через LoRaWAN недостаточно — их необходимо агрегировать, семантически связать, проанализировать и визуализировать. Для решения этих задач применяется открытая экосистема OpenEgiz (в некоторых научных источниках упоминается как DigitalEgiz). Данная платформа предоставляет гибкий инструментарий для создания событийно-ориентированных цифровых двойников, оркестрации потоков данных и их аналитической обработки [3].
	Теоретические основы технологии LoRaWAN. Технология LoRaWAN базируется на модуляции LoRa (Long Range), разработанной компанией Semtech, которая представляет собой метод модуляции с расширением спектра методом линейной частотной модуляции (Chirp Spread Spectrum, CSS) [4].
	Физический уровень (LoRa) и параметры модуляции. Сигнал LoRa устойчив к шумам и многолучевому затуханию за счет того, что данные кодируются изменением частоты внутри непрерывного импульса (чирпа). Основными регулируемыми параметрами физического уровня являются:
	Архитектура платформы цифровых двойников OpenEgiz. Платформа OpenEgiz — это программный комплекс с открытым исходным кодом, спроектированный для создания событийно-ориентированных, высоконагруженных систем управления цифровыми двойниками. Платформа решает три фундаментальные задачи: непрерывный сбор метрик, построение семантического графа связей объектов и динамический анализ данных.
	Модульная структура. Архитектура OpenEgiz состоит из следующих ключевых сервисов:
	Концепция Информационной модели объекта. В OpenEgiz любой цифровой двойник описывается декларативной моделью:

	Практический кейс: Цифровой двойник солнечной электростанции. Рассмотрим комплексное внедрение разработанной архитектуры на примере интеллектуального мониторинга распределенной солнечной генерации (PV-систем).
	Постановка задачи. Необходимо развернуть систему непрерывного контроля для массива солнечных панелей площадью 5 кв. км. Контролируемые параметры: температура фотоэлектрических ячеек (перегрев снижает КПД), ток и напряжение на выходе единичных инверторов, уровень инсоляции окружающей среды [11].
	Реализация физического слоя. Каждый инверторный узел оснащается беспроводным модулем LoRaWAN. Датчики температуры и токовые петли подключаются к контроллеру через интерфейс Modbus RTU, после чего данные агрегируются и упаковываются в компактные LoRa-пакеты. На территории устанавливаются 2 промышленных шлюза LoRaWAN с антеннами круговой направленности (коэффициент усиления 6 dBi, подключенные к локальному серверу предприятия по оптическому каналу [12].
	Заключение. Интеграция беспроводных сетей LoRaWAN и открытой платформы цифровых двойников OpenEgiz представляет собой синергетическое технологическое решение, нивелирующее классические проблемы построения IIoT-систем: высокую стоимость развертывания инфраструктуры связи, ограниченную автономность датчиков и разрозненность собираемых данных [13]. Применение математического моделирования радиопотоков и оптимизации структур данных на этапе демаршалинга позволяет создавать высоконагруженные цифровые копии сложных территориально распределенных объектов. Использование открытых стандартов и гибких семантических графов в OpenEgiz обеспечивает беспрепятственное масштабирование разработанных систем, предоставляя бизнесу мощный инструмент сквозной предиктивной аналитики и интерактивного контроля активов.
	Финансирование: Статья опубликована при поддержке Министерства науки и высшего образования Республики Казахстан в рамках проекта программно-целевого финансирования BR24992975 «Создание цифрового двойника пищеперерабатывающего предприятия с использованием технологий искусственного интеллекта и IIoT», 2024-2026 гг.
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